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Emotet Returns to Prey on

Security Issue

Banking Information

On August 2017, AhnLab confirmed, via AhnLab Smart Defense (ASD), its cloud-based malware
analysis system, that the malware Emotet is once again being distributed through spam botnet.

First spotted in 2014, Emotet is a trojan that hijacks financial information.

The newly-resurfaced Emotet features modular functions for extracting the victim’s financial
transaction information, downloading the relevant module from the C&C server to perform

its activities.

This report examines the distribution vector and operational features of Emotet, including a

detailed analysis of the malware’s primary attack patterns.
Distribution and operation of Emotet
Analysis by AhnLab revealed that Emotet strain propagated last quarter was carried via spam

botnet as email attachments.

The overall attack pattern of Emotet is as shown in Figure 1-1.
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C&C attacker

Spammed email .
@ ® User downloads and runs Emotet via spammed email attachment

m @ Emotet is added to the autorun registry

® System OS information, list of running processes, the malware’'s PE

€)

D) H CRC, computer user name and volume serial number are encrypted
‘ and sent to the C&C

® Additional modules are downloaded from the C&C server to perform

@ . 0
additional malicious activities
# " ® Downloaded modules are run

Loader ® Additional Module

@

Figure 1-1 | Attack pattern of Emotet

The Word document files included in the spammed email spread via botnet contains a

malicious macro as shown in Figure 1-2.

! Secwrity Warnang  Macrod Rave Been disbled Enadiir Conbnnd
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prodeched docuseniy e prdow bt sbaover

Figure 1-2 | Malicious macro contained in the Word file attachment of the spammed email

The document contains instructions such as “Macros have been disabled — Enable Content” to
trick the user into running the macro. Once the user enables the macro function, an obfuscated

powershell command as shown in Figure 1-3 is executed, which downloads a malicious file,

Emotet loader, from an external URL and runs it.
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ket b e L S ST Pt il R B S e L b s et Sl e
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Figure 1-3 | Obfuscated powershell command line

Key activities

Once the Emotet loader is executed, the malware first registers itself as a service in Windows.

User information is extracted next, and

® Registered as service to enable repeat execution of the

Emotet loader the malware communicates with the C&C
@ Computer name, OS information, list of running processes acquired
@ Hijackes information using Crypto AP server to download the modules required

® Encrypts data communicated with C&C server

® Data received from C&C server decrypted, and modules executed for additional activities. Table 1-1 lists the key

Table 1-1 | Malicious activities carried out by the Emotet loader activities performed by the Emotet loader

1. Service registry

The Emotet loader calls the OpenSCManagerW API to check administrative privileges for
installing and enumerating services. If the loader successfully obtains admin privilege, a routine
for registering the Emotet loader as a service is executed, and a copy is dropped into the path

%Windir%\System32.

0040883C|| . 6R 06 PUSH 6 8x6 - authority to create service and Bst up
0040883E|| . 53 PUSH EBX
0040883F || . 53 PUSH EDJNY

GRETERTT B S DA EEIEGEINCALL NE @ W0 0 F B PS ! Bops /B advapid2.0penSCHanagery
00408846 || . 85CH 5T E - senvice registered when sUuccess
poupssngll . 78 BF i - 1y T g L add to %AppdatadeMicrosoftWWindows when failure

0040884a 1l . 8380 A4B2400(0R DWORD PTR DS:[40B2A%41. 1

Figure 1-4 | Calling OpenSCManagerW to check admin rights

The 0x40884A code as shown in Figure 1-4 reveals that the value assigned to DS:[40B2A4] is
determined by the result of the OpenSCManagerW API call. The value per byte in the DS:[40B2A4]

of the 0x4088EC code in Figure 1-5 defines the destination of the self-duplicate of Emotet loader.
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56 PUSH ESI
53 PUSH EBX

. 53 PUSH EBX

e i B JE SHORT emotet_m.B@848898F
6A 29 PUSH 29 Bx29 -> CSIDL_SYSTEHXBG
53 PUSH EBX
Sl R P IRC AL HEAR DWORD PTR DS-[48B218] 5hell32.SHGetFolderPathy
8DAL FC LEA EAX, DWORD PTR SS:[EBP-4]

B9 LB134068 |HMOU ECX, emotet_n.B@8LB1340 %s%s .exe

58 FUSH EAX
57 PUSH EDI
. | GA PUSH 4
..| EB JHP SHORT emotet_n.B@LERO02YL
> Laa PUSH 1C Bx1C -> CSIDL_LOCAL_APPDATA
53 PUSH EBX
[ R E PTG IRC AL L HEAR DWORD PTR DS:[4BB248] shell32.SHGekFolderPathy

Figure 1-5 | Part of the code for determining the self-duplicating location

The location where the Emotet loader places a

Privilege secured %Windir%\System32

copy of itself is determined by whether admi-

nistrative privileges have been successfully “Appdata’\Local\Microsoft\Windows

obtained: the paths are as shown in Table 1-2 Table 1-2 | Self-duplicated locations for the Emotet loader

The loader choses two random keywords from the list of keywords for service and file creation

as shown in Table 1-3 to determine the file name of its copy.

agent,app,audio,bio,bits,cache,card,cart,cert,com,crypt,dcom,defrag,device,dhcp,dns,event,evt,flt,gdi,group,help,home,host,info,iso,laun
ch,log,logon,lookup,man,math,mgmt,msi,ncb,net,nv,nvidia,proc,prop,prov,provider,reg,rpc,screen,search,sec,server,service,shed,shedul

e,spec,srv,storage,svc,sys,system,task,time,video,view,win,window,wlan,wmi

Table 1-3 | Key words used to create the service and file

The selected keywords are combined into name of the self-duplicated file and service.

if ( v31)
i
ChangeServiceConfig2W{vid, 1, v@)s;// 8x1 -> SERVICE_CONFIG _DESCRIPTION
i = GetProcessHeap(8, v?%);
dword 40B18@(vi14);
v

Figure 1-6 | Configuring the service description

After service creation, the Emotet loader calls the ChangeServiceConfig2W API as shown in

Figure 1-6 to change the service description. The API copies a random description from an
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existing service to change the description of the new service.

2. User data collection
After completing the service creation process, the Emotet loader begins gathering user

information. The loader extracts system OS version, computer name, volume serial number, list

i of processes, and running PE CRC information.
v Volume Serial info
System OS5 info r: PC name info

Then the hijacked information is transmitted
to the C&C server after the encryption. The

extraction of user information such as OS data

and PE CRC32 were observed as shown in

Running process list

Figure 1-7.

Figure 1-7 | Hijacked user and system information

3. Data encryption via Crypt API
Emotet loader encrypts the collected user information, using either a custom encryption or
the Crypt APL. In case of the latter, the file contains the RSA public key as shown in Figure 1-8,

which is used to encrypt the random AES-128 symmetric key called by the CryptGenKey API.

nenset {&dword 408284, A, 16);
if { CryptAcquireContextW(&dword 408284, 8, @, 24, OxFO000040) )// PROU_RSA_AES
{
if { CryptDecodeObjectEx(0x10861, 19, off_40B82C, dword_ 408038, 0x80808, 68, &u2, &GU3) )
{ /4 PKCS 7 ASH EHCODING | X589 ASH EHMCODING, X582 BASIC CONSTRAINTS, UZ2->RIA 27
vl = CryptimportKey{dvord 40B28%, v2, vi, 8, 8, Gdword 58B288);
dword H8B1DB{v2);

if ( ve )
{
if { CryptGenKey(dword LOB284, Bx660E, 1, &dword_4BB28C) )// AES-128 bit Key M, CryptEncrypt APIZ 2| ==z AEE
1
if ( CryptCreateHash{dword_ 408284, 0x8004, @, 0, &dword_4BB298) )// CALG_SHAT
return 1;
CryptDestroyKey{ dword 48B28C) ; £ DES GHA
H
CryptDestroyKey{dword 48B288);
¥
}
CryptReleaseContext(dword LBB284, 0);

b

Figure 1-8 | Codes for extracting the RSA public key and generating the AES-128 random key
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As shown in Figure 1-9, Emotet loader file contains the RSA public key stored by the attacker;

the key decoded by the CryptDecodeObjectEx APl is shown in Figure 1-10.

084812B8 Bh—a.7 SH= 7EM
AAL4A12C8 'U}?MH?:J?5*|4
884812D8
B84A12E8

884a12F8
8840132 68
884313218

Figure 1-9 | RSA public key contained in the file

RSA1.

BA15B 078 :: L=

HO15B888

AB15B A0S ':n:l"ﬂf-}gw
BA15EBAS [ 1M JEsid [e] B

A@15BBRY Tfec?120B2=! ¢
BA15BBCS ;74| 27MERET?
8a15BBDS CR?... 0> 4.

0d15BBES f..d...B.THE.

Figure 1-10 | The key decoded by RSA public key

Finally, the Emotet loader uses the CryptEncrypt API for AES-128 CBC mode encryption and

generates hash values for the data. The AES-128 key value used in the encryption is extracted

by the CryptExportKey API and copied to memory.

if { tCryptDuplicatelHash{dword 4BB298, @, 6, &a2) }// Sha-1 {4
gqoto LABEL_16;
nencpyl(uvis, ={_ DWORD =)ui6, ={ DWORD =)}{uil6 + 4));
if ( CryptEncrypt({dword 40B28C, a2, 1, 8, vi8, &U15, v3) }// AES-128 CBC Z S LE3}

{
g = |_.[,':
pig = Bx6E;
if { CryptExportiey{dword 4LBB28C, dword 4OB288, 1, 0x40, Bui1Z2, Buld) )
{
e = (unsigned int)&uik;
do
*{ BYTE #*)us+: = ={ BYTE #*)uv9-—-;
while { u® »>= (unsigned int)&e13 );
uwit = Bxiy;
if ( CryptGetHashParam{a?, 2, w17 + Bx68, Gui6, B) )/F ZFEEEF GI0DIEIH CHEF Hash &AM

Figure 1-11 | Data encryption process
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0050 74 3a 20 4d 6F 7a 60 6c 6 61 2f 34 26 30 20 28 X Mozi] 1a/4.0 C 4 E t d d t t t th C&C

0080 63 6f 6d 70 61 74 60 62 6 85 3b 20 4d 52 45 45 compatib le; MSIE . ENCr e dala sentto e server
0070 20 37 2e 30 3b 20 57 69 66 64 of 77 73 20 48 54  7.0; Wl ndows NT

00BO 20 35 28 31 3b 20 54 72 6O 64 65 68 74 2f 34 2e  5.1: Tr ident/4.

0090 30 3b 20 2e 4& 45 54 20 43 4¢C 52 20 32 2e 30 28 0: .NET CLR 2.0.

0020 35 30 37 32 37 20 0d 0a 48 &f 73 74 3a 20 31 30
0 33 2e 31 36 2e 31 33 31 2e 32 30 3a 38 30 38 30
0d 0a 43 &f 6o 74 65 Ge 74 2d 4c G5 6e 67 74 68
3a 20 33 35 36 0d 0a 43 6f 6e 6e 65 63 74 69 6f
0020 6e 3a 20 4b 65 65 70 2d 41 SC 69 76 65 Od Oa 43
6l 63 68 65 2d 43 6T 6e 74 72 6f 6cC 33 20 6e 6f ache-Con trol: n
2d 63 61 63 68 65 0d 0a TR S -cache.. .. FERRR
30 a9 52 of ]

IR o 12 5 co OB RO R AR complete, the Emotet loader uses POST to

L When the data encryption process is fully
e Keap- AlTves1c

transfer the encrypted data to the C&C server,

as shown in Figure 1-12.

c5 e3 ec bb 3
AN D A4 S Ja 2R 34 40 ~2

Figure 1-12 | POST data transfer A notable feature is that the C&C server re-

turns a 404 error value to the client in response as shown in Figure 1-13, which in fact contains

additional encrypted malicious modules.

172 266.360372192,.168.119.1:29 105Lh. 147 .20 HTTF 622 POST # HTTR/1.1
176 267.352930103.16.131. 20 192.1568.119.1.29 HTTF 215 HTTP/1.1 404 Not Found

i O e 182 . 168, 1181 (] LT ansmission]

Figure 1-13 | POST transfer and 404 error

While the C&C server was blocked during the time of this investigation preventing a verification
of the nature of this malicious module, the actual size of the response value sent to the client

under normal circumstances is known to exceed 0x1c000.

5. Encrypted data received from C&C server decoded and executed

While acquiring the malicious modules from the blocked C&C server proved to be unavailable,
static analysis of the loader revealed the nature of the malicious activities performed by the
additional modules. As shown in Figure 1-14, the Emotet loader performs data decoding after
receiving a response value from the C&C server and executes a file presumed to be the newly-

downloaded module.
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if ( ®( DWORD #){al ¢ 4) == 1)
{
11 = ={_DUWORD =){a1 + 8);
24 = =( DHORD =)(atl + 12);
SHGetFolderPathu(®, 06x23, B8, B, &u16); /1 0%x23-> ZAPPDATA%
= GetTickCount() & OxF;
sub_%02111(& s V12 + §)3
[vi2] = o;
sub_&k01709(0xCu, (unsigned int)dword_ 401564, 1697757268, (int)&al);
snwprintf(&vi6, Ox104, a1, &u16, Gui17, v1d);
sub_k01806( (void =)al);
4 = CreatefFilew(&ui6, 0x40000000); // File creation <CreateAllways mode>
if ( via t= =1 )
{
WriteFile(vis, vi1, 1y GU24, 0);
CloseHandle{uil);
menset(&u21, 08, 68);
= 68;
if ( CreateProcessW(&vis, 0, 0, 0, 0, 0, 0, 0, &21, &22) ) // New process execution
{
CloseHandle( e
CloseHandle(v?3);
>
]
}

Figure 1-14 | Code for creating and executing the additional module files

Finally, with the execution of the additional modules on the infected system, a module is

injected into the current Web browser and activated to hijack user information.

The list of additional malicious modules - Network distribution module
- Spammed email module
downloaded from the C&C server are shown _ Browser-injected financial data hijack module
in Table 1-4. Table 1-4 | Additional modules downloaded from the C&C server

The relevant alias of the Emotet malware identified by V3 products, AhnLab’s anti-virus pro-

gram, is as below:

<Alias identified by V3 products>
- Trojan/Win32.Emotet (2017.09.20.00)
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Q3 2017
Ransomware Trends

Threat Review

The relentless assault by ransomware continued during the third quarter of this year. A large
number of Locky variants appeared, in addition to an increasing variety of ransomware
including Raa$S (Ransomware as a Service). This report presents the ransomware trends of the

third quarter 2017.

1. Locky Variants
Another hail of Locky variants dropped during the third quarter 2017. Although these variants
used different types of email attachment or encrypted file extensions, the ransom note

generated after the encryption process revealed their family ties to Locky.

Lukitus

Sporting the extension .lukitus for its encrypted files, Lukitus is a strain of Locky that uses
a Windows Script Host error message to lure users. Propagated via spammed emails, this
ransomware uses enticing titles such as “Voice message attached” or “Pictures” to invite clicking.
The actual payload, however, is a compressed file written in JavaScript (JS) which downloads

and runs the ransomware.
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Click accachment ©o listen to Voloe Hessage

Figure 2-1 | Emails serving as the vector for Lukitus

‘Windows Script Host

Error opening file (CODE:256)

o
0

Figure 2-2 | Fake error message

By clicking the attachment, the JS file exe-
cutes Windows Script Host. However, an error
message is displayed on the screen as shown
in Figure 2-2 to confuse the user into thinking

that an error has occurred.

While the user may think an error has occurred due to the popup message in Figure 2-2,

wscript.exe is executed in background as seen in Figure 2-3.

& WSTnpLexe 1740 3,654 k.

B, 740 F. MICTOSOIL LR WINOOWS ,,, MICIOS0Il Cofporaton

|Command Line:

"CHWINDOWSWSystemIZWWScriplexe™ “C:¥ tempiW 201 70822_05520200,j5"

Jsage: D00%  Commit Charyp .4
% CARWINDOWSWsysiemIZWwscript.exe

e

Figure 2-3 | wscript.exe executed

When executed, Lukitus shows a ransom
note as shown in Figure 2-4, identical to that

of existing Locky ransomware.

Ykcol

Yet another Locky variant named Ykcol sur-

BL W rmer Bidm e W BER RN el B LN iy
- T —
- '

aa {

i i i .
v dmb g b
¥ a4
(1

Figure 2-4 | The ransom note displayed by Lukitus, identical to Locky’s
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faced in mid-September. This ransomware assigns the extension .ykcol to encrypted files,

which is Locky spelled backwards. The ransomware is distributed by spammed emails bearing

the subject “Status of Invoice”,

Miessage a2 70007872 (3 k8

Hello,

Could you please let me know the status of the attached mvoace? | appreciate vour help!

Best regards,

Tek
Fax
*NEW*

* Kmdly note we will be closed Monday m observance of Labor Day *

Similar to Locky attaching a .7zip compress-

ed file in emails, this variant also uses an

attachment compressed as .7zip or .7z to

evade mailing filters.

Uncompressing the file contained in the email

will generate a VBS (Visual Basic Script) file.

Figure 2-5 | Spammed email containing a .7z file

Running the VBS file will initiate downloading

of the actual ransomware file from a URL hardcoded in the file. The downloaded ransomware

encrypts the files in the user’s PC and changes their extensions to .ykcol as shown in Figure 2-6.

el e i e T [

i
L

[ (e [ T e L,

il

~TACE0BD5-EACTAR I A kel
~JACE IFIE-0519B4FBB4CE vEcal
~0FFAC BIF -0 1CDE TeIB0C, vieaol
=L ADGF974-44C 8538 E 1 209 vhocol
-1CT3B 1C0-TE F 20204025 vk ol
-I2AIADB-CCER0ETCSEFS. vkeol
-2CABDIM-ZBFEIDMIN0C, vkeol
=46 IFAD I-AACTIEDEBATS vkcol
-SCFFIOFE-DEE1TDCTEAC | vkeal
-5056 3861 -6861 1SDDE66T vkcol
-SE4DBE62-0EB2BEDC T, vkeol
-bb | BEB RA-52442 3D C 1806, yheol
-BEEEE THb=-23RATEC 1CEL vk ol
-T0ABIDBE-BAROBFFRCE, vlcol
=8B 3BHC05-ELDF 73 MF 900 vkeol
-BF 2948 23-FOFCD3EF3684 vkeol
-989C BCBG-TABEF4EB A4 M, viccol
=SARA0516-BC 6EBE16FCE0 vkcol

44KB
c2 kB
1238
3.403KB
335568
258
1068
bak.B
350068

2,865K8
3.141KB
129K B
[ 4]
178
2668
Pl

3. 300KB

YECOL Mg
YECOL He
YECOL IFg
YECOL g
YECOL I
YECOL TH
YECOL T'e
YECOL IV
YECOL THe
YECOL Mg
YKCOL Mg
YECOL Mg
YECOL g
YKCOL e
YECOL Mg
YECOL M
YECOL Mg
YRCOL g

0 7-08
2017-10¢
0070
2017-0¢
200708
2017-0¢
2017-0E
ZUH =0
2007-0¢
01 T-0E
2017-0¢
201708
200 7-0¢
201708
Z007=(E
200 7-0¢
201 7-0E
201708 »

Figure 2-6 | Files given .ykcol extensions after encryption

Like Lukitus, Ykcol also displays the identical ransom note as Locky.
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c fle: /AT Documents 3 2and w20 eting s/ administraton H B 208 B Adcol tm

L IMPORTANT INFORMATION 11

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:

hitpffenwikipediaarg/wiki/RSA (crypiosysiem]

hitpcfen wikipedip orofwiki/Advencad Encryption Standard
Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server,

To recemve your private key follow one of the links:

It all of this addresses are not available, follow these sieps

1, Dewnload and install Tor Browser: Bltps/fwenw torprodect o0

S B T G B O o S | SOl b ST S - S8 T
2. After a successful installation, run the browser and wait for initialization
3. Type in the address bar: |

4, Follow the instructions on the site

M Your personal identification 1D

|_ _—a-__ E ot

Figure 2-7 | Ykcol's ransom note, also identical to Locky’s

2. CryptoMix variants

CryptoMix is another ransomware with a stable of variants as extensive as Locky. CryptoMix
was discovered in May of 2016 and became famous for its extensive list of variants.
CryptoShield 1.0 and 2.0, Revenge, Mole and Wallet are all classified as CryptoMix variants, and

additional strains were discovered in July.
Azer
Spotted on July 5, Azer was written in Visual C++. Once the user’s system is infected, the

ransomware duplicates itself to the Application Data folder and runs.

Azer modifies the registry to include itself in the system’s startup programs, to ensure that

the encryption process is not interrupted if the PC is shut off or rebooted.

Azer adds the extension .azer to encrypted files as shown in Figure 2-8.

ASEC REPORT Vol.88 | Security Trend 16
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B rosom_Test o0 a0 A0al aB ARG SRS (=T 3|
Fle Ed Vew Favortes Took  Heb il
(e - ) - ¥ | ) semeh | roders | [31)- | 5
Address | C:Whocuments and SettingsW | WDesktop WRansom_Tes2 = B

Toae | seo | Tipe |Datemodind |
File sl Folder Tasks = T8 |SCEECHAA TN 6FSOFTRGFFE A CZEAES0-emal-[ webmafiaiusia, com], AZTER FEB AZER Fis FIIHRZ0LT 12:37 P
M = LAL0T22 1 0AEAIBE0ST6CE T I0F4O005S -emal-[webmafio@asia.com.ATER.  [97KB  AZER Fie TIIHE017 12037 FM
9 Make 2 now Folder = S4B IE D A9 EEHOCDIED-emol- [webmafinasis. com] ATER.  JSKB  AZER Fie THSZ0NT 12:37 P
L ] wt“”“‘“““‘ T FOE 2031 105 ITACATISE1 81 S-emal{webmafislasia o] AZER 1SS KB AZER Fis THHE0NT 12:37 PM
B = G072 402801 ZFOICD0GSANTASFE00-emal {webmafioPasia.comlAZER.  SEB  AZER Fie THSE0T 12:37 P
- ' (5] _INTERESTING_INFORMACION_FOR_DECRYPT,TXT 1KE Text Document  7/19{2017 12:37 P
T ASITC2ECEIERI 0SSAICHIDOCI IFEEE-omal {webmafieasia.com] AZER  ISKB  AZER Fie THSI0NT 12:37 P
e s T DE61 1 IAHAISTICYTZIAB L 4AFCICAT emal{webmafio@asia.coml.AZER.  13KB  ATER Fie TILSE0UT 1237 PM

(@ pestop

Figure 2-8 | Files added with the .Azer extension

The .txt ransom note created in the folder containing the encrypted files includes the
infected PC’s unique ID and two email addresses for sending the request to release the files
as shown in Figure 2-9. One is the address used in the file name, while the other presumably

is intended as a refer to the current U.S. president.

E _INTERESTING_INFORMACION_FOR_DECRYPT.TXT - Notepad

File Edit Format Miew Help

a1l wou files encrypted

For decrypt write to email:

webmatiaBasia. com

donald@&trampo. info

vou ID - cfcaf _afarsfd

Figure 2-9 | Azer’s ransom note and instructions for recovery

Exte

Discovered on July 14, Exte is another CryptoMix variant written in Visual C++, and is thus

almost identical with the aforementioned Azer in duplicating itself and modifying the registry.

Exte adds the extension .EXTE to encrypted files.
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(e = i) - (T | ) seach |y Foders |[TT7]- | S BOEAH

Address |3 C:WDocuments and Settings¥ WhesktopWiansom _Test 1B
Nama = | size | Type | Date Modfied |
File and Folder Tasks R E4OROIDCCIAAPSCESECEE M2 104D A EXTE 5K EXTE File PSR 2013 P
29 Mabe & neve Folder (5] 710FT34AZZ2F | 736860BSH052ASEFBAA, EXTE 9KB EXTE Fie 741942017 2:13 P
[ _HELP_INSTRUCTION.TXT 1KE Text Document  7/19f2017 2:13 FM
< :ﬂ"”"‘”‘ﬁ*" o the 1= A74CFERL 17431128981 12505 1F 72FS9C.EXTE 9KB EXTE Fie 7/19/2017 2:13 PM
B St this foldes || ADEE2035256225200F | 2326F2D920994.EXTE BB EXTE Fie 7I19/2017 2:13 PM
j BOAC 1 5551 CreaaC s SaBsiE 4 DD EXTE 155 kB EXTE Fle THAEAOLT 2:13 P
{5l FA0F32 1 81407 1 4E0ABS 24750 DDSFISH. EXTE 3KE EXTE Fila THARROLT 2:13 P
s Pl & S rF4ABESIEIBAEERI0FED495964 3DBCCA%.ETE 197KB  EXTE Fie 71L9f2017 2:13 FM

[ Csedion
Figure 2-10 | Files with the new .Exte extensions

Unlike Azer, the ransom note created by Exte in the encrypted file folder provides three email
addresses from different domains including “exte” in the name. Furthermore, unlike Azer that

beings the infected PC’s unique ID with “You ID", Exte uses the heading “Decrypt-ID".

P _HELP_INSTRUCTION.TXT - Notepad

File Edt Format View Help
Hello!

attention! &171 vour data was encrypted!

For specific informartion, please send us an email with Your ID number:
extal@msgden. net

exte2@protonmail. com

exte3@reddithub. com

we will help vyou as soon as possihle!

DECRYPT-ID-054 78k 13d5a6e number

Figure 2-11 | Exte’s ransom note with instructions for file recovery

3. Ransomware-as-a-Service (Raas)

Create new ransomware

Bitcoin sddieia Ted recaiving your s

Ransomware-as-a-Service (RaaS) or ransom-

ware developed and managed by third i, Wil s AP A

Please dnter capichs

042947

parties for a price, began to appear in 2016.
The ransomware Shifr, discovered in the

third quarter of this year, is one of these Whiat s Hiis?

RaaS. The attackers require only a simple _
Figure 2-12 | Potential attackers need only to fill out three fields to

. . . . t
set of information such as bitcoin address, requestaransomware
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the ransom amount and a captcha check; while other fabricators ask for a bitcoin address,
email, and desired amount of ransom to be demanded and the file extension to be used. This

enables anyone to handily order up Shifr ransomware.

The provider for the Shifr service demands a 10% cut of the profits, a relative bargain for the
attacker compared to the average rate of half the profits by other providers. These features

may lead more attackers to turn to Shifr.

- Ransom from Q.01 BTC 1o 1 BTG

- Altomalic payouls

How can | earn money with it?

Create it using the form on top of the page and spread . Once someond pays the ransom you
will get part of the paid money(90%). Please note thaiwe take 10% commsiongiron paid

Contacts and support

Figure 2-13 | Shifr’s RaaS

Files encrypted by Shifr are given the extension .shifr, as shown in Figure 2-14.

Ransom_Test = 0] x|
N « Ransom_Test = = £ [-ﬁan-sEﬁ_T'E-E:- Bl il = 2
= 1 8
4 . Favortes MName= Date | Type Size
BB Desktop | BlogForm:_BoockReview hwp 2010-02-12 2EKB
i 1
& Downloads 1, Ransom_Test.zip 2016-04-19 197KB
% Dropbox | | test.docxshifr 2017-06-25 SHIFR 17KEB
% iCloud Photos | test.pptx.shifr 2017-06-29 SHIFR 4EKB
i OneDrive | Testxlsx.oops 2017-01-25 OOFs GKEB

Figure 2-14 | Files encrypted by .shifr

Shifr encrypts document files and pictures, commonly found in all systems, but leaves

compressed files untouched.
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Figure 2-15 | Ransom note dropped on the desktop
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Once the encryption of the files in a system
infected by Shifr is completed, a ransom note
file is created on the desktop, as shown in
Figure 2-15. This is a unique feature of Shifr,
as most ransomware create a ransom note in

each folder containing encrypted files.

The ransom note created by Shifr and placed on the desktop only contains a simple message

“Your files have been encrypted” as shown in Figure 2-16, and a link for instructions on how

to decrypt the files. The note is very simple, compared with those of other ransomware that

include detailed instructions on ransom payment and file recovery.

/[ Your files have been en X

C | @ filey///C:Users/rain/Desktop/HOW_TO_DECRYPT_FILES.html

Your files have been encrypted.

To decrypt your files, follow instructions here.

Figure 2-16 | Shifr's minimalist ransom note

4. Ransomware flavored with social engin-
eering

Shade, a ransomware that disquises itself as
a scanned document sent by an all-in-one
printer, surfaced in late July. This ransomware
appears to be designed to target users in

corporate environments that often encounter

noreply@ <noreply@

anned imane from MX-26000

E- noreply @

Reply to: norephy@ <nareply®
Device Name: Not Set
Device Model: MX-2600M

Location: Mot Set

File Format: Microsoft Office Word

Resolution: 200dps x 200dpi

Attached file is scanned image in DOC format

Figure 2-17 | Shade ransomware disguised as an emailed scanned
document
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scanned documents as part of their daily routines. The ransomware uses a password-protected

document file in an advanced attack pattern that sets itself apart from the competition.

As shown in Figure 2-17, Shade disquises itself as an email sent by a printer after scanning
a file. The ransomware uses an official-looking “noreply” email address to try to assuage the

recipient’s suspicions.

Opening the Word document file contained in the email produces a popup message asking for

the file’s password.

Most Word files distributed via spammed email messages do not include passwords. The
example above, however, uses a password to lock the document and includes the password in

the email message to try to avoid detection.

Entering the password contained in the email

d

=[aT

?1# 71
l;}_; { body runs the macro embedded in the Word
_ file. The macro connects to a particular URL to
VipvpI8.exe

Figure 2-18 | Downloaded malware download and run the malware.

Shade creates a batch file when run, which is used to delete the volume shadow copy containing
the Windows system restore point, the remote desktop access history and Windows event records.
The ransomware then proceeds with the encryption and alters the file extensions. Most files are
targeted for attack, from DOC, PPT, XLS, TXT and other documents to EXE and ZIP files. Once the

encryption is complete, the ransomware deletes itself to erase its footprints.
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It has become widely known that ransomware
is distributed as attachments in spammed
emails. However, using a password-locked
file may buy time for the malicious code
to exploit weaknesses. Shade appears to
be the latest in such attempts to employ

increasingly-advanced attack patterns.

Figure 2-20 | Shade’s ransom note
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it test doc

IU]:]' test.docm

- AR [
:d tL'E-:..-..L-C.—‘.

=] testxml

| | testaoc.7.25
teslooomi i 25

Test GoCR. 725

| | test ppt 725
| tectpnbr 725
| | test bt 725
| testxls. 725
| | testxlsx. 725

test xml. 725

Figure 2-19 | Files before encryption (left), after encryption (right)
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