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= CoinMiner(0.2%)

= Ransomware(2 3%) = Banking(0.3%)
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202349 22710 +LE AdEE 24 B0E EUE, O dIZET ArSEI=X[0f thet

1. Y= 0{(Backdoor)

MEOl= RAT ST EE EYSHCE 2023H 287 =T E MEolE 240t 2, (O3 2]
QF 20| RedLine(81.9%), njRAT(5.2%), Remcos(4.8%), Quasar(2.0%), Tofsee(1.5%)
DarkComet(1.3%), AveMaria(1.2%), NanoCore(1.2%), Async(0.3%), NetSupport(0.3%)
NetWireRC(0.2%), Zegost(0.1%) =X 2 HRES AHX|BiC}.
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Redline(81.9%) # njRAT(5.2%) %= Remcos(4.8%) % Quasar(2.0%)
-E— :’I # Tofsee(1.5%) % DarkComet(1.3%) - AveMaria(1.2%) NanoCore(1.2%)
= Async(0.3%) # NetSupport(0.3%) # NetWireRC(0.2%) # Zegost(0.1%)
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2. Lt 2 (Downloader)
20238 2B 7| 2= CIREM ANFEE EASH 20 (T2 3]1F 20| Amadey(79 5%),
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GulLoader(14.4%), SmokelLoader(4.2%), BeamWinHTTP(1.9%) =M 2 Q83 XXt



O 3 Amadey(79.5%) # GulLoader(14.4%)

-F._— J] % SmokelLoader(4.2%) % BeamWinHTTP(1.9%)

Downloader
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Amadey(79 5%)

[22! 3] Downloader 2HHIAE QEE H|E

2023 227|, Ch2 20 |4 S0l M= Ofoto|ol(Amadey) 7t AHX[SH= HIFO| 74&r & ATE. OF
Ol =2 HES Soll &g A LIL0|LE 2M 2 &t 4 T HE 2 REEH, =LY
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BeamWinHTTP= PUP X Z2 125 @&t AHIES Sdll REE(H, A= PUP &
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3. InfoStealer

20233 2827| T E QIEAE T EES B0 21t [12] 4] 2H0] AgentTesla(56.2%),
Formbook(21.7%), SnakeKeylogger(11.3%), Vidar(4.8%), Lokibot(4.6%), Pony(0.8%),
Azorult(0.2%), Taurus(0.2%), HawkEye(0.1%), RecordStealer(0.1%) =AM Z MRS kX[t
0 ULCE.
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AgentTesla(56.2%) # Formbook(21.7%) # SnakeKeylogger(11.3%)
B ]| % Vidar(4.8%) % Lokibot(4.6%) % Pony(0.8%)
Azorult(0.2%) Taurus(0.2%) » HawkEye(0.1%)

# RecordStealer(0.1%)
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4, #HM20{(Ransomware)
2023E 2827| &= S4HIEE EMoH Aot [T 5]2F 20| Stop(41.6%), Mallox(34.0%),

Lockbit(21.5%), Dharma(2.4%), Avaddon(0.5%) =AM 2 M RSS K}X|SHC.

U AFEAIE e E |EkE= HEXC! #HE o= oIl =(Magniber)7t AUX[EH o
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O 3 ~ Stop(41.6%) % Mallox(34.0%) # Lockbit(21.5%)

27| % Dharma(2.4%) # Avaddon(0.5%)
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MS-SQL At Z240i| TFQIA CHAL 0|2 ALZBHCE
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Me|0{(Ransomware), SHE
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HE0] A 20| Bo| E0 = ASE HQSHH 2023H 227| ¢ &
S2 2023d 127|ef H|lus mf 2 Xo|-2 ULk thil MER 34
MS-SQL AHol| e ZES X mf IH| &l CHAl SQLPSE AR&dH= HO|
M I A (Server PowerShell) 241 SQL Server AX|0f] 20 QLOMH MS-SQL AMHE 2
2[oh= o B2t T2 cmdletg AFEY = UL A= i 7158 488t Eet ME

— o
Ooff 2fslf EX[=|7] #/2 Tr{& CHdl SQLPSE 0|20l AEdFES RESHI ULt

Target Type File Name File Size File Path @

Target oirdrue3.exe 1.58 MB % SystemRoot?t\serviceprofiles\mssqlSmssql_pacs\appdatallocal\temp'\cirfrue3.exe

Current B =qlps.axe 67.6 KB % ProgramFiles% (x88)\microsoft sql server\130\tocls\binn'sqlps.exe

Parent B cmd.exe 272 KB %SystemRootdt!system32'cmd.exe

ParentQfParentOfCurrent B sqlservrexe 605.91 KB %ProgramFiles\microsoft sql server\mssglls.mssgl_pacsi\mssqlibinn'sglservr.exe
Process Module Target Behavior Data
B :olps.exe Downloads executable file http://117.50.122.170/fLEz5PC.exe

@

[33 1] SQLPSE 0|E¢t ofdAE x|
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MS-SQL MH CH& SHo| AF2El f¥IE ER

(12! 3]2 2023H 227(0] =Rl MS-SQL MHE Y2 ot 34| A8l fdRES0|

2 O 2 3 B Backdoor (31.5%) = Trojan (27.1%) ® HackTool { 21.4%)
ZE' :|| B CoinMiner (17.7%) = Downloader (2.2%) ® Ransomware (0.1%)

MS-SQL CHe
HYIEER

HackTool { 21.4%)

Backdoor (31.5%) Trogan (27.1%) ComMiner (17.7%)

(212 3]0l M =eleh = AX0[, 34 tia0| CH4=0[7| W0l O3] g RE FHO| EAfetct.
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1. Backdoor

O 3 Remcos RAT (68.2%) = GhOst RAT (29.0%) CobaltStrike (2.5)
Z-E- JI etc (0.3%) : Meterpreter (0.2%) = AnyDesk (0.1%)

Backdoor
opdac 28

Ghist RAT {29 0%)

Remcos RAT (68 2%) CoballStrke (2%)

[22 4] MS-SQL AMH Ch& SZoj| AI2E o] RYE HIE

C&C MHZEE FH S 2O} 2fo[Xel U
Fol| HelStRALCt. 2

ﬁ—

- 1 [
COt R E0[X[2F IYUEAEZO[Z, D[HIZ|EHQ 22 EF HAEN Ar8E = Rk 28
& AR D Lt 20z SAXE0| AP IE 20| OfL|C| AT (AnyDesk)2t &2 HA

o
217 0| OfZ2|A|0| NS HX[ot= BRE Tk BRIEIC,

=l T A(Remcos) RAT2 RAT U HTEZ A B0 R LHOMTE OfL 2t AN FE CHEO0 2
715 Be HE2ES AFX[SICH &2 HIFA = ATHH QUS| ME IS Eof MX|T= CHEXQ!
AHIE F SILIZ A, 00| HEH|&2HAgentTesla), S5 (Formbook), 27|12 (Lokibot) 2t 2t
H =& HIES AEX[StD QUL SFX|2E £ 20| = F 2ot MS-SQL MHE S8l X[ &= AtsllT
Cha =QIEICEH 2F2 CIX|0F B & S0t S A4X}0| Qo WO 2 FFHEH AX| 2pE0i|A THY

Al (PowerShell) EZ0| AFR=ICE

GhOst RAT 2 1tH QE ~AZ SIHE|0 X 27K = FE3] Cifer SHXS0] 25k AHEE]

-

QU= 2474 Hof LY REOICE T 7| 20| {2 MS-SQL MHE CHACR She 220 Af
BE2L 5L GhOst RATSE (et ME50] 2421512 9ICT CHIE O H20k Ghost RAT



2 EAE 20|23 (CobaltStrike) 2t IJﬂEP\%ES’J(I\/Ietasploit)Ql DIEﬁEE'—IEi(Meterpreter)E A
Xro

A N mo op KU

2. E20|=0KTrojan)

2023

CLR Shell (86.9%) Prosyware (6.5%) etc (3.3%)
27| % ShadowForce (2.8%) # UserAdd (0.5%)
Trojan
oMac HE
Proxyware
{B.a%)
etc.{:.‘-?-.%}
iy
_ 2By
CLR Shell (86 9%) GRS
[2% 5] MS-SQL MH CH4 30| At2El EZR0|F0I KUE H|IE
E20|=0KTrojan) R S0M= CLR OJHEE] & AR T IHY B2 22 XFX[SHD QUL
MS-SQL 2tB0lI M= xp_cmdshell B 2[0|l= OS BE S A = QU= CHefet 7['HOo| X5}
=0, 0l & CLR 0fd=2[E 0|80tz B410] QUL oiid 7|52 ™efl SQL AMHoA =&z 75
= MS5k7| flo AFZEIL]. oHX|2H SHXIS0] 0|2 &S0 2| Xel V[s5 =751 A gY
=+ UCH, 2{E00|L(LoveMiner)2| ZR = CLR O{MZ2| YWEHS| CHRZH7F AFS & 11 ULt

CLR SqlShell2 CLR {dlS2| Yefe| ot B E & ¢l M| El A (Web Shel)ME SAXIZLEH
= 7|lss M&st= "eHoCt. 825 (LemonDuck)2

HS XY 0|2317| = 8HX|2H CLR SglShellS AX|
S L

Fd= E%H*Of Kl



System.Xaml| (4.0.0.00
WindowsBase (4.0.0.

PresentationCore (4.0.0.0)
PrasentationFramework (4.0.0.0)
::InI|I:: (3.0.0.0)

System.Data (2.0.0.0]
System (2.0.0.0;
evilclr (0.0.0

AT T T TTYTYTYTYT
w Oy Oy Oy By 3y £y By By By

evilclr.dll
= PE
b =8 References

= @02000001
Procedures @02000002
Base Type and Interfaces
Derived Types

ctor() : void @06000003
ExecCommand(string) : void
RunCommand(string, string)
&' System.Configuration (2.0.0.0

& Systern Xml (2.0.0.0)

1
1

& // Token: 0x02000002 RID: 2
7 public class StoredProcedures
8 |
g /¢ Token: 0x0B000001 RIO: 1 R¥A! 0x00002050 File Offset: 0x00000250
10 [SqlProcedure]
11 public static void ExecCommand{string emd)
12 {
13 SglContext .Pipe.Send{ "Conmand is running, please wait." )N
14 2qlContext .Fipe.Send{StoredProcedures.RunCommand( "cmd. exe”, " /c " + cmd)};
15 i
16
17 /4 Token: 0x0B000002 RID: 2 RYy4: 0x00002024 File Offset: 0x00000284
18 public static string RunCommand{string filename, string arguments)
18 {
20 Process process = new Process( )
) process.startinfo.Filedane = filename:
22 bool flag = !string.lsMul l0rEmpty{arguments);
23 if (flag)
24 1
25 process.startinfo.Argunents = arguments:
26 }
27 process.StartInfo.CreateNoWindow = true:
28 process. startinfo.Windowstyle = ProcessWindowstyle.Hidden:
29 process.startInfo.Useshel |Execute = false;
a0 process.startInfo.RedirectStandardError = true:
N process.startInfo.Redirect3tandardOutput = true;
32 StringBuilder stdOutput = new StringBuilder():
33 process,.OutputDataReceived += delegate{obiect sender, DataReceivedEventiras args)
34 {
35 stdOutput . Appendlinelargs. Data )
36 ]
av string value = null:
a8 try
39 1
40 process.Start(
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EMCRYPTED

THE ENTIRE NETWORK IS ENCRYPTED

YOUR BUSINESS IS LOSING MONEY

A All documents, databases, A The program uses a secure A If you refuse to negotiate, the
backups and other critical data AES algarithm, which makes data will be auctioned off
were encrypted and leaked decryption impossible without

contacting us

To recover your data, please follow the instructions

Diownload Tor Browser Open decryption page Auth using this key
Download Copy Copy
The price depends on how soon you will contact us Meed help?
= Don't doubt = Don't waste time = [on't contact = Don't recover files
You can decrypt 3 Decryption price resellers Additional recovery
file= for free as a iNcreases every They resell our software will damage
guarantee hour services at a premium your data
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