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(55.1%) ; (4.7%)
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Administration Tool)& ZE2lo}, Banking &0 == AREX
FARKKEE & 22{ (Form Grabbing)dt €2 7|8s AlEd & 2

=
= [|0|EZ TI2XH0] AFRXIC| 220 HHZ AN HHE Iokst LIRS HHES AXISH A QICt
o

on
L O
UL
_‘_H_
20 0fr
0
=1
O
D
(D
Q
@
i)

= o9 - = ol © = TH= T A
Downloader= =2 XAl 7 s20h= £EH2 =7t dTEE dX[oh= 10| 5421 <
MTC0|M, Ransomware= AFEX} 249 | OE§% %*_@Pﬁm %35751 oES (.327| o Al
L= ST 20| CoinMiner= AREXF €I 110

Ol52f SA0| A AR F5& KoM ZILT

2022 387| A HIE G M HE
20224 32710 ==l oby =
X|Of] CHot MMjot "HEE He o,
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S5 LEs Soll 7EE|H, ArgA 2HE0fA Lo g EateX] 8l O, FTP S2H0[1E0] X
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30

B 7=0| S0 OfEEl= AR S8 HF R Gr8 T 0|0, Vidar= B0 FH[O|EE|
TN MEA 7155 Al 7161 L7l QI=H, 220le C&C A 4 2155 2ol Al =
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~ 'l okibot RedLine
(86%) (7.4%)

BLaHIA 5 /e
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2. Downloader
Downloader 82 SHA= Guloader/t 71 B2 HlE= KEX[2HCt, Guloaders 37 A

EE L22E010] A7 |= L2l g T 50, A0= Litts 2[5k | 2ol B2 H
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2} 0l Z2FRE0(0| (CloudEye)2 24H 2IO0) GuLoader2 OIS £01E 0|R= CiR2S
FAR 73 S2/0/87} X MSEP| M0, 22 72 S2i0jE Q| Djo|T2ATED)
2 E2f0|s 3 Tl FATFAMSE 4 QUL
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oAl JH|X| 22| (Garbage Cleaner)S EX[61] SA|0| =2 InfoStealer2t 22 37
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L
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20224 32 7|
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4. Ransomware
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. Stop _ Mallox _ Globelmposter _ Lockbit g Dharma _ Phobos
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[32! 5] Ransomware &I E QoiH H|Z

Emotet CHEXO! #i2) OLYACS & SiLIRM 11 ZH| ARHY|RI0| 222 FA| ECHE 0]

1 (|
A HEH ChA| 20| REERUX(TE 2Z0fl= T /271 S5 QU 2 220 H
O

= =TT
FEl by ovdl miels Soff AX|E[=H|, Adoll= 2fd VBA D327 AiE 4~ Q=S ARt
= o101z Oi=E= et HE Z=i5 RS0 ffet O|0|XPF EXeC}, Emotet2 O Lot



T = o 1To-1—o

Il

ME EFE| Ol BH7] 213 QES B A7 QM TCE MXSILE AFRAF HEE st 2 QIrt
i ]

Qakbot2 Emotetdd} DREV X2 CHEXNP WHH HHT=S5 S Sf0|0
E,

Ct 2[Z20f= <l D32 Tl 1SO miZs g5t AHHYS S

IntelRapid= CHEAQ! ClipBanker 27 =01, ClipBankerzt ARSXI 7 FMRIH XL FAE

4=

%AW_F 712 Bl f—jf—_).\_% _.3_7 Xfe| =42 |:I|_47o:|5r 7||5c> 7= oHH:ilzo||:|._ =2 CryptBotﬂf

22 LE 8T =30 2fol SX[=[2L /UL,

20224 38 7|
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20224 327| MS-SQL Afb{ CHAN MBI E B

327| MS-SQL A 3240
Jba BIO| AR El M TEL?

O XFAF ASD(AhnLab Smart Defense) QIS 22810 F|2f6H MS-SQL AJHE CHA O 2

=
St BZSOH TSt IS 2 22S TISIT QI 0] Boik= 202251 327 0] ZolEl 275 7|
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= S X = Lo
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OPHTAESE CoinMiner, Backdoor, Trojan, Ransomware@t 22 S 2 250t 2 Z2f @

Of| ChotM &= edt! fdT =30 tolii= MIE2 SAIE 21 MISIC.

L T 1To-1t—

MS-SQL MH{ Ll 4 ¢ig
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UEHH F ST = S S4X = ol AI2E{0f Cieh X|01E 2152 4~ ULt
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Ransomware
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Backdoor (21.1%) CoinMiner (19.2%) Trojan (19.4%) Downloader (6.1%)
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® HackTool (15.5%) ®m Ransomware (10.6%) ® Downloader (6.1%)
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1. Backdoor

Remcos RAT (59:2%)

Remcos RAT (59.2%) = GhOst RAT (18.1%) = CobaltStrike (3.4%)
# Meterpreter (10.1%) # AnyDesk & (3.8%) # etc (5.4%)

E

[23 3] MS-SQL At tie SZ0f| AHEE Backdoor RYE HIE

O SAOME C&C MHZEE FHHS 0} X2 YRS +=ok= gD =55 Backdoor
%%Oﬂ He M} Backdoor 2FETES2 Remcos RAT, GhOst RATF HE2 RAT P T =T} L

EE0|X|2F CobaltStrike, Meterpreter?t 242 ME HAEQ| AFEE = ST 2 282 2|
gaq_ £|Z0l= BAXIE0| LHETE Q0= AnyDesk@t 22 HA 2124 X|of OfE2(AH0|ME M

K[Sh= B95E T IR LT QL.

Remcos RATE RAT 2T E2 M Backdoor S LHAIAMEE OfL|2t T E TH=0 2 JRE

a2 s ARICE &filZ Remcos= A9 HF LiEE &6

A
= 19

T

C= & OlLIEA, AgentTesla, Formbook, Lokibott 74| =2 H|E2 XEX[SHL QT SHX|
[20fl= F[okst MS-SQL MHE E6ff AX|El= ARIE T = 0 o=
SAX0|| elot Ao 2 FEN AX] IFE0M miRe BZEO| A EIC

|-EI
Pas

Mo
<

GhOst RATE 117 QE AAZ ZIWE|0] XK E LFS| RS ZZ4XE0]| Ol AFRE|=
A X0 SFdZ 0|0 7| IR0 F et MS-SQL MHE CHE O = Sh= 5401 ARZSE|LL Q)
= GhOst RATE Cifot S S0| 21K 11 QT CHEMO = X Z0|l= GhOst RAT H1E & OfLf

21 GhOstCringe? | Ol2fet SA0| A&z A0| 2HRIE|AUCY

O



CobaltStrike 5! Metsploit2| Meterpreter= & SE HIAE T2 2 APT 4! 2012

t

HEfoh HEFOf SAOM LHER AAT Hefs floh S HAIZ AR QU £z EE 2HE0
= LIE Y8R/ AMEE= ZUHR &4 AdIS Fe, F<feh MS-SQL AHIS 22 6t
= &40M= DEELEO[ZV HEHL = HX|EL

2. CoinMiner

» ///////////////

< Vollgar (22.7%) “ MyKings (9.7%) * etc (14.6%) # PurpleFox (11.5%) = LoveMiner (3.6%)

E

[32 4] MS-SQL AH] L SA0| AF2El CoinMiner a8 H|Z

CoinMiner 2T == =] Vollgar, PurpleFox, LoveMiner, MyKings & 471X &/ tHE=
2 KIX[RICh, 47HX] [ 25 L8Rl CoinMiner YT EXNH XMRig & BUIZ THY 21HIE
Mz=0h= 0] =HOILL offd HET =2 2 Fefel A 271 2850 Rle AAESS

[HaoZ Sxg|=otACEQ|C}H

LoveMiner= exe A& LIAO|Lf CLR OS2 FEHC| CR=0 AEIDEE HM Ffer MS-

SQL AMB{0f] AX|EICE O1old /0] =721 7|50] §i= LoveMiner?t 2| CHE fdTES2
0121 7kX| EXS0| &XgiCt, 0lE 501 MyKingskt PurpleFoxe 49 01 Al BE0] 327t
Moz AX|E|0] iE OHE AARIS ZBAE 4= QU M e 2= F[ofek MS-SQL AH] 2104

L= SMB F2fEE 018010 #{fHO| TX|E[X]| Ri2 LT HIERZS| AAFEZ0| Bido] =t

LS1— —O=



3. Trojan

%

|2 OXYWare: (]

y

CLR Shell (58.5%) = etc (16.2%) # ShadowForce (2.3%) = UserAdd (11.9%) = Proxyware (11.0%)

CLR Shell (58.5%)

[23 5] MS-SQL At the SH0f| AFEEl Trojan RYE HIE

Trojan 7&E S0M= CLR OS] 2 dT=Vt 7R B2 &= ARG RUCE MS-SQL
2HE0M= xp_cmdshell 3 2i0f= O S Sz 4 U= Chefet 7|8 S0] EXfok=H], 0|
S CLR O 52[5 0|ESk= YAI0| EXRITE. oiid 7 [s2 &efl SQL ABoilA 2R E V[s= Al
S| ?lofl AFSEl= YA0ICH SRX|EH SAXRS0| 015 2180101 2Rl Vsa A7 At
&2 5 AN, LoveMiner?| ZLE CLR 0152 | GE{Q| L22 EIF AREE| 1 QT

CLR Shell2 CLR O}dl=2| HERQ| <F

=2
=
E%“j:*of O“S WIS A # i’iE I%% {&Sk= QEIOICE LemonDuck2 7t 252 A
of

0x

TES SUIM, & A EENE SEN=2FH 83
X

Trojan22 Z&E AFgTES2 Lo RS0 EXor=H|, N2 4 MAH| A AR

S 2710111 RDPS EHI8I610] 253 T8t 4 QIEE S 9340 LTt 0[2IfE 191 0jo|Liet SA}
2N

=
|)\E1|0-” AEU(|5|Q1 O|E—|I_-|| [H04£9 Iﬂ_g f Proxyvvare Oo:IO| OHH—_—IIZI: EfA _7EIH0|-|:|—

ORAOfAYE 20132 E] BRI 1 QU= ShadowForce ZES0]| CHfSt 41 B A|S 22kt bt QT

R A
ShadowForce 22 OFRIEK| AEE| LD Qe 84X = 2kt MS-SQL AHIE CiMe =2 A



E510] H{OJLF 2[H{A S0F 0|2} 2o ALS £ TSfot IS QMY TACSS MR

4. HackTool

SAXkE 4G AAI0| Ciet Mo1E =50t 20| =001 =85 Dop| ffol CiYer =455
O|&0iCt, CHEAO 2 Hot & - Al FS0] QU XA ASD 27004| i2M IO
= AMEE|= HackTool RAE SOIA Hot k& =1 & SR Sweet Potato, Juicy Potato S&=0]

S22 XIRIOHL QU B2 OIS Aot 412 P 2fBoHs SIS & SIIET QUC,

T using Hicrosoft.SqlServer.Server)
P dns
I:l| SRR 8 using Mono.Options;
4 O SweetPotatoClr3s (1.0.0.0) § sy sisetPorato:
4 & SweetPotatoClr35.dll 10
= PE 11 /4 Token: 0x02000002 RID: 2

b =8 References 12 public class StoredProcedures3s

A} 14
b %%, <Module> @02000001 14 0 4/ Token: O0xOB000001 RID: 1 RYA: Ox00002050 File Offset: 0x00000250
b #z Storedrocedures3s @02000002 }g : {private static string getCurrent0SYersionTypelint versionHajor, int versionHinor)

P {} Mono.Options 17 | if {versionMajor > B)

4 {} SweetPotato 18 [E
b "%, EfsRpc @02000018 19 o1 return “whoani=ci#usersttpublict txtEwhoani=c usersitpub | ici2 tet s
b & ExecutionMethod @0200001F 20 .
b «0 [EnUmMSTATSTG @02000013 gé ' ' {if (versionMajor =< 6)
b =0 Il ockBytes @02000014 £ R & p i :
b 0 IMarshal @02000015 gi ; E ! return "whoami>c: #fusersiifipublictid txt™:
b %%, ImpersonationToken @02000013 se o U eabii S
b *0 IStorage @02000016 : SOBFAFgA I AADAE4AZOBIACOATWE | AGDAZOE | AHOA | ABDAGUADASUAFCAZOR | AEMADABPAGUADGBOACKA
b +0 IStream @O2000017 i | &alBuAGCAKAANAGIADABOAHAADGAVACEBADNBZ AHMACOESACAADABVAGEAZ AR | AH | AMALADEADAAUAH
b %% LocalNegotiator @0200001C ! ' AHEADAASACAADABAAHOA JWApADSA" )
b *%, ObjRef @0200001E gg L}
4 Ole32 @02000018 |

o e - @, 28 o /¢ Token: 0x06000002 RIOD: 2 RYA' 0x0000206C File Offset: 0x0000026C

4 “!" PotstoAPl @02000020 20 1 nrivata static waid llrital aafetring menl

[12! 6] Sweet Potato &tMIE

5. Ransomware
SIXH F[QFSHMS-SQLE CHAO 2 MX|E| T Ql= 2HM Q0= Mallox, Globelmposter 2707+ 2401

ZIC} Mallox= 2021958 2015 10 Q/= 2HMQ|OZ2 A, CFE A7 2RIL|X| Q= 7102 H0t

[H | y Lo AN———
SHRP} 2125t MS-SQL AJH BHS iR St 2102 2yt

“ Globelmposter (8.9%) * Mallox (90.9%)

[33 7] MS-SQL A{H{ L4 S240f| ArEEl Ransomware S8 H|E
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Globelmposter= 20174 224 0| 1Z6| HIZ0| SHOIZ| T Q= 2HA9)0{0(0f, J0HE Cfof

MM L— o
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