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A E(4868fd194f0448c1f43f37c33935547d, 62ee703bbfbd5d77ff4266f9038c3c6c) EEoF

. 0040B020

. 0040BO30 - ) ) ) P

. 0040B04D ) ) ) N H@a]F am-— (f6
. BB4BBO5O . . . Fzyﬂa <pd?
. B04LBBO6H : . . . a; ‘Ba"FzyF
. 0040BO70 ) ) ) :a zF(({Bza @

. 0040BO8H : «]

. 0040B090

. 0040BOAG -

. 0040B0BO :

. 0040B0CH :

. 0040B0D0 :

. 0040B0OEH :

. 0040BOF0: . . . <B

. 00406100 : . . : Swid {30
00408110 : . . . KhL9¥1dsbZ2"0
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AhnLab

(08 2-4]= DAL #13 opgBCo| SYXOl SXIRS LIEIH Z0[Ct, AP, R 4 50

S
X2 XIS QASlE|0f QoM £J| HHS 4l FA9 £ 2XIU0| XOR OxDF 7|2
o |

BBBBBOB26 - ; ; 2 <pJpaft3a.:
BOBOBB3AG . S ° r=#H\:: <pJ}:0Bf{
ABBBBRLA - : 3 h .: WBajF am-(f6
BBBBERLA : ) : B ‘FzvyBa <pJ?
BBBOBO6A - ; : ; Fza: ‘Ba’FzvF
ABRBBATA; : : : :a zF((Bza B

ABBBBA3A - ; : : B & + »
ABBBBEA9A - . ; 2 G @ 8
BOBOBOAA ; : : lowmain : W .
BBBBBOBA - : . - memsbhay . com: 443
ABBBBACH -

|2 oHE C&C =AME dli= At

|
om
e
U
m

AELIRO| X7 HAEE www.poi.cydisk.net, www kot.gogoblog.net 52 C&C MEE A}
FAE= BE www.dnserver.com AJH|AZ AT [T2] 2-5]= D 9H=l C&C

0|2 S0l 2016\ Tickusb & AAROIN HAE DAELER HY

>_|
e
0
OF
Juin
gt
N
=
[S)
Inl

—h TargetExePath DownLoaderPath
—1 TargetExePath D11Name
example:

—h test.exe downloader.exe

—1 test.exe winini.dll

ssworkri —1 notepad.exe Brllebh.dll

Infect Sucess? Method 1 at Section [31%

21 2-6 | iff.exe Add 54
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iff.exe= [18 2-6]10 O] T $AZ 4] HE Oy Th, Al TIAO|Lf 2= DLL IHEE

IAr e = YEEEL.

H

Aot THAS £71510] MHBIES HESHD, - SMES T EXE

[2E 2-7]t 20| iff exeZ HF EXE IHR0= 4 AZ ZAIEQ! texe’0| ZAHDITY.

BrEtMonl.exe_<(clean)
HEHNE HUEH 4D A 98 BHA H U B HH H4 U8 HE Y U HH
HAME HE1H B UA UH BA UA BA BA WUH 48 U8 U9 UE UE U8 WA HH
dala L HAZH i B8 BE BB B8 B8 A8 B9 HE BB AE
alalils HH3H 8 B8 B8 B8 B8 U8 BB B9 HE UA BA B3 B8 B HEA HH

B4l G BA B 43 B4 QA9 [} i [} d 1
HEHNE HE5SH i 5§ G [) 5 0 0
HEAME HHEGH 1 b b g 1 § (i)
HARE BE7H [} Al AD H HH B8 AW BB BB B8 AE 0
HAHMEY HWEEH g T4 g 9 g ;,
rStMonl.exe
HAME HHEY 40 A 980 B O i B8 HH 4 WA B MY A HH
gL HA1 W EG BA B0 BA BA BA BA BH 48 U8 A8 BB BB B8 BA HE
alalils HHZH U B8 B8 U8 B8 U8 BB B9 HE U HH

A3 i B0 BE BB U8 U8 BB B9 U UA BA B3 WA B Ul HE
HAME HBE4H G BA © HA B4 A7 [} g M [} £ 0
HAHME A5 H : 1 b G [) 5 0 0
\alal L 1 b b 4 g 1 g 1 1)
dalil (DD Al AD HA 4 A0 A0 B8 BB B89 A A 0

G 1 G f ;.

2 2-7 | iff.exedf| 2f¢t THX| LE 1

ot o= el A& 2|X|C ANEZ| ZERIE (Entry Point)0f] & HHZ HESI0] iff exe/t 710t

- E
QSiE.AL.
S e T
imMic"io
[r- -HYc .5yalling
QSUUdis5. .. . Eu"||E

D52H: 45
D53@: FF
D548: EB
D55@: BB
D56H: E9 ] B
D57A: 89 [ i s [T
D586: B8 iE. 1 Im"ic™io
D59@: 5B ¢ Syelieg
D5AB: 51 QEUUdlE. - - -Eu"||E

|
DW

2-8 | iff.exe0]| oJ¢t THX| LHE 2
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Ahnlab

(13 2-9]9] -b gMo = IRl AC = EHRot API(Application Programming Interface)
20 EXot=s A I 2FE 2E0 LHES %temp% ZSHO| A

 —
IS 2 8010 eI}, iff.exe IFE2| 2l StHO| Z10f =M £ OHE HETES LRE
(=}
L—

25 78 78 48 B@

BC4i: 8 B0 B8

BChHA: g8 515
8C6H:

gCcv7a:

BCEH:

8C78:

BCAB:

CC FF 25 78 78 48 #8

8C48: 8 B8 H8

gC58: a8 (55)
BC6H:

BCYH:

gCcaa:

BC?8:

BCAA:
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AhnLab

Ciiey EXE mp22| It 20| Het Gl

2-4) 2 (Loader) -
=24X= 201549 6E 1

BrStMonW.exe
2 iff exe L= 0|26 E2tH(Brother)Ate| Z2lfE| T2 T12H0]
BrStMonW.exe L (d536f5f929ddd2472a95f3356f7d835¢)= LHX|MCF

O =
[ 9f2kS 8H= BrStMonW.exe IH A1 A| 1A Brweb dIl TS MK 2ESHEZ BAXICY

ES SF300300

“E9 |BFEFFFF

0150601, 004972EF
0150601, 0045037E

JHMP
JHF

00450556
a0450560

Q0450565
00450566

004505

HHJEDEEQ
0045056

DDﬂEDEED
0045057

DDﬂFDET?
DDﬂFDEqﬁ
0045057

DDJEDED:
00450585
DDJEDEaa
O0A505EE
HOAEDESE

. BRAS OC
. oalld s
. 89945 FC

. BBOAS
. B4:43 00000000 HOY
. gBdR 03
. aB&D 0OC
. 8BeD FC
. BBE3 FC

T l:l:

\ HEEI Hﬂ?

. 5l

|:|

MY
A0D
HI III

HII'"I

B4 8610

MOy
MOy
MY
MOy
JMP

EBP, ESP

Eax, DWORD
Eny, OC

DWORD PTR
EEBX ., DWORD
Ea&x, DWORD
DWORD PTR
Eax, DWORD
EEBX ., DWORD
EEF, DWORD
E P DWORD

PTR 551 [EBP+C]

S5 [EBP-4] , EbH
PTR F5:[0]

FTR D5: [EBX]
FS:[0] ,En¥

FTR S&: [EEP+
PTR 55 [EEP+I]
PTE HH:

PTR

K| SOl B BrstMonW.exe THUo] £l Folof glojo] F=S Hof 47| (h20] 12
Ol 12! Z40] BSht GiCH= FHOICT, 5 BrstMonW.exe THe] FEE (18] 2-12)
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BrS3tMonW.exe_<clean>
P2CA:
72D8:
72E@A:
72F@: B8 BE @A
7308: A [5]5]
7318:
7328: B8 BB B8 B8 898 B8R
?338:
7348: A0 A0 B0 60 BB B0 B0 U8 BA B0 BB ... . ... c..-.-.-.

BrStMonW.exe_
P2CH:
7208:
72EB:
72F@: B8 BE @A
7308: aa a4
7318:
7328: B8 @A B8 88 8@
?338:
7348: A0 A0 BB A0 B0 B0 B0 U8 BA B8 BB O _ bh ... ceeceean

|

2l 2-12 | ™%l BrStMonW.exe

iff.exe0f| 2fof =7t F== [OF 2-13]2 Z0[ 58 DLL(Brweb.dll) LS H|E (0] 2ot

F ]

SlB ESP, 50

Qo449 I

o049 : {0y EAY, DWORD ! [FFFDFO30] = 7FFOEOOO
o049 ' : ) ! ! ] [TFFODEOOC] = O0261E&D
ooas Y ) ! B

ooas

o049

o049

o049

CALL 20150801, 00497252 Get

kernel 32, LoadLibraryd
LoadLibrary BrWeb.dl |

a2 2-13 | FIEIEFDLL 2 FE

(2 Z2IEHE ARES IO Tickusbh T ET AGHE|0] AFSXPE PETE 23 AA S 2T

OfELt.

iff.exe@f 22 UM (Patcher)& O[E6HH SAA= AL LR Eeer = L2035 HESH0]
IiX[Sh= b Sofl 7 AHdT =8 2GS 2 o+ UL
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Ahnlab

3. Tickusb tHad £
Tickusb= E2E DLL I} EXE If 2 Z2ME|0] QIO 2H HiG5ie p | Oflo|Lt EXE Tl

)

O| Ht= TF SiE2 =X TickushQ| DLL IS A|AHIOA USB Z2A| E2f0|E o1E=2

L

=
sfol5j0] QIAEI0] IS B OF EXE UG AMAIZICY, Ofiff AT/ EXE D12 USB 2
O

3-1) Tickusb DLL £A
Tickusb DLL IfE=2 O|8= Lfg2 Brweb.dll, CRYPTEBASE dIl, wincrypt.dll S0ICt, O &
CRYPTEBASE dIl o2 o 1t

i
~

= MlEoke 2= Ui 0|51 SZoitf. F2F OfL=
A

—_

PIER22| CRYPTBASE.AIIZF 5ot A LE Sha~(Export Function)E 7HX|1 Q0] &5 Jls
2 JHX Z2 20| AlSHE [ CRYPTBASE.dII Itls 229t 4= QICt 0]0f 2 CRYPTBASE
diIig 2%l Z20H2 U9 7|52 M8 Aoz =ZEL

Cejo|E £2 So| 2XIARS TSt OJC} [12l 2-14]= Tickusb DLL T2

.106016160 : ; : . %B4d-%B2d-%0
.10616170 : : 5 : 2d %02d:%02d:%02
.10616180 : g ; : d: %03d a+
.106161906 : : : ; N Hs\is
.106161A06 : : . ety Ao i
.106161B6 : ; - : SKHY C:\ cmd
.100161C6: : A g fc "TUhshcsv.dat”
.106161D8 : L : . ¥ %B2d-%02
.106161ED : ! : i d-%02d-%82d.dat
.100161F8; ; ; : Create Screen
.10010200: , : : \log\  %sMd
10016216 ! : . W \config.dat
.10616220 : ; ; C:\WINDOHS\Syste
.10616230 : : ; : m32\migration\is
.100162408 ; ) , MT\wsmt .exe %c:%
.10616250 : ; : ] A8x-%08x-%08x——¥%
.10616260 : ; . : 08x%08x-%08x%08x
.10616270 : : i . -%B8xKB8x-fs—Vis
.10616280 : ‘ : ; -%s DRIVE_NO_ROO
.10616290 : ; ; : T_DIR DRIVE_RE
.106162A0 : ! : : MOVABLE DRIVE FI
.1001682B6 : : : ; KED DRIVE REMOTE

2-14 | Tickusb DLL LYo £ =XIH
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Ahnlab

20158 4= BHAZ] Tickusb DLLQ! CRYPTBASE.dll(bcbh56ee8b4f8c3f0dfa6/40f80cc8502)2
E_

= L
DLL It H= HEll= =7} EXE THI0| EASHX| 4= 8 DLLO| AH=H Credentials.dat It

o

2= MAESHH TAG I (CA\WINDOWS\\system32\\CatRoot\\{375EATF-1CD3-22D3-7602-
00DO4ED295CCH\TAG)Z Aot 2 netstat.exe 52 = A|AHRI HEE L0 T2 Z24|

A0f VPN_Cliend.exe, IPPEManager.exeO| EXHEH=X| ZtOISH

20153 62 &H7AE Tickusb DLLR! Brweb dll(9b31a5d124621e244cede857300f8aab)2 EE2tH
(Brother) LzlE{ 2t IfP = FASH0] 2t Z=291 C:\Program Files(x86)\browny02\brother

QF C:\Program Files (x86)\ControlCenter40| &=X[i5t= 10| 2CIZ[RIC} [TO& 2-15]2F Z0| &£
=|E] 2t TRl BrStMon.exeE LX|SH0] SHE EXE L0| A= M 2550, Brweb.dIl I
O] HAE|™M Credentials.csv(%USERPROFILE%\AppData\Roaming\Microsoft\Credentials\

Credentials.csv)0f| 21 IS AHRMSH |

Downloader,
Stage 1 Backdoor ? ‘ Stage 3
1. download / dr op \
;ffexe ml 11. modify(infect) EXE files

6. Inserted 4' EXE

% baits I LISH Fkich D2 -
BrStMonWexe

Brother Printer 9. search files

3. Load & Executel

Y

apihex.dat

10. read the data file

Stage 2 Brweb.d

h

wsmt.exe

7. Execute

4. Create a log file

5. Download

8. Create a log file

v h 4
— msupdata.exe =

21 2-15 | 2015 620f| 2ot Tickusb 24| =
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A

St QEIA (Mutex)Q! ‘WinsMutexI 'S MASIT 37HO] AHES MMSHITH KEIR| Ag
E(0x10004774)= AMAHHIO| USB Z2iA| ELIO[E7F IEE0] U2 w
WINDOWS\System32\migration\WSMT\wsmt.exe)= et FHM A2|=(0x100045cd)

= basevlxsd I (C:\Windows\schemas\AvailableNetwork\basevl.xsd)2 €101 =0{ LRI=

=R (FindWindow)g& Solf 58 Z2MAS S=0t basevl xsdof| 10Xt Stz Z2M|A 2A
ES 1l U= N2 FHELE MER A2|=(0x100035f0)= A|AE] IS 2f0l0k=H|, 2R
i =L B2 http://update.saranmall.com/script/main.html0j|A] L= CHE=E010

msupdata.exe= Bl(Tick) 54 280| LiR20 2 X1 ARESH= IfE 0|§0|0, 2016 10 0=
Oll= It 0|52 wincrypt.dll LU= HAZAMNCE SHE LY O|F= 711 HAEZ2 20173 M127HK| 2

=L

3-2) Tickusb EXE £
Tickusb EXE L= USB Z=2hA| =202 L I 552 Lo/ LT EXE IiiEE HAAT = V|5

=
S 2SI, cftmon.exe, svemgr.exe, wsmt.exe S2| T2 SHOIE|QCY

offd EXE LfZ L0jl= LY B el =AIE, USB Seffh] =02tz 271 59| 213
O ZEE|0] R, 2 FAE2 [1F 2-16 ]t &L,

.00407020: G2 00 00 DO.01 00 00 00.2E 20 78 PO.GI BO 6F BB @ B . xco
.00507030: 64 00 2E 00.73 00 63 00.72 00 00 00.2E 20 70 00 d .ge . P
.00407040: 77 B0 68 00.2E 00 73 00.63 00 72 00.00 00 0B B0 w h

.00507050: 25 64 2D 25.64 2D 25 64.20 25 64 30.25 64 3A 25 %d %d- %d %d d: %
.B0L07060: 64 20 25 73.20 BD OA 20.06 06 00 00.0D OGA 6D AA d %s M@ ol
.00507070: 00 00 00 00.25 64 2D 25.64 2D 25 64.20 25 64 JA Hd-%d-%d hd:
.00607080: 25 64 3R 25.64 20 2D 2D.2D 2D 62 69.6E 20 64 61 :%d ———=bin da
.00507090: 74 61 2D 2D.2D 2D 2D 20.8D OA 20 00.48 41 AF 44 t JE HAND
.004070A0: 4AC 45 SF 56.41 4C 55 45.00 00 00 00.2E 45 58 45 .EXE
.005070B0: 00 B0 60 00.2E 65 78 65.00 0O 00 00.25 73 DA 0O exe %sll
.004070C0: 25 73 5C 25.7J B0 00 00.2F 2t 00 00.2E 80 00 00 Xs\%

.00407008: SC 2A 80 00.2D0 2D 2D 2D.2D 2D 2D 2D.2D 2D 2D 2D

.004070EG: 2D 2D 2D 2D.20 2D 2D 2D.2D 2D 2D 2D.0N 00 08 6@

.005070F0: 41 32 35 20.6F BA 00 00.41 4C 59 61.63 32 35 2E

004071008 65 78 65 00.20 69 6E 66.20 6F OA 00.20 69 6E 66

.00607110: 208 66 BA 08.53 74 61 12.74 20 49 6E.66 6D 63 74

.00607120: 20 45 58 45.20 69 6E 20.55 53 42 0D.0A 00 0@ 6O

.00607130: 4E GF 74 69.66 79 20 55.53 42 00 00.43 3A SC 57 Notify USB C:\HW
.00607140: 69 6E 64 6F.77 73 5C 41.78 70 50 61.74 63 68 SC indows\AppPatch\
.00607150: 43 75 73 74.6F 6D 5C 43.75 73 74 6F.6D 36 34 SC Custom\Custom6d)
.00407160: 61 70 69 68.65 78 2E 64.61 74 00 00.44 65 76 69 apihex.dat Deu1
[00607178: 63 65 20 41.72 72 69 76.65 0B 00 80.51 75 65 72 A

21 2-16 | Tickusb EXE DHQ| &2 XA
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Ahnlab

29875836605c26f7c78fc9bb2cffo5d)= USB ZeiA| E210|E. LY

=
I 2S5 sAohl EXE IS M0k= 7[s0] 7 HERICE

ND

—

Ul

(@)
o
[

N

Jil

4 m
><

[Tl

EE

oOJ

EXE Lj0| AEMH 25 H7(7| ol [2F 2-17]4t €2 FlashHistory.dat IHH(C:\Users\

Default\AppData\Local\Microsoft\Windows\History\ FlashHistory.dat)& Aot

EO18-Bd T @ r AR e b e

1

2 2019-6-4 7:42:42 0 &

3 2019-6-4 7:42:42 st ig

4 2019-6-4 7:42:42 ———bin data———-

5

B

T 2019-6-4 7:42:42 D:

g

9 2019-6-4 7:42:42 Hotify USB

10 2019-5-4 7:42:42 Start Infect EXE in USE

11

12 2018-6-4 7:42:42 D:#fcalc.exe

13 2019-5-4 7:42:42 1111

14 2019-6-4 7:42:42 D:¥calc.exe

15 2018-5-4 7:42:42 C:HWindows#ippPatch#Custon®CustanEMapihex, dat
16 2019-6-4 7:42:42 inner D:#calc.exe — f size

17

18 2019-6-4 7:42:42 inf f

19
20 2019-6-4 7:42:42 D:¥notepad.exe
21 2019-5-4 7:42:42 1111
22 2019-6-4 7:42:42 D:¥notepad.exe
23 2019-6-4 7:42:42 C:¥WindowstippPatch#Custon#CustonEdMapihesx . dat
24 2019-6-4 7:42:42 inner D:¥notepad.exe — f size
25
26 2019-6-4 7:42:42 inf f
27

2 2-17 | FlashHistory.date| mfd 21 27 L{E

5 #HHO| A%, USB Z2iA| =2t0|E0{M EXE T2 S KOt HAZRA[ZIC, #a T EXE THe

A(0E =01 C:\Windows\AppPatch\Custom\Customé64\apihex.dat)2 375103

20120114 20148 AfO|0 2AE S5 Tickusb2 zg% =L 7|ge| £8 22 USB SefiA| =20
BT AZEO RE 87 oid USB E2f0]22] =8 A0 HIO[HE 2101 2dok= Z0] «0l=|

=
QICE Ol9F 22 B2 WAle WRa|E J|Q) \AS BHOP| Yot BHOR FHEC]

- 11— T O'L—

4. Tickusb #id0]| 2|5l ¥iFl EXE 24

OFM AMTHE Zd1F ZH0| L& Tickush P52 USB Z2HA| E2J0|E LY EXE TS XHo} i XsH= ot

L
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Ahnlab

d APIE AR HF EXE L2 AIEL] 2RIEV 850 58 =5 Aok &M, Lt
201 7t 2l TiZs AL, 71E S DE2 2RIEX] GireL ), Hael Iz U150

Entry Point

Entry Point ES 5e o 5% o

1. Jump
3. Execute

2. Drop

Malicious Code EXE

a2 2-18 | HEE EXE

EET 9at= SF= Portable SecretZone.exe(dbc10f9b99cc03e21c033ea97940a8c2)2t
PNDPS(V2.11).exe(c865b83a2096642b0de3e2880e63able)= =&t Lr2=H(e470b7538dc
075294532d8467b1516f8) 5 AUAISH |

20154 68 LAE Tickusbh & USB S2iA| E210|HO|IM EXE D2 &0t apihex.dat L

=
(C:\Windows\AppPatch\Custom\Custom64\apihex.dat)2| L= EXE It £0f| 75101 Lt
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O| Q| 2 AlEdX} EESE QARSICH [T 2-20]2F 20| Tickusb B4%30]| Q8| BAR =l EXE T2 EX

.B0LDO000 : : - : 4
. 00400010 : : . : - @
00400020 : : . . . texell
.B04LDA030 : ; : : 2]
.BDLD00AD : i . A |4 {o=158L=!Th
.B04D0B50 : 3 : ] 1S program canno
.BB400B60 : ; A : t be run in DOS
.DB4BBBT0 ; : ; : mode . } ME$
.00400080: : : : 23S—{R=""

. 00400090

.BBADO0AD :

.BO4LDOOBO :

.BDLBOBCH :

. 00400000 :

.BOLDOBED :

.BOLBOOFD

.B04A00O100

J212-20 | “texe’ EXFE =&kt Q= Tickusb EE1

20143 38 HAE Tickusbl| 27| BHHZ EE0H= L (b76d2b33366c5ec96bc23a717c42

1171)2 [2E 2-21]2F 20| Y AEXZ "ext'E Lot QICt. 0[0f oifE mfe Lot EEmHIt

.0BLBOBOB

.0B4iB0010: A 2 )

.0B4LB0B20; ! ; . .extll
.0B4P0B30:; 3 : 1 o
.0BLB0BLB: : : 7 A% A {o=13B8L="Th
.pB4LBBBSA y y ; 1S program canno
. 00400860 : : ; : t be run in DOS
.0B4LBBR70 : : ; mode . } %

80400080 : : - . tojleitleitfeidn
80400090 : . : i UEMA=T#AS- AR=14A
80400000 : . : " el4fai¢f-6IALI4A
.804000B0 : . . : e1¢AcT#AS-=AB14A
.804000C0 : . : ; oeBAdi#ARichei4A
. 00400000 : : : : .
.004000ED : : : : PE Lo4 =ieG

T 2-21 | “ext’ 2AES ZY6t Qe X7 Tickusb EE1

fjo
i
s
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5, 27} AX| It £
Tickusb 2E D=0 4=l A|ARIONN 7|27 (Keylogger), ARP AZETH(ARPSpoofer), E A
7HH (Port Scanner), O|0|7tX (Mimikatz) S0| 227+ 27AE|QICEH Tickusb &230f O|2% 0|5 =

b SX LfZ s JHEX

5-1) 7|274(Keylogger) Type C
Tickusb 4 A|AE &S LEOIM F[2H7F LALIUCE 20173 42EE] 2018F 227K Y=

oid 7|=27= 2 apphelp.dll, linkinfo.dll, netutils.dil S2| It 0|58 AFSIHCY.

72H0 AEE =2 EXIE

O| L0 HERUE.

rlo
J

I
R
NO
S,
=
[ﬂ\J
|0
=
>
00
S

7+ =8t 7| LliE2 debug.log &

.100081F@:

.10008200

.10008210:

.10008220

.10008230

.10008240

.10008250

.10008260

.10008270:

.10008280 : : .

.10008290 : : . |

.100082A0 ; . . . use r32.d
.100082B0 ; : : . GetK eySt
.1006082Ca ; . . . ate GetAs wvwncK
.100082D0 : : . ey tate %USE
.100082E0 : : . RPROFILE%:  M\App
.100082F8:; . . . Data \Local
.10008300; . . . \indows \deb
.10008310: . . . ug.log MEL%B2d/
.10008320: : : . %02d/%d %02d:%02
.10008330: } } . d:%02d1 (%s) 8

2-22 | 7|12 F2 X3

|
|:||'|-I

g
N
>
Pu)
TJ
4t|
_Eﬂ
>
Py
o
w
@)
@)
O
o
(D
-
|
D)
=
N®)
~
C:)
(D
>
(D

2 Z2008 R D2 QSI0] A ST Tickusboll LS AAo|
202 h

dfc8c88c720a)’ | AL}
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ARP AZEE(ARPSpoofing) 2 SAHA|7 = 10| M (hijack)2 LR CHE A|ARIS 2 AF17] 2
1

EX Command Prompt | = ||-E |@

usage = hijack {—LUEhefusxprkHDtHzi> {-d dev> {-8% interval> <-I0 pcap_dump>
=i normalibylineinone> <-F file?> <-p port> <-E quit time>
<—R rehoot time> <-h submask?> {-m speed? <Source Host> {Dest Host>
{match expression? <hpf filter> | <{genuine host?> <{faked host>
is help~rusage
version information
he verhoze
show empty packets
ignore case
spoof interval
enabled ip routing
to force define submask
define max transmit speed ks
set full spoof-route mode default is half
print in alternate hexdump format
interpret match expression as hexadecimal
the port to hijack
read packet stream from pcap format file pcap_dump
dnsspoof mode
print timestamp every time a packet is matched
time to quit
time to rehoot program
release demo jobh file
zcan hosts in subnet
hidden from console, background mode killed <k

|J

2l 2-23 | Sl0[H(hijack) &

U‘I

-3) L E AJHLH(Port Scanner) ScanlLine — |.dat
223X = 2016H IR EAE(Foundstone) 2| LE AR AZHERI(ScanLine)=S Dot I
(a353b591c7598a3ed808980e2b22b2a2)= &30 O|E30C} Tl A|ARIOA] SHE =271

A= Argeh A0] LRIE[RICH, ARZE IfE 0|52 msp.exe, Istmp, sl-p.exe SO|CH.

Of

021 2-24]i= AZHRIOIS Alstiot S110|CE

Bl Command Prompt |5|E@

ScanLine (TH» 1.81
Copyright {c?» Foundstone, Inc. 2082
http:/7www.foundstone.com

=1 [-?hhijnpr=TUuz1
[-cdgmg <n>1
[f1LoQ <file>]
[-tu <n>[ . <n>-<n>11]
IPL.IP-IP]

Shows this help text

Get port banners

Timeout for TCPF and UDF attempts (ms>. Default is 48088
Delay between scans t(ms?. Default is A

Read IPs from file. Use "stdin" for stdin

Bind to given local port

Hide results for systems with no open ports

For pinging use ICHMP Timestamp Reguests in addition to Echo Regquests
Don’t output * ..." zmeparator hetween IP=

Read TCP ports from file

Read UDP ports from file

Bind to given local interface IP

Mo port scanning — only pinging {unless vou use —pl
OQutput flle Coveruwrite)
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5-4)0]|0|ZFX(Mimikatz) — mi.exe, mi2.exe
SAXE 49 A|A”IY| 0|07 (Mimikatz) 1491 mimi 2.1(3fe76cf644e045b8620d577¢2
366630a)2F mimi 2.1.1(b108df0bd168684f27b6bddea737535¢e) H{MS AFRHC} Ol 0|2

IESH El(Tick) 224 J20|M =2 ARSEHE= mi.exe, mi2.exeQLC}

(& 2-25], [ 2-26]= 2428 mimi 2.12F mimi 2.1.1 B8] Al 2HOICT,

EX Command Prompt - mi2 |i| El

c:swwork>mi2

i # help
ERROR mimikatz_doLocal ; "help" command of "standard" module not found ¥

standard
Standard module
Baszic commands ¢Cdoes not require module namel

exit — Quit mimikatz
cls — Clear screen Cdoesn’t work with redirections, like PzExec?
answer — Anszwer to the Ultimate Question of Life, the Universe, and

Pleaze. make me a coffeet

Sleep an amount of milliseconds

Log mimikatz inputsoutput to file
Switch file output/hasebd output
Display some version informations
Change or dizplay current directory
Mark about PtH

version
cd
markruss

imi # verszion

imi 2.1 <arch xB6>
Windows NHT 6.1 build Y681 <arch xb4)

21 2-25 | mimi 2.1 Algd 3pH

EX Command Prompt - mi |i”__|§|__|
csworkimi

mimi # help
ERROR mimikatz_doLocal ;5 "help" command of “'standard'" module not found *

standard
H Standard module

Description = Bazic commands (does not require module namel

exit - Quit mimikatz
cls Clear szcreen C(doesn’'t work with redirections,. like PsExec)
ansuep Answer to the Ultimate Question of Life, the Univerze, and

Everything

coffee
sleep
log
hazebd
version
cd
localtime
hostname

Pleaze. make me a coffeet

Sleep an amount of millizeconds

Log mimikatz inputsoutput to file

Switch file inputsoutput baszebd

Display zome version informations

Change or display current directory

Displays system local date and time (0J command?
Displays system local hostname

mimi # version

mimi 2.1.1 <arch

O 2-26 | mimi 2.1.1 & ot
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6. 88
HEEC #2718 7|EoMe Y=alE AL s AtEord {UV| =0 AP 22 YH|0[ES

Lt X|'=f 2008 HRE] AXWIEK] €F 10H 2H =L =2 7|2 5
O

(Tick) 54 252 = IT 2+82] 0|2t &

ML Il

|0 I|&(Spear Phishing), |EId =(Watering hole) 52388 OfL|2} USB Z2HA| E2H0|E L
EXE Ots HIAA DS HEAP = 5 Lol 34 7|8 018010 XA[£42 45 +
SHOHRAT

56| O 2 0MO0M HHE Tickusb®t &2 01| HiH[SH | 2oiii= 718 L S2 AMAF0lA
USB SehAl E210IE ARES APAOHLL, USB SefiAl =2t0|E L &l IS liohy| M SHAl
O

=
2215104 Y ME MHF0M HFHE GHO| Gi=Al <elot= 5 7|

V3 NET oAM= oliE Tickusb £ SFdHES Lisif €2 B2 = FA[ord QT

<V3 NiZa TIE>

— HackTool/Win32 Hijack

— HackTool/Win32.Mimikatz

— HackTool/Win32.Tickpatcher
= Trojan/Win32.Agent

- Trojan/Win32.Homamdown
— Trojan/Win32 Loader

— Trojan/Win32 Tickusb
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7. 10C (Indicators of Compromise)
CH 1f Ol

apphelp.dll

Brweb dll

CRYPTBASE dlI

igfext.exe

linkinfo.dll

msupdata.exe

svemgr.exe

wincrypt.dll

wsmt.exe

Hashes (md5)

—Downloader : Bisodown
3c6e6/7fc006818363b7ddade90757a84
e4/70b7538dc075294532d8467b1516f8

-Downloader : Ghostdown
4868fd194f0448c1f43f37c3393554/d
62ee/03bbfbd5d77ff4266f9038c3coHC

—-Tickusb
15e72d83caaflfe9e/2e72b633echdfb
16572393021beeal3666/9e80cc/8610c¢
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29875836605¢c26f7c78fc91bb2cff95d
46c9fb12187c08f9da3429c047a41fd8
4aadf927e5c2aa43b90d4b830c331a69
599c4110aed58aa/5d2322b4232a6855
61665826f899691689cba819d626a85b
9b31a5d124621e244cede857300f8aab
ad33da0d9507/e242eb3440b313454cea%
bcb56ee8b4f8c3f0dfa67/40f80cc8502
ca99eabflece/430243d8322445d1alc
dfba5e8019be5e400d53afeba83d6d93

—-Keylogger
220bf51185cd/cccOaab64229c434cela
27dbf927e85e00f14eeSbe56/11a5246
7f98ff2b6648bd4fe2fc1503fc56b46d
b79ef5a004e26c3d491eca895c59fb86

—Tools
026ae46934eca5862db4dfc8c88c720a
3fe76cf644e045b8620d577¢c2366630a
a353b591c7598a3ed808980e2b22b2a?
0108df0bd168684f27b6bddea’37535e
e84f29c45e4fbbce5d32edbfeeclle3a
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Domains, URLs and IP address
127.0.0.1/jscript/timepill htm!
pre.englandprevail.com/km/news/index.htm
update.saranmall.com/script/main.html

www.memsbay.com:443

8. XI11.32951 (References)
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(https://unit42.paloaltonetworks.com/unit42-tick—group-weaponized-secure-usb-drives-target-air-gapped-critical-systems)

Ahnlab

ASEC REPORT Vol.95 | Security Trend

43



ASEC REPORT 2%,

AR 2|E[CHSHIE] (ASEC)

W =eix|gE

1

 Cixfol

IELICE 2 ZM0| =5

© 2019 AhnLab, Inc. All rights reserved.

T. 031-722-8000
F. 031-722-8901

Ab

ol

LCE O QLENE =




