ASEC H“lliii; 1y
REPORT o e

March, 2016 o ‘“‘ W\ ibiyg
WAL CUAMRI L I
'\ ‘l““r#&&»«*l%l‘t(ttu
AR LE Y T
| S THN ML w e
TR L N YINEEY 1Y
PR NN A LRRCTL NN
AULIL L DEIRPT I Y
“'.,qaagl\\‘ﬂii H
TRYLALLAYY L1010 )

AhnlLab




Ahnlab

ASEC REPORT

VOL.75 March, 2016

ASEC(AhnLab Security Emergency response Center)2 QMTE U Hot QO 2EE IS OFMSIA| X|7|7| 9I510] EOt MET = T1El
}o

S =
SE2Y 2ot ZEQILICE 0| 2[ZEE= FAS|AL QRO ASECOI|A] 2510, Oif2d RSt 2 Hot 9fgint 0|70l CHESH= Z|A Hot 7|20l chgt 29f

HE g1 QUELICE XIMSH LIS QRS (www.ahnlab.com)OllA 22 —.Lﬁf*e'—e’r—%’iﬁl—lﬁh

20164 38 Hot S5k Table of Contents
1 01 AHIE =7 A
ot 57 02 &= 6
STATISTICS 03 ZHi S 7
2 01 =8 YEE Flot= LIS 2HI A0, Xbot 10
HoL 04 02 POS A|AEI L2|=0otAC LY QI 9| 14

SECURITY ISSUE

3 20163 127| £ ] 58 18
otMAC MN| 2N

ANALYSIS IN-DEPTH

ASEC REPORT 75 | Security Trend 2



]|
Y

AAAAAA

TR RER D
ATTIMEEN
A& sddans

Hot S|
STATISTICS

1 AHIE A
02 A=A
03 ZHIY S5



Ahnlab

Hol E7| Statistics

01
Gg2E S

ASECO| 27§t Htof| k2™, 2016 32 5 H7HEIX|E YT E £ 1,3212t 2,012749 2 LIEHSITE
Ol= T& 1,1832F 547240] H|al| 1382 1,46571 B7I5t =X|C}. 5HH 30j| +TE AHIE ME =

3548+8,581710|Ct

40,000,000
30,000,000
20000000 15,061,417
D — < 13,212,012
10,000,000 D
11,830,547
6,000,000
5,000,000
4,000,000
3,000,000
2,000,000
& =
1,000,000 3 5
g g © =xus
' < p @ u=2ES
2¢ 3g

[221-1]1 9445 E £0|(2016'H 12 ~ 201614 38)

*BIX| 442 2H0| ARS FQ1 V3 S Ol HIZ0| BiX|EH QYA E0| 5 O|0[otH, ‘ME T = QHH0| MM SR SESH MA| YA ME ~E
olnftct
ASEC REPORT 75 | Security Trend 4



OII

[ 2 1-2]=20164 3¢
QI PUP(Potentially Unwanted Program)?
[TrOJan] H/go| oY TETH17.78%, BlWorm)0| 3.68%2| HIEZ 1 F|E O|R{Ct

N

F

L7t QEE ONTCE 50 QAR TS Zmo|ct BUeE Z21
E

7.33%2 718 =2 H|IFS AHX[3i1, EZ0|S0}

r

57.33%

m— PP

— ofc

17.78%

mmm= Trojan

20.19% Viorm

Adware
Downloader

1-2]12016!4 38 FQ AHAE |Y
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1 Trojan/Win32.Starter 287,193
2 Malware/Win32.Generic 129,017
3 Trojan/Win32.Agent 110,699
4 Unwanted/Win32.HackTool 101,161
5 Trojan/Win32.Banki 89,940
6 Trojan/Win32.Teslacrypt 85,658
7 Trojan/Win32.Injector 78,698
8 Trojan/Win32.Neshta 78,147
9 Unwanted/Win32.Keygen 74,648
10 HackTool/Win32.Crack 74,607
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1 Android-PUP/SmsPay 47,039
2 Android-PUP/SmsReg 35,088
3 Android-PUP/Noico 18,872
4 Android-PUP/Dowgin 15,098
5 Android-Trojan/Moavt 8,782
6 Android-PUP/Shedun 8,302
7 Android-PUP/Zdpay 6,627
8 Android-PUP/Kuguo 5,771
9 Android-PUP/Wapsx 5,313
10 Android-Trojan/Fakelnst 5,066
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" android:versionName="1.0"

<manifest android:versionCode="
package="com.replayroll.core” platformBuildVersionCode="15"
platformBuildVersionName="4.0.4-1406430"
xmlns:android="http://schemas.android.com/apk/res/android">

<application android:allowBackup="true" android:icon="@
drawable/icon” android:label="Installer">

<activity android:label="Installer”

android:launchMode="singleTop" android:name="com.replayroll.
core.MainActivity">

<intent-filter>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.
LAUNCHER" />
</intent-filter>
</activity>
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.BrowserActivity" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.Browser" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.lck.Lock" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.GoogleCC" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.Inject" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.BankApp" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.activities.RunScript" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.AdminActivity" />
<activity android:label="" android:launchMode="singleTop"
android:name="com.replayroll.core.
CCNotificationResultActivity" />
<service android:name="com.replayroll.core.RunService" />
<receiver android:name="com.replayroll.core.
OnBootHandler">
<intent-filter>
<action android:name="android.intent.action.BOOT_
COMPLETED" />
</intent-filter>
</receiver>
<receiver android:name=".SMSHandler">
<intent-filter android:priority="2147483647">

<action android:name="android.provider.Telephony.
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SMS_RECEIVED" />
</intent-filter>
</receiver>
<receiver android:label="Admin" android:name="com.
replayroll.core.AdminReceiver” android:permission="android.
permission.BIND_DEVICE_ADMIN">
<meta-data android:name="android.app.device_admin”
android:resource="@xml/ok" />

<intent-filter>

<action android:name="android.app.action.DEVICE _

ADMIN_ENABLED" />
</intent-filter>
</receiver>
<receiver android:name=".sms.SentReceiver">
<intent-filter>
<action android:name="SMS_SENT" />
</intent-filter>
</receiver>
<receiver android:name=".sms.DeliveredReceiver">
<intent-filter>
<action android:name="SMS_DELIVERED" />
</intent-filter>
</receiver>

</application>

<uses-permission android:name="android.permission.

INTERNET" />

<uses-permission android:name="android.permission. WAKE _

LOCK" />

<uses-permission android:name="android.permission.READ_

SMS" />

<uses-permission android:name="android.permission.

RECEIVE_SMS" />

<uses-permission android:name="android.permission.READ_

EXTERNAL_STORAGE" />

<uses-permission android:name="android.permission.WRITE_

EXTERNAL_STORAGE" />

<uses-permission android:name="android.permission.READ_

PHONE_STATE" />

<uses-permission android:name="android.permission.SEND_

SMS* />

<uses-permission android:name="android.permission.

RECEIVE_BOOT_COMPLETED" />

<uses-permission android:name="android.permission.READ_

CONTACTS" />

<uses-permission android:name="android.permission.

ACCESS_FINE_LOCATION" />

<uses-permission android:name="android.permission.

ACCESS_MOCK_LOCATION" />

<uses-permission android:name="android.permission.
ACCESS_LOCATION_EXTRA_COMMANDS" />

<uses-permission android:name="android.permission.BIND_
DEVICE_ADMIN" />

<uses-permission android:name="android.permission.GET_
TASKS" />

<uses-permission android:name="android.permission.
ACCESS_NETWORK_STATE" />

<uses-permission android:name="android.permission.
MODIFY_AUDIO_SETTINGS" />

<uses-permission android:name="android.permission.
DEVICE_POWER" />

<uses-permission android:name="android.permission.
SYSTEM_ALERT_WINDOW" />

</manifest>
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Banking.

SUNCORP BANK-

SecureLogin

M [32! 2-3]2 20| RunService

=% H0|X|2 0|3t

RunService. cedialog

)¥) .getSectings () . setloadwith

“0)u) gerSertings ) setuseRiGeViewROE (true) 2w @D S v
coicx)w) .getSertings ) .setBuiltTnzooncontrols False

i) -Soaddnl (o a1
Febiciyu) -gersercings ) . secdavaSeriptEnabied (true)

1)¥) .setvercicalScrol BarEnabled (true) ;
<4)¥) .setiorizontalscrol BarEnabled (true) ;
sew)w) .clearCache (true)
%) ¥) .getSecings () . setdavascriptinabled(true) ;
“4)¥) .getSectings ) .sethAllowFileaccess (true|
1View)¥) .addJavascriptinterface (nev xiepAPI(

= Google Play
+

builder. seCancelable (false);

= butlder.create();
avascriptinterface (RunS
0g. secview(v, 0, 0, 0, 0);

210g. getWindow() . setType (2003) ;

bla‘i XH’“E*’C%PE ACT §.FC.’_|5._|E}. stie =7+
MEoZ AlsHz

HQICt

public void setPasswordAndLock (3
1f (lock.booleanValue () {
Pt 1ic

o )
Runsesvice._poley. secpassyoraqualicy (nev -

resecPassword("1611blabla",
Locktiow() ;

ITATTENTION 1t

Your phone is locked and all fles are encrypted by
Cryptolocker!

To unlock and decryptyour files follow the steps
below:

1 You must pay 100 USD by payPal Money Cash
Card - www paypal-cach.com

You can buy it here - www.paypal-cash.com/.
where_to_buy html

2 Enter Card code and click “Submit”

- if you try to recover the data yourself, you wil lose.
them. Decrypt you file without private key ARE
IMPOSSIBLE!

- itis ot a virus! Any attempt to remove lead to loss
of data,

the ONLY way to get your files backis to send the
money withim 5 days.
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Index of /

Name Last modified Size Description
|y 2016-01-17 14:30
Qx 2016-01-17 16:03
[ EY 2016-01-17 19:37
[ 2 2016-01-17 20:46
(s 4 2016-01-17 21:32
(12 2016-01-18 19:28
Qu 2016-01-18 20:14
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K2 01=:
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_OUN_PROCESS C#Documents and Setings# AdministratorWHIEF 312t
ARREO:  [E
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J82-9 | MHIAR SEE POS 24Y

[122-919t 20| MH|AR SEE PMACE AL
Bl ARt Al XI5 AldHE|04, ‘DLLLaunchasdf FE!

- W
e =
loc_4Bn879: “DLLLaunchasdf*
push offset Name
push a 5 bInitialOuwner
push ] 5 1pHutexAttributes
call ds:CreateMutexn
nou [ebp+uar_14], eax
call ds:GetLastError
cmp eax, OB7h
jnz short loc_40489F
-~ W - _| B
I |
push a ; int
1pThreadParameter call
E—
10 | 5= 43l AX|S /5t A WY

0| POS YMAEE CreateToolhelp32Snap-
shot APIZ 0[2510§ A|[AE] HE U AlsY Zol =

EHAEHN ZT2ZMA HQ|) HZ2|Q| EH 0|
(Track Data)E A7lisiCt

wininit exe
senices exe
smss.exe
carss.exe

eax, duord ptr [ebp-3881
eax.

dword ptr [ehp-3881, eax
duord ptr [ehp-3881. 14

winlogon_exe
sched exe
Isass exe
svchost exe
conhostexe
ctimon, exe
sposlsv.exe
System
taskmar.exe
explorer, exe

ecx, dword ptr_[ehp-3881

ecx; ecx. 18

eox
edx, dvord pts [ehp-1A4]
edx

esp. 8

eax, eax wmiprvse,exe
mdm, exe
chrome.exe
Chrome,exe

FegSrvc.exe
firefox.exe

eax. duord ptr [ehp-104]
eax

nONNNONOONONNONON000

2 2-12 | H=2| AZHO| HIQlEl= Z2AIA S5

0| AT = ZIodE| A|A

I_I:II:

AHILY POS ZEMAQ| O
22| 2 20 0|8 =ststo] [HEHEXIE] dat’

Tl MEBIC} St bot ID 222 FHE|= 24t
™S ‘dspsvc.bid’ Off HEBHY,

5 % 285, u, v3, 02); [

_5918E8)
S918E8, 07, T, 06);

08 2-13 | 7+ 4MEl= dspsve.bid'?t [EEXIE]. dat’

0|0f POS ZE2M|A
C&C M= TEEIT,.
EHE &Ity | 2/5101 45.63.71.150:80 /index.
php HTTP Request IjZlg L=, 8E0| 2
™ eS8 HEE C&C MHZ Ta& 2oz
E3 s

[

2 A5t
= A7h °|_

CELNETREE
Olof| @M LY 22 4

-

i

22 2UHollM= POS Y AEZ Qlst T
Moz st oL, ofof thgt Cix= 0
SH0|C} POS A|AEIS AMEFIE S 0IZts
CIE1 Ql= T, POS A|ARI0) CiSt X|&A{Q
2|ef 2HAleh Hot X7 QS| £35| POS <F
SA

TE0| ofsH LISHE oSt | A= POS Al

e oz B

0x

rOII

o
o

ASEC REPORT 75 | Security Trend

15



Ahnlab

EOQIASE FIIHo= WA & MY, HiAK

V3 ’IZ0M= sl AYREES TS 22 Ty

o= Eixfatm ULt

%

V3 H|Z ZITHE>
Spyware/Win32.Poscard (2016.02.25.09)

ASEC REPORT 75 | Security Trend

16



Ahnlab

:‘\lf:‘t"\ R VRV (I R SCLIT IR AR LR Bd
N A we ond By b VY by 1) e
TR, WL TN Y L SRR L L LARRIET I T
e LA LY RIRNY TN TTUL LAY
e T TR m'\mn‘t\\ AR Y
Wasn CETINYLYL m‘ﬂ MHAH’ Whie W
2RARAL l“l\\\“‘ Wi m?\&"?‘wﬁ\‘i\i“llﬂ'

L YIRS I AN IR R CR T RIALY
=
opgTE A 2
ANALYSIS-IN-DEPTH

2016\ 127| L Mo St

ASEC REPORT 75 | Security Trend



Ahnlab

Analysis-In-Depth
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Dear

Please see the aflached invoice (Migrosofi Word Document) and remit payment according to the terms listed
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