Security Trend

1

o

N
-

Septembe

AhnlLab



Ahnlab

ASEC REPORT

VOL_69 September, 2015

ASEC(AhnLab Security Emergency response Center]2 2T E U Hot Qo228 11243 oFFsiA| X|7|7| 9[5101 Het HE7HE e

S22 HOLRTIQILICE 0| 2|EE= FAIS|AF 10| ASECOI|M ZHd5tnd, D! LhASH O HOt (343t 0|:0i| ChSSHe &[4l Ot 7|0 Chet 29F &

HE G USLICH RIS QS (www.ahnlab.com)OflA] Q1A 2= UELICE

201 5'& 9% E?_I' %?,t Table of Contents

1 01 oY3E A A
02 ¢ E7 6

s -7

STATISTICS 03 2 7 7

2 01 A & S =03 £ obdAC 10

Kok 0j4 02 282 EEsIH| AH|Kt= =31 12

—
SECURITY ISSUE
3 Mol S21ES 0j8s o o 15

SPYTE M| 2

ANALYSIS IN-DEPTH

ASEC REPORT 69 | Security Trend 2



Ahnlab

i

v

I
STATISTICS

o

Hor S

4 EA
03 mHI £

02

ASEC REPORT 69 | Security Trend



Ahnlab

Hol E7| Statistics

01
oty £

ASECO| 27t Hioj| It=2H, 20158 92 5 2ZHEX|EI P FE 4= 1,5208H4,993Z19 2 LIEI!TY.
Ol= 21,7868t 9,127710] HIslH 2668t 4,13471 ZEASH 4=X|C} $HH 9&l0]| TI= AMBE ME 2=

7312H1,086740|LC}.

40,000,000

30,000,000

19,361,841

20,000,000 . =

""" Q> 15,204,993

10,000,000

6,000,000

5,000,000

4,000,000

3,000,000

2,000,000

1,000,000

6,050,305
6,437,437
7,311,086

I AX| A
AEI“ET:!T

© =x/ Uy
>

07¢ 08

I

[321-1]YMTE £0|(2015'H 78 ~ 2015'4 98)

*EIX| iRt D240| AL B2 V3 S oFo| HIF0| BiX(SH ofYFES| £+5 2o|0[sIH, ‘HE

ASEC REPORT 69 | Security Trend

~



[ 2 1-2]= 20154 93 st 7t REE AHIACE T2 U= TAst Aotolct SEest T2
QI PUP(Potentially Unwanted Program)7t 64.12%2 718 =2 H|E2 XHX|3{1, E20|=0t
(TrOJan) HEe| A HTAETL23.61%, OH=2IH(Adware)7t 3.83%2| HIEZ 1 FIE 0|}t

RN

N

64.12%

— PUP
= Trojan
— etc

23.61% Adare

Worm

6.79%

Downloader

[21-1]2 98 8 22t EIRIE OITCE 5 PUPS RIQISHD 71 HIvtsp| BIRIE 10242 FIEHy 7|70
= 72181 Z0[Ck Trojan/Win32.Gen0| & 228t ,589740 7% 0] SIS, Trojan/Win32.

Starter?} 158t 2,154492 1 §E 0|QCH

[E1-1]2015'E 93 oFYAE BIX| Z|CH10Z(TIEHY 7|F)

=9 otMTE FlTH BIX| 2
1 Trojan/Win32.Gen 224,589
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3 Trojan/Win32.Agent 95,593
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HKLM\SYSTEM\ControlSet001\Services\Nationaling

“ImagePath” = “C:\WINDOWS\system32\huppug.exe”
“DisplayName” = “Nationalbjf Instruments Domain
Service”

“ObjectName” = “LocalSystem”
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H 3-1| Androidmanifest.xml

<uses-permission android:name="android.permission.DISABLE_KEYGUARD"/>

<uses-permission android:name ="com.android.br

BOOKMARKS"/>

r.permission.READ_HISTORY_

<uses-permission android:name ="com.sec.android.app.sbrowser.operatorbookmarks.
permission.READ_HISTORY_BOOKMARKS"/>

<uses-permission android:name ="android.permission.RESTART_PACKAGES"/>

<uses-permission android:name ="android.permission.CAMERA"/>

<uses-permission android:name ="android.permission.GET_TASKS"/>
<uses-permission android:name ="android.permission.GET_ACCOUNTS"/>
<uses-permission android:name ="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name ="android.permission. ACCESS_WIFI_STATE"/>
<uses-permission android:name ="android.permission.CHANGE_NETWORK_STATE"/>
<uses-permission android:name ="android.permission.CHANGE_WIFI_STATE"/>
<uses-permission android:name ="android.permission. WRITE_SETTINGS"/>
<uses-permission android:name ="android.permission.KILL_BACKGROUND
PROCESSES"/>

<uses-permission android:name ="android.permission.READ_CONTACTS"/>
<uses-permission android:name ="android.permission.RECEIVE_BOOT_
COMPLETED"/>

<uses-permission android:name ="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name ="android.permission.INTERNET"/>
<uses-permission android:name ="android.permission. WAKE_LOCK"/>

<uses-permission android:name ="android.permission. ACCESS_NETWORK_STATE"/>
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