AhnlLab TrusGuar

XHMIEH HIERSR 2oF S2ES| 7|=!

TrusGuard

QFTSHA =

HE ML

Exigt AIY 252 St 715t g5, gES Qg2 XMt 2l AhnLab TrusGuard= s,

O Oo= o

IPS(Intrusion Prevention System), OHZ2|A|0[4 X|0{, VPN, C&C & X| B! X}k QFE[HIO[2{ A QFE[AT
DLP(Data Loss Prevention) S Z6h= H|XL|A QTARSHS HIQISH HIZQILICH 2RQUE DHEE O

O|E{HIE{S 2EMX| Cifet MIZ 2fRIYE 251 U=

2 %get 4 BLiC,

Cc&C Application
Detection Control

Firewall

AhnLab SSL

IPS TrusGuard Inspection

Anti-Spam/
Anti-Virus/
Anti-Malware/
Anti-APT/
DLP

IPSec/SSL
&
Secure VPN

Web
Filtering

TrusGuarde 7| HIERIZ 2HE0) 23 28X

- KPESHEl XPMIC IS Hot ZE
~Z2 /3L ofB2H0LA Tht 45 ot 7|
~AREE % CIHIO|A 7] 2 A1 /xof
~ofssie Eam x|

-Anti-APT &2 (MDS) 9i& Eot

olr

Jn
[iis
i)
re
do
oo
om
-
5
ro
N
>

g
40
oo
om
Rl
2
Jl
ok
rin
n
X

%

2
m
r2
[al
44
2]

ro
e
u
r

A 7|8t XjSE 9f S
| Z7)/0lmet B

AR 9I Hi 11

Hr
a1z
0 A

|
Pt ro
r= ot

T 40

{5
o

[>
0
OF

met O
L

0\0

U

40

ok

o
oo
om

19

ot K2 845 2
Advanced) =0 22E
E| Z0f 24 7|

0!

_IE§|.E
4

=

I
K

0
or
nz

- 2 =6t27t X E ARSX} QIE{H[0] A
- MY - 22| B Seamless Flow XHl&
EZ(Drag & Drop) &4]0| Q015 QIE|

it CHET E2f= H2|2

oo —

Ciosot 141 ot 9Iof chgt

L TI

NS W KRLSIE] ApACH HOF
AJEE QTAFSI0| Af5| ol Suxol
AR} QIE{EO] A % EHX| 9 T2 5



XM =2 7S

OfiE2170]4 HIof

=

TrusGuarde XRMICH 2O 7101 OfZ2|AH|0|M X|0{(Application Control) 7|52 EAHsH P2P, €5

—_

ArEX} & CIH[O|A 7]t H|0f

=
E, &% (Instant Messenger), SNS & 5= & 72| =2 5! LH OfZ2[7|0]M0|| Chsl AA|ZH 24
5 KM 618 - 9| M07F 7hSRILICE £35| =L 2HZol| S3HE =2 ofE2(A|0]Mof Cist SE Xl
S S22 MIgLICt Egk Aol S7tset Z2iX|X] g42(Unknown) OfZZ|AH0|M QIX|IE Sol
S1&El OHZ2|7|0[4d0]| Chot SLITH 7HSTIA| 5101 20| &0 LTt
- H& o] 518
- 2| Hlof
(ﬂ — g 2| x[04
N)):I B = d
AhnLab TrusGuard
O Kfct
_—
P FAE J|HICZ ASALE AHsh= BAluE o) ARSALID 78| A8 212 8 AW Ho] 7|sS
HiSoh 225! LHE HOot 22|19 AMEot Hot 219 30| 7HS|fLICH ot CIHIO|A HEj FEE QI
X|5t01 OS B, Hot miX| 01%, 4= SW AX| FF, FofH Hd 22 S0 2t HERZ HZs Al

o %lﬁ'-llit.

AhnLab TrusGuard
g] mapping g] mapping mapping
— N~ rin
9-I|- AI‘%II' User-ID INF=ONS

C|HFO] A 7|8t X0 EE Os H{H
c”(‘jj @ ot K| oj
SMh
g'] D g QJ @2 msswax g

din
Hr
1A
re
oo
gm

Otgo] SX|HO HOt 9IF T HPAE THIOE 3 TrusGuardis 719 LIEE Sl RHIAS AX|

=
o= HALH MIZE0](Zero-Day) 32 3! L2AX|X| @52 0]l tigh MAXQl oS MISRLICE

‘ LIy EHX|of] S CHAIS E| AT 2= ‘ Z| M EHOH QI CHES fIet A 2IY BE E'_*%‘J
Hof O|El a| X A EFXY
= =
il SR HZro| B2 W LXK g2 BH hS
(CE&C EX|/ of 4T E RE AO|E FX|/ 2HEX| 2H)
Blesie 1=
fEU
Application  C&C DDoS Anti-Virus  o3) AlO|E

ooo

Control  EbxX| - xjct DLP  Protection Anti-Spam F< xjct
@
oo
0oo
0ooo
Content
Scan

AhnLab TrusGuard




st Ms TrusGuardi= Q40| XiK| 7HLSt Advanced A-TEAM' OFF [EIME 7|Hto 2 disiE X2| M58 2
LSS LICE. Advanced A-TEAME EEXOI Izl X2| £ CiH| 3 HY 0|42 XM2| SEE 7ts
7| Sz OF7[EIN 7|&2, HE| 10| 2| &8 J|ail ATESQ0] 714 X2 7|52 P850 USLICE

High-Density
Multi-Core
HE| T0{ M &8 7=
AZERO IHE M| I1= High-Density
AN TR Packet Processing Multi-Core FYNIEA
() o () ce00
. ‘ . . . Normal Processing X X X ] ‘ . .
00000 o000 " 000000000
ec0o00 Sooooooo . 000000000
000000000
Acceleration Processing
0000
Advanced A-TEAM O7|ElY M=
VPN TrusGuardi IPSec / SSL VPN 7|52 SA[0f] X| 5 1A, OC| MLt QHEHSH HIEQITA H&S FoigiL|ct
(Virtual Private Network) EESHIPS S OHEZ (|01 HIO1E 7|82 VPN E{E S 89 AR E =itts 5| SHMIELICH
D= == E
R-AN aLtdoabdmlb
A7 BT 6 XIA}
(Public Terminals)
. IPSec VPN
Public Internet
SSL VPN HAp
- | l@\ A g < g
L_”__] SSLVPN
e
s omA HEELA
IPSec VPN
[.:. . FHH FHHH ]
AhnLab TrusGuard
By ok

V IPSec/SSL VPN 7|5 SA| x|

V EHIY ME ssL VPN X2

V CIst 220[21 E X8l (Windows, Mac, Linux &)
v XIF / XA Ot 2SS S5t Z2sh S3 HoH



ACTQIE 22M QIS olo| A= mOIE %E*dﬂte AISS SIS 7|53 RIBELICE,
1) AhnLab EPP/ EMS 9152 2 TrusGuard2| Agent AX|Q10| C|H[O|A J[Ht &|0{7t TtsTILICE,
2) AhnLab EPP Agen % | =2 TrusGuardOflX X|& 7FSZILICE. (http, https)
3) AhnLab ESA HOt MA Ha= 7|90 2 TrusGuard2| SSL VPN 2391 X017t 7FsRiLICt,
APLHE
Internet Internet
AhnlLab TlrusGuard AhnlLab TlrusGuard AhnLab EPP
[ d [ — [ ]
;u:u — |- s T e e
é Ahnlab EPP SSLVPN B4
% AhnLab EMS AhnLab EPP Agent
g (One Agent)
&\\\\{ E@:] > La Internet
EPP / EMS Server EPP Server EPP Security Assessment
htt(pg// & https://
:IL_] :IL_] :I?

EPP Agent

EPP OO HE &X| R= HOF K=x0f| 2k SSL VPN 27191 X|0f

Qo] EXFHRI HIERT 7|5 A =017 HEE TrusGuard=s =L ol MIE S AX2 S2E AY =
Ap 712 FHEHS] THRYEHE AB|ZE0|X L|EQIS Uold £20f 5H ¢1£(2014~2018) SHHE= S Al

AHLZ 7|sHS g ASLIC

(20228 28 =X 7|1&

21y 2 PCT

®

[ | &334 SE 5 2706U [ &834 WSEs29 W &2 3100
cceos=Es IPv6 TTA GS Ol= 1= IPv6 Ready Logo
- S =7 =
(EAL4) oIZ ES e exs

Gartnerl= 9472 ZRHSO1M CHE HIE] (L I, Ml AL QIS01| 21001 7| ALBXIOY 24T ST W2 WICRlS MEoI=S 2ot eh=c,
2 GartnerS] 2725712 A0 S0 Ot AR Kt S 5

A
S0f| CHeH B o= HEhy BES E010] 9179} 2IR1510] OfHgt =5

OE ruE' II
3 S
rot Tl
il



72|

oIr

HESRZ

Firewall

IPSec VPN

Route 2E/Bridge 2E

Stateful Inspection

Hub&Spoke/Star/Mesh

Static/Policy based 22&

HA SVS(A-A/A-S without L4)

Clefet 2% il Y T2IE X/

Dynamic 2-&l(RIP/OSPF/BGP/VRRP)

YH/ M S7 |2

MIE{ VPN O|Z2HA-A/A-S)

HEFHAE 2FEIPIM-SM/ IGMP)

QoS(&|4- 2/ Heh

UEfRlel 2ERY X9l

——=2rC 0

Port Aggregation/ VLAN X| &l

S2U2|AE ey

DPD/PFS/Replay 224 Ht0]

DHCP Server/Client/Relay

Bjo|ER|AE HH (02

SSL VPN

SNMP

52240 U 52 5 e

Gateway-to-Client

IPv4 5! IPv6 Dual Stack

Clofet g8 2N 45

2 Factor Q15(ID/PW + QISN)

IPv6 2FE!/IPv6 Transition

CFoF NAT X|2(Static/Dynamic/Policy based NAT &)

VolIP 541 X[2(H.323/5IP)

QUM 9IS ALBAF 15(LDAP 5)

QlCEOIE ot ois

(% PCAFH/ALR 22H715)

IPS

= A|(proxy) 7|2t H|0f

Pre-defined A|Z1L|X{(7,00001 7H)

FHE A1 Hof

CQISH £1749| SSL VPN X[

=

(Windows, Mac, Linux, Android, i0S S)

UU(daily) ALK H7| AHO|E

IP-Mac ZE{&/IPve ZEH

QUH|C|= 2 &S SSLVPN X2

H2H|0] 22 HH0{(ACCESS/MAPP)

AFEAL 5! TIHFOIA 7|2H EA 7 /0]

FIDO 915 X| ¥

ALK 7|8t/Anomaly 7|2t

IR AIAE TRl

T2 OTP Xt HIS

HIoPE 7|t B2 Xjet
(Web/OS/Network/Application)

A2 S A

Anti-Spam

7P T T R 2

HE A(Spam) AT

C&C EHX| / Xjct

ObMTC J|8t 224 XIEt RBL/AMEAL F2| HEHY
(Worm/Bot/Trojan/Downloader 5) Z2IRE 7|8t caC M| T EX| S AR Spam Quarantine(S% |2 AHH)
Zone 7|3 M XE Unknown 24 | A Tt /pup LIS Q! EFX| Anti-APT
Application Control DDoS 32 Xt KFAFAPT HOt £2M(AhnLab MDS) 915
=2/ OfS2(A|0|4 BIX| S XHH UDP/ICMP/TCP Flooding oAl T EXFHM T
OfZ2|H|0HE M A2 H|of Spoofed TCP Attack obM 2 URL Xt 715
Unknown OZ2(7|014 X[of X| 2 HTTP R 54 HI0|E REX| (DLP)
NAC CC Attack L e RE 7|
ASZOIE QIE|HIO[R|A HRM(V3) 15 # LY 22, BT, SR A
PC HHA1 H|0] 00| E HX| EFX|/H|0] HESLIHCIRIIZ] RSHAOIE DB BLEE/Z2T
opgAE Y pC EfX|/H|0] X A HTE R AO|E DB L& HOD/27 XfE
EPP Q1SS 5t C|H[0|A J|EHK|0] (Agnetless) Global Categorized URL DB QB BEAO| CHA|H E /012t 24
EPP OJ0|HE 2|CIO[HE 7|5 M= Anti-Virus E2f=| £ 27 /Custom 1M
ESA F|ohd HA 7|2te] ssLVPN T X[0] Xpt| 2TI(v3) 23| |5
CHAA| B2 Xt ot

SSL Inspection

XiH| ALK FIEE ofz/xE|

oroeiel Ehm 2t

22!

HRTY/RIETIY 2

2 7|9t HTTPS T

X|247 |k Ktk

Ol 20 HE P TE ALy

Open API Hl&

7! 7|8t Malware 114 EX|

[APS 9151 €% IP BHRIAE S2

= AFF SMB/Z77|Y % X[AHBranch Office)&
(Specification) = TrusGuard 40B TrusGuard 50B TrusGuard 70B TrusGuard 100C | TrusGuard 400C
CPU 2 Core 4 Core 4 Core 8 Core 4 Core
RAM 4GB 8GB 8GB 8GB 8GB
System Storage 4GB 4GB 4GB SSD 512GB SSD 64GB
ogsiange - PO SWOMMSppm 0T
e 8 8 8 6 (£[h 10) 9 (Mgmt =&})
NIC 1GF - - - 4 (%|cH 8) 8
10GF - - - - -
FW 4G 6G 8G 10G 20G
IPS - 1.5G 2.5G 356G 8G
VPN 1G 126G 14G 1.6G 4G
VPN Tunnel 2,500 5,000 5,000 10,000 30,000




Concurrent Session 1,000,000 1,500,000 2,000,000 3,000,000 5,000,000
Size(WxHxD) 220x44x194.5 430x44x193 430x44x193 430x44x340 430x44x460
Power Single Single Single Single Redundant
x TrusGuard 40B 2R 8518 /|pSec VPN 7| S8t M| &EL|Ct,
% 35 A MR B L NAR 0] w2t 2t 4 QgLicy
QllE{2t0] X/H| 0| E{MIE] 5! EAH(Headquarter) &
LE TrusGuard 500C TrusGuard 2000B TrusGuard 5000B | TrusGuard 10000B | TrusGuard 20000B
CPU 6 Core 8 Core 20 Core 32 Core 48 Core
RAM 16GB 16GB 64GB 64GB 256GB
System Storage SSD 64GB SSD 64GB SSD 64GB SSD 64GB SSD 64GB
HDD 2TB/4TB or HDD 2TB/4TB or HDD 2TB/4TB or HDD 2TB/4TB or HDD 2TB/4TB or
Log Storage SSD 960GB/1.92TB SSD 960GB/1.92TB SSD 960GB/1.92TB SSD 960GB/1.92TB SSD 960GB/1.92TB
(RAID-1/0) (RAID-1/0) (RAID-1/0) (RAID-1/0)
1GC 9 (Mgmt &g} 10 (KIEH 34, Mgmt Z2hH | 10 (ZIEH 50, Mgmt 22 | 10 (EICH 50, Mgmt Z£&) | 10 ([T 50, Mgmt 28
1GF 8 8 (£Ith 32) 8 (ZICh 48) 8 (XICH 48) 8 (ZICfi 48)
NIC 10GF 0 (%[ 4) 0 (%[Eh12) 4 (X|CH 28) 4 (X|CH 28) 4 (X|CH 28)
40GF - - 0 (Z[CH 8) 0 (Z|EH 12) 0 (X[Ch 12)
100GF - - - 0 (ZIth2) 0 (£ItH 4)
FW 30G 60G 120G 200G 240G
IPS 12G 20G 30G 50G 70G
VPN 6G 10G 13G 19G 19G
VPN Tunnel 40,000 40,000 50,000 60,000 60,000
Concurrent Session 8,000,000 10,000,000 30,000,000 40,000,000 60,000,000
Size(WxHxD) 430x44x460 438x88x571 438x88x571 438x88x571 438x88x571
Power Redundant Redundant Redundant Redundant Redundant
x g8 e MR 2 S AL o wet SatE 4 AF UL
Q-VPNE
=2 TrusGuard 400CQ = TrusGuard 500CQ ' TrusGuard 2000BQ | TrusGuard 5000BQ | TrusGuard 10000BQ | TrusGuard 20000BQ
CPU 4 Core 6 Core 8 Core 20 Core 32 Core 48 Core
RAM 8GB 16GB 16GB 64GB 64GB 256GB
System Storage SSD 64GB SSD 64GB SSD 64GB SSD 64GB SSD 64GB SSD 64GB
LogStorage | TOOTWATCr | KODIBATE o | ([0l | (Ociocnionts | spoungansats | 550560681997
(RAID-1/0) (RAID-1/0) (RAID-1/0) (RAID-1/0)
1GC 9 (Mgmt 2%} 9 (Mgmt 22 10 (%[CH 34, Mgmt Z&}) 10 (XICH 50, Mgmt 22t |10 (£/CH 50, Mgmt Z&F) 110 (KICH 50, Mgmt 223t
1GF 8 8 8 (2IcH 32) 8 (%|ch 48) 8 (%ICH 48) 8 (ZICH 48)
NIC 10GF - 0 (%|CH 4) 0 (%ICH 12) 4 (X|CH 28) 4 (%|CH 28) 4 (%|CH 28)
40GF - - - 0 (X|CH 8) 0 (Xt 12) 0 (Xt 12)
100GF - - - - 0 (£|EH 2) 0 (XICh 4)
FW 20G 30G 60G 120G 200G 240G
IPS 8G 12G 20G 30G 50G 70G
VPN =R
QRNG USB UsB USB UsB UsB USB
VPN Tunnel 30,000 40,000 40,000 50,000 60,000 60,000
Concurrent Session 5,000,000 8,000,000 10,000,000 30,000,000 40,000,000 60,000,000
Size(WxHxD) 430x44x460 430x44x460 438x88x571 438x88x571 438x88x571 438x88x571
Power Redundant Redundant Redundant Redundant Redundant Redundant
* g8 XlE MR 2 S ALY o mat FHEFE 4 AF L
F7|= A 2T TUHE 220 (R)13493
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