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BEATAER

ASEC (AhnLab SEcurity intelligence Center) (&. OT (Operational Technology) BRIETH
HURSI Y LT VBB R, OT RIRE. 12 ITANIIFr—, BhEEREDERRCE
mEBEVDEFTHD. B LUBEERDIA TCLoTRY NI =% X530, WiieN IZESIRIE T&E
FEns.

RO OT RIRTHRAULEFIVT(1>27 > bOEHE, NEIORAISHEZIEE T BIHCHMEBRY b
D—INhSPIEREIEHEE T (LN APT IWE(CLZEDELTHIBNTER, UHU. SEIDSE
Bl FERIBAIRRY NI —IDBEHCIDERINTWS OT RIRICEVWT, EERBOA>T T2 ADHIC
PAtEHBICIE A > —Fw NMedEieUlcCe CRIEENFEAE U,

OT RIFZIERIBS APT IRETEABMOIA AEUIRFRY bD—DHEHUCLDINERA > — Ry NMTE
FESHRDEENSSEN, Y AIIT (CRRERU TEESA MBI IRENFEEUR. LE=RIC(E
BIUX—H— D@ SEIFIEL X—h—OHIER (XD — R2ZOFFMEAL TR RICLD, SHICKE
IRIEENEDIRNOIZ,

X5 AE
WEE ® Phobos
FREERE ® S HNADTTREGE
REIRIL ® S Y ADI VRIS D EEIRDEEFRE

IEIRIS Windows 10
#Phobos #ransomware #lateralmovement #RDP

51 TAG
#windowsdefender #netpass #dcontrol #0T

=1, FEROY)—
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IT IREE OT IRIEDIEL

OT IRIZE(E? OT (Operational Technology) RIB(FEEDERBAMERIE CHD. EZEAFHIH X
7 /» (ICS: Industrial Control System) FZI3 TR, IT &3Efe. FIT(ERRFHCEREINALEFEDE
B ERUE T,

IT (Information Technology) (37 —ADYUESLNEEZERBIELT. [NEHR] ((EmzEdR

filicéh, OT (Operational Technology) (F¥MIRRVEEZE=S)>J L THIEIT S, EM] (CER
ZEFATENZ Do
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IT $ffie OT FAMIMESLIIC, IT tFaU71& OT TFIVFTAICEEBVNEFET D, IBHRTEF1)7¢
D 3RBZRLENDNZHZE (Confidentiality). T4 (Integrity). BIAM (Availability) (68
W, IT (3%, T2t ATREOIBCEZREZFHEL TS, OT t+1Y7/TlE IT 17
18380TC. BJAIE. 22 HERIEOIBICEREZFHEL TL\S.

BIZE IT WIBTEEE (PC. /- B/ B=N-RE) (CRIENFELEURLES, EIRERR

ROLHICHIEE). BEOANBAEENTIEETHD. UHU. OT RIZTEEEDBILE). ANBXL
EDFBE(FEEFBORRICOBN ST, HEMELDE R AN T2 M2 LDEGEHEL TS,

IT €+31VU71D oT #+1V51D
¥ VT ERICH TR ESINERL ¥ IVFA ERICH TR ESINERL

1. #EERM (Confidentiality) 1. BJA% (Availability)
2. T2 (Integrity) 2. T2 (Integrity)
3. BJAM (Availability) 3. #EEM (Confidentiality)

R2. IT TF1)5+1& OT vF1V71DIEHREF1)T SKRER(CH T BEITIRLL

OT tFa1UFT1DtERL

—REC OT TFa1UF1%5REAI 2L E(E [Purdue E5)V] ZFBL TRy NI-ItF1UFT1DPEfE%
B9 %, Purdue E5)LE. RyRND—iRIE%Z Level 0 5 Level 5 £T. 6DDFEETX L TL
2. 6DDBEE(C(T IT RIFZERIS Level 4/5 D1 A—xwNRIEE, OT RIFZEIAIS Level
0 H5 Level 3 FTORHSMEIREN DD, OT FIRICOVWTH. FlfEHry~T—7 (Level 0~Level 2)
HERARYRNT—Y (Level 3~Level 3.5) TEXDULTEZZHEEHZ.

FEh. SRR ERICFMEIL TUVVBIRIE T, Purdue EFILOLSRBAZTRYRNI—INX SN TUR
VDN RYRNT =D X 3EN TV THBHESS R EIRAS (CINEENRE T 25N 5D,
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Level 4/5

IT/Enterprise E
Network —

Level 3.5
Industrial DMZ

Level 3

Site Manufacturing
Network

Level 2 , i ,
Supervisory S 7 _ R
Control Network ;

Level 1 ==
Control Network l RN

Level O

Process Network

[¥]1.Purdue €5 )l (Purdue Model)

OT RIBTRETDITFIIT11>ST UM Level 4/5 O IT RYRI—INBIaF2T— AN\, IT
Ry NI —IDRE(CLD, REBRY NI —IIBEN S5SNI EN DD . BRI TERENS OT RvhD
—IDIREE BENMNEYIR 77 AEIIRS - sMEletEsiene OT RyhD—7, FREAEL)
IRECERAT AV DERRBEICIDFEETBEN DD, OT Ry RI—IDEFHALUIZS AT AEEIRIRAENHE
§5123 AT Al REBCRAUNILI IV ICREG TIREZ R D% EN %D,
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Level 4

7 Zone @ e = @ Compromising IT System
NW r’ Y j - r « Obtaining admin credential and profile via phishing or spoofing

ex. Spear-phishing, Watering hole, Web Spoofing, Domain Mimicking
S —
Level 3.5 & ) ’EEJI :

OTDMZ MES | [ {3 —— > RTDB @ © Infiltrating OT System

« Incomplete air-gapping allows an unauthorized access

Level 3 « Direct connection to OT network (unauthorized device, tethering)
—r © Internal Spread and Reconnaissance
« Easy spread of malware via file sharing protocols (SMB, FTP)
or « Exploiting an outdated system without proper patch
NW
O Device Setting Manipulation/Data Theft
Level 1 « Manipulating command to the equipment (EWS, PLC)
Level 0 © Striking Facilities

2. OT RIBDEREIO-DHI

7>IRTE, OT WROTF1VT/(THIFEEMHZFRALTHD. OT TF2UFDOFFHCOVNTET>
SRPFATURE [OT BB TERETFIUTAHNBRIEH | THERI RN TES, !

Thttps://www.ahnlab.com/jp/contents
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Operator PC E—— Equipment Stop )
olglo —=2 p, 0 -
= PLC . <
Operator PC i Equipment Stop 9
Unknown ololo ) = & : :
e % 30
- ! Q | = L )
Operator PC _E=|;C=:._ Equipment Stop
Ll (&g 3 ﬁ\ ‘ :
infected with Ranson ware E E E I'l
=== E % E‘ l::l
PLC
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X3. £FIJ0-X

A A =2y MBS N FA1EE

OT RIBANDEEFFEZHHITDIRATLADAST T ABIET, IYAVIT(CLEENFREUL, >
AT LASTF I RARTHNERA -2y MTHERIL . ENICLOT OT RIBOEREN Y >5—Fw MRIR(ICS
52N IOYAIIT(CLDRBEAIRENE DN O,

OT RIBFIFHEMETIBRRS RIEBHRRY ND—IDBECH O, BRI AT LADASTFTVAD
201 > —xy MEGIN RIREI Oz . EIRB(HMEZOIFR TamiERYRRy N —I B ERINL —
B—(THMEBA > 5 — 2y MTHEE T BERR Ry M) — Utz s E LT, ZD&. A5 —1y MY eIRERRY hD
— )i NERERS AT AIBREIDHTRNS XTIV RZEMU,
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OJ3LDAVAM=IDA+53, FeldEF1U747yT 7 — MeBRULTORVRE, MESSIARET EIEE
NTWBS AT LAMFFELZ.

BIEETNID> OO AN FEAE

An account was successfully logged on.

Subject:
Security ID: S-1-5-18
Account Name: _
Account Domain: WORKGROUP
Logon ID: Ox3e7?

Logon Information:

Iﬁgon Type: 10 I
Restricted Admin Mode: o4 =
Virtual Account: ot 2
Elevated Token: of

4. Administrator 7hU> NCOJA>UAR> MDY

INEBICESBESNTHERS AT AL BIBETHD> NChH? Administrator (X920 A IREDRA %
ZlITz. CO35, Mfegs/\AD— RTEIEIN TVWEERI AT LIWMEERZZ I, BE NI AT AFZ
D&, WNERRY NI—IHI TCOXF v BN R TSN,

FTIIVL—T AN

1B PC MMEESNlche. WEE(F PLC AT LMNDTTIINA—TA MeEITUR,
FYRNI=I2Fv>DiEFET. Windows OS E2®D PLC (Programmable Logic Controller) X
T LN IREE(CESENT. PLC S RATARSAT AR ZEMATHEL TV elzd, WWEENS AT L%

FEE TS, Fe A—D—OFIER/\XT— RZAERLTHED, 0T AV IRE(CHESSRIARRETHof. BUX-1
—OREUHmNMEEFEL. BU/(RD— RTEEEN TV EBERENMLALUZ.
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T Network Password Recovery o O X
File Edit View Help
= NE YN
Item Name s Type User Password Last Written

WindowsLivetarget=... Generic 02Izoetmchqlpzst 2024-06-18 ;

< >

1 item(s), 1 Selected NirSoft Freeware. http://www.nirsoft.net

5. netpass DA X—<

COEIET(E, BIEEVHDY MOOTAY v  WEOIRINIFESRSN TLRW, IEEN, WESXT
LOT N> MERZFRHD TOWERDN . 7hD> MEIRZINEUARREIHERSN TLRL, EE
HEBOS 71> MEERZUREEUT F2E5TIIVA—T A MOTHDIBHRINEEPET PLC S ATLD
T7HI> MEHRZINEEL TLeE BN,

ARAND[ChEE

PLC SATARLIERIERT>FIAINATOI I LA > ZAR=ILEnTuLh oz, Windows Defender
HEMEL TULVZ, INEE(E Windows Defender OEERNEY—ILEFIFALT. 7>FI/IATOISAIC
SBARNIERTIY LADTT7 I74 ) Or&ENZ Bl UL,

ﬂ Defender Control v2.0 — X

Windows Defender is turned off

Disable Windows Defender

Enable Windows Defender

Open Security Center Menu ...

6. Windows Defender OfZHL,

Ahnlab 11



AhnLab TIP JAL>>wiLk—bk

Y9 N1 RN

Windows Defender Z#EshICULINEE(S. B PC $&U PLC S AFAICHUI>Y ATV ZHEL
mllz. WES AT LICBVWTHEZSNTES> Y A/ — N Phobos RINDS>HLADITZDI>Y L) -
BUTHD. 2P AT (RBRERUIET 7 IILRFORRE Phobos RIIDT> Y ADI7ERRKRT.
Phobos RFIDT> Y AT (CRRRUTLEMERRSNIZ,

encrypted

mn

All your files have been encrypted!

All your files have been encrypted due (o a security problem with your PC. If you want to restore them, write us to the c-mail
Decipher@mailfence.com

Write this 1D in the title of your message m——"-3510

O write us to the TOX messenger:

S27185CRSEABFCDEESID2ZAS IADASI0A0BFFBSES433 1 665EAALAANDIAERICT 17 6059BAFOTEDTA

You can download TOX messenger here hitps: f /iox,chat/

You have to pay for decypton n Bicons. The price depends on how fast you wite to us. After payment we wi send you the toof that wi decrype all your
fles.

Free decryption as guarantec
Before payng you can send us up to 3 fes for free decryprion. The total sze of fles must be less than 4Mb {non archwved), only text document
of mage

Ako you can find other places to buy Bicons and begnners gude here:
Tt beovevs. comubisike comimformatondhon-can-rbuy-dcons!

Attention]
# Do not rename encrypted fies.

® Do not try bo deaypt your data wsng thrd party software, &£ may cause permanent data koss:
® Decrypton of your fies with the help of thrd parbes may cause noreased prce (they add ther fee to our) or you can bacome a victm of a
SCam.

How to obtain Bitcolns
The eassest way to buy bicons & LocaBicons sike, You have to regster, dick Buy bitcoins', and seledt the seler by payment method and prce.

X]7. Phobos ZRAIDTHAIIT7DI Y L) —b

Ahnlab 12
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MITRE ATT&CK

Reconnaissance
10 techniques
Active Scanning

Gather Victim H
information

Gather Victim Identity
information

Gather Victim Network
information

Gather Victim Org
information

Phishing for Information

carch Closed Sources

Search Of

ch Open
Websites/Domains

Search Victim-Owned
ebsites

Development
8 techniques

Acquire Access
Acqui
Infrastructure
Compromise
Account
Compromise
Infrastructure
Develop Capabilities
Establish Accounts

Obtain Capabilities

Stage Capabilities

Initial Access

10 techniqu
ntent injection
by
Exploit Public-
racing Application

External Remote

Hardware
Additions

Phishing

Removable Med:
Supply Chain
Compromise
usted
Relationship

Valid Accounts

Execution
14 techniques

Cloud Administration
Command

Command and
Seripting Interpreter

Container
Administration

Deploy Container
Exploitation for C
Exea
Inter-Process
Communication
Native AP\

Scheduled Task/Job

Serverless Execution
Shared Modules

Software Deployment
Tools

tom Services
User Execution
Windows

Management
Instrumentation

Persistence
20 techniques

Account
Manipulation

BITS Jobs
oot or Logon
Autostart Execution

Boot or Logon
Intiakzation Scr
Browser Extensions

Compromise Host
Software Binary

Create Account
Create or Modify
System Process
Event Triggered
Execution

External Remote
vices

Hijack Execution
Flow

implant Internal
W image

Modi
Authentication
Process

Office Application
Startuy

Power Settings

Pre-OS Boot
Scheduled Task/Job
Server Software
Component

Traffc Signaling

Valid Accounts

Abuse Elevation
Control Mechanism

Access Token
Manipulation
unt
Manipulation
Boot or Logon
ecution

Autostart Ex

Boot or Logon
Intialization Scripts

Create or Modify
System Process
Domain or Tenant
Policy Modification
[

Event Triggered
Execution

Exploitation for
Pravlege Excalation

Hijack Execution
Flow

Process Injection
Scheduled Task/lob.

Valid Accounts

Debugger E
"

Defense Evasion
43 techniques

buse Elevation Control
techanism

ess Token Manipula

BITS Jobs

# Build Image on Host

Deobfuscate/Decode Fies or
Information

Deploy Container

Direct Volume Acc

Execution Guardrails

Exploitation for Defens

Fie and Directory
Permissions Modfication
vico Artifacts

Hijack Execution Flow
impair Defense

4 Indicator Removal

indirect Command Execution
il

Masquerading
Modify Authentication
Process

Modify Cloud Compute
Infrastructure

Modify Registry

Modiy System Image
Network Boundary Bridging
Dbfuscated Files or
information

Plist File Modification

Process injection

Reflective Code Loading

Rogue Domain Controlier

Rootkit

Subvert Trust Controls

System Binary Prosy
ecution

System Scrpt Proxy

Execution

Template Injection

Traffc signaling

Trusted Developer Utilties
Proxy Execution

Unused/Unsupported Cloud
Mat
Valid Accounts

Virtualization/Sandbox
Evasion

Weaken Encryption

XSL Script Processing

se Alternate Authentication
al

Credential Access

17 techniques

Adversary-in-the-
iddle

Brute Force

Credentials from
Password Stores

Exploitation
Credential Access
Authentication
Forge Web
Credentials
Input Capture
Modit
Authentication
Multi-Factor
uthenticatios
nterception
dulti-Factor
Authentication
Request Generation
Network Sniffing

S Credential
Bumping

Steal Application
Access Token

Steal or Forge
Authentication
Certificates

Steal or Forge
Kerberos Tickets
Steal Web Session
Cookie

! Unsecured

Credentials

[
"

Discovery

32 techniques
ount Discovery

ion Window
Drscovery

Browser information
Discovery

Cloud Infrastructure

Discovery

Cloud Service Dashboare

Cloud Service Discovery

Cloud Storage Object
covery

Container and Resource
Discovery

"
Debugger Evasion

Domain Trust Di
File and Directory Disco
Group Policy Disco

Log Enumeration

Network Service Discovery

Network Share Discover

Network Sniffing

Lateral Movement  Collection

9 techni: 17 techniques

Adversary-in-the
Middie

Exploitation of
Remote Services

Internal Archive Collected
Spearphishing Data

Lateral ool Transfer  Audio Capture
Automated

Remote Service
e Collection

ion Hijadkang
d Browser Session
Remote Services Hijacking

Replication Through
Removable Media

Clipboard Data
Data from Cloud
Software Storage
Deployment Tools
bata from
Taint Shared Content  Configuration
Repository
Use Altemate
Authentication Data from
Material information
Repositones
very Data from Local
System
Data from Network
Shared Drive

Data from
Removable Media

Data Staged

£mail Collection

Password Policy Discovery

Peripheral Device Discovery

Discovery

Query Registry

input Capture
overy Screen Capture

Video Captur

Remote System Discovery

Software Discovery

System Information
Drscovery

System Location Discov
System Network
Configuration Di

System Network
Connections Discovery

System Ownes/User
Discovery

ery

System Service Discovery

System Time Discovery

Virtualization/Sandbox
[

Application Layer

Protocol

Communication

Through Removabl
tedia

Content injection

Data Encoding

Data Obfuscation

Dynamic Resolution
Encrypted Channel

Fallback Channels
Hide Infrastructure

Ingress Tool Transter
Mot

Non-Application
Layer Protocol

Non-Standard Port
Protocol Tunneling
proxy
Remote Access
Software

" Traffic Signaling

W Web Servi

age Channels

Exfiltration

9 techniques

Automated
Exfiltration

Data Transfer S
imits

Exfiltration O
Alternative

Protocol
"

Exditration Over

C2 Channel
Exfitration Ow
Other Network
Medium
Exfitration Ow
Physical Medium
Exfiltration Over
Web Service
Scheduled
Transfer

Transfer Data to
Cloud Account

Impact
14 techniq

Account Access Removal
Data Destruction

Data Encrypted for
Impact

Data Manipulation
Defacement
Disk Wipe

Endpoint Denial of

Financial Theft
Firmware Corruption
Inhibit System Recovery

Network Denial of
Senvice
Resource Hijacking

ervice Stop

System
ShutdowryReboot

Tactics

Reconnaissance

Resource

Development

Initial Access

Execution

Persistence

Ahnlab

T1078.003 Valid Accounts:
Local Accounts
(ANBBYA N, REBICTIRMA)

T1078.003 Valid Accounts:

fERSN IRl

Administrator 7h9> hOfEH

Administrator 717> hOfERA

13
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Local Accounts
(ONBBYA N, REBICTIRMH

T1078.003 Valid Accounts:

Privilege Escalation Local Accounts
(OMNEBUA B, SRER(CTIRHE

T1070.004 Indicator Removal:

File Deletion

(ANBBYA N, REBICTIRME)
Defense Evasion

T1078.003 Valid Accounts:

Local Accounts
(ONBBYA . REBICTIRMH

Credential Access

Discovery

T1021.002 Remote Services:

SMB/Windows Admin Shares

(ONBBYA N, REBIC TR
Lateral Movement

T1021.001 Remote Services:

Remote Desktop Protocol

(ONBBYA N, REBIC TRt
Collection

Command and

Control
Exfiltration
T1486 Data Encrypted
Impact Impact

(FNEBDA b, SRERICTIR M)

Ahnlab

Administrator 7h9> hOfEH

ERUAET 7 ILOHIBR

Administrator 7A7> hOfER

XyNI=I00A>
(Administrator)

VE-IF20NTOTA>
(Administrator)

oY LT RN
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Threat Hunting Rules

=l e

1

SELECT *
FROM Registry_Event
WHERE registry.Path =
'(HKLM|HKCU)¥Software¥Microsoft¥Windows¥CuttentVersion¥Run'
AND registry.Keyname = 'AntiRecuvaDB'
SELECT *
FROM File_Event
WHERE File.FileName LIKE '%.%.id[%.%].[%@%.com].[%]'
AND File.FileName = 'info.hta'
SELECT *
FROM Registry_Event
WHERE registry.Path = '¥Software¥Policies¥Microsoft¥Windows Defender'
AND registry.Keyname = 'DisableAntiSpyware'
AND registry.Value <> '0'
SELECT *
FROM Registry_Event
WHERE registry.Path =
'HKLM¥Software¥Wow6432Node¥Policies¥Microsoft¥ Windows Defender¥'
AND registry.Keyname = 'DisableAntiSpyware'
AND registry.Value <> '0'

Ahnlab 15
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IoC (Indicators of Compromise)

AETFAIN
o s | ereme | poatowns
1 f627c30429d967082c netpass64.exe HackTool/Win.PSWTool.R345815(
dcf634aa735410 2022.09.02.00)

2 bd7756138f48dcd4ec8 AntiRecuvaDB.exe Ransomware/Win.Phobos.R36359

088e23ef6a4c80 5(2023.08.24.00)
3 10d8e4ca3fa2902859 dfControl.exe HackTool/Win.DefenderControl.R4
c77f41baeeddda 43408(2021.10.07.03)

Ahnlab 16
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