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Overview

"Have you ever been attacked by ransomware?"

A lot of companies would answer "yes" to the question above. Damages caused by
ransomware have been piling up again this year, with numerous groups around the world using
various ransomware to deploy their attacks.

We've all heard of some infamous ransomware groups, but how do they actually operate their
campaigns? And what changes have been made to the ransomware they're using? In this
report, we will look into key ransomware groups and their trends over the last two years.
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Major Trends

1) Characteristics of Ransomware Groups

The first thing to note is that many ransomware groups are starting to resemble actual
companies; they use the RaaS (Ransomware-as-a-Service) model for their operation, and they
recruit associates to split their revenues in the ratio of 2:8 or 1:9.

Due to the attention of the media and the public as well as investigations from law
enforcement agencies, some ransomware group members were arrested. Threatened by this,
ransomware groups took action to dissolve or re-brand themselves. For example, the
DarkSide ransomware group was put under law enforcement's scrutiny after its attack on the
Colonial Pipeline of the United States, which led the group to shut down and re-brand itself as
BlackMatter.

The problem here is that those arrested are mostly money launderers or distributors, meaning
that the key members, mostly developers have escaped. Sometimes, the members of
dissolved groups are "recruited" by other ransomware organizations.

Aside from cyber-criminal organizations, threat actors suspected to be supported by national
governments also use ransomware. Andariel, a group speculated to be backed by North
Korea, had launched a ransomware attack against South Korea. The US government also
announced that the North Korean threat group used Maui Ransomware to target medical
facilities, and Kaspersky disclosed the relevance between Maui Ransomware and Andariel.

Meanwhile, some ransomware groups operate only in specific regions. In Korea, ransomware
in action includes Gwisin, Magniber, and Masscan.

Some attackers infect the target with InfoStealer along with ransomware during the campaign.
They attempt to go beyond making threats with encrypted data to maximize profit by leaking
the victim's credentials.

2) Evolution of Ransomware Techniques

The ransomware attack technigues are also evolving. Not only do they attach malicious links
or files in emails, but they also infiltrate systems by exploiting vulnerabilities in the mail or
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web servers. Also, a few attackers compromise supply chains, but they are not
common. Some ransomware even have the ability of self-propagation.

Attacks against specific targets are similar to normal hacking and APTs(Advanced Persistent
Threats). They share the process of taking control of the internal system piece by piece and
leaking information after the initial breach, with the only difference being the distribution of
the ransomware at the end. Furthermore, as defenders use a wide range of security
products to protect themselves from ransomware, the attackers make various attempts to
nullify or bypass their measures.

In terms of ransomware techniques, they show three major characteristics.

#1. While the cloud has become more popular, attackers are also adapting to this trend. They
began creating Linux ransomware aimed at cloud environments on top of the ones for
Windows.

#2. In the past, the ransomware encrypted files immediately after execution and displayed
ransom notes. However, the latest ransomware such as Gwisin, Hive, and LockBit, require the
argument value for execution. Without the value, they do not perform malicious functions.
That is how they can bypass the scans from behavior-based security products, which makes
it difficult for analysts to determine the existence of ransomware in their systems.

#3. Windows ransomware terminates normal processes that might disrupt file encryption

and uses tools such as vssadmin.exe to delete copies of the volume shadow or identify
backup systems, making data recovery difficult.

3)Key Targets of Ransomware Attacks and Actual Cases

According to analysis reports published over the past year and our collected data, major
ransomware attack cases from 2021 to 2022 are as below.

Time  Country Industry Details
Apr 2021 UK Railroad Merseyrail infected with LockBit
Aug 2021 S Medical Mlemorial Health System in Ohio, infected with
Hive
Bangkok Ai hit by LockBit, and cust
Aug 2021  Thailand Airlines angroKx Alrways nit by LOCKBIL, and customer

information leaked
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Nov 2021

Jan 2022

Jan 2022

Feb 2022

Apr 2022

May 2022

Korea

France

Korea

Korea

Korea

Food

Infected with Hive

Ministry of Justice Infected with LockBit

Manufacture

Heavy Industry

Medical

Medical

May 2022 Costa Rica Government

July 2022

July 2022

July 2022

July 2022

July 2022

July 2022

July 2022

July 2022

Aug 2022

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

Korea

[T

Energy

Medical

[T

Manufacture

Textile
Manufacture

Heavy Industry

Medical

Company

Electrical parts supplier infected with Conti

Infected with Hive

Linux version of Gwisin detected

Infected with Gwisin

Costa Rican gov declared a state of emergency
due to Conti ransomware infection.

Infected with Masscan

Infected with Masscan

Infected with Gwisin

Infected with LockBit 3.0

Infected with BlueCrab(Sodinokibi / REvil)

Files encrypted with BitLocker

Infected with Hive

Infected with Masscan

Files encrypted with BitLocker

Table 1. Major ransomware attacks in 2021-2022

In Korea, ransomware including Hive, LockBit, and Magniber are highly active, and
ransomware activities specifically aimed at Korean organizations are also being reported

continuously.
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4) Attack Vectors

The way ransomware operators carry out their campaigns is not so different from normal
attackers.

For attacks against individuals, the most common method is to compromise user systems by
hacking mail and websites they visit.

On the other hand, various methods are utilized for attacks targeting businesses. According
to the investigation details on Clop Ransomware, the attacker sent an email with malware to
700 employees of the target company. Three of them opened the attachment, becoming
infected with malware and within 52 hours, the ransomware was spread to the entire
organization.

Some threat actors also distribute ransomware by first infiltrating the company by exploiting
flaws in the database, email, and web server. Then, they take additional control over the
internal system and utilize asset management programs equipped with file distribution
features.

Many companies affected by ransomware were operating AD(Active Directory). The
damaged systems had their local admin account activated and connected to the
RDP(Remote Desktop Protocol). Group policies were generated in the AD server's domain
controller, and ransomware files were distributed to other computers connected to the
domain.

Also, it was easier for attackers to compromise internal systems as corporate servers or
devices provided to staff often had identical passwords to make management convenient.
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Major Ransomware and Their Activities

The activities of major ransomware groups in 2022 are shown in Table 2. More details on six
ransomware groups that have been highly active in recent times will be followed.

Group Name Ransomware Activity Level Description
. Speculated to be the successor of
Black ALPHV Black High
ackCat( ) ackCat 9 DarkSide and BlackMatter
REvil BlueCrab(Sodinokibi) =~ Moderate  Successor of GandCrab
BlueSky BlueSky Moderate -
Clop Clop Moderate -
Inactive after int linf
Wizard Spider Conti Dissolved NACHVE atterinternalinto was
leaked
Globelmposter Globelmposter Moderate -
Gwisin Gwisin Moderate  Active only in Korea
Hive Hive High -
LockBit LockBit High -
Magniber Magniber High Highly active only in Korea
Masscan Masscan High Active only in Korea
Moderate
Yanluowang Yanluowang -

Table 2. Activity trends of major ransomware groups

1) Attacks using BitLocker

There are some cases when threat actors don't use ransomware but instead use BitLocker, a
disk encryption feature built into AWindows Server 2008 AWindows 7 AVista 8, 8.1, 10,
and 11. It supports GUI(Graphic User Interface) and CLI(Command-Line Interface), rendering
a potential for abuse as it supports remote encryption.

Ahnlab ?




The Major Ransomware Trends over the Last Two Years

To execute BitLocker remotely, the start type of the target system's BitLocker service must
be set to ‘manual’ (Windows default settings). Operators can also run the feature on
‘automatic’ service standby if they have administrator privilege.

During the BitLocker's remote encryption of the target system drive, an encryption progress
bar appears on the system that receives the command. Therefore, the process can be
recognized by the user, but the threat actor can block the user's access to the drive before
the encryption is completed using the argument value "-lock."

The major attack trends show that the attacker who used FRP(Fast Reverse Proxy) to target
around 20 Korean companies in August 2022 is continuing their attempt to spread
ransomware. The cases revealed that the attacker infiltrated vulnerable servers to install
web shells, set up reverse shells, and connect to the RDP. Then, the threat actor finally
activated BitLocker to encrypt all drives except the C Drive.

The Lorenz ransomware group leveraged Mitel's MiVoice VolP (CVE-2022-29499)
vulnerability and initiated an attack using Lorenz ransomware and BitLocker.

In order to prevent remote executions of BitLocker, the service must be paused when not in
use, with the service start type set to “disable.”

2)BlackCat (ALPHV)

BlackCat Ransomware, also known as ALPHV and Noberus, was developed with Rust. Its
existence was publicized on a dark web forum in December 2021, but its actual activity
started in November of the same year. US companies were mostly infected followed by
Canada, Australia, and the UK.

BlackCat ransomware is operated under the RaaS business model; the designer recruits an
attacker (subsidiary), and the former takes 10-20% of the profit while the latter takes the
rest. Windows and Linux versions of the ransomware have been found, and the notable
strings compiled through Rust language can be identified in Figure 1.

VLS. d DA DG B TR TR TTOCC TR VIILC Ay WG aTE W W I ShC e W 505

: edata OE000CE 0 Joustc /b 10371443189 0 Ta T2 10 Ba eatBlabe 67 18 W beaey WY aloc W sro W Colec tons WWD Y ea Wi map WWermry, 15
) rdaty Q06001 38 - C asserion falled: edze hoight == celt holght - | frustc /O 1 3T1d4a | #3ce 727210030 2 633aT0b 7745 W Sbrary'Wi allo c W sec Wi c ol lectisns Wb e oW nade, 13
3, -#0M D0ED0S30 00 C  restc/Ob1c370d4a189 0 Ta 724 Ba eaSE3a60 67 T05C WWTibe sry WWASo: W 1 WA C Ol BONSWWO e WWNavig i 18

rz; rdata DOELOEDS - C Joesic /UMb 1c 371440189 ¢ TaT21d Ba e oS80 be ST 785 WWIibeary W alloc WW s W c WO 1

a, -rdat DOEDOE3E 00 C  /restc/Tb1c 370480189 0 72 721060 e 2583060 GTTEECWWIibe aey W alloc WW s re Wi slice. re

[z} +data WELOACC W C RUST. BACY.TRAC Eliteary W stowWs o WWenv,rs

w AOOOEDIT 00 C notel Some detalls are omimed, ran with ‘RUST BACKTRACE AU’ lor 8 verbose batkirace Wn

[ A0 EDITFD 00 € _sustbegis shod backiace. qust.end shod backracell

[s #da%a00EDIBA 00 € PATHRUST.MIN.STACKibraryWWsiswi'srciiWsy s commonWithread Jrfo.rs

x rdaa0EDIABD 00 C note! rus wih RUST.BACKTRACE =) eviconement varioble % display a backracoWn

3 MO OE0I02C - C©  LocawWhestBackvaceNutex

?_:a,q ED22N ) WAWYWYW WWDIneWW __natl_ancesmous . pizel

Figure 1. The notable strings of BlackCat
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3) Gwisin

Gwisin is a ransomware group that has been only targeting Korean companies since
September 2021. Its name already implies that the group is very well aware of Korea; its
website also contains the Korean word for "Gwisin," meaning "ghost."

Gwisin ransomware initiates targeted attacks and remained considerably unknown to the
public until it was reported by the Korean press in July 2022. The article stated that the
group attacked five or more Korean companies throughout 2022, but the ransomware's
specific infiltration method remained a mystery. AhnLab posted the analysis on our ASEC
blog after receiving the customer’s report in August 2022.

The group's attack starts with taking control of the internal system and distributing
malicious MSI files via a file distribution program. There is a Binary.helper file in the MSI file,
and it requires argument values(SERIAL, LICENSE, SMM, ORG) to be executed.

The title of the ransom note is "I!l_HOW_TO_UNLOCK_(company name)_FILES_!!l.txt," and
contains English-written data, including the name of the target company and leaked
information. The group is known to make negotiations in three steps using the decryption
key, information disclosure, and vulnerability to their advantage.

4)Hive

Since its first detection report in June 2021, Hive has been very active. The group initiates a
dual attack with information leak and ransomware infection, releasing the stolen information
on the Hive Leaks site when negotiations on ransomware decryption fail. In August 2021, the
FBI (Federal Bureau of Investigation) made a warning about the activities of the Hive
ransomware.

Some of the key characteristics to be noted are that Linux and FreeBSD versions of the
ransomware were discovered in October 2021. Then, it was changed to Rust language in July
2022 from its initial use of Go. After infecting the system, it leaves a ransom note with the
address and login information to which the victim can connect.
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IEE BIO MNYNO =BV £==%
Your network has been breached and all data were encrypted.
Personal data, financial reports and important documents are ready to disclose.

To decrypt all the data and to prevent exfiltrated files to be disclosed at
http://hiveleakdbtnp76ulynis2eagbcttyc3xw7ez7iqybwe34gd2nekazyd.onion/
you will need to purchase our decryption software.

Please contact our sales department at
http://hivecustévhekztbqgdnkks64ucehqgacge3dij3gyrrpdp57z0q3ooqgd.onion/

Login: 7
Password:

To get an access to .onion websites download and install Tor Browser at:
https://www.torproject.org/ (Tor Browser is not related to us)

Follow the guidelines below to avoid losing your data:

- Do not modify, rename or delete *key.ewnyw files. Your data will be
undecryptable.

- Do not modify or rename encrypted files. You will lose them.

- Do not report to the Police, FBI, etc. They don't care about your business.
They simply won't allow you to pay. As a result you will lose everything.

- Do not hire a recovery company. They can't decrypt without the key.
They also don't care about your business. They believe that they are
good negotiators, but it is not. They usually fail. So speak for yourself.

- Do not reject to purchase. Exfiltrated files will be publicly disclosed.

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

) 5njQ_HOW_TO_DECRYPT.txt - Windows 2% - 0O

Figure 2. Hive's ransom note

Hive exploits Exchange Server vulnerabilities (CVE-2021-34473, CVE-2021-34523, CVE-

2021-31207) to infiltrate the system. After breaking into the system using the RDP, it takes

control of the system using the Cobalt Strike Beacon and deploys ransomware.

AhnlLab
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@8 Administrator 2% SE=E [ & (=5

C:sworkrhive

i wwoek
terror: no Flag —u <login’:<{password? provided

Figure 3. The execution screen of the Hive ransomware without any argument value

5)Masscan

Masscan is a ransomware operator that has been active in Korea since June 2022, without
any sighting of it outside the country.

According to KISA(Korea Internet & Security Agency), the group infiltrates the system by
exploiting vulnerable database servers. The ransomware is called Masscan as it adds
“Masscan_alphabet_random eight-digit extension” to the encrypted file. In its variant, the
alphabets F, G, and R were found to be added.

As seen in Figure 4] Masscan generates a file called ‘'RECOVERY INFORMATION !l txt" as its
ransom note.

Ahnlab
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) RECOVERY INFORMATION 1iloet - Windows H2E - = |

DUE WEE MUYQ Eiy ESE
Jitle FAQ: -
h
O Whats Happen?
A2 Your files have been encrypted and now have the “.masscan” extension.
The file structure was not damaged, we did everything possible so that this could not happen.

2
& How to recover files?
A If you wish to decrypt your files you will need to pay in bitcoins.

3
& What about guarantees?
A Its just a business,
We absclutely do not care about you and your deals, except getting benefits,
If we do not do our work and liabilities - nobody will cooperate with ws. Its not in gur interests.
To chack the ability to return files,
you can send us any 2 files with extension masscan
(jpg, ds, doc, etc.nat a database!) and small size (max 1 mi).
We will decrypt them and send them back to you. This 15 our guarantee.

A

Q How wall the decryption process proceed after payment?

A after payment, we will send you our decoder program and detailed usage instructions
With thiz program you will be able to decrypt all your encrypted files.

Figure 4. Masscan's ransom note

6) LockBit

Known to have made its first appearance in 2019, LockBit was updated to its 2.0 version and
distributed in June 2021. The updated version was equipped with a feature abusing the AD
group policy to encrypt the entire Windows domain.

It was once known as the "ABCD ransomware" because it encrypted files and changed their
extensions to “.abcd.” Since 2019, LockBit has been attacking organizations based in the
United States, China, India, Indonesia, Ukraine, and many other European countries. The
LockBit ransomware is also operated as a RaaS. On top of that, it propagates itself via emails
disquised as resumes targeting Korean companies.

LockBit 3.0 was released in July 2022, and the ransomware is still active to this day. With the
release of its latest version, the LockBit drew attention by running a bug bounty, handing out
rewards to anyone who found bugs in the group’s ransomware. It uses multiple threads
during file encryption and only encrypts 4KB of data per file. Like the Hive ransomware, it
also requires argument values for execution.
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Attempts to Disable and Bypass Security
Products

Security products deployed in the computers and servers of companies play a fundamental
role in preventing cyber-attack. Due to the increasing damage from ransomware, security
products have recently equipped themselves with ransomware protection via features such
as blocking suspicious actions, and original file restoration in case of actual encryption.
These ‘anti-ransomware’ features of security products have challenged threat actors, and
they are seeking various measures to disable or bypass security products.

1) Disabling Security Products

Threat actors can implement the attack even with the ransomware originally detected by AV
as long as they can disable the security product. To make this real, they turn off the real-time
or behavior monitoring or delete the whole program after gaining access to the

system. They often use the normal driver to disable Windows Defender and other well-
known products.

It is recommended that companies configure their AVs correctly, and individual users should
be prohibited from changing the settings to prevent such attacks.

2) Bypassing Security Products

If attackers fail to disable the security products, they try multiple ways to bypass the
detection.

In general, attackers are provided with ransomware from developers or create one using a
generator. Either way, they would sometimes implement the attack with “known”
ransomware detected by a security product. There was a case where an attacker encrypted
the ransomware file and created a loader to execute it from the memory after the security
product blocked its initial execution twice.

Moreover, security products have the feature of creating a bait file, which is used to detect

ransomware when it is modified. Some ransomware bypass it by excluding the bait file
generated by security products or the paths where they are installed.
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BlueCrab and Black Basta Ransomware boot Windows in safe mode for their encryption.
They force the safe mode booting because they might be detected and blocked for carrying
out encryption. It allows the ransomware to encrypt files without being disturbed as the
security product is deactivated.

The bypass may sometimes succeed on the attacker's first attempt, but in other cases, it can
be blocked several times before a successful infiltration. Therefore, security managers must
investigate the system and infection route when they identify a ransomware log via a
security product.

Conclusion

Ransomware groups are evolving into services, becoming more industrialized and
specialized. On the dark web, the role of ransomware groups is already systematically divided
into the developer, personal information distributor, initial access brokers(IAB), ransomware
distributors, money launderers, and others.

However, the attack method of ransomware groups that aim for specific targets remains
similar to average hackers; The process of attackers infiltrating and taking control of internal
systems through various measures to leak information is identical. The only difference is
that ordinary hackers would disappear after the leak, while ransomware groups would
initiate additional attacks with their ransomware. Therefore, efforts to prevent ransomware
attacks may also prove beneficial in preventing other attack types.

Unfortunately, damage from ransomware may still occur despite the effort for prevention.
Most victims restore their systems after paying a ransom, which may lead to more hacking
from other ransomware groups if they do not improve their protection measures by
investigating the attacker's infiltration route.

Thus, companies must thoroughly investigate the infection by making a request to
professional security vendors and improve their security system deficiencies when hit by
ransomware. Moreover, security managers should regularly check whether the employees'
personal information and their login credentials have been leaked to the dark web. It should
be noted that when emails are sent to all employees to attack a company, it is highly likely
that their email addresses were disclosed beforehand.
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AhnLab has been tracking the activities of multiple threat actors and responding to their
malware whenever they have been discovered. As for their most recent activities, AhnlLab
products might have already detected their malware.
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