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S2BAD T VHEEICEY DB 2 FREIDEIM

AN BRERSIVLAIITHRBERFCENBBIEZ5D ?

SO, COBRICHU MRERIENHD] LEETIRRRBESDBRBVWESS. SYYADIPICLZIREWMER. S
FHEBFDLIZEHER . SHHRARNT, EHOS LY AVITHBIRABRSSHADITEZRA. BRRBEZEDLT
TWBDHBIRE

BAN—EREICLECEDHBIF VY AVITHEEIT. —FEDLSTEERLTVNSON ? e, BENERTESOYAYIT
FEDLSICEIELTERDOD ? SEIL. iBE 2FMICEITFIERSOVAVIVHEE. BLVSOVAVITICET5EIR%ZRE
MUTL

AhnlLab

SOV AVI7 EEEIR

1. SYYADI7HEBOSE

F9| ZLOTOYLAUITHERE. Y-EXBS>OHAT17 (Ransomware-as-a-Service : RaaS) EWEEREERRT , 73
HEZED. NGz 2:8 Feld 1: 9 THEIDRE, TOERIRL(CEELTETVS,

EB(C, AT RERIORD. FISBEMEADRARICL LT, —EB> Y ADIVHEBOAS )\ —DRRZEIRIRNT D, TNICER
BB Y LDV, BRI ST (BIE) #17oTW%, —fBIELT. DarkSide (4—-7H4R) 3>H4
DI7#E#E. 20214 58. KXJ0=7)-)X14T54> (Colonial Pipeline) ZiZEMELIESY ADITINEER . IEBHEAICK
BELRMSRESfeCE(C LD, #EMERASEL. 2% Black Matter (J3vIY4—) (CEZBUIRN.

RIRE(L. CNETIEBTHBCRZEINA N -DEFEALD . BEFFORMEIBYHIZIET. IO AVI7HEBOTLEIRE
FAIN—DRZEE. RIEARB(CE->TORVEWVWSER, E5(2. UBILDTEEIL TWESS Y ADTI T I—THEREN T 3L . 8%
AN=BIEBIDOF Y AIITHEBC AL (?) F32E6H5.
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HBAN—ILTEMERLIINCE . BRZIEBEZIBESNZBEI N - T LAI1T7%ER I 3558055 . LUFl. SE&(ICItEsE
DZIBEZIITVSEENS Andariel (72AUTIV) T -Th BEANTI O AV VEZETUICEN®H D KBFTFICED
&L ALERREDZIBA IR XU S Y AV 7V EERE BEUECENBABMNIRf. 1T BRETHD Ka
spersky (DARIAF—) (. ¥UA5>Y L0178 Andariel (724UTIV) JIL—TOREMECDOVWTARL TV,

Fe FEOHIRTOMHEIN T 25 AVITHEBEFET 3. BENTOHFENTS)L—TEL T, Gwisin-Magniber-Mas
scan RENFEEREN TV,

—BERDIREESE. IV AVIVINEZEUT IR, (BIRRHZIH>Z InfoStealer (A>JAXT14—3—) HE&HETRREE
B3N HB. BEILURT —A%Z26E(CBIBIBRRFICEBEST . BEREBROMRLIICIINBZOFEXRIEZIB>TOEBIETEHBN
Do

2. SVHAVITREFEDEL

Y LAIITVOBWBEFEEFE LRI TV XA—ILARICRIEVS IO TPV RS T 2 T5EIMNCE . X—ILELT Web &
—\-OIEFSHZIBMEA T DT —268H2. HT54F1—> (Supply Chain) ZFIFAULAEMRABIISNTLSH, HED—
REBRTTETIFRWV. —EDI>YADI7(E. B SHLAtEREEBL T\,

BFEOMREIEIAZH RN EE (F, —ARAYR) WX APT (Advanced Persistent Threat) IREE(CFEALTWS. #IEA
BAR. RER AT L% 1D DEEL. AEMERZRESEIREBIRERUEN, RREICSOYADIVZERM I DL
EBUNWHD. S5(C. BAEMAIES> Y ADI 7 RICEIFHER 2 Bt 1)T R mEERLTVSH. cnszENE. BULIEEEITS
JeDICZLDEAMTHNTUS,

2B AVITOFEBRIELZERDT. ERRFHELTEITONDZDFIRD 3DTHD.

128 75V RRIBOILKICHV REBEBHEZLIBIRIBCEDRIELEL TWSEWSRHAE. Windows ROI>YADIT G
TR 39 MRIEZIESE Linux ROS2YADI7RIEEITHN TS,

2DHE RERDOFZYLAIITEVRE RITERICT7IZIESIEL. S2Y L) - MRRIDFIEZEOTLL, ULHU. Gwisi
n-Hive-LockBit BREDIEFEDITTAVIT(F, KITI 2 LTIIBUEZNEET D, SILIENMDNSBVBE . NIEHEEEEIT
ENBV, TNELD ATTAN-ADTFIVTA RR(ICL IR ZBBTESH. 7TFUANEITZYLAIIT DEEZ HIET 200
REEERD,

3DHI(C. Windows Z35HRETZIOHADITDIHE . J7AIIESEOIAFICRBIEEY —EX % TEE, vssadmin.exe
REEAWER)1-ASvYRY (Volume Shadow) JE—-0I. £2@3/\wI7vTS AT AOEEEITS. TNICED. NyIT7y
TT—-5D1EIHBE <D,

3. SYYAUITOERBENRE LV EHI
ZZ 1FERBICARESNZDITLR— M7 SROIBIRREZ DL, MENBIEREZFLDIOON, [R1] O FTAVIVHE
I (2021~2022) TH3.

B3 EiEN Ex AE

20214 44 1FUR 7S] N—=-L-)#t (REEFKERYNI-T) B
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https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/
https://www.cisa.gov/uscert/ncas/alerts/aa22-187a
https://securelist.com/andariel-deploys-dtrack-and-maui-ransomware/107063/
https://www.bleepingcomputer.com/news/security/ryuk-ransomware-now-self-spreads-to-other-windows-lan-devices/
https://blogs.vmware.com/security/2022/09/threat-report-illuminating-volume-shadow-deletion.html
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LockBit I>HADTT(CRER

20214 8H 7XUh E& KA)\AAM Memorial Health System #th'
Hive S8 LDV (CREER

20214 8A 94 finze LockBit I>H AT 7DREZEILD
NI I 7 DREREHRNTR

20214 11 §ERE B Hive S5 ADI7 (R

A
20224 1A IR SEFBED LockBit I8 ADI7ICRRZE
2022% 18 - & EHEPRMAEZEEN. Conti I ADIP IR
20224 2AH FEE BT Hive >HADI7 (TR
20224 44 CEIES E3 Gwisin S>YAUI7DLinux hRZHERD
20224 5H FEE £33 Gwisin Y ADT 7 (RS
20224 5A  1JZAYh T Conti I>YATUITRRE(CED

JRNBATH RS EREEE 2 FHE

2022 7H CEIES IT Masscan S>HADI7 (R
2022 7H CEIES IRIF—  Masscan SHADIP (RS
20224 7R CE{ES E= Gwisin I>YADIPICREZ:
2022% 7R ERE IT LockBit 3.0 (C/R%Z
2022% 7H BEE & BlueCrab 3> ADIF(C/EE
20224 7R CE{ES MRS BitLocker ZEBAULIZIFAIILOBESAL
2022% 7R ERE BT Hive 329 ADI7 (IR
2022% 7H BEE 3 Masscan S>HADI7 (R
20224 8H §EE lae BitLocker ZERUII71ILOIESAL

[R1] SOYAUIVIRESEH| (2021~20224F)

ZBET(L. Hive-LockBit-Magniber REDTHYADIVIENBERAILITTNNTLS, Iz, Gwisin-Masscan D&L3(C, FRE
PEOHEIBEI Y AVITOEBNIRECBEBIZR,

4, IEFE (Attack Vectors)
YA 7RI VAIRERMFECEAUTE. —ARMNRREENFHVBAELLEAKRERZE R,

BEAZHRICLZIREDIZE . (A= Web B4 M) \wH>J%, ShR1-Y-DI AT ©eBRree3FE%2EMRI 3.
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UhU. MEBXRIMEEDRS. #R2 BITENAVSNS. Clop S AIITOERBEANE(CLSE. REEJMFNEREOHS
700&(CRIVIITMEIAFNIA—IVEBEIEL, D55 3BNRMIT7AIINEFRWETRIVII P (SRR, D% 52K A
(C52Y LT WA CILERENTC,

EBIC RERNTERATZT —IN—Z A=)l -Web H—/-DiEssHZzFIBURAR. BIITHERS AT LAZEEITSIET. T
P OBEEEZE DEREBIBTOISLRENS, SVYAVITZRMI 20— 265,

WEBFERTHZE. ZNPESIT7IT1IT4LIM) (Active Directory : AD) ZEE I 3IBENEL HE(EY
AT Al O-HIL7RZ> (Administrator, EI2E) O7HY>Y MEMEENTHED. VE-NRIMT1ES: (Remote Des
ktop Protocol : RDP) HWEJEERIREETHofz. AD H—/I\—DRXA>I> -5 THIL—TRUS—EVERR L. IRIED RAAL (T
FHEUZBIONYIINE, 2B LDI7I7 VBRI 2N zEoTLVD,

Fle, HERATEEL TV Y - /N- DI EADS ST, EE FOFEMEORD. B—0/(RD—-R2ERATZHENZ 0,
ZOfes, FREL ECREBEICAEIS AT ANERASNTUED,

ERSIYAVIFELVEMBOEEENR
[R2] OABR. 2022F (RSN ERTIHLADITHEBOEBBIEL. 5O T AFBARERZRETNS 6007
YADITHERICEI T BREEBNT D,

b SYYLA9I7 FRENIRIR ETLE
BlackCat (ALPHV) BlackCat = DarkSide-BlackMatter M#&HkEHERI
REvil BlueCrab i GandCrab D&k
(Sodinokibi)
BlueSky BlueSky A -
Clop Clop A -
Wizard Spider Conti fiREN AEPIBIROTREE. SEENS LIRS
Globeimposter Globeimposter Al -
Gwisin Gwisin ifi BENTOHEH
Hive Hive = -
LockBit LockBit = -
Magniber Magniber = BENTOHER(CEED
Masscan Masscan = BBEIRNTOHEE)
Yanluowang Yanluowang Al -

[£2] TB5YAITTIEEOES B

1. BitLocker ZERAUEIRE
IRERF(C, SOHYADIT TR, Windows (CEREESHIN TS BitLocker NEEVSN2HBEHH5. BitLocker &(3. A
Windows Server 2008. AWindows 7. AVista 8:8.1:10-11 (AN TS TARIDIES{L#EER, GUI (Gra
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phic User Interface) ¥ CLI (Command-Line Interface) THR—h&SNTHH. CLI AROBES. UE—MEIETD
BS{bNAIRER Tz, IREBHICEBRHINZT—-AbH.

UE—MRYET BitLocker ZF4TIBH(C(F. MRS AT LARICT BitLocker Y—EXDRA—MPyTREN, "F&) (Wind
ows DT JAIKREETE)" IRRETRHRCTIRBIR, Ffo. U—EXDZEBIRREN "BE)” THolELTH, ZHIATLADOEIERE
HERESAHNERITI BN BIHER,

BitLocker ZBAL. VE—MEETHRIZATADRS(IZIESILIZIHE. NV REZITHRIAT AR ZEHRS1TD
ES{ERITRENRRSNTRE TIESENMTON S8, WERIVE— MEFICLPIES(EZRMTES. UL, "-lock”
S|1#MEZfERIZ2ET, BSEORT THICRSAINOT IR ZERTT B ENTIRER,

FRWEHEZR THDE. 2022F 8A. 201t RDDEFREPZ(CHL. FRP (Fast Reverse Proxy) ZFIRULIKEN
[TTHEERSNTWVS . INEEHIEL TS, FIREEFEDH Y —/N—(CBAR. Web 2 T)lZ1>AN-)LFBTET. Reverse Sh
ell ZZEHLY RDP AD#EFEHEITL. T=EIC BitLocker 283{EL. C RSATER(ETORSIAT=IESILL T,

Lorenz 3>YADIVHEDIEE. Mitel fLE®D VoIP #25 (MiVoice) (CHFD Bes5H (CVE-2022-29499) %zFIFH
UIBA. Lorenz > ATIT7ELU BitLocker ZAWVWTHELZEITL TS,

BitLocker OUE—METZFMIIHIC(E. BitLocker #REXERULBWES . NI H—EXRRIREEICL. H—EXDRY
—NPYTERTER “ERN (LT EN DD,

2. BlackCat (ALPHV)

BlackCat (&. BU%& ALPHV. Noberus REEMEFEN, Rust SETRHFRINLIOYAYIT THd. 20214 128,494
017 EQIA-SLTABSNEN, REOEENE 2021F 11ARMSHERINTVS, HEPEOMBEREZR THZIL. 7
XIDNREZL IRVTHFY . A=ZRSI7 AFUZDIBERO TS,

BlackCat 3>HAD17(& RaaS (Ransomware as a Service. Y—EXELTDIHLADIY) FREOESHXIETIVT:E
EBINTW2. BEEF. IEE (RIIatt) 250, &0 10~20% ZHFRE. RO ZEE (CHELTVBIET
FBNTWS, Windows $&U Linux iRA'&%D. Rust EFBTIVN\AIL I 3552150, BET2XFFI(E [K1] 0esh

Trgata MBLFFEe U0
.rdata ‘006DO0CE  00---
rdata:00BDO13E 00
.rdata:00600530 00
.rdata:00600508 00
\rdata: 00600634 Q-
.rdata:006D0ACC  00--
Jrdata: 00601790 00
.rdata:00EDI7FDC DO0--
.rdata:00601848 00
.rdata:00ED1ABD 00
Jrdata:006D1D2C  00--
L5 rdata-006D2278 00

7TUSTC OO TC 31109 TaCe 13 121 00ae ab0Iabet [ TBC TR nrary W COre W TTerC I aICe e 0N s

Fruste/Oth 1c371ddal 49 e 7a 721 dBae abfdabeb T 746wt libraryWivallo c ¥ sro W collection s Wi hire W map Wentry rs

assefion failed: edge height == self height - 1/rustc/0fb1c371dda 149ce7a 721 dBae abB3abe ETTHEC ¥ W ibrary Wit all oc Wi sre WY colle ction s Wibre eWinode. rs

Jruste/Ofb 1c371d9a 14 9ce 74 721dBae ab83abet | TARC WY ibra rvi i all oo sro i collection s bire e navigate rs

Aruste/0fb 16371 dda 1490 7a 721d Bae abB3abe b T TAIEC WYY library Wi allo c Wi sre W vec WY mod, rs

/rustc/0fb 1c371d4al 4f9ceTa721dBaeabidabeb T4 WY libraryWiWallo c Wi s oW slice rs

RUS T_BACKTHACEMJraryWﬂstdWsrcWenv s

note! Some detalls are omitted, run with "AUST_BACKTRACE=full for a verbose backirace, #n
_rust_begin_short_backirace__rust_end _short_backiracefull

PATHFIUST_MIN_STACKllhralyWstdWsrchys_common'vmhread_mfo.rs

note! run with ‘RUST_.BACKTRACE=1" environment variable to display a backtrace¥n

Local¥wRustBackiraceMutex

O, W pipetW __rust_anonymous _pipel__,

[1] BlackCat 3>HYADIT DFFEIR TS

islslslslnislislslialalialely

,j FEFFFEFFEFELE 1

3. Gwisin

Gwisin (&, 20214 9ANSEEPELIZIBAVKREZEITUTVWSIOY ADIVEMTHS. Bl (Gwisin / T4 /
D43 BB BIE. T-XAMDOR) HMSEDH 3L, BEICDWTRAKULTHED. REVANIE 043> (d-AM)] &V
Dﬁ&.nn iﬂfb\éo

Gwisin (. RRBEIREZAHNTIZIOYADITE. INEFTHRECESEDASNTORHON, 20224 7HLENS. FEEX
TV DEFBICLDEO—ENACHIBNIASDT, IRB(CLDE, Gwisin (§ 20224 (C 5T EOFERERHEZARN (CINEZEL
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https://arcticwolf.com/resources/blog/lorenz-ransomware-chiseling-in/
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FUIEN. SEHRMBATSAFEASNCBITVRW, 7> IRE, 202246 8HICHIS TEAREEADEENHREIN. BHO A
SEC JOJANICTEAERBTZARLTVS.

KBBIRZR THBE FITWEIIRTLOERER. Jr/)VEMIOIS LR AUARER MSI J7/ILOFRM%EITS. MSI J7
1JVAIC(E Binary.helper J7AILATFTEL. EAT(C[F5148 (SERIAL, LICENSE, SMM, ORG) ZnEET 3.

Ffz. "IN_HOW_TO_UNLOCK_(ib#4)_FILES_!!L.txt” &WSI2HAJ—NId. "X THERFELPRBIERREN
SLESN. ES T 1BRAH - MRS REDBARZ B LT BRSBTS EDDDMFHICETEN S,

4. Hive

Hive S>HBADI7(E. ¥ TIRESNL 2021F 6 ANBIRTEET. TOEBZERICHITI TV, BRRLESLUTYADT
PRERRBED _EBBETIEZITV. Y ADI7DESCICHIFILERESNHMIILAVEE. Hive DU-I5(KTHD
[Hive Leaks] (CEBEILIZIEIRZAR IS, AXEFHIEEF (FBI) (& 2021 F 8H. Hive 32U ADIF#RMICLDIEENC
SHUESEFRRUL.

WHEOREE R TUKE, 20214 10A(C Linux &Y FreeBSD S AT LAZMERET DN -T2 hFERENT, ¥IEADLA(E
Go EFETERENTLWN, 20224F 7R EASEEN Rust (CZEDOTVS, IVYADIVZRREREI LR WEE
BUCTILRBIEERT RLZ, $XUDTA VBRI EHEINS DY L) — Ml T OIS,

| snjQ_HOW_TO_DECRYPT.t=t - Windows M 2%t - O >

oaE HEE MY 27w ES%
Your network has been breached and all data were encrypted. -~
Personal data, financial reports and important documents are ready to disclose.

To decrypt all the data and to prevent exfiltrated files to be disclosed at
http//hiveleakdbtnp7BulyhiS2eag6cttyc3xnwiezTigybtwe34gd2nekazyd.onion/
you will need to purchase our decryption software.

Please contact our sales department at:
http:/rhivecustévhekztbggdnkks64ucehqgacge3dij3gyrrpdp57zoq3ooqd.onion/

Login: 7
Password:

To get an access to .onion websites download and install Tor Browser at:
https:/fwww torproject.org,/ (Tor Browser is not related to us)

Follow the guidelines below to avoid losing your data:

- Do not modify, rename or delete ~key.ewnyw files. Your data will be
undecryptable

- Do not modify or rename encrypted files. You will lose them.

- Do not report to the Police, FBI, etc. They don't care about your business.
They simply won't allow you to pay. As a result you will lose everything.

- Do not hire a recovery company. They can't decrypt without the key
They also don't care about your business. They believe that they are
good negotiators, but it is not. They usually fail. So speak for yourself.

- Do not reject to purchase. Exfiltrated files will be publicly disclosed.

Ln 1, Col 1 100% windows (CRLF) UTF-2

[K2] Hive S>HADI7DI> YL -k

Hive S>HADIT (& T4y > X=)L> ProxyShell 2&. Exchange Server MDAE8ME (CVE-2021-34473. CVE-2
021-34523. CVE-2021-31207) ZERBUTIE AT 3. RDP ZFIFAL. AEMERABLUARES AT L1Z2EEE. Cobalt S
trike E=J>ZNUSATLZFIHITRIET. IOV LAVIT7ZRTI B,

RIAMEREN AL, K179 L TEIREZHELL. Y2 TINOHTODFHREEL BT,
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https://asec.ahnlab.com/jp/37384/
https://asec.ahnlab.com/jp/37384/
https://www.ic3.gov/Media/News/2021/210825.pdf
https://www.microsoft.com/en-us/security/blog/2022/07/05/hive-ransomware-gets-upgrades-in-rust/
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@3 Administrator: =% ZE== =B 5

m| »

terror: no flag —uw <loginX:<password?> provided

[E3] BIFEDRV Hive S>HADI7EITHEIE

5. Masscan
Masscan (&, 20228 6ANMSEEENT/EIL TVBI T ADI 7R THD. IRFSA CEEDMIMNOERTOEE) (IHEEZEN
TLVRLY,

BEA A -RyMRERE (KISA) ([C&3E. MEEERT —IN-AHG-/—Z2REUE AT BENDIHOTVS, TJr( L EIES{tT
BBE. "masscan_7IL IRk S NS E HRF" &ENT B4FHEIES. Masscan SOYAUI7ZEMFEFNTWS, iz,
FKEINEZRIT(E, F-G-REREDTILI7AYMMBEIISNTLE,

[E4] O&L3(C. Masscan DIFE. > AJ/—heULT “RECOVERY INFORMATION Ntxt” J7(I 253 5.

7| RECOVERY INFORMATIOMN Il txt - Windows DI =& — O >
oHE HEE Mo 27 ESE

Jittle FAC: ~
A
Q: Whats Happen?
A Your files have been encrypted and now have the ".masscan” extension.
The file structure was not damaged, we did everything possible so that this could not happen.

How to recover files?
If you wish to decrypt your files you will need to pay in bitcoins

EO M

What about guarantees?

Its just a business.

We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will cooperate with us. Its not in our interests.
To check the ability to return files,

you can send us any 2 files with extension .masscan

(jpg, xls, doc, etc...not a database!) and small size (max 1 mb).

we will decrypt them and send them back to you. This is our guarantee.

EDW

How will the decryption process proceed after payment?
After payment, we will send you our decoder program and detailed usage instructions
With this program you will be able to decrypt all your encrypted files

EDR

[B4] Masscan O3> ALJ—b

S5(C, TPANEEITIBICEIERTE I 7ML (setting.asd) ZEET N, CORTEI7IVCEAUTIIREHEREINTHST ., E
TAOTEBIRCEE TV,

AhnlLab 8
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6. LockBit

20194, ¥HTAICHEANE LockBit I>HYADIT(F. 7y IF—MROIN—>3> 2.0 (I35, 20214 68 (CHER
SNfz. N=>3> 2.0 TlE AD JIL—TRVS—2BHTZET. Windows O RAA > 22 ES{L I 2HEEENBNIN T
50

PR, T7/ I OBES{64#. HiskF2 "abcd" (CEXDFEZEOTVILICED, [ABCD F>HYADI7] ELTENHSN
TLzo LockBit S>BAUIPDIBFE. 2019FENS, PXUH-FRE A2 R-AVRRST - 0954 F $LUVI-0Ov/GEECET
SRl M RICIRBZEITL TS, LockBit S>HYADIZEPED, RaaS FZRETEENMTONTSD. BEANTIIEESR
ERFONA-INDFN, BLUBFEZENCUREZLATL TS,

20224 7RIZF LockBit 3.0 NEZL. KADEBNFIRIEICEDFTRAZHMBIA, S5(C, LockBit #H##i(E LockBit 3.
0 2F#E. S>BLADITICRAIT NI HRE(CHREESZZINS. [NINDI>F1 (Bug Bounty)l FIEZEALRIETER
ZAaUTW\S,

LockBit D¥#ELT, IV EIESIE T BRICZHODALYRZERL. BI7ILCDE 4KB HHHEDOT-IDHZIESEIS
RNEFBNS, o, Hive SOHADIVERRRIC, RITID L TIIBUEEHELT D,

tF1VT 1 RmOEHES LVEEADH

EABIC, REO/VIPY =M VAM-LENEF 1T BRESLUTF1UT1 22T Ll HEECREEES. 5>
YLAVITRBICEBREMEAI BICON. HEOTFIUT BRI, TPV OIESILLHERAEN 31T ROERT, S LR
AI7AIEIRREDHEEEDLIC, TOYAVITHRERRILL TN S REEDIIENSI 3L, 1T RRCREASNE
“TIFSIHLUIT HEEE. EREMINSE S L THRARINSHEERE TOHB. TORD. TFIUT RRBOMMLL, v+
T HEETEIS AR 2 BITEZE B TVS.

1. EF1VF1 HROEHIE

WEEAN T IUT RBEZEMETERIGS. DIF M TFHRERI>YAVI7ZRAVTORELRINEETUED. €
Ol MBE IS AT LERZEIRE. tF1VT1E2ROUTINIA LB IITAERKEEDEMNL. 6 ULET0J5LEHD
BEBRZ1T3. &5IC. Windows Defender YE# AT+ 1T H Bz EITBMRC, IEERSA)NHBVSNZLEHD.

IOURIREZ T B9 B, ML NIV TOIF U ZIEUGREL, TEZRVMEANI - - EZZEE TERVLIICTILEN
@50

2. t¥1VF1EmOFE
WEEMFIVT HRZEDETERVNGE. FEETF1UTHEEDERZ M.

—AZEY(C, WEBEESIYADIVRMEENSIOY AUITZRMUTESIN D1 —9ZRV TSI AVI7ZRIETEN
F1VTA R TEREEER IOV AVI V2 ERAUVIRE I 2T —AERELTVS, REENT DY ADI7ZRITE. tF1UT R
M 2ENERTEN3E, I2Y AU P Ir/ IV EIESIES 32 TO—Y—ZERR L. XEIRICTSI Y ADI7ZERITIDFEMED
NEEH6H3.

Fle, tFIVTAR@ICE BEDTFAIVEVERRL ZETTAINEEINIHE. SOV AVITZRAN T HEENMERHRIN TS,
UhU. —BBOS>YADI7(E, TFIUTA RO DA b= )UEEEP T+ 1)T 1 RmAITIERRSNZSED T 7/ )V 2 BESIEORK
PE(CTRRONI B2 TEEZITS,
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https://research.nccgroup.com/2022/08/19/back-in-black-unlocking-a-lockbit-3-0-ransomware-attack/
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&5IZ, BlueCrab-Black Basta REDIHADIT(E. Windows Zt—JE— RTREUBESILZEITI 5. tF1)T1 R
([CLBITREARMEENBEINIREET(E. IES{LZ2ITIRRITHRAN - EWT SN B8] gE N BB Ics. s HliN(C—JE— RTHEES
B30, COBZE. tF1VTRRIEFEEILRVE., TP AIIVREZIPEEINDERLT7A I OBSI{EHTTZ .

SOYLADIVREER, tFIVTARHROZEICED, —ETEORENKRINT2IHEEHDIN. 1. 2BEENTHSE+1UT(
HRZIEIL. BALTBHBEEHD. TOsH, TFIVFIEHER, tF1)T EBRATIOYADIVICEI 3210 hF
EUBE ZEIAT LS IR ERZRAE T 2HENHD.

lll:lgﬁ
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