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THREAT ANALYSIS: WANNACRYPTOR
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Brokers(3¥RESAIC NSAWERLZ \wH WY —) Uittt NSADERREBIDEESE = TS5 U, £ L C Shadow Brokers(d3SaHCAST
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tordEN P& TS Kill-Switch(FFIL - ZAwFyeRkL2UU—A L. BIS LTI 70N HalENE D e R DICRRT

UhL. B0 WannaCryptor &I S > A DT 7 hNER YCRESINTT, V3.

PaN

BT, {EAYAHNS A LDT T 50 HTT

AhnLab 2



tFa1UFATLR T

1. DarkoderCryptOr

DarkoderCryptOrd&xEZ 0o 1S3 \—=3 > 12, i (FEaD. O Ea1—5— FCRRIES 1T, UNT RO T EST
TAIS—DIT7A)OMHBERHA T D ENS, FESKTTW —= 3> SHERENTU VS, [KL]DEDITHUZH) LD WannaCryptori /e
o< DT 300NV ZEEY b > TEBEKI D EERU T, BES{tSIzT7 1) LOHER IS [DARKCRY) HNENNIENSD,

B R D 71 ) LOHBR TS AN DS AS LI T 7 EAATHD. ) SAOIVTVIS LD RFA A RNT7-1)L THWP] Fe D 7-1) VERE=AL
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Your Files has been Encrypted!

Macy of yeur documents, photos, videos, databinsns and ether (s am 1o longer ncceseitis bacauss thy have bean sncrypted. Mavbe you o busy leokiog for
0 way b0 recaver your fes, but do not waste your time, Nobody your fies without our

e mncowar Ml your e sdaly snd sy R you have nat 40 snough tiss.
Ducrypt).

Bt f you want to docrypt all yeur Mes, you need 16 pay.
You orly have 3 doys to submt the payment M«thw‘hw
K-tlwh\nﬂlﬂﬁql wext won) b bl (o moower your

hawve fme svarnts lmmﬂnnmpﬂhhm&\mhﬂm

oo orly. For mone information. click SAbout ba
;nm:lhmmdhqmum r«mumm check <low to buy bitcoins>.
| And sond the comect amount to {he address speciied in this wiedow
[ Nicr your payment . click Check Paymert >, Best time Lo check. 9 0fm - 11,000 GM T fron Morday to Friday.
Onoe the payment is checked. you cin slant docrypling your les mmmediatoly.

Cartad
1 you neod our assistonce, send & message by cliding CCeetact Us>.

Mwmmnmmhm e chaable your aeti-vieus fee s whis, urbil you pay andithe paymant gets procassed. i your snti-vieus.
witware it wil not be able to recaver your files even  you pay!

Sond $300 worth of biicein 1o this addross

TCrPTED HERE)

[X]1] DarkoderCryptOrSEfTEm

2. Aron WanaCryptOr2.0 Generator v1.0
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[ER] Aron WanaCrypt0r2.0 Generator v1.05E{ &I [E13] Aron WanaCryptOr2.0 Generator v1.0 GBS 771

3. WannaCrypt 4.0

WannaCrypt 4.0(3 48558192 WannaCrypt v2.5EHK CE BRI SERRSANDN. T7-1) VIS LU \Z EOVSRER) -3 > L
ESND. BR&EELT 1EY hOr>Z2ZRkI DN SA22ETTEY RO+ A3SE ) 1BTCHZD 2,000 B VLIS, £ 24T HE
BEERLU T VB E(T3D. BNIVIT 5135 HR— NT2O0UFEIE SRD WannaCryptor 51582 H7R— UL \
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4.WannaCrypt v2.5
WannaCrypt v2.5(3 [ DBEOADIEIR L N T > — T 1A RFIT2ED LT VSN SR T 71 VES 63 DT EFA \ BERFD
)\ 23> SEESN. 600 N LVEEEKT D,

Ooops. your files have been encrypted! Enwish

net so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>,
Sut If you want to decrypt all your files. your need to pay.

3rd. some words like View' mean different things in different

that these keys should be some how chaged so we would be able

How Do 1 Pay?

different translations | have some prabisms with speciaily this

OOOOOO witieh wae used in different places, and thers it ane important
. » Ath, in same places where place holders are usad, the resuit will
net ¢ encugh time
You can decrypt some of your files for free. Try now by clicking <Decrypt>, +

(4] WannaCryptv2. 555 T

5.Wana DecryptOr 2.0
ERFFER SNz WannaCryptort&hRDT CerEHERRAL N LE U GHIEISHTTL VS, DI \—3 > fatk. SRS USRETUR R
D\ =3 SHEREND. 300 NVEEKL., =78 [KE]DEmhFerat 2.

— iy =
Doops, your fles have boan encryplod . ol

What Heppened %o My Comgputer?
Your Mnportant files are encryplod
Many of docamment phalos, wadeos, datsteass nond athae files nre oo ioger
nocenaitio hoomsie thoay howe bose encrypacd May®e you afe Busy looking
for 0 way 1O 1000Ver your fiies, But note wastod your time

R NObOdY Can recover you Tikes withou! Our descyption Selvice

Your importont hies are encrypied

Marny of docamment, phalos vidaens dainhasas nnd alher e am 0o oger

DOOSAINN DOOMESE They N Boon enornypeat Mayhe poul 196 sy noking
Tor 0 way 10 recover your filen, but note wonitod your time

B NOBOdY G fecoval you (kg WIthOu! Ol edCypion dervice

How Do | Pay?
Maory of documad, pholos, winos, detabasss nnd other hiles s no Soger
necesitie boacmme (hay hites boen enciyrdod Mavio yidi Ma busy lookita

[X5] Wana DecryptOr2.03E(TiEm

WannaCryptord S TREVET+ T U CRDEE) WIS T RAA—ZE Uy BOETTHFERNEHTEAIE VIS LAV

BB E DA S ENNEERERN A A T T AT THD. TVIS=I88h%ED LB U <IN WILENDWE O TZED SHEE
N3, Wana DecryptOr2.007 7)) G« %=R3& [wanna fakel . [wanna fake.exel 72EMEEENEON. BEIEE THDTE

E7E-ILLTUVS.
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I1—H—DRISERNSRDSND,

ST ER)VIT T ORGE LT AT EF T v I UKD,

1. OSERITEH \—=3a>ATT 3.

2. TR B SVERICA A NS,

3. WebJ =Y, Java. Flash Playerl3&EI & \—= 3> =iHFI D,

4. Java. Flash PlayerhWig" UE &N WEEI TR <HEFT B,

5. EERYIST—5—) W7y T 1D,

6. TF1L U+ TOISLDIT)IA LA MRS AN U T, iy \ 3 A S 95,
7. RETHOIZDASROEN Y FUIRN \ POEFRVEER 2.

8. R NINIVI T FPODER Cord Z EZasgail CO7 AL,

9. B A=) UIBANT. A~ T 7-1) VaS=h 7L\

FTEEDINTEETI DN BAIE. BV —5—) WPy TRATTE TR LZdEmh 3D, ) W Iy NIS B NITT
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V3ZEIUDET SINDESREASL, RO C WannaCryptordiEihRzERrL L VD,
<V3SU—XDEeHE>

Trojan/Win32.FakeWanna (2017.05.16.00)

Trojan/Win32.FakeWanna (2107.05.17.05)

<MDSOD2E>
Suspicious/MDP.Behavior (2017.05.16.00)
Suspicious/MDPBehavior (2107.05.17.05)
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http://global.ahnlab.com/site/main.do

http://www.ahnlab.com/kr/site/main.do
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