PSR- 2F2AUFsLI—

Press Ah n

2016.6 Vol.30
HEEREXEENTHREDRGE




tFa1UFATILR - T

KEWEA > T SRADBEEE 71 UT 1B

HSERERZED I WEDRE

48, SEEDRFEIATDES D) IS SHESH T RIFREAS AT N THHRODREIS) L NEEhSiin. /&> L VR
TEERERUIESEN o1z, 7 AUNDTFH RN TESRERODETFTMNY \WF> TS, AFeREHE# oD NS>
EZRET KSIA Y T—DRHERRSAINTL Ve, T EBICREMRE IR WRSERENESDY \wF> T e SHEY
BN DD, BUSSHIIE RATLNZ2E, $h8. FREFS AT LAEOE5EDED T VN,

SEDISATIE HEDIEEFEIPDESTER A IS5 Y —0"y NMCUTSERoBSEERNa) DU Y TERS.

B (RIS . [NHER & EOSEEEYam S SEEEYEERI D, K< [1>T5(Infra, Infrastructure) | EESTTLY
SHERAFERYYR. NEE DTSRI BREESEDNEYE1 > T S(CESED 5. HRDIEFEIRDNSOES. IS AT
W) CBERICK DI TR ERITIBAIL. B FORECE RS THAVNREZESIEC U, MROZEIEBRGIR SRS 3D.
FR01 26 HFHYIE RS 775 T (Saudi Aramco)hY \WaHJSh. 20156 (3051 HFEBICk o CRAMRERRE AT RE 2
BleBUl—Anole, 7AUNEREETZ2FES(Department of Homeland Security) (3SR > IS5 16DDEH XD L. B
L YRR 14N SIS T VR [5R1] DES(CHEL

DEF YAN\N-BEL
s - ALFRBRETIEFIHIOHDORY NI —IEEES RT I
BE - BEIATLAREICLZIO-)NLEREEOEE
- BEACITHE
RS - HESRTARUT—IR=ZD)N\YF>Y
e - ALEISRT LD \YFT
BotE - ZREMOA>ISMEIFDDoSINE
- SATLRFBREERZREE TR
HEU-EX - HEY-EREEIRTLRURYNI -, GPSADKE

AhnLab 2



tFa1UFATILR - T

IRILF— - BR: BHIWROEERMNKE
- BHERURAIR: IRF-EEIIATLANE
ERIT-EX - ERMEIREBE OB A BT
- BRI AT AREB(CLDAMIELR ERIRE
BUAshtEss - BEtF1UTEI#S AT LARUT —IR- TN E
- BURMBERS AT AIRZICL B MUMELA BRI
NVRT 7 R NAHER - PESATLARE(CLBERRIR. RZEHEORL
ITHEzS - ITSPZAFLEE, 270V, 1Bk BEFZSERLHONSBIRAL
- BOFELATLARBILLZHREEI AT LEEICBE
[RFER IR - EFDEEROBIES AT LIRE
8@ - BEZEBOZEHEHS AT AN
IKEIFERUKILES RT I\ - KERRUKLIESIES 25 L
[R1] PAUHSREELZSFREEDERERDER

1 > IS5 \DBEER{

2000 DR CERTEDEBRESHFESEDA > J ZaiwaiB o1z VI T hYFHEL CLVE, 200147 BISERSAV=CodeRed T—LA\CKD.
FRAISOINIA N IRADTA NIDoSEEENRAEUIZ, FEECI32003F1H25H. SlammerJ—ACKS1> 57—y NEBENREUZ, T
% [1.254>245—w MAEEE| LFATLVE,

IARZT #E #E 752 WIS Fwya
DDoslz 3 3 4DDosHr i BBt A5 — T FLEBRERE B IBIT 1 wE 0

Jh
vk IR 5

73 B
B
-

7 7DDosIT

2012 2013 2014 2015

2001 2007 2009 2010 2011

& 122 &®E 7 AR
1254 R— kA EE RFF13EBRAPEF 320F kD -O0E | IRIE -BEEM FwRIV T LADIT
(Slammer) (Stuxnet) S

Pa-IF w®E B*x D224F

DDosHr 3 HERT I -IEE RENRORH REBAIBERUER

(B ] ESESRNLEESS()

A > I TN\ ) —BERANE L LIz 20008 - FEZ o7z, 200754A27 BT R N=7HAIEDBIT. AT+ 77, #7007y NJ—
27h—&{Distribute Denial of Service(U{F. DDoSEEE) %S+, COBEE CAFHEEREIUsh I DEWHER. T T UI7EDEBE A5
LERANNIBERLIR b T 2RI LTS, 2008F6ACIE =3—=7(Georgia. TEIIVE7)BHTIA N AT+ 77, IR—5) U1 RNEHK
AURODDOSKEEEZ Tz, TR 57 CRR6IIE g D=Hf, V& CERIS AT ANIEENFEL, ASIPEEESzUS,

AhnLab 3



tFa1UFATILR - T

2010FNS(FEE IRy NIO—TH—EREE Clda<. B DB 00D, RFRVIT—XI20108668FERSAVT Stuxnet
(REAVIRTY NIZ, Stuxnetld. SIEMENSHOEEZEEEN LHKEHS 25-/\(PCS7) 25— NCUIEXIVIT 7 C. 20108081 S IR F/15
Ere Y ESEIDEAE L THISNTT VS, FTAILA—DEPAESTRIDSERIE LT 20126F0 02 CREUSSaudi Arameo/ \w+>J5%
Hh¥rd. B8RRI —) WD A (b RasGas 1) I Cdp o 1o S EIAT+ 7 TIRU STz, 2015870513 Cld FEra
)\ TSR AFBNFE e o

CYISAFOT—ADE S R SIIERONEEN S, EIEAIES Y1) BB Lo TR E NEEEI-SE20, T EEA D
ENSkdD. ERRDT)L NGNS, TS50 ETERNSZT LY W J&n. #91550075) L Nalsh s v=ssit
h¥poTz, MEEEdBIL Tld 20156 FA/R—S2 REBENDDOSIEEE T C IS5 b X LhSEfENE L. BE5#I1, 400 AW TH LIS
ZEEBOIS

(2] ) WA AT SHV=T S L) \RZRASR5/(* L SecurityWeek)

T TS ZEBEFTVEMonded W= IRUNES—5—XFEE, A XSTDIUBEE) WD, 201 3EEE0EER TROMREE
TRy NDO—ORE, RFFREUID) COST2a M T WA, PAUNZa—T—05 LDy NI—0) \WwH, TAUFERESED
R C oD NDT GRS, ERERRRDIEEN S5 ChiatiL CL V&,

BERBE RSN IIVI T 7

BRIz 51 FREFR BRSO VIS5 Pa\—A(C. BEIERSNIVIT I E7OFEFER THED.

1. DO51 B 574

20155F12H23H. 251 F0KyivoblenergoFasril CREEN R4, RIEFHE3RBoNS3INE. KI8Tt RDE Hfehivz. Fzo05
A FPEERDFEEFR CERRENRAEL, IS AR AEFBHFE U SRESHe, S5ICEES AT ACEEENREL CBEEOIERCEMEL
fahvolz, BEEEE. U5 HERENSecurity Service of Ukraine) TldH-1) \—IEalsEE U TER U

AhnLab 4



tFa1UFATILR - T

SODFEN ) B LR BEDTEEWVIEEIN e EHTS DI \ PAUSNBAFGRE ARDE Ofz, FTUTSHEDLA, ZAUNEL
ZRREE T ITS1FH M)\ I CLDED DT ERRUIT, BREDHRES(C LD IEEE (3B 6 4 FRIhSREEFROAED
SATHIARAL. BREEL CES355 T 7 — AT (Firmware)Zhd o5 RIERYS T e L ChSEEISRDHUIZC ENYIn o

SEDIR

7.

SANS ICSF—AEtHa1 VYT aH Esetld. SED IS HEENIVITT? [BlackEnergy | CEHEBHRN S ERERUIZ, (FBIFET
Z—BFIR015FE118, IS FDIA)— 25> Ntz 4~ —(CERT. Computer Emergency Response Team)(d, 51 F0D&
IR CSmEIEE UIT BlackEnergy <) VT IC DL CERUIEEN DD, CDTENYS BlackEnergyZsFE U7 HEESHHhSRET DU
AINNSIE TS VS NN

CD [BlackEnergy] (& #&ORUE(EL CE/2X)VITT7/Z, 20074 DDOSBEE D CRIFESH . 20088=>3—="77(Georgia) BE&E CHfERS
Nz ETHIBNZ, RS \—T7 A1) UTHERRSHTTL VS MHHC. SEEX I NG TL VD,

DA FREFFEBE U ETRISNDNIVI T, IVIT7EEEUAD RO & B THaRITI D85 LSz RS/ \—
T71) TR, FONTCACHE.DATED D 7-1) LhWEK S Do

FIBEEE BRSNS Excel D71 VR UIZS Eh¥h o iz, XED 71 Vel VHEREND . BEXvt—>0m (O 7Y% E
93] BRI DEITINETIND, ITONWETINDE Ytemp% TA) LSS, vba_macro.exe T7-1) LRSS,

=a.Office

. Yearal! Llenn aokymeHT 6ye cTBopeHun y Ginsuw Hosoi sepcii Microsoft Office”
1 Makpocu noTpibHO BKNOUUTU ANA BiA0OBpaXXeHHA BMICTY [JOKyMeHTa.

IR

(8] 51 3ROSR CfEFH VExcel 771 LD IHEE

vba_macro.exeh' S TaNdE. FONTCACHE.DAT J7-1) U S AT INH RSN, CHIF—R. Windows/ Uy 750D WinPcaplC
3T 7 UCHZ D XFHHE WinpcapRRE T 7-1) LODL DS TVBHSTE, TURR— Nexport) BEEE 3 /N TERLITTISACRR
2h\ PacketAllocatePacket 1— RS TENB LIEEAABRL (T 501> J7-() Va5 I 0—R U, IBIMEEaS=TI B,

AhnlLab 5



tFa1UFATLR T

e:\relea
s\winpcap

001 \winpcap\p
11\Pro

No

Nu-Ychm\.)-H‘ \."rl‘ ke

t pdbll

[24] WinpcapR8&T7-()UT20 I ==L

2. Y9275 \(Saudi Aramceo)) WD
201268H15H. HRSEADEMEEE Saudi Aramcoh™-/) —BEESH T THBIAEDS AT ANTEENREUZ, B, B ERDRI(Cuttin
g Swword of Justice)| CZFEITMFEBFEREL. Soo W IhBHNTeE0FEEchd U

We, behalf of an anti-oppression hacker group that hawve been fed up of crimes and atrocities taking place in various countries around
the world, especially in the neighboring countries such as Syria, Bahrain, Yemen, Lebanon, Egypt and ..., and also of dual approach
of the world community to these nations, want to hit the main supporters of these disasters by this action.

One of the main supporters of this disasters is Al-Saud corrupt regime that sponsors such oppressive measures by using Muslims oil
resources. Al-Saud is a partner in committing these crimes. It's hands are infected with the blood of innocent children and people
In the first step, an action was performed against Aramco company, as the largest financial source for Al-Saud regime. In this step,
we penetrated a system of Aramco company by using the hacked systems in several countries and then sended a malicious virus to
destroy thirty thousand computers networked in this company. The destruction operations began on Wednesday, Aug 15, 2812 at 11:88 AM
(Local time in Saudi Arabia) and will be completed within a few hours.

This is a warning to the tyrants of this country and other countries that support such criminal disasters with injustice and
oppression. We invite all anti-tyranny hacker groups all over the world to join this movement. We want them to support this movement

by designing and performing such operations, if they are against tyranny and oppression.

Cutting Sword of Justice
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| str.exe Properties

‘ Property Value

Description

File description | Distributed Link Tracking Server I
Type plication

File version 5.2.3790.0

Product name  Microsoft® Windows® Operating System
Product version 5.2.3730.0

Copyright ® Microsoft Comporation. All rights reserv...
Size 966 KB

Date modfied ~ 8/21/2012 10:15 AM

Language English {United States)

Original filename  trksvr

Remove Properties and Personal Information

[ ok ][ Cancel |

[7] Shamoon® RO/ &k
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.00422C00 :
. 00422080 :
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rosoft CYERRLIZ T 71 ) UTRDIEL T VS
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T71)VIANEEYSU ThSS AT ATAES DI 7-1) V&, IPEGRACLEE
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- Data breach digest. (http://www.verizoneenterprise.com/resources/reports/rp_data-breach-digest._xg_en.pdf )

- Analysis of the Cyber Attack on the Ukrainian Power Grid (https://ics.sans.org/media/E-ISAC_SANS_Ukraine DUC_5.pdf )
- PR EZ SN UM TS ESSESS R http: //gov.seoul.go.kr/archives /86261 )
- B [EBRD—1) 22 EEE] (hitp://www.bai.go.kr/bai/index.do )

- I TN MR T5EERE? | (www.dokorea.com/news/25437 )

JiE& Sector Risk Snapshots(https://www.hsdl.org/view&did=754033 )

- http://www.securityweek.com/hackers-broadcast-pom-tv-sareens-brazil-bus-depot

- http://africanspotlight.com/2015/08/08/hackers-broadcast-pom-on-tv-screens-at-brazil-bus-station-photos

- https://monthly.chosun.com/dient/news/viw.asp nNNewsNumb=200908100021

- https://en.wikipedia.org/wiki/Cyberattacks_during_the_Russo-Georgian War

- http://www.economist.com/node/17147818

- http://money.cnn.com/2015/08/05/technology/aramco-hack

- http://ru.tsn.ua/ukrayina/iz-za-hakerskoy-ataki-obestochilo-polovinu-ivano-frankovskoy-oblasti-550406.html

- SANS:  https://ics.sans.org/blog/2016/01/01/potential-sample-of-malware-from-the-ukrainian-cyber-attack-uncovered

- Ukraine CERT:  http://cert.gov.ua/p=2370

- http://www.mta.go.kr/policy/its/management_sign.jsp

- http://www.ittoday.co.kr/news/artideView.html idxno=42719

- https://securelist.com/blog/incidents,/57854/shamoon-the-wiper-copycats-at-work/
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http://download.ahnlab.com/kr/site/library/%5bAnalysis%20Report%5dCritical%20Infrastructure%20Threats.pdf
http://www.verizoneenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf
https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
http://gov.seoul.go.kr/archives/86261
http://www.bai.go.kr/bai/index.do
http://www.ciokorea.com/news/25437
https://www.hsdl.org/view&did=754033
http://www.securityweek.com/hackers-broadcast-porn-tv-screens-brazil-bus-depot
http://africanspotlight.com/2015/08/08/hackers-broadcast-porn-on-tv-screens-at-brazil-bus-station-photos
https://monthly.chosun.com/client/news/viw.asp%20nNewsNumb=200908100021
https://en.wikipedia.org/wiki/Cyberattacks_during_the_Russo-Georgian_War
http://www.economist.com/node/17147818
http://money.cnn.com/2015/08/05/technology/aramco-hack
http://ru.tsn.ua/ukrayina/iz-za-hakerskoy-ataki-obestochilo-polovinu-ivano-frankovskoy-oblasti-550406.html
https://ics.sans.org/blog/2016/01/01/potential-sample-of-malware-from-the-ukrainian-cyber-attack-uncovered
http://cert.gov.ua/p=2370
http://www.mta.go.kr/policy/its/management_sign.jsp
http://www.ittoday.co.kr/news/articleView.html%20idxno=42719
https://securelist.com/blog/incidents/57854/shamoon-the-wiper-copycats-at-work/

http://jp.ahnlab.com/site/main.do
http://global.ahnlab.com/site/main.do

http://www.ahnlab.com/kr/site/main.do
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