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EEREDILR. S2YLDI TN €D 1

S2ULADIY, aMDeZINIBEIaS> 5T

Bh. # - ZES U ADT 7HYEEINICRESHN. BT TR<BEANI Y —(CERENREL TLVD. VI EEICE
DOTCIRIFEOFERE U GRS L. [LEIRVSYT—5y NIa H=EER BEH TN TUVRIRNIE, ST L A7 Cld §&E
TR T TND S AT ORI O CL1ERE 28Rl GRS U=

S2BLDITER

20056 SHTERIE U CHESNIADIZ S B ADT 3 SO 77 ERMEEErE R N JLEED T VahY >y NOFBELRITRENS
B EUIzC ETRERTN Iz, STAHLDTIVIHFEDT7IVaAEH L. ST I Dhllld BEARDADLIIGHET 5BEXE
SREHIEEEE Ford D CDIRDIAESLSNIZT 71 Ve NEICLU TBOREEER I BV VIT 7% [SH AT 7(Ransomware) ]
EXS BEEID 7 1) LigS i< (YEICEEe e U TN\ paypal DL DA~ S 2 FEFET—EXE Y h 4 > DR SIMREES
EHITFERE T D NTELHTEIRBEETETDRE, B PCOT AT DD e SANSREENEA N\ NS S AIT TS
W5 LT VS,

S2YLITTHYENNT SR
20156F 448, BHEOABI=1 "5 Y+ TSI D—FE TS CryptolLockerhBigfict /e, €L T 10B(CESHADITDAE
BENFLELSN 4R LSRN, —o AR CE<DEE) VI TINS5, B PCHSIBL TL 2.

PDFEITAEL 285D EEZ 5D,
0 BTl RE CE QL VAL Eh'd,. BifffESRASE CENFRESRN\DIEvaEL TS, ZDIRREt 1 T &ttedta
U CEEEODRE LU CHHCED. F_0XEHd. <IVITIHERENBmTAIFE CZ/A0 \KDIC [Malvertising] &V SIS REFERL T
LVBMSTE, TNIFEN)VIT T (Malware) SILEs(Advertising ) BHENDETSEE C. [LRSFE37 ROT VOIEESEN PR RU CIVIT 7%
BRSEDHECHD, NTESATRGSEEND LB TFEER S \ S RSN ZTOXI 0 MERy—) L4y NExplo
it Kit)(J& [ —F1— R(Magnitude) EK] H'%53.
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BEF RO W IITT> RTETSHN, I—H—0D WebBiEIFRRINE - ZE I D E2BEMNEL T VD, FAFTEDTA NRILEI DI
DI IS —=EEEHTI DN BT NCTHON TR TSN B EOWETT =75 Flash Player. Acrobat Reader. Silverlight. J
ava-1 >R b= URE CIEENES T< B, BNDRERERFAK 7 RUTPHIRRSND T M2, B (T892 L& RE. sl >
DA - 7T VT—2 3 OS8R R Uz VI T P DR N hr s, BEEEIIN) VI I7aE8EEDIA T PROT DA~
—IWNIT7h PYVIT— =/ \ARIVITT7ARBUIED. 7vIO—RUTBRESERCEETED,

SHLITTIIENS B\ DR SR

oG SO POENOFERC OV AES SN, R CREE<HRSNBIESTATITY Top3DiEkeED
= BEBFCIC MRTETY VAR D5 OADIT 79 TDIRE. SHECHIEALHEMERESATTL VAL,

- Trojan/Win32.Cryptolocker

- Trojan/Win32.CryptoWall

- Trojan/Win32.Teslacrypt

(ML) FESZHADITT Top3diEhraskL TL Vs, TNS(d 10BICSEL LS 118(ICF DR WD EF8ENS. 120 [H
2/ERDE. SZBLITIO PGEN RRSAVES B LADT I TENNUZS ENYIn S,
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9H 10AR 11A
B Cryptolocker = CryptoWall = Teslacrypt

(1] FES /AT T Top3diEE: (2015.09.01~ 2015.11.18)

$HC 1083 BES{ESN=T7 1) LZoiEEF& CCCICESEI D Teslacrypt=> /B0 7OZEHE BT D, B> S AT 7 SPRER T
—aVFREES,. 108F Tl 2.1\ a3 toloheil 2.2/ \—=3 A7y 77— hahfz, &z 2.2/ =32 Tld Windows Tzt
DS TE— NI SERNBIISHVE [RR](d FESHADT T Top30>5-1 TR PCAraBRlCELsbi=E0Z, 108(C(d Tedl
acryptOSEEER AR B EoTehN. 11803 IS Teslacrypth' e o i, HABN Tl CryptoLockerhSAIETEEINL T
LVZ CryptoWallDiZald UG HENIU CL VSNSRI ST VEIE DT
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®m Trojan/Win32.Cryptolocker ®Trojan/Win32.CryptoWall mTrojan/Win32.Teslacrypt

[ER] FESH/AIT T Top3DERISHEMRAN PCER (10 PCAX Top10 B8t 2015.09.01~2015.11.18)
[®1]& [BRIDESICS LTI FRANEINT BOEREIEN, (Al DRV HFEDS AT A S IENES S DT T2,

[FEE U T3EBRUIZ MalvertisingFRZRefEFRUITONSIZEBINTTL VS, [BB](348K] PCAODIBIMErERUIZEI T, #REN SR DRI
I RGIEDRMRETE SNORTEMEE, S0 TWES{UCIBAEET—AITNKDELIN BJREEES D,
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1 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 3
== 9§ ™= 10 = 11A

[B] FES>YATTT” Top3DFRIRKN PCOMES (2015.09.01~2015.11.17)

FESHAITT Top3MWRAISHUz PG 10BFRNSTIEL. NIINEICSHNS 52189 20D (CBREEST o e 158D
D, PCIC1 > A M=) LSz Malvertising)? RO T ZhFIFSHER AT EHhEZ SN2,

ZOMDFRE U TR BEERDIHEA T~ — PCOBKERNNSNOIzC L. SIHAIT RS RESNBREGE U CHaT 8EFoks,
& AB5~68F, 7D 108~ 0BFIZ DTz EhYh ole, S/BAIT PO 0SIE Windows7hYEERY (82%)(C%<. %1, YT Windows
XP& Windows 8.1(TH1, Ve fRfi'JU—R&AHz Windows 10MDIRESE 1% CL Ve,
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S LT TREY5E

1. ZWA—)L

R)A=)DRIVIT B ISEERVIFHL, TENEREE L TA—)VERhESHETARAL R/ L ESHXBITERN NFERFH
IHFENE L. TEHCRIAINES N EBIoNNSEIREEN S, RS/ VERANSA—) VERHELIZD. FNTHo THERFIIESDIZS
BT, FHIWMIT 7V ESFIFBIWEL, VA —)UT exe. scHIERFORITI7 1) VEMIIDHENEL |

<) A=) VRS A DT )R s>
Microsoft (LT MS)?D Windows 10'JU—ZhSE8E4&. OST7w T 57— NI 71 ) UBEUTES > I T 7 —) U TES RS

From Microsol <update@microsoft, coms ® Reply 9y Roply IR Followup = =hForward  More~
Sublec: Windows 10 Free Update 617 AM

Upgrade to Windows 10 for free

Windows 10 Is familiar and easy to use. It includes an improved Start menu and
is designed to startup and resume fast. Plus, ItA's packed with new innovations
including Microsoft Edge A- an all-new browser. Your personal files and apps
youl've installed will all be waiting for you. WeA've designed the upgrade to be
easy and compatible with the hardware and software you already use.

DonA't miss out as this free offer wonA't last forever. Upgrade today. Follow the
attached installer and get started.

A*Upgrading from Windows 7 or Windows B? You will love Windows 101A"

Microsoft

This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.

» ¢ ! attachmont: Win1Oinstaierzip 704 K1) & Savo !~
[BH] VDT IS e —) LodASZ *Hi: Cisco Blogs

BEEEL AXDFIC [RFv 48R [EE] LLOEDETELL. SNSRI (ONMIT 71V es
OB - FTIDEDIGHEL CLVH([BH]). A —) USRISSHUENET 71 L0771 TASEEDELDS
(C WindowsOIOZAITCL VTzsh, —E N LD~ —IR5 03 5 I 0— KU T VE/E35.

[E45] Windows 1077 1AC
EUIEIVO T

2. H>10—RSEfT (Drive-by-Download)

COXSIHWIFATZ oHNWSIN VEDITd SDESAERFDEAE” TV —> 3 > 84 =3 A7y T7— NI D UG YL,
IO MERY—ILAy hEUTEICEBRSNS 71 J)—=3>44. Flash Player. adobe acrobat reader. Internet Explorer. Siverlig
ht. Java’Eh'dpD, By T Uo— 3 A S h SRRSO WFRHT I S/ahb. 07y I — NWESL,
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A O0— RETARIERDELSICEHTCTED,
@ MBEFIH NCROUT MIZATTRIVITIARIVIT 7725 20— K95 URLIEEAT D,
@ WEFSATNRRDI—H M\ IVITIZAHABAIZEA N385 I D,
® I—5—HESRICSA SFAC. MESSIFEsR YT VDT 7HETEND,

<A O— RETARER B US> A LD T 7 BemEsb>

20156F 48, EEDEZI=1 "5~ MSEHRSHUE CryptoLocker(d. A 0— RETARAEFRUAERVIS=HZ oz, AMHITTS
UT— 3 M@8EBA LIz —XTC, RIVIT 7720 NLE) F—(CBEET. I—J—h1 NI&t9 D& IES FlashdifEssiEhvssE
TP THZR(C Injectiondd. COMEFE 3T —H ST TN \LDIEFN (stealth) i TSNBH. COLSEFEEE [P0 0—RSHT(D

rive-by-Download) | 750D,

FES YLD TR

1. CryptoLocker
CryptoLocker(d: 20134 9RO GRS, BEEINIFIEH LSz T 71 V218t 3 DIzshblSHI 44000DEY NI+ > #EKT D, BEE
HIZTEICESHN VS EORPARER CFonl, SBNAETH'AIRE T EasIlRY D/l IS b= D 7-1) Va— D55 Tl THET
RIVIT I EEIIER ST 7 1) Vg b, 1—H—(CED TAE LI T 7 1) LDBREOSHN VEREL TL VSIS,
B AADTTHSE TSN BT IE—ROEEE TSR T\ IEF/2 explorerexe JTzR%=S=TU T CRCH—/ \—@E>T
71 Vg9 2EEEEZ ST PE(Portable Executable) Z7-1) & Injection U CBIfES B,
Rl CryptoLockerT B H T4 CTHD.

© BT
FETHT %WINDOWS% TA)S—(CLTOE—L. ROLZR NIF—(TESR
- HKCU¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥<S 45 x&>
COF—(CHETI7 1)V aeBtR I DES RTINS DE CERT TR TSNDN I—H— BT 7 1) VatfZzU CHBRUAL VRO, BME%=
WO TIF7)V T Uice U CERREYS DakeEnTEl o

@ Ry NI
Ry ND— @ SReeaiERd 22D www.download.windowsupdate.com(J3Eitd 2. ERIATER TN CRC H—/) \—(C1—H—
PCOIBRDHMET D, BRI CIHFED IPHRHCED [ixtl & Lhtmll J7-1IVEHES DN [PHaitesd SR RRa = 3BRIbisR
EBRDBIDIZ, DT 71 ) USSR bUTZD 7 1) USRS = 3 /T TA) VI BRSNS AT LB zE DAV E—2E &
BlCEY NI R DBEENER D, i RLRAST 7L EIE82.

® RUI—LSA R—TE—HBR
IROEFESRITU ORI 1—L3 A7 R—JE—2HR9 S & Windows TR 2/ W7y TRV BRI R C/a0
- vssadmin.exe Delete Shadows /All /Quiet
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@ Tr)ESE

SUB TR — —EE T 7 VSRS BT Eh, eOIBEFAF oIl 3 excelxls.encrypted

;g presenta, shw, ancrypted
ETA)A TGS END. U TIMTITEIRRE SR NIJ—0 RS D22 T7-1) Vg txd & winword2 doc, encrypted
4 winword. doc, encrypted
REIRD., BEHSE T Uz 7-1) U HIBRFOHREC [.enarypted] SXFFIHNEIIENS. = <8 Jpg.encrypted

| Plyistd, wpl.encrypted

g’;’;ib{vefahi. bjp’i. encrypted |

A FRIESDITAIVS (6] T7-1)UES(E
- %Program Files%0
- %ProgramW6432%
- C:¥WINDOWS

- C:¥Documents and Settings¥1—H—J77/37J> N¥Application Data

- C:¥Documents and Settings¥1—H—77J72> M¥Local Settings¥Application Data

- C:¥Documents and Settings¥All Users¥Application Data6

- C:¥Documents and Settings¥1—H—77737J> N¥Cookies

- C:¥Documents and Settings¥1—H—77777J> N¥Local Settings¥History

- C:¥Documents and Settings¥1—H—J77/77J> M¥Local Settings¥Temporary Intemet Files

A [RIIREIIBHERT

.chm, .ini, .tmp, .log, .ur, .Ink, .cmd, .bat, .scr, .msi, .sys, .dll, .exe, .avi, .wav, .mp3, .gif, .ico, .png, .bmp, .txt, .html

2. Cryptowall

2013 TEHUIZ Cryptowallld, RSA Key TIO71)VEIES 6T D, SRREL<HERINTUNVSF1AE 3.0/\—=>32 72, 108K/ —ERE

& (Cyber Threat Allance) ST TSHVEHREEICEDE. CryptoWall 3.0/ FkEIFHEFR C3.25E N LGS E s e & asnsd. Fiz 1180

DIIFH \—>3>D 4.0hRESHNZ, CryptoWallEt LI JE—NUBBE TaNSIash. FIBEHEIEFITHZR( lexplorerexel MU
[svchost.exe] )Z25=fTL. CRC B~/ SBENRU I 71 MESara S PEDJ 7 () Ve > 21 023> U CGEST 3.

‘ ver. 3.0 ver. 4.0 ‘
BRIV EEDI7AIVBERU A NTPANEG. 59 MERT
(549 MR FNEINENTZE. BEDTFPA IV THEIE-)
BEERRERRNI7( £ HELP_DECRYPT HELP_YOUR_FILES
B RFERNITFA IR IRTOITAIA PNGOHIARTDIAIAVER

[1] CryptoWall 3.0& 4.0t68

3. Teslacrypt

Teslacrypt| SERMAHE CREZ < BERS TSNS IADIT VI, BHECIEISED 2~3BED CE5UIN BEYE1—H— PCICRRSND
RSATHEH LU CLVSEWVDRSE I T C. 3 AES KeyZfHRL TES{EL TL Y&,

TeslacryptBRAwz—( 3R CryptoLockerddAwtz—ZfE>1=DEUIEM Teslacrypt 2.0B4&1F CryptoWallDRzXwt—=> (html J7
)Ly EZDFHFRL T VBT ENHERSNZ, TNICEK DT TeslacryptlCRERUIZ1—H—& CryptoWallBEREIEX D EN%<. /B9 ClE
Ch7 Teslacrypth' Cryptowall(C 72D daUe(disguise) ] EFRERI D EEDD.
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What happened to your files?

Al of your files were protected by a strong encryption with RSA-2043 E

More information about the encryption RSA-2048 can be found here: htip //en wikipedia org/wiki/RSA (cryptosystem)

What does this mean?
with them read them or see them_ it is the same thing as losing them

How did this happen?

Decrypting of YOUR FILES is only possible with the help of the private

What do | do?

Alas, if you do not take the necessary measures for the specified time
changed

If you really need your data, then we suggest you do not waste valuabl
exist

This means that the structure and data within your files have been irrevocably changed you will not be able to work

Especially for you, on our server was generated the secret key pair RSA-2048 - public and private
All your files were encrypted with the public key. which has been transferred to your computer via the Intemet.

forever. but with our help. you can restore them

key and decrypt program, which is on our Secret Server!! *

then the conditions for obtaining the private key will be

e time searching for other solutions becausen they do not

[7] TeslacryptiES{ bAUSFEEAN T 7-1) L (CryptoWall) \—=>3 > SEFFIDAHIBRESITTL VD)

BrES U Teslacryptld . $i5RF%= [Lcccl EDVFBesh, EEEClE CCCTAAIT 7 EFHINT VB,

O R&EI7AILE

4 excel_sample.slsy,ecc
= ipa_sample,jpg.ecc

=4 pdt_sample, pdf ecc

E ong_sample,png,ecc
= textsample. ixt,ecc

=8 wma_sample. wma,ecc

=g
=4 word_sample.docx.ece

Q REYERRNBESROREET 7L

20154 #E \
HELP_TO_DECRYPT_YOUR_FILES.BMP
HELP_TO_DECRYPT YOUR_FILES.TXT

= excel_sample.xsx.cec
| jpa-sample, |pa.ccc

= pdt_sample pdf.cce

= png_sample.png.ccc
o text_sample.txt.cce

=8 wma_samplz, wma.ccc
5 word_sampla.dock.cce

[48] 20154EA (fo)/ \—=>3 > SIBERD Teslaarypt ()

=5l

HOWTO_RECOVER_FILE_.TXT
HOWTO_RECOVER_FILE_.HTML
HOWTO_RECOVER_FILE [5>4/\SF5].BMP

Frel&
HOWTO_RESTORE_FILES.HTM
HOWTO_RESTORE_FILES.TXT
HOWTO_RESTORE_FILES.BMP

[R2] 2015FEDWEE(E) EEIRD Teslacrypt(B)DESIERNRERERNT 71L&

® TP MIUBL
| 2015 DHE BiE |

CSIDL_APPDATA -5>9 1% .EXE (2)L7aE-) -S54 1%.EXE (t)L7aE-)
(%APPDATA%) -HELP.HTML

-LOG.HTML (REEI71IWZNEER)

-KEY.DAT (Ir1I1ES1LIcfENNS KEYI71IL)
CSIDL_DESKTOPDIR -CRYPTOLOCKER.LNK(Z)L7aE=T7 1D a— My i) -ERERFRBERRNIPAI
(EEHR) -1ESERRERRNTF(L (2.188) (2.18H)

[5R3] 2015FDHEE(E) RUEIRD Teslacrypt(a)D I 7 1 )LAERK
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@ LZANE

20155 D¥=A [=5lid

SEIES HKCU¥SOFTWARE¥MICROSOFT HKCU¥SOFTWARE¥MICROSOFT¥WINDOWS

¥WINDOWS¥CURRENTVERSION¥RUN ¥ CURRENTVERSION¥RUN

fE: CRYPTO13 fE: QEWR2342

BT —4: ILIIE-NZ fiE7—4: ©ILIIE-)R
Ky RI=IRSATH5 HKLM¥SOFTWARE¥MICROSOFT¥WINDOWS
BIEEERTIPI=E ¥CURRENTVERSION¥POLICIES¥SYSTEM
TRUT7IER fB: ENABLELINKEDCONNECTIONS

fiE7—%: 0X1

[R4] 2015FEDYIFE(E) ROEIR®D Teslacrypt(B)DL X ~UEE

A RSO ANS

- %Windows%

- %Program Files%

- %Application Data%
B 35 AROEFEDHERIRTHEA] PCORIEHD & HEESIHETR Web7 T o —2 3 > %FIFd 21— —hE\ZEhhvd, 52
Halohet g 22HE S DD T 7 UISHRER. BISNCS DA T mEN SR T Vel Eh¥hoTz,
TSRO NEEERR) Tld YT 29— (T TSI ADT VI B ARINBRAREL TS, TS BLIT I FHHOIZHIC
#2393 7R 1 U HRERERUIZ, AKDE Malvertising B A CBRSNYYIL 7 RO 721 > A M LU &Y BT,
77 ROTIAFTRy MEEERICR KRNI T T I 2 RIS, —ETE IYES] 20UV ITIDEA TR MILENDTEN S, FHTR
DY NTFE5SEENRDSND,

- P2PEREYS(bH

- USYIRSESA

- JAILNEBES b

- E-LUA b

BULSEHA bTP RO T7&2AZ A=) TUEDES, TR UT+ VT NaflEo TS - 32307 ROT 7RIS 3771~ A h—) LikE
ZHRUHBRI DL, o UT+ YT NITFRE TR Vb, I/XTDF ROZI7ZASKT CEDNT T\

T ROIACEL O TRETDHE. FRARD (< \ B CEVNUEZELS CEREN NS, (Ah A M) LSH VIR TSR EEIE V3
THR— K3 AhnReportaEiTU CRERIRE 7> SINOHEINIE. DffERESI TSNS —EXES S,
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http://jp.ahnlab.com/site/main.do
http://global.ahnlab.com/site/main.do

http://www.ahnlab.com/kr/site/main.do

FUIRER

HASHT7 > SRE ER2Y - RIIEREFIUT VI -2 3> ORERETT,

1995FEN SEH TIHBEREF 1 VT « DEFICHIT DA I NR—F - U TR EBREOY - EXZTRFETEDI LS (CBHZMEITTE
WDFEUZ, SBESRHROESRIAMFEEDTO L. BOTETIITREDK DICEMLADNSTF 1 VT ERDERE(CRNDLDE
EUTEWDET,

TUSRETRO MY TE IO =/ EFEF. A5 S5 023> Ry NID—DOF7TSATURRESRK(COIZ2HEatEF
AVTABROSA>FTYITZRATEDET, EORBEHA MY TUOSROTF1UFT4LANILZED, 70—/ ULEFI>HILT> b
Y-EXRZEVEENLREF1IUT - ERZSEITRUFY.
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