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Summary 

About Gunra 

- Active from April 2025 

- Attacks targeting multinational companies in South Korea, Japan, Egypt, Panama, Italy, 

Argentina, and others. 

 

Ransomware Information – ELF Format: Targeting Linux 

- Checks argument values before ransomware operation - has various features 

- Generates and uses a different encryption key depending on the encryption target 

- Encrypts files and disks using the ChaCha20 encryption algorithm 

- The encryption key is encrypted with the RSA algorithm - either appended to the end 

of the file or stored as a separate file 

- Weak random number generation function - encryption keys and nonce values can be 

predicted, making decryption highly possible 

 

Ransomware Information – EXE Format: Targeting Windows 

- Uses the MurmurHash2 hashing algorithm to dynamically resolve DLL and API strings 

to hinder analysis 

- Creates a mutex named "kjsidugiaadf99439" to prevent duplicate execution 

- Uses WMI to delete volume shadow copies to prevent the recovery of encrypted files 

- Generates and uses a different encryption key for each file 

- Encrypts files using the ChaCha8 encryption algorithm 

- The key used to encrypt a file is encrypted with the RSA algorithm - appended to the 

end of the file 

- Encrypts files using different methods depending on the file extension and size 
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Introduction to the Threat Group 

The Gunra ransomware group, which began its activities in April 2025, primarily targets 

Windows and Linux systems. It is known to carry out attacks targeting multinational companies 

in South Korea, Japan, Egypt, Panama, Italy, Argentina, and others.  

 

Like other ransomware groups, Gunra ransomware encrypts files on infected systems and 

exfiltrates sensitive data from victim companies. If the ransom is not paid, the exfiltrated 

information will be disclosed. 

 

 
Figure 1. Gunra ransomware group's dedicated leak site (DLS) (.onion) 
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According to AhnLab's analysis, the Gunra ransomware group was found to use EXE for 

Windows systems and ELF format for Linux systems.  

 

ELF-format ransomware targeting Linux systems has similar encryption capabilities to EXE 

format ransomware targeting Windows. However, it is characterized by using commands 

specialized for the Linux environment to take control of the system. Recently, there has been 

an increasing risk of damage in Linux server environments, which has become a significant 

issue across all industries, requiring companies to exercise special caution. 

 

The EXE -format ransomware targeting Windows systems created a mutex named 

"kjsidugiaadf99439", deleted volume shadow copies, and performed encryption in different 

ways depending on the extension and size of the file.  
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Comparison of Attack Methods: ELF vs EXE 

The ELF-format Gunra ransomware targeting Linux environments uses the ChaCha20 

encryption algorithm and employs a cryptographically weak random number generation 

function when generating the key and nonce values needed for encryption. Therefore, it is 

possible to decrypt encrypted data with high probability. 

 

On the other hand, the EXE-format Gunra ransomware targeting Windows systems uses the 

ChaCha8 encryption algorithm. Key values and nonce values are generated using the 

CryptGenRandom() API based on the Cryptographic Service Provider (CSP). Because it is a 

cryptographically secure random number generation method, decryption is virtually impossible. 

 

 ELF Format EXE Format 

Encryption 

Algorithm 

ChaCha20 ChaCha8 

Random 

Number 

Generation 

Method 

Uses the rand() function based on 

the time() function 

Uses CryptGenRandom() API 

Possibility of 

Decryption 

Possible Not possible 

Table 1. Comparison of characteristics of Gunra ransomware in ELF and EXE formats 

 

The detailed attack methods of Gunra ransomware in ELF and EXE formats will be described 

later. 
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Analysis Part 1: Linux (ELF Format)  

1. Initial Routine 

Gunra ransomware in ELF format performs a validity check on the passed argument values in 

the initial execution stage. The ransomware executes properly only when all required argument 

values are correctly delivered. 

 

Argument Value Behavior Required? 

-t, --threads Number of threads to be used for encryption O 

-p, --path Path for encryption O 

-e, --exts Target file extensions for encryption O 

-r, --ratio Encryption ratio (in MB units) O 

-k, --keyfile RSA public key file path O 

-s, --store ChaCha20 encryption algorithm key storage path Optional 

-l, --limit Maximum encryption size (in GB) Optional 

Table 2. Behavior by argument value 

 

 
Figure 2. Validation of argument values 
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2. Preparing for Encryption 

The Gunra ransomware performs encryption for the path received as a --path argument. 

Encryption methods are broadly categorized based on the type of target into ▲file encryption 

and ▲disk encryption. In the case of file encryption, an independent encryption thread is 

created for each file to perform encryption. The number of threads created is set based on the 

--threads argument. The number of threads to be used at this time can be set from a minimum 

of 1 to a maximum of 100. 

 

The extensions of the target files for encryption are set through the --exts argument. When "all" 

is provided, it encrypts all files in the specified path. When specifying certain extensions, you 

can set up to 32. 

 

 

Figure 3. Setting target file extensions for encryption 

 

The Gunra ransomware operates as follows, depending on the type of path provided to the --

path argument. 

 

If a file path is provided, an encryption thread is immediately created to perform encryption 

without checking the file extension. However, if the "encrt" value is set to the --exts option, the 

file is not encrypted. 

 

If a folder path is provided, it checks whether all files in the subdirectories are excluded from 

encryption and performs an extension check. It performs encryption by creating a separate 

encryption thread for each file with the specified extension. 
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Files and Extensions Excluded From Encryption 

R3ADM3.txt, .encrt 

Table 3. Files and extensions excluded from encryption 

 
Figure 4. Checking encryption exclusions and scanning file extensions to be encrypted 

 

If a disk path is provided, the entire disk is encrypted only if the "disk" value is set to the --exts 

option and the encryption key storage path is specified through the --store argument. 
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Figure 5. Operation flow according to encryption target path arguments 
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3. File and Disk Encryption 

File encryption operates in both cases where the --store argument value is set and not set. The 

encryption algorithm is ChaCha20, and the 32-byte key and 12-byte nonce value used for 

encryption are newly generated each time. 

 

 If the --store argument value is set, the key used in the ChaCha20 encryption algorithm is 

encrypted once with the RSA public key and then stored in the specified path with a .keystore 

extension. On the other hand, if the --store argument is not set, the key is inserted at the end of 

the encrypted file. 

 

 
Figure 6. ChaCha20 encryption algorithm 

 

 
Figure 7. Encryption key storage method according to the --store argument value 
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File encryption is performed in different ways based on the encryption limits and ratios set 

according to the --limit and --ratio argument values received. As for the encryption method, 

first, it encrypts 1 MB, then if the --ratio argument value is set, it skips the content by the MB 

size of that value, and then repeats the process of encrypting 1 MB again. 

 

If the size of the target file for encryption is larger than the value received as the --limit argument, 

it encrypts from the beginning of the file up to that size. If the file size is smaller than the value 

received as the --limit argument, the entire file is encrypted. 

 

 
Figure 8. File encryption method according to the argument value 

 

Disk encryption operates only if the --store argument value is set. The encryption algorithm is 
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ChaCha20, and the 32-byte key and 12-byte nonce value used for encryption are newly 

generated each time. 

 

First, a string is created by replacing "/" with "_" in the path string of the disk to be encrypted. 

Based on this, a .keystore file is created to store the encryption key and a .progress file to record 

the encryption progress. 

 

Encryption is carried out in the same way as file encryption. Based on the --limit and --ratio 

argument values received, encryption is performed in different ways according to the set 

encryption limits and ratios. 

 

 

Figure 9. Disk encryption method according to the argument value 
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4. Possibility of Decryption 

Each encryption thread uses the ChaCha20 encryption algorithm to perform encryption, but 

the function that generates the 32 -byte key and 12 -byte nonce has cryptographic 

vulnerabilities. To put it simply, a random number with very low security is generated. 

 

The function that generates random numbers retrieves the current time in seconds using the 

time() function and generates a seed value for the rand() function based on this. However, 

because the iterations that generate seed values based on the return value of the time() 

function execute 32 and 12 times in a very short period of time, there is a high possibility that 

the same seed value will be used.  

 

As a result, the rand() function generates the same byte value. In turn, a 32-byte key and a 12-

byte nonce array with consecutive identical bytes are generated. In other words, 

cryptographically very weak keys and nonce values are used. 

 

 
Figure 10. Cryptographically weak function used for generating encryption keys and nonce 

values 

 

Figure 11 is an array containing keys and nonce values of the ChaCha20 encryption algorithm 

generated by a weak random number generation function. You can see the generation of a key 

and nonce value with consecutive identical bytes. 
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Figure 11. ChaCha20 keys and nonce values generated by a weak random number 

generation function (before RSA encryption) 

 

This way, files encrypted by Gunra ransomware can be decrypted with a high probability 

through a brute force technique based on 256 byte values from 0x00 to 0xFF. 

 

Figure 12 is an example of identifying the random numbers used in encryption by applying a 

brute force technique to the encrypted file, and then performing decryption based on that. 

 

 

Figure 12. Decryption result (PDF file signature confirmed) 
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Analysis Part 2: Windows (EXE Format) 

1. Initial Routine 

The Gunra ransomware uses an API resolving technique based on the MurmurHash2 hash 

algorithm. API resolving refers to the process of identifying and retrieving necessary modules 

or functions during execution. Through this, it dynamically loads and uses DLLs and APIs such 

as kernel32.dll and LoadLibraryA. It seems to perform such tasks to make the defender's 

analysis difficult.  

 

 
Figure 13. API resolving technique using the MurmurHash2 hashing algorithm 

 

Additionally, it creates a mutex named "kjsidugiaadf99439" to prevent duplicate execution. The 

mutex name is obfuscated. Before using the CreateMutexA() API, it is dynamically resolved and 

used. 

 

 

Figure 14. Name of the mutex used to prevent duplicate execution 

 

The threat actor uses WMI to delete all volume shadow copies belonging to the user who 

executed the program. First, they obtain all volume shadow copy IDs present in the user 
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environment using the "SELECT * FROM Win32_ShadowCopy" query. Then, using the 

CreateProcessW() API, they execute a command to delete each volume shadow copy. This is to 

prevent the defender from recovering encrypted files. 

 
Figure 15. Command to delete volume shadow copies 

 

WMI Query 

SELECT * FROM Win32_ShadowCopy 

Table 4. WMI query to obtain all volume shadow copy IDs 

 

cmd Command 

cmd.exe /c C:\\Windows\\System32\\wbem\\WMIC.exe shadowcopy 

where \"ID='{%s}'\" delete 

Table 5. cmd command to delete the corresponding volume shadow copy based on the ID 

value 
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2. Preparing for Encryption 

The Gunra ransomware creates two types of threads: ▲one for performing encryption and 

▲another for scanning and registering encryption targets in a linked list. 

 

The thread for encryption uses the GetNativeSystemInfo() API to determine the number of 

logical cores in the user environment. Then, it creates twice as many threads to perform 

encryption. Each of these threads repeatedly calls the Sleep() API in 0.5-second intervals while 

waiting for encryption targets to be registered in the linked list. 

 

A single independent thread is created to scan for encryption targets and register them into the 

linked list. 

 

 

Figure 16. Calculating the number of logical cores in the user environment 

 

 
Figure 17. Creating encryption threads based on the number of logical CPU cores 

 

No. of Logical CPU Cores No. of Encryption Target 

Searching Threads 

No. of Encryption Progress 

Threads 

2 cores 1 4 

4 cores 1 8 

6 cores 1 12 

8 cores 1 16 
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12 cores 1 24 

16 cores 1 32 

Table 6. Number of threads based on the number of logical cores 

 

Additionally, the threat actor specifies the folders, extensions, and files excluded from 

encryption as follows. This is to prevent the system from being damaged by mistakenly 

encrypting important files. 

 

Folders Excluded From Encryption 

tmp, winnt, temp, Thumb, $Recycle.Bin, $RECYCLE.BIN, System Volume Information, Boot, 

Windows, Trend Micro 

Table 7. Folders excluded from encryption 

 

Extensions and Files Excluded From Encryption 

exe, dll, lnk, sys, msi, R3ADM3.txt, CONTI_LOG.txt 

Table 8. Extensions and files excluded from encryption 

 

The thread responsible for registering in the linked list uses the return value from the 

CreateEventA(NULL, FALSE, FALSE, NULL) API as an argument for the WaitForSingleObject() 

API when the number of encryption targets managed in the linked list exceeds 15,000. Through 

this, the threat actor ensures that no more encryption targets are registered in the linked list. 

 

 
Figure 18. Checking the number of encryption targets registered in the linked list 
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3. File Encryption 

The encryption threads prepare the string "Microsoft Enhanced RSA and AES Cryptographic 

Provider" and use the CryptAcquireContextA() and CryptImportKey() APIs to generate an RSA 

public key. It then calls the CryptGenRandom() API to generate the key and initial state used for 

the ChaCha8 encryption algorithm. 

 

It generates and uses a different encryption key for each file. The key used in the ChaCha8 

encryption algorithm for a file is encrypted with the RSA public key and appended to the end of 

the file along with metadata. 

 

 
Figure 19. RSA public key generation 

 
Figure 20. ChaCha8 encryption algorithm key before RSA encryption 
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Figure 21. ChaCha8 encryption algorithm key after RSA encryption 
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Figure 22. Initial state of the ChaCha8 encryption algorithm 

 
Figure 23. Encrypted file structure 

 

Each encryption thread utilizes a Critical Section to safely encrypt different files. Encryption 

targets are retrieved one by one from the linked list, and different encryption methods are used 

based on the extension and file size. 

 

Upon closer inspection, it first uses the GetFileAttributesW() API to check for files with a read-

only property. Then, it removes the property through a bitwise XOR operation before proceeding 

with encryption. 
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Figure 24. Checking and removing the FILE_ATTRIBUTE_READONLY attribute of a file 

 

Files with the extensions listed in Table 9 or with a size of 1 MB or less are fully encrypted. 

 

File Extensions Subject to Full Encryption 

4dd, 4dl, accdb, accdc, accde, accdr, accdt, accft, adb, ade, adf, adp, arc, ora, alf, ask, btr, 

bdf, cat, cdb, ckp, cma, cpd, dacpac, dad, dadiagrams, daschema, db, db-shm, db-wal, 

db3, dbc, dbf, dbs, dbt, dbv, dbx, dcb, dct, dcx, ddl, dlis, dp1, dqy, dsk, dsn, dtsx, dxl, eco, 

ecx, edb, epim, exb, fcd, fdb, fic, fmp, fmp12, fmpsl, fol, fp3, fp4, fp5, fp7, fpt, frm, gdb, 

grdb, gwi, hdb, his, ib, idb, ihx, itdb, itw, jet, jtx, kdb, kexi, kexic, kexis, lgc, lwx, maf, maq, 

mar, mas, mav, mdb, mdf, mpd, mrg, mud, mwb, myd, ndf, nnt, nrmlib, ns2, ns3, ns4, nsf, nv, 

nv2, nwdb, nyf, odb, oqy, orx, owc, p96, p97, pan, pdb, pdm, pnz, qry, qvd, rbf, rctd, rod, 

rodx, rpd, rsd, sas7bdat, sbf, scx, sdb, sdc, sdf, sis, spq, sql, sqlite, sqlite3, sqlitedb, te, 

temx, tmd, tps, trc, trm, udb, udl, usr, v12, vis, vpd, vvv, wdb, wmdb, wrk, xdb, xld, xmlff, 

abcddb, abs, abx, accdw, adn, db2, fm5, hjt, icg, icr, kdb, lut, maw, mdn, mdt 

Table 9. File extensions subject to full encryption 
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Figure 25. Encryption logic for specific file extensions or files 1 MB or smaller 

 

If the file size exceeds 1 MB and is 5 MB or less, only the first 1 MB of the file is encrypted. 

 

 
Figure 26. Encryption logic for files with a size more than 1 MB and less than or equal to 5 

MB 
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As shown in Table 10, files with any of the 20 extensions or files larger than 5 MB are encrypted 

only in certain portions. 

 

The partial encryption method is divided into two types: "20% encryption" and "50% 

encryption". Files with one of the 20 listed extensions use the 20% encryption method, while 

files larger than 5 MB without those extensions use the 50% encryption method. 

 

The 20% encryption method encrypts 7% of the file's total size and repeats the process up to 

three times. The 50% encryption method encrypts 10% of the file's total size and repeats the 

process up to five times. 

 

File Extensions Subject to 20% Encryption Method 

vdi, vhd, vmdk, pvm, vmem, vmsn, vmsd, nvram, vmx, raw, qcow2, subvol, bin, vsv, avhd, 

vmrs, vhdx, avdx, vmcx, iso 

Table 10. File extensions subject to the 20% encryption method 

 

 
Figure 27. 20% and 50% encryption logic 
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Figure 28. Encryption logic for files with one of the 20 extensions or with sizes exceeding 5 

MB 

 

 
Figure 29. ChaCha8 encryption algorithm 
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The size of the metadata appended to the end of the file is 10 bytes. It consists of the encryption 

method, encryption ratio, and file size value. 

 

In the first field of the metadata, values are stored depending on the encryption method used 

for the file. 

 

File Encryption Method First Field Value 

When using the full encryption method 0x24 

When using the partial encryption method 0x25 

When using the first 1 MB encryption method 0x26 

Table 11. First field of metadata (file encryption method) 

 

The file encryption ratio value is stored in the second field. This is recorded only when the partial 

encryption method is used. For files using the 20% encryption method, the value 0x14 is stored, 

while files using the 50% encryption method store 0x32. 

 

File Encryption Method Second Field Value 

When using the full encryption method 0 

When using the 20% partial encryption method 0x14 

When using the 50% partial encryption method 0x32 

When using the first 1 MB encryption method 0 

Table 12. Second field of metadata (encryption ratio) 

 

Finally, the third field of the metadata stores the total size of the encrypted file. 
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Figure 30. Setting different metadata values depending on the file 

 

 
Figure 31. Structure of metadata appended to the end of the file 

4. Ransom Note 

Below is a screen infected by Gunra ransomware in a Windows environment. The desktop 

background is not significantly changed. 
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Figure 32. Desktop background after encryption 

 

However, a ransom note named "R3ADM3.txt" is created in every encryption target path except 

for folders excluded from encryption. The ransom note contains a threatening message stating 

that, if decryption negotiations are not initiated within five days, the data may be leaked on the 

dark web. 

 

 
Figure 33. Ransom note (R3ADM3.txt) 
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Conclusion 

The Gunra ransomware group's DLS is continuously being updated with companies affected by 

the ransomware. This attack group mainly targets companies with vulnerable systems, 

regardless of industry and country. To protect their key assets, companies must strictly adhere 

to the following security guidelines.  

 

- Apply the latest security updates and enable automatic updates for operating systems 

and software 

- Operate security software and keep it up-to-date 

- Perform regular backups - store backup data offline or in a separate network 

- Be cautious of viewing/executing websites, email links, or attachments from unreliable 

sources 

- Use strong passwords and multi-factor authentication 

 

Additionally, by operating a security platform optimized for ransomware defense, you can 

effectively respond to various malware, including the Gunra ransomware. In particular, AhnLab 

provides integrated security offerings that cover Windows and Linux operating systems, 

including endpoints, networks, and email. With solid customer references and solutions 

objectively verified by MITRE ATT&CK Evaluation, among others, we are establishing ourselves 

as the optimal partner for ransomware security.  

 

The recently analyzed IoC of the Gunra ransomware and detailed information about AhnLab's 

detection name, etc., can be found through AhnLab's Threat Intelligence Platform, AhnLab TIP 

subscription service.  

 

  

https://atip.ahnlab.com/
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