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 CAUTION 

This report contains a number of opinions given by the analysts based on the  
information that has been confirmed so far. Each analyst may have a different  
opinion and the content of this report may change without notice if new  
evidence is confirmed. 
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Background 

 

While sports competitions like the Olympics and World Cup are stages for promoting global 

harmony and peace, they may end up reminding ongoing conflicts. For example, Israeli athletes 

were taken as hostages during the Munich Olympics in 1972 and a terrorist bombing killed 2 

people and injured 111 others at the Atlanta Olympics in 1996. Besides physical attacks, there 

were other types of attacks recently: a cyberattack took place during the opening ceremony of 

the Pyeongchang 2018 Winter Olympics. 

 

The Paris 2024 Olympics, scheduled to begin in Paris on July 26th, 2024, will take place amidst 

heightened global tensions stemming from international crises such as the Russo-Ukrainian War 

and the Gaza conflict. Experts speculate that pro-Russian or pro-Palestinian groups might 

attempt physical assaults or cyberattacks to gain attention and create trouble for France. 

 

In February 2024, the French Ministry for Europe and Foreign Affairs condemned Russia for 

launching a massive-scale campaign to spread false information aimed at disrupting the 

upcoming election and Olympics.1  Then in April 2024, French President Emmanuel Macron 

criticized Russia for continuing an online disinformation campaign that threatens the safety and 

security of the imminent Olympics during the opening ceremony of a new Olympics swimming 

center.2 Additionally, the French police department reported thwarting a conspiracy targeting the 

Paris 2024 Olympics.3 

 

Expected Cyberattacks 

State-sponsored threat groups, hacktivists, and other cybercriminals are expected to launch the 

following cyberattacks: 

 

1) Disinformation  

 

Threat actors can use the public's attention to the Olympics to spread specific opinions or false 

information to their intended targets. Additionally, some malicious threat actors may combine this 

 
1 https://apnews.com/article/france-russia-disinformation-campaign-websites-

96de49e381cfa357fcd6d0e7d8ff1e48 

2 https://www.bbc.com/news/world-europe-68733267  

3 https://www.bbc.com/news/articles/c8vv18pnp91o 
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tactic with devastating attacks to propagate certain information. 

 

These cybercriminals use AI to create images and text that disseminate their false information 

and rumors. They also impersonate existing news media and credible sources to spread false 

information and incite fear about terror and violence.  

 

A French minister stated that the "bedbug scare" mentioned in global media headlines and 

causing schools in Paris to be closed in 2023 was artificially amplified by Russia's disinformation 

campaign and related social media accounts. 4  In addition, threat actors used a fake AI-

generated audio impersonating Tom Cruise, the actor, to create a documentary named "Olympics 

Has Fallen" that condemns the International Olympic Committee (IOC) leadership.5 Fake 5-star 

reviews, a provocative image of smoldering 5 Olympic rings, and fake endorsements of 

celebrities such as David Beckham and Miley Cyrus for the documentary were shared through 

social media.  

 

2) Espionage   

 

The Olympics is an international event joined by government officials and high-level decision-

makers of major countries. As such, the 2024 Olympics is likely to be the target of cyber 

espionage activities aiming to collect information. Additionally, the risk of users being exposed to 

cyberattacks via related email addresses and social media links is likely to increase as the event 

draws great attention from the public. 

 

3) Disruption and Destruction  

 

Threat actors may proceed with activities such as website defacement, DDoS attacks, and the 

distribution of data- destroying malware targeting websites and operating systems related to 

large-scale sports events. 

 

Pro-Russian hacktivist groups including Anonymous Sudan, Cyber Army of Russia Reborn, 

NoName05716, and Server Killers are targeting organizations across Europe, and some groups 

have already disrupted the operation of services via DDoS attacks. 

 

On June 23rd, Russian hacktivist groups People's Cyber Army and HackNeT launched DDoS 

 
4 https://www.rfi.fr/en/france/20240302-france-blames-bed-bug-panic-on-russian-disinformation 

5 https://edition.cnn.com/2024/06/03/tech/russia-paris-olympics-influence-ops/index.html 
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attacks targeting several websites in France.6 

 

4)  Financial Gains 

 

State-sponsored groups and hacktivists are not the only threat actors who abuse mega sports 

events. Cybercriminals seeking financial gains also utilize various fraud methods to target people 

interested in sports events.  

 

Ticket fraud,7 stealing personal information, and extorting major organizations are some of their 

common activities. There is also a concern that threat actors may launch ransomware attacks 

against companies involved in the operation of the Olympics.  

 

Aside from attacks directly targeting the Olympic organizing committee, social engineering 

scams using the Olympics as bait are also threats to be wary of. 

 

Case Study  

The following table lists known cyberattack cases that targeted sports events: 

 

Period Event Description 

Feb 2018 
Pyeongchang 2018 Winter 

Olympics 
Cyberattack during the opening ceremony 

Nov 2022 2022 FIFA World Cup Qatar 

The BlackTech group breached the network 

of World Cup committee’s major 

communications provider8 

Mar 2024 
League of Legends Champions 

Korea 
Games were disrupted by DDoS attacks9 

 

Table 1. Cyberattack Cases in Sports Events 

 

 
6 https://cyble.com/blog/hacktivist-groups-peoples-cyber-army-and-hacknet-launch-trial-ddos-attacks-

on-french-websites-prior-to-the-onslaught-during-paris-olympics/ 

7  https://www.bleepingcomputer.com/news/security/ticket-heist-fraud-gang-uses-700-domains-to-sell-

fake-olympics-tickets/ 
8 https://www.darkreading.com/cyber-risk/how-the-2022-qatar-world-cup-soccer-was-nearly-hacked 

9 https://www.hani.co.kr/arti/society/society_general/1130965.html 
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1)  Pyeongchang 2018 Winter Olympics 

On February 9th, 2018, a cyberattack occurred at the time of the opening ceremony for the 

Pyeongchang 2018 Winter Olympics, resulting in ticket reservations being ceased temporarily 

and several Olympics-related websites shutting down. The threat actors attacked approximately 

50 servers (out of around 300 servers in total), and the attack resulted in the destruction of data 

in affected servers and the suspension of 52 services including the competition management 

system, IPTV, Wi-Fi, and RDIF.10 

 

The relevant timeline is as follows: 

Date Details 

2/3/2018 17:00 
Malicious PowerShells are created in the internal servers and 

Windows PowerShell logs are deleted  

2/5/2018 08:33 The downloader PowerShell is executed 

2/6/2018 20:03 The encoded PowerShell is executed.  

2/9/2018 13:00 The system destroyer malware (w.exe) is executed 

2/9/2018 19:34 
30 minutes before the opening ceremony, winlogon.exe is executed 

to destroy data 

2/9/2018 20:00 At the time of the opening ceremony, a system error occurs11 

2/9/2018 22:00 The shutdown command is sent to certain servers 

2/9/2018 22:00 Services required for the opening ceremony are restored 

2/10/2018 07:50 The Olympics management system is restored 

2/11/2018 IOC officially confirms that a cyberattack took place12 

2/13/2018 04:00 The backup system is restored 

2/14/2018 An article regarding the attack on Atos is published13 
 

Table 2. The timeline of Pyeongchang Olympics cyberattack 

 

The malware used in the attacks can be largely categorized into types responsible for remote 

PowerShell execution, uploader, downloader, loader, wiper, etc. 

 
10 https://www.boannews.com/media/view.asp?idx=69042 

11 https://www.nytimes.com/2018/02/12/technology/winter-olympic-games-hack.html 

12 https://www.theguardian.com/sport/2018/feb/11/winter-olympics-was-hit-by-cyber-attack-officials-

confirm 

13 https://cyberscoop.com/atos-olympics-hack-olympic-destroyer-malware-peyongchang/ 
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(1)  ahnsecurity.ps1 – Remote Code Execution 

 

The file named ahnsecurity.ps1 is disguised as an AhnLab file and runs the PowerShell script in 

the targeted system via remote control. 

 

 
Figure 1. Argument Value of ahnsecurity.ps1 

 

The file targets the hosts inside hosts.txt to remotely execute the PowerShell script. It supports 

a feature that allows the operation regardless of whether the credentials (username and 

password) are provided or not.  

 
Figure 2. Remotely Executing PowerShell.exe 

 

The malware uses the obfuscation option (ObfuscateWithEnvVar) to obfuscate the script and run 

it. The script creates an environment variable name with the random variable name (generation 

rule: a 5-digit combination string of [A-Za-z0-9]) to register and execute it. After the execution, 

the malware deletes the variable. In addition, it deletes all event logs of the Windows PowerShell 

after running the desired PowerShell script. The execution process is recorded in ~log.txt. 
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(2) Downloader   

 

It is executed with the PowerShell.exe argument value that does not exist as a file (the actual 

execution code is obfuscated).  

 

 
Figure 3. Argument Value of PowerShell.exe 

 

The downloader script downloads files from hxxp://93.170.77.107:443/info, /download, etc.  

 

 
Figure 4. Download Code 

 

The downloaded file is the PowerShell script file.  

 

(3) Uploader   

 

It is executed with the PowerShell.exe argument value that does not exist as a file (the actual 

execution code is obfuscated).  
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Figure 5. Uploader's PowerShell Argument Value 

 

The system's hostname is obtained using the "Cmd.exe /c hostname" command. The .CSV file 

with the hostname is uploaded to a certain Dropbox.  

 

 
Figure 6. Codes for Collecting System Information 

(4) Loader   

 

It is executed with the PowerShell.exe argument value that does not exist as a file (the actual 

execution code is obfuscated). A Gzip file exists in the form of Base64 inside a PowerShell 

argument value. 

 

 
Figure 7. Loader's PowerShell Argument Value 

 

There is a PowerShell file inside the Gzip file, and the PowerShell code contains a 64-bit 

ShellCode. 
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Figure 8. PowerShell Script Codes in the GZIP file 

 

The shellcode opens port 443/TCP (variants open 40491, 42017, and 43842) in the listening 

state. When the connection succeeds, it receives and allocates a memory size of 4 bytes. 

Through the network, the malware receives the payload performing actual malicious functions 

and passes control to the payload. The payload has not yet been confirmed. 

 

 
Figure 9. Shellcode Details 
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(5) RemCom    

 

It executes processes and copies files in remote Windows systems and functions similarly to 

PsExec. 

 

 
Figure 10. RemCom Strings 

It utilized an open-source source code.14 

 

(6) Wiper 

 

Wiper is a malware that deletes data inside hard disks, and it was used in the attack15. It collects 

information about browsers and Windows accounts and is also equipped with a feature to spread 

itself to other systems. 

 

The build date and time of the dropper malware used in an attack against Atos (the sports event 

partner company in France) is December 27th, 2017, 20:39:22, and the build date and time of 

the file used to attack the Pyeongchang Olympics committee is December 27th, 2017, 20:43:12, 

meaning they are created within minutes of each other. Given the information, it is likely that the 

threat actors plotted the attack against the Olympic committee as early as the end of December 

2017. 

 

There are 2 types of wipers used in the attack against the Pyeongchang Olympic committee. 

 

The file build date and time of the first version is December 27th, 2017, 09:03:48. 

 

 
14 https://github.com/kavika13/RemCom 

15 https://blog.talosintelligence.com/olympic-destroyer/ 
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Figure 11. Build date and time of the first Wiper file 

 

The file build date and time of the second version is February 9th, 2018, 10:42:19. It was hastily 

built in time to be employed right before the opening ceremony. 

 

 
Figure 12. Build date and time of the second Wiper file 

 

The threat actor disguised the attack as being carried out from North Korea.16 

 

Response 

Cybersecurity plays a crucial part in the operation of sports events. To maintain robust 

security, it is important for organizations to expand their security workforce and offer 

specialized training to relevant professionals. 

When operating systems, organizations must avoid overly relying on network segregation 

and establish a swift restoration system using virtualization. It is also important to minimize 

administrator accounts when managing Active Directory and refrain from saving password 

files in local systems. 

In addition, organizations need to prepare indirect attacks that utilize supply networks or 

partner companies, as well as stealthy attacks that abuse legitimate files. 

They must construct layered security systems to effectively defend against attacks and 

separately store long-term logs to use them to assess anomalies and investigate incidents. 

Security professionals must monitor the systems diligently and not ignore security warnings 

as threat actors deploy diverse methods. 

Systems should be designed to allow swift restoration of affected devices in case of an attack. 

Lastly, professionals must share information about attack cases, techniques, and malware to 

elevate the overall security posture. 

 
16 https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/ 

https://securelist.com/olympicdestroyer-is-here-to-trick-the-industry/84295/
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Conclusion 

 

Sports events promote global harmony, but they can also attract attacks from extremists. With 

the advancement of IT technology, cyberattacks are emerging as a new threat in addition to 

physical attacks. 

 

This was evident during the cyberattack at the opening ceremony of the Pyeongchang 2018 

Winter Olympics. With escalating tensions between countries in recent times, similar threats 

are on the rise. 

 

The Paris 2024 Olympics, scheduled to begin in July 2024, will serve as a critical test for the 

cybersecurity response and the safety of future mega sports events. 
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