AhnlLab TrusGuard

Q-VPN: Incomputable Quantum Cryptography Communication Technology

AhnLab TrusGuard Q-VPN can cope with the quantum supremacy

in the post quantum era.

Backg round In September 2019, Google posted an article on the NASA website for accomplishing the world's first
quantum supremacy with its quantum computer chip ‘Sycamore’.
Sycamore was able to perform mathematical calculations in just 200 seconds
R that would have taken the world's current most powerful supercomputer 10,000 years

When quantum computers become commercialized and widely used, they might break all the cryptography

systems of today. We do not need to panic but prepare for the rise of quantum computers with precise
information. Below are descriptions and facts about them.

TYPE

DESCRIPTION

FACT

Purpose

- Computing all possible outcomes without

specific equations

- Not enough algorithms for practical use

Performance

- Qubit (53 Qubits perform about 9,007 trillion

computations simultaneously)

- Multiple Qubits used for resolving errors

Characteristics

- Exponential increase in performance

following the number of Qubits

- Increased difficulty in maintaining quantum

state

Roadmap

- Planned to develop 1,000 Qubits by 2023

- At least 1 million Qubits required to become

practical

Google accomplished
quantum supremacy in 2019

- Google Sycamore (53 Qubits) takes 200

seconds to prove randomness

- Process can be shortened to 2.5 days if the

algorithm is tuned with a supercomputer

Risk

- Possibility of demolishing the current

cryptography systems

- Public-key method algorithm at risk
- Same level of security can be achieved by

doubling up the key size for the symmetric-
key method

Quantum Cryptography
Technology

- QKD/QRNG: Incomputable

- PQC, HE, zk-STARKSs: Impossible or difficult to compute

In response to the commercialization of quantum computer, a quantum cryptography technology has
been highlighted, which is essentially incomputable or very challenging to compute even with the quantum
computer. AhnLab TrusGuard Q-VPN is applied with the quantum random number which perfectly satisfies

the conditions above.



Quantum There are two types of quantum cryptography technology. First is the technology applying the quantum
Cryptography itself to the cryptography, such as quantum cryptography communication utilizing QKD or QRNG. Second
Technology is the cryptography technology that can deal with unmatched computing capability of the quantum

computer. For example, there are PQC, HE, and zk-STARKSs.

Quantum Cryptography

QKD/QRNG

H/W

PQC

S/W Algorithm

HE

Computing without decryption

ZKP
zk-STARKs

Personal Information Protection &
Certification (blockchain)

* QKD: Quantum Key Distribution *HE : Homomorphic Encryption

QRNG: Quantum Random Number Generator ZKP : Zero Knowledge Proof

PQC: Post-Quantum Cryptography zk-STARKSs : zero-knowledge Scalable Transparent ARguments of Knowledge

Below are the comparison between QKD and QRNG as well as QKD/QRNG and PQC.

TYPE QKD QRNG
- Quantum key distribution using characteristics of . )
) - Generating quantum random numbers using
quantum mechanics L .
Feature . characteristics of quantum mechanics
- Polarization (BB84) and quantum entanglement Uncertainty of radioactive isotope alpha particles
(China's Micius) of photon y pe alpha p
- Expensive and large equipment (including QRNG;
i *P . Y . ge equip . .(I 'u 9 ) - Microchip type
Characteristics | - Requires optical channels (limit in distance), .
) ) L - Interface setup using Board, USB, PCI-E, etc.
encryption devices, and KMS when configuring
- Perfect rand - ble t dict t
Security - Total prevention of man-in-the-middle attacks eriect rancomness — Unable to predict or recreate
patterns
- Quantum cryptography communication network of
Product/Feature | SKT and KT
- Gal tum, Q-VPN, Q-TOP, QLock, etc.
Examples - KREONET (Korea Research Environment Open alaxy Quantum, Q Q QLock, st
Network)
Future - First step towards quantum communication and L .
. - Application to all areas utilizing random number
Roadmap quantum internet
Quantum Cryptography Communications
TYPE (QKD/QRNG) Post-Quantum Cryptography (PQC)
- PKI Algorith ft
. - Utilizing ‘quantum’ showing characteristics of gorithm (so ware) . .
Mechanism ) * Same level of security can be achieved by doubling
quantum mechanics (hardware) ) )
up the key size for the symmetric-key method
- Can be applied directly to existing infrastructures,
_ - Requires additional equipment and communication Ipp Y L g,
Characteristics facilities but requires performance verification due to the lack
of standard algorithms
- Man-in-the-middle attacks completely prevented . .
) . - Still takes a long time to compute even for quantum
Security through perfect randomness in random numbers
X computers
(incomputable)
Limit - High price for implementing and compatibility - Could be vulnerable if computable quantum
issues with existing infrastructures computing algorithm emerges
Future . . . . . .
Roadmap Both technologies will continue to develop in a complementary relationship rather than separately




AhnLab TrusGuard
Q-VPN

AhnLab TrusGuard Q-VPN is the VPN utilizing QRNG. For reference, AhnLab successfully established
our VPN in ‘Quantum Cryptography Communications Digital New Deal First Year Business’ of Korea. We
are also planning to reflect PQC as soon as local or global standard algorithm is developed. Below is the
comparison between current VPN and AhnLab TrusGuard Q-VPN with QRNG.
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- Prime Number and Pseudo Random Number
- 1024bit prime numbers be decrypted if given

sufficient cost($100 mil) and time(1yr)

- Quantum computers will be able to drastically

reduce the time(e.g. Google's Sycamore)
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- Able to define patterns if multiple quantum keys are

acquired
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@ Mathematically impossible to predict and recreate
quantum keys

- Utilizes quantum random numbers, not algorithm-
based pseudo random numbers

- Undecryptable regardless of time and cost. even
with quantum computers

@ Impossible to steal the decryption keys via a
periodic updates

- Unable to define patterns even with multiple
quantum keys

2020

First Korean VPN company to obtain quantum
cryptography communications reference

2021

Only Korean VPN company
in Future Quantum Convergence Forum

2021

First Korean company to obtain
QRNG Noise Source KCMVP

2021

First to obtain Korean CC certification
for VPN based on quantum cryptography communication




Q-VPN Security

The security of QRNG based Q-VPN is determined by the quality of quantum random numbers. EYL's
QRNG equipped in AhnLab TrusGuard Q-VPN meets all three characteristics of random number for
encryption: randomness, unpredictability, irreproducibility. It was also certified with the quantum key quality

evaluation by National Institute of Standards and Technology(NIST).

¢ Three Characteristics of Random Numbers ”’

randomness irreproducibility unpredictability

pseudo-random numbers vs. quantum random numbers

Limit #1 Unpredictable Limit #2 Random, Unpredictable

Gaussian Pseudo Random Number Pseudo Random Number of Company M

Quantum Random Numbers Random, Unpredictable, Irreproducible

EYL Quantum Random Number

The result of quantum random number quality evaluation by NIST

- NIST SP800-90B - Min Entropy Value : 7.87 / 8Bit

Entropy Test ) .
- BSI AIS-31(T6~T8) - Min Entropy Value : 8 / 8Bit

- NIST SP800-22 - All Condition Test : PASS
- BSI AIS-31(TO~T5) - All Condition Test : PASS

Randomness Test



Features Client

PC: Windows, Hancom Gooreum OS, Tmax Gooreum OS, Linux, MacOS

Mobile: Android, iOS, Wear OS (planned)

Embedded (LTE/5G Router): MEXUS, NC&C, Aprotech, Woojin Networks, Woorinet, etc.

Various Certification Methods

RADIUS with external certification , LDAP, AD, RSA SecurelD (OTP), Mirae Technology (OTP)

MFA (Multi Factor Authentication): ID/PW, private certificates, NPKI, GPKI, FIDO, Q-SMS, Oracle DB,
self-provided Q-OTP

Mobile Civil Servant ID, QR Code, EPKI, ARS (planned), QLock (planned)

Device Security

Interoperating with AhnLab ESA (EPP Security Assessment)
- VPN access control based on the device security status (security score, presence of necessary software, etc.)

Interoperating with AOS (AhnLab Online Security)
- Requires use in safe PCs, mandating AOS to be used for clients

Strengths

Supports IPS features

Supports hybrid configuration of SSL VPN + IPSec VPN
- Allows traffic incoming via SSL VPN tunnel to communicate with IPSec VPN configured network again

ZTNA Applied: In process of below patents application

“Methods to Minimize Remote Access Attack Surface Using Logical Channel Separation of Control and Data”
“Methods to Minimize Remote Access Attack Surface By Hiding GW Address of Internal Network in Physically
Separated Network Environment”

Supports NGFW feature (planned)
- Application-based Micro Segmentation

Additional Features

Supports flexible IP allocation for fixed or dynamic method

Human resources DB Import: LDAP, AD, DBMS, File-based, etc.

Web-based client (planned)




Q-VPN Server There are 4 Q-VPN server models and below are specifications.
Specifications
TYPE TG 2000BQ TG 5000BQ TG 10000BQ TG 20000BQ
20 Core 32 Core 48 Core
cPu 8 Core (10Core *2) (16Core *2) (24Core *2)
RAM 16GB 64GB 64GB 256GB
System Storage SSD 64GB SSD 64GB SSD 64GB SSD 64GB
Log Storage HDD 27B HDD 27B HDD 2TB HDD 2TB
HDD 4TB or HDD 4TB or HDD 4TB or HDD 4TB or
""(%‘:‘:i‘;’;ge SSD 1TB/2TB SSD 1TB/2TB SSD 1TB/2TB SSD 1TB/2TB
(RAID-1/0) (RAID-1/0) (RAID-1/0) (RAID-1/0)
1GC 10 (Max 34) 10 (Max 50) 10 (Max 50) 10 (Max 50)
1GF 8 (Max 32) 8 (Max 48) 8 (Max 48) 8 (Max 48)
NIC 10GF 0 (Max 12) 4 (Max 28) 4 (Max 28) 4 (Max 28)
40GF - 0 (Max 8) 0 (Max 12) 0 (Max 12)
100GF - - 0 (Max 2) 0 (Max 4)
QRNG usB usB usB usB
Q-VPN Users 3,000 10,000 10,000 10,000
Size(WxHxD) 438x88x571 438x88x571 438x88x571 438x88x571
Power Redundant Redundant Redundant Redundant

QRNG
Specification

USB Quantum Random Number Generator

Below is the specification for QRNG card equipped in the Q-VPN server.

Type Parameter General Descriptions
Speed 1.0 Gbps
Operating Temperature -20°C to +85°C
QRNG-H Voltage 5 Volts
Current 125 mAmps

USB Dimensions

65mm. *23mm. *10mm.
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