
AhnLab Xcanner is a manual, scan-based malware detection and remediation program that detects and 
deletes malware in fixed function systems, where application of normal security solutions are difficult. 
AhnLab Xcanner enables users to set scan and repair options according to each operating environment 
and provides minimal clashes with pre-installed security agents. AhnLab Xcanner does not require 
installation; it can be used by being mounted on a removable storage device.

Manual, Scan-based Malware Detection and Remediation Program 
for Systems that Cannot Perform Regular Scan or Engine Updates

Malware Detection and Remediation for Fixed Function Systems

✓ Supports Air Gapped Environments

✓ Responds to Existing Malware

✓ Supports Old / End-of-Life OS

✓ No Installation Required

✓ Used by Mounting on Removable Storage Devices

BISKIOSKPOS SystemICS

Advantages Due to its user-friendly interface, AhnLab Xcanner enables on-site workers and facility managers with zero 
security knowledge to also easily respond to malware. 

* For real-time protection with automatic updates, AhnLab recommends AhnLab V3 or AhnLab EPS.

· Supports various scan and remediation options for each environment
· Allows exception settings for targets that require no scan (folder, file, and extension)
· Provides various features for environments where kernel driver cannot be operated
· Supports GUI, CLI, and Silent modes

Various Operational 
Settings

· Minimizes the clash of programs with pre-installed security agents
· Provides manual remediation option for compromised systems
· Scans all systems before installing security agent for early prevention
· Supports user-defined scan for reduced scan time

Manual, Scan-based 
Detection and 
Remediation

· Offers manual remediation options after scan
· Provides quarantine feature for infected key programs in case of deletion and false 
positives

· Records events and detection logs by period, looks up search keyword, and saves files

User Friendly and 
Easy to Manage



Integration with
AhnLab EPS

AhnLab Xcanner can be used on its own. However, it provides enhanced protection when integrated with 
AhnLab EPS. AhnLab Xcanner allows system administrators to centralize scan and remediation logs and 
monitor them from the management console. 
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Xcanner

Enhanced Endpoint Detection

· Detects and remediates PE malware and non-PE malware
· Automatically analyzes file safety in cloud-based ASD server (Air gapped systems not included)
· Pre-checks memory and process
· Scans for stealth malware

· Saves time by allowing the use of AhnLab Xcanner without disabling or switching the Lock Mode 
· Reduces the risk of malware infiltration when disabling Lock Mode

*EPS Standalone Type Not Supported 
*Selective use is recommended according to the system operation situation.

Scan and Remediates in EPS Lock Mode

· Provides detection and remediation result from AhnLab Xcanner
· Provides download page for the latest version of AhnLab Xcanner
· Manages AhnLab Xcanner license
· Monitors AhnLab Xcanner status and manages policies

Centralized Management from Administrator Web Console

 System Requirements

Hardware

CPU Intel Family

Memory 128MB  or more

HDD 1GB  or more

OS

Embedded OS

Windows XP Embedded
Windows Embedded Standard 2009
Windows Embedded Standard 7
Windows Embedded POSReady 2009
Windows Embedded POSReady 7
Windows Embedded 8.1 Industry (Pro, Enterprise)
Windows 10 IoT Enterprise

Client OS

Windows 2000 Professional
Windows XP (Professional)
Windows Vista (Enterprise, Ultimate)
Windows 7 (Enterprise, Professional, Ultimate)
Windows 8/8.1 (Enterprise, Pro)
Windows 10 (Enterprise, Pro)
Windows 11 (Enterprise, Pro)

Server OS

Windows 2000 (Server, Advanced Server)
Windows Server 2003 / 2003 R2 (Standard, Enterprise)
Windows Server 2008 / 2008 R2 (Standard, Enterprise)
Windows Server 2012 / 2012 R2 (Essentials, Standard)
Windows Server 2016 (Essentials, Standard)
Windows Server 2019 (Essentials, Standard)
Windows Server 2022 (Essential, Standard)

* Supports both 32-bit and 64-bit versions for the OS above

System 
Requirements


