AhnlLab ICM

Centralized Security Management and
Monitoring Solution for AhnLab EPS Servers

Holistic Visibility for Fixed Function Systems
Simplified Management of Multiple Servers

Overview AhnLab ICM collects and visualizes the data received from multiple AhnLab EPS servers, enabling users
to quickly identify and respond to security issues found in devices connected to multiple servers. AhnLab
ICM enables businesses to efficiently monitor multiple systems through an intuitive user interface. The
centralized management solution also provides businesses with reporting and notification services to
reduce the TCO.
Centralized Security Management
- Lower management cost
- Faster response time
+ Increased productivity
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- Provides an intuitive dashboard that visualizes the status of multiple AhnLab EPS servers
- Supports user-defined dashboard and detailed view of dashboard items
- Enables status check / search on AhnLab EPS servers and agents connected to the server

Reduce IT Workload with Centralized Security Policy
- Allows simple application of AhnLab EPS main policies
- Features include a search for exception list, delete all, search for unused policies regarding malware

- Provides search for history and results regarding the delivery of AhnLab EPS policies-commands
distributed by AhnLab ICM

Protect Efficiently with Simplified Security Management and Operation
- Supports integration via EPSIC update without the migration of all servers (AhnLab EPS 2.1 or higher)

- Provides software type / export setting to SIEM system in CEF, LEEF, Syslog format
- Manages the latest downloads of malware scanning engines

- Engine update server path must be set to AhnLab ICM in servers higher than AhnLab EPS 2.1



Deployment . . .
ploy Reduces the complexity of managing multiple servers by
centralizing the data received from AhnLab EPS servers
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AhnLab ICM
Provides data on policies and status,
integrates server and agent logs to provide an intuitive dashboard
Downloads the latest enlgine, sends command,
and provides comprehensive application of main policies
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System AhnLab ICM Web Console
Requirements System Requirements
CPU Intel Core i5-6500 3.2GHz 4Core or more
Memory 4GB or more
Internet Explorer 11
WIS S *More dashboard items are provided if Chrome 82 is available.
Supported Language Korean, English, Chinese (Simplified)
AhnLab ICM Server Software
System Requirements
os RHEL 8.x
AhnLab ICM Server Hardware
Number of AhnLab EPS Agents
20,000 50,000 100,000
CPU (Intel Xeon Silver GEN10) 16 Core 24 Core 32 Core
Memory 64GB 128GB 256GB
SSD 0OS: 256GB 0S: 256GB 0OS: 256GB
(Based on EPS log of 6 months) DATA: 700GB DATA: 1TB DATA: 1.5TB

+ SSD storage is based on the size of the logs collected from AhnLab EPS, and the average is calculated based on the
occurrences of 38 agent logs per day. Required SSD Storage may vary depending on the length of AhnLab EPS log storage
period and the number of the daily log occurrences.
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