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Quantum computers will
greatly accelerate computing
speed.

— It might demolish the

current cryptography systems
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Background
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In September 2019, Google posted an article on the NASA website for

accomplishing the world's first quantum supremacy with its quantum

computer chip 'Sycamore’. But the company deleted it soon after. It then

released the official paper on the website of the international scientific

journal 'Nature’ The gist can be summarized as the following:

Sycamore was able to perform mathematical calculations in just 200 seconds that

would have taken the world's current most powerful supercomputer 10,000 years

The table below shows the implications and comparison between super-

computer and quantum computer based on the paper.

TYPE

SUPERCOMPUTER

QUANTUM COMPUTER

Characteristics

General-purpose computing

Specialized in parallel computing
(random numbers, prime factorizations, etc.)

FLOPS Qubit
Performance (1PF performs 1 quadrillion computation (53 Qubits perform about 9007 trillion
per second) computation simultaneously)
Product IBM Summit: 148PF Google Sycamore: 53 Qubits

Comparison

(Taking 10,000 years to prove randomness)

(Taking 200 seconds to prove randomness)

Roadmap

1,000 Qubits by 2023

72 + a (hundreds to thousands)

Differences in

Process can be shortened to 2.5 days
if optimized, but it does not mean

Itis currently the best quantum computer
chip with accomplishing quantum

Opinions L . .
it will reach quantum supremacy supremacy in proving randomness
- It will take at least 10 years for quantum computers to be commercialized
- Even after the commercialization, they will be used for specific purposes and will not
Implications completely replace supercomputers

cryptography systems

- One of its purposes include prime factorizations and it might demolish the current




Q-VPN on AhnLab TrusGuard
Cooperating with KT for
PoC(Proof of Concept)
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One thing for certain is that in particular field, quantum computer displays
exceptional performances over current computers. The issue is that the
field happens to be parallel computing, which includes concepts used
in previous cryptography systems such as pseudo-random numbers
and prime factorizations. Therefore, if quantum computers become
commercialized and widely used, they might break all the cryptography
systems of today. Many countries are already pushing for aggressive and
active researches as well as investments for quantum computing, and
guantum cryptography communications technology that can cope with

quantum supremacy, and post-quantum cryptography.

AhnLab’'s Q-VPN Business

In line with the global security trend, AhnLab formed a consortium with
KT, Korea Institute of Science and Technology(KIST), and Hyundai Heavy
Industries, joining 'Quantum Cryptography Communications Digital New
Deal First Year Business'in the industry part from September to December
in 2020. AhnLab has developed Q-VPN, which is an applied service among
various technologies related to quantum cryptography communications.
The service is in operation after being successfully established on Hyundai

Heavy Industries.

In quantum cryptography communications of the industry, QKD(Quantum
Key Distribution) is the key factor. Yet because of its high price and the
communications needing its own optical communication lines, it will take
some time before the technology can become readily commercialized.
As an extension of the digital new deal business, AhnLab has been co-
operating with KT for PoC(Proof of Concept) on quantum cryptography
communications-based Q-VPN(Quantum-VPN) utilizing QRNG(Quantum

Random Number Generator) without QKD.

While QKD is excluded, the solution can provide a certain level of security
for man-in-the-middle attacks, being able to offer a quantum cryptography
communications-based VPN that can quickly be commercialized. As such, it
will be a perfect option for local and international customers who are getting

ready for the emergence of quantum computers by reinforcing their security.



Value of AhnLab Q-VPN #1 Why We Need Q_VPN

Provides a solution for
quantum supremacy with As mentioned earlier, Q-VPN is necessary in order to respond to quantum

incomputable quantum computers' exceptional parallel computing performance.
cryptography communication

technolo . .
9y Quantum computers use Qubit in a completely different way compared to

current computers. Following quantum mechanics, the increase in Qubits
is followed by an exponential increase in computing abilities. For instance,
2 Qubits can perform 4 simultaneous computation in a single take, and 53
Qubits can process about 9 quadrillion computation at once, whichiis 2 to the
53" power. This means existing cryptography systems should be improved. In
response to quantum supremacy, an incomputable quantum cryptography
technology is required and AhnLab's Q-VPN will be the solution.

Normal computers: Anincrease in bits is irrelevant to performance
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P 1 result for each computation

Quantum computers: Exponential growth of performance as Qubits increase
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Value of AhnLab Q-VPN #2
Encrypted communications
utilizing quantum random
numbers via the server
equipped with QRNG
-Using quantum random
numbers as encryption keys
- Key negotiation not needed
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VPN vs. Q-VPN

According to the whistleblower of the U.S. National Security Agency(NSA)
Edward Snowden, there are two ways to attack the current VPN technology.
First,as VPN is based on an algorithm that uses standardized prime numbers
and pseudo-random numbers, he confessed it can be decrypted if a sufficient
expense(about one hundred million dollars) and time(one year) are given.
By using quantum computers, time can greatly be reduced. Second, VPN can
be attacked by stealing decryption keys. One can periodically renew keys to
prevent this type of attack, but as attackers can eventually recognize patterns

should they obtain multiple key streams, the security is bound to be at risk.

The image below shows how the current VPN is normally configured.
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ORDER TRADITIONAL VPN SECURITY CONFIGURATION
1 SSL Handshake

Exchange key negotiation information and VPN policy
2 Transmit and receive key negotiation parameter and VPN settings information that will be
used for data channels, and certification information

Create Data Channels
Perform key negotiation and create data channels

4 SSL Communications




Value of AhnLab Q-VPN #3
Mathematically impossible to
decryptand figure out patterns
even with quantum computers;
previous VPN attack methods
do not work either
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AhnLab's Q-VPN has QRNG equipped in the server, which means that it

uses quantum random numbers instead of pseudo-random numbers for

encryption communications. The following shows the difference between

Q-VPN and traditional VPN in terms of the operation method.

-Key negotiations between server and client not needed, hence key negotia-
tion information exchange is not required

-Uses quantum random numbers as encryption keys - TLS sessions used to

safely deliver keys from the server to the client

The image below shows how AhnLab Q-VPN is configured.
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VPN Client VPN Client VPN Client
ORDER Q-VPN SECURITY CONFIGURATION
SSL Handshake
1 Create control channels for quantum key distribution

=> Session for quantum key distribution

Exchange Certification Information
2 Transmit and receive VPN settings information that will be used for data channels, and certification information

= Key negotiation information exchange not needed

Create Data Channels

3 Create data channels after creating and sending quantum keys
=> Key negotiation not needed
4 SSL Communications




Random Number
Requirements for Security
Random numbers need to
satisfy all three following
requirements to be
undecryptable:
ARandomness

A Unpredictability
A|rreproducibility
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As AhnLab Q-VPN utilizes quantum random numbers, it cannot be de-
crypted regardless of the cost and time, even when quantum computers
are involved. The attackers are also unable to recognize patterns even after
obtaining multiple quantum key streams. As aforementioned, the attack
methods targeting traditional VPNs become useless, meaning Q-VPN can

provide genuinely robust security.

Proof of Enhanced Security for Q-VPN

Why can't the quantum numbers be mathematically decrypted, even with
quantum computers? To answer this question, we must know characteristics
of random numbers. A random number needs to satisfy at least one of three

conditions mentioned below.

Randomness

-Random streams without statistical concentrations

- Appearing to be 'random’

-Randomness is not enough for random numbers that will be used for en-

cryptions

Unpredictability

-Cannot predict the next number from past streams

-The next random number cannot be predicted even if past random number
streams are revealed

-The minimum requirement to be used for cryptography technology

Irreproducibility
-Unable to reproduce the same stream from one random number stream
-Irreproducible unless saving the specific random number

- Software alone cannot generate irreproducible random number streams

The following image shows the random number distribution of 'Gaussian
Pseudo Random Number, one of pseudo-random numbers. As it only
satisfies unpredictability and shows distribution concentrated on the
center, it does not guarantee randomness and is thus unfit to be used for

encryptions.



Mathematical Reason That
Q-VPN Is Undecryptable
The quantum random
numbers used by Q-VPN
meet the three requirements
of random numbers, which
becomes a proof of its strong

security.
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The image below is the software-based random number distribution of
the normal Pseudo Random Number. Although it satisfies randomness
and unpredictability, there is a striped pattern that is repeated at certain

intervals. As it is software-based, it cannot satisfy irreproducibility.

Indeed, improving the algorithm to limit the range of the distribution can

make it seemingly satisfy irreproducibility. Yet as it is software-based, en-
larging the range will eventually reveal a pattern. This means that while the
pattern intervals may be lengthened, it would be impossible to completely

remove the repeated pattern.

Random numbers used for encryption technologies should satisfy random-
ness and unpredictability. Moreover, they should also have irreproducibility,

satisfying all three conditions to become the strongest random number.

Quantum random numbers used in AhnLab Q-VPN are EYL's Quantum

~



AhnLab Q-VPN Package
-Q-VPN Servers

Random Numbers. As shown below, they are the strongest random number

satisfying all three characteristics mentioned above. As they cannot

-Q-VPN Clients be predicted nor recreated theoretically and mathematically, they are
-Router(added whenintegrating undecryptable even by quantum computers, showing ample and valid
with embedded device)

proof of Q-VPN's increased security.

AhnLab Q-VPN Product Package

AhnLab Q-VPN package consists of servers and clients as shown in the table

below, with a router added when integrating with an embedded device.

COMPONENTS DETAILS

Q-VPN Servers AhnLab TrusGuard + EYL's QRNG Card
PC (Windows)

Q-VPN Clients Mobile (Android, iOS)

Embedded (LTE/5G Router)

Router Router of Mexus or Mercury

Q-VPN Server Specifications

The Q-VPN servers come in 3 models with the following specifications.
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TYPE TG 2000BQ TG 5000BQ TG 10000BQ
CPU 8 Core 20 Core (10 Core *2) 32 Core (16 Core *2)
RAM 16GB 64GB 64GB
System Storage SSD 64GB SSD 64GB SSD 64GB
Log Storage HDD 2TB HDD 2TB HDD 2TB




AhnLab Q-VPN Package HDD 4TB or HDD 4TB or HDD 4TB or
Provides 2 types Of QRNG ca rds Log Storage (Option) SSD(9£\(:§_B1//1(,))92TB SSD(iGA(Tgi/)(;?zTB SSD(ii(:Si/)(;?ZTB
to be equipped inside Q-VPN 1GC 10 (Max 34) 10 (Max 50) 10 (Max 50)
Servers 1GF 8 (Max 32) 8 (Max 48) 8 (Max 48)
M 10GF 0 (Max 12) 4 (Max 28) 4 (Max 28)
40GF - 0 (Max 4) 0 (Max 8)
QRNG USB or PCI-E USB or PCI-E USB or PCI-E
FW 60G 120G 200G
IPS 20G 30G 50G
VPN 10G 13G 19G
VPN Tunnel 40,000 50,000 60,000
Concurrent Session 10,000,000 30,000,000 40,000,000
Size(WxHxD) 438x88x571 438x88x571 438x88x571
Power Redundant Redundant Redundant
QRNG Specifications

There are two types of QRNG cards that are equipped in Q-VPN servers with

the following specifications.

USB Quantum Random Number Generator
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TYPE PARAMETER GENERAL DESCRIPTIONS
Speed 1.0 Gbps
Operating Temperature -20°C to +85°C
QRNG-H Voltage 5 Volts
Current 125 mAmps
USB Dimensions 65mm. *23mm. *10mm.
Speed 10 kbps ~ 1.0 Mbps
Operating Temperature -20°C to +85°C
QRNG-L Voltage 5 Volts
Current 60 mAmps
USB Dimensions 44mm. *1Tmm. *23mm.




Next Step of AhnLab Q-VPN

-In process of obtaining CC
(Common Criteria) certifications

- Apply the quantum random
numbers to other security

solutions
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PCI-E Quantum Random Number Generator

PARAMETER GENERAL DESCRIPTIONS
Speed 4 Gbps
Operating Temperature 0°C to +60°C
Voltage 5 Volts
Dimensions 120mm. *100mm.

Router Specifications

If the Q-VPN clientis an embedded device, the router's specifications are as
follows:

LTE Router_Industrial
MXR-40KD

OG-0

4GLTE Wi-Fi CPU Hardware Interface  Application
DL150/UL 802.11 b/g/n Broadcom WAN(1)/ LAN(1)/ NMS / Radius /
50 Mbps 2.4GHz 533MHz UART(1) VPN client
Single-core

Future Roadmap

Obtain CC (Common Criteria) Certifications

AhnLab is currently working to obtain KCMVP(Korean Cryptographic

10



TIP for Security Managers
Security managers need

to have a complete under-
standing on the similarities and
differences between quantum
computers and quantum

cryptography communications
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Module Validation Program) with the Q-VPN feature utilizing QRNG, then
subsequently obtaining EAL4(Evaluation Assurance Level 4) CC based on
the KCMVP certification.

Expand Security Solutions Applied with QRNG
AhnLab also plans to expand security solutions that can utilize quantum

random numbers in various aspects besides VPN.

Conclusion

This white paper discussed the need for AhnLab Q-VPN as well as its business
status and major characteristics. The time has come to adapt to a new normal.
We should be prepared for the possibility of previous cryptography system
breaking down due to the supremacy of quantum computers. Also, it has
become crucial to deal with new trends such as Contact-Free and WFA (Work
From Anywhere) environment. AhnLab Q-VPN will be an effective choice for

securing enhanced security.

Appendix: Relevant Terms

After Google announced its paper about achieving quantum supremacy,
the word 'quantum’ gained a lot of popularity. The following list shows some
terms we should be aware of. If working in the field of cybersecurity, it would

be best to fully understand the concepts at least until the second part.

Quantum Computer and Quantum Cryptography Communications

-Not related in terms of establishments

- As a response to previous cryptography systems breaking down because
of quantum computers being commercialized, quantum cryptography

communications have emerged

Quantum Cryptography Communications vs. Post-Quantum Cryptography
-Similarities: Responding to the quantum supremacy of quantum computers
- Differences:

- Quantum Cryptography Communications: Technology based on natural

"
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phenomena(quantum mechanics), theoretically impossible to compute
- Post-Quantum Cryptography: Theoretically possible to compute with
lattice-based algorithms, but is incredibly difficult to compute even with

quantum computers

Quantum Cryptography Communications, Quantum Communications,

and Quantum Teleportation

-Quantum Cryptography Communications: Cryptography communications
using QKD or QRNG

-Quantum Communications: Can instantly send information regardless of
the distance(quantum entanglement)

-Quantum Teleportation: Sending quantum-state information(e.g. moving

space-time)

Quantum Mechanics vs. Quantum Physics
- Both share the same meaning, but quantum mechanics is a more desirable
term

- Physics is a term that references the phenomena on a broader scale

Quantum Mechanics vs. Particle Physics
-Quantum Mechanics: Studying microscopic phenomena smaller than
molecular scales

- Particle Physics: Studying the smallest basic particles(quarks, leptons, etc.)

12
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