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Classification 

Publications or provided content can only be used within the scope allowed for each 

classification as shown below. 

Classification Distribution Targets Precautions 

 
Reports only provided for 

certain clients and 

tenants 

Documents that can only be accessed by 

the recipient or the recipient department 

Cannot be copied or distributed except by 

the recipient 

 

Reports only provided for 

limited clients and 

tenants 

Can be copied and distributed within the 

recipient organization (company) of 

reports 

Must seek permission from AhnLab to use 

the report outside the organization, such as 

for educational purposes  

 

Reports that can be used 

by anyone within the 

service 

Can be freely used within the industry and 

utilized as educational materials for 

internal training, occupational training, and 

security manager training 

Strictly limited from being used as 

presentation materials for the public 

 Reports that can be 

freely used 

Cite source 

Available for commercial and non-

commercial uses 

Can produce derivative works by changing 

the content 

 

 

 

 

 

 

 

 

 

 

 

TLP: AMBER 

TLP: RED 

TLP: GREEN 

TLP: WHITE 
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far. Each analyst may have a different  

opinion and the content of this report may change without notice if new  

evidence is confirmed. 

 

The version information of this report is as follows: 

 

Version Date Details 

1.0 2023-03-13 First version 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Remarks 

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

This report is a work of authorship protected by the Copyright Act.  

Unauthorized copying or reproduction for profit is strictly prohibited under any 

circumstances.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report. 

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liabilities. 



CHM Malware Disguised as North Korea-related Questionnaire (Kimsuky) 

4 

Overview 

AhnLab Security Emergency response Center (ASEC) has recently discovered a CHM 

malware which is assumed to have been created by the Kimsuky group. This malware 

type is the same as the one covered in the following ASEC blog posts and the analysis 

report on the malware distributed by the Kimsuky group, its goal being the exfiltration of 

user information. 

• Analysis Report on Malware Distributed by the Kimsuky Group – Oct 20, 2022 

• APT Attack Being Distributed as Windows Help File (*.chm) – Mar 17, 2022 

• Malicious Help File Disguised as Missing Coins Report and Wage 

Statement  (*.chm) – May 11, 2022 

The CHM file has been compressed and is being distributed as an email attachment. The 

first email that is sent pretends to be an interview request about matters related to 

North Korea. If the email recipient accepts the interview, then a password-protected 

compressed file is sent as an attachment. Not only is this email pretending to be a North 

Korea-related interview identical to the one previously analyzed, but it also follows the 

same format of sending the malicious file only when a recipient replies to the email. 

• Malware Disguised as Normal Documents (Kimsuky) – Feb 03, 2023 

• Word File Provided as External Link When Replying to Attacker’s Email  (Kimsuky) – 

July 26, 2022 

 

Figure 1. Distributed email 

https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=5a12d8f9-a06c-4e91-859d-7954d78c332e
https://asec.ahnlab.com/en/32800/
https://asec.ahnlab.com/en/34313/
https://asec.ahnlab.com/en/34313/
https://asec.ahnlab.com/en/34313/
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/37396/
https://asec.ahnlab.com/en/37396/
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Figure 2. Original email 

 

Figure 3. Inside the compressed file 

 

When the InterviewQuestionnaire(***).chm file is executed, a help document with actual 

questions appears as shown below, making it difficult for users to realize that the file is 

malicious. 
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Figure 4. CHM disguised as a questionnaire 

 

The CHM holds a malicious script, and, like the CHM malware covered before, it uses a 

shortcut object (ShortCut). The shortcut object is called through the Click method and 

the command in Item1 is executed. The command executed through 

‘InterviewQuestionnaire(***).chm’ is as follows. 

• Executed Command 

cmd, /c echo [Encoded Command] > “%USERPROFILE%\Links\Document.dat & 

start /MIN certutil -decode “%USERPROFILE%\Links\Document.dat” 

“%USERPROFILE%\Links\Document.vbs” & start /MIN REG ADD 

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v Document /t 

REG_SZ /d “%USERPROFILE%\Links\Document.vbs” /f’ 
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Figure 5. Malicious Script within CHM 

 

Thus, the encoded command is saved to %USERPROFILE%\Links\Document.dat when 

the CHM is executed. The command that has been decoded by Certutil is saved 

to %USERPROFILE%\Links\Document.vbs. The threat actor also 

registered Document.vbs to the Run key 

(HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run) to ensure the 

malicious script would run persistently. Ultimately, Document.vbs executes the 

PowerShell script in hxxp://mpevalr.ria[.]monster/SmtInfo/demo.txt. 
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Figure 6. (Top) A portion of Document.vbs’s code / (Bottom) A portion of the vbs code 

uncovered in a past report 

 

The URL that Document.vbs connects to is currently unavailable, but a script assumed to 

have been downloaded from this address has been found. The confirmed script file is 

responsible for intercepting a user’s key inputs before saving them in a certain file and 

sending that file to the threat actor. In addition to reading the caption of the currently 

running ForegroundWindow and keylogging, it periodically checks the clipboard contents 

and saves them to 

the %APPDATA%\Microsoft\Windows\Templates\Pages_Elements.xml file. 

Afterward, it sends this file to hxxp://mpevalr.ria[.]monster/SmtInfo/show.php. 

 

Figure 7. (Top) A portion of demo.txt / (Bottom) A portion of the PowerShell script code 

from a past report 
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As can be seen from Figure 6 and Figure 7, Document.vbs (VBS script file) and demo.txt 

(PowerShell script file) have the same format as the malware that was analyzed in the 

‘Analysis Report on Malware Distributed by the Kimsuky Group’ published on ATIP last 

year. With this in mind, users should take extreme caution as the Kimsuky group appears 

to be distributing phishing emails with malware strains in various forms like Word files 

and CHM. 

 

[File Detection] 

Dropper/CHM.Generic (2023.03.07.00) 

Data/BIN.Encoded (2023.03.07.00) 

Downloader/VBS.Agent.SC186747 (2023.03.07.00) 

Trojan/PowerShell.Agent.SC186246 (2023.02.09.00) 

[Behavior Detection] 

Execution/MDP.Cmd.M4230 

[IOC] 

MD5 

726af41024d06df195784ae88f2849e4 (chm) 

0f41d386e30e9f5ae5be4a707823fd78 (dat) 

89c0e93813d3549efe7274a0b9597f6f (vbs) 

9f560c90b7ba6f02233094ed03d9272e 

C2 

hxxp://mpevalr.ria[.]monster/SmtInfo/demo.txt 

hxxp://mpevalr.ria[.]monster/SmtInfo/show.php 
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About ASEC 

AhnLab Security Emergency Response Center(ASEC), through our 

team of highly skilled cyber threat analysts and incident 

responders, delivers timely and accurate threat intelligence and 

state-of-the-art response on a global scale. ASEC provides the 

most contextual and relevant threat intelligence backed by our 

groundbreaking research on malware, vulnerabilities, and threat 

actors to help the global community stay ahead of evolving cyber-

attacks.  

 

About AhnLab 

AhnLab is a leading cybersecurity company with a reliable 

reputation for delivering advanced cyber threat intelligence and 

threat detection and response (TDR) capabilities with cutting-edge 

technology. We offer a cybersecurity platform comprised of 

purpose-built products securing endpoint, network, and cloud, 

which ensures extended threat visibility, actionable insight, and 

optimal response. Our best-in-class researchers and development 

professionals are always fully committed to bringing our security 

offerings to the next level and future-proofing our customers’ 

business innovation against cyber risks. 
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