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Overview

CVE-2022-26923 is a privilege escalation vulnerability that occurs in Active Directory (AD)
domain services. When a Certificate Service (CS) issues a certificate, it has an inadequate
process of checking the unique value and thus allows a duplicate of said value. This means that
a user with a low privilege level can edit the unique value to represent a higher privilege. As a
result, privilege escalation occurs, and the AD server can be overtaken.

The Windows versions affected by this vulnerability are outlined in Table 1 below.

0S

Microsoft Windows 8.1

Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2012r2
Microsoft Windows Server 2016
Microsoft Windows Server 2019

Microsoft Windows Server 2022
Table 1. OS versions affected by the vulnerability

Background Knowledge

Active Directory (hereinafter referred to as AD), is a service developed by Microsoft for the
management and control of users and computers in work environments such as those in
corporations. It allows general management of resources, information, and privileges in the
same network from a central hub, and based on these provides a framework that allows the
provision of many services. It can provide services that aid work when linked to AD, such as
Exchange Server and Office 365, or provide services for operational purposes such as IIS and
DHCP Server.

However, AD is the most frequently used route by threat actors for purposes of lateral
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movement. The Lazarus Group's attack published by Cisco Talos last September shows this
well.

Active
Directory
recon

Impacket >

Lateral
Movement

Figure 1. A part of the attack process of the Lazarus group’

Between February and July of this year, the Lazarus Group used the Log4Shell vulnerability of
a public VMware Horizon server for initial access. Afterward, information on AD was collected
and lateral movement occurred. Likewise, the CVE-2022-26923 vulnerability in this report can
be used for privilege escalation after initial access and then for lateral movement and server
takeovers.

The CVE-2022-26923 is a vulnerability that occurs in the Certificate Service (CS) of AD.

Certificate Service (hereinafter referred to as CS) can implement Public Key-based Structure
(PKI) in AD environments. Figure 2 below shows the core roles of PKI.
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CodeSign
Template
Template: CodeSign EKUs: Code Signing
Subject: CORP\user Enrollment Permissions:
EKU: Code Signing Domain Users
Requires Approval? No
Public key: <pubkey>
3. Does the certificate template exist?
Are the settings in the CSR allowed by
O 2. Client sends a certificate request certificate template?
1. Client (user or (CSR) to an Enterprise CA server Is th.e_user allowed to enroll for a
certificate?
computer) generates
public/private key pair  (jjant Enterprise CA
5. Client stores certificate in 4. CA generates a certificate and
Windows Certificate store and m— i it usi i
Certificate signs it using the CA private key

uses to perform actions allowed ——

by the certificate (authentication, puslickey: ..

code signing, etc.) Signature: <CA :

signature>
Subject: CORP\user
EKUs: Code Signing

Figure 2. Operation process of PKI?

1. The user generates a public key/personal key pair.
2. The user sends the CSR to the Enterprise CA server and requests a certificate.

- The CSR contains user information (name, organization, region, country,
address) and the public key generated by the user.

3. The CA checks the content of the CSR and decides whether or not to issue a
certificate.

- Whether the user in question has the privilege to enroll a certificate, whether
the requested certificate template exists, etc.

4. The CA generates a certificate, signs it with the CA's personal key, and issues the
signed certificate to the user.
5. The user uses the issued certificate for their credentials.

CS is what enables the above PKI structure, or the process of requesting and being issued
certificates.

When a user requests a certificate from the CA, the CA issues a certificate according to
the appropriate certificate template. This certificate template can be seen as the
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structure and policy for issuing certificates to users or machines that wish to use
services.’

File Action View Help

e 2 X

5] Certification Authority (Local) Name Intended Purpese

- é ca Bl Smartcard User Secure Email, Client Auther
[] Revoked Certificates H Directory Email Replication Directory Service Email Rep
|l-:| Issued Certificates -E Domain Controller Authentication Client Authentication, Serw
'_—7 Pending Requests 5 Kerberos Authentication Client Authentication, Serv
(| Failed Requests Hers Recovery Agent File Recovery

(& Certificate Templates & Basic EFS Encrypting File System

| Domain Controller Client Authentication, Serw

] Web Server Server Authentication

Computer Client Authentication, Serv
Encrypting File System, Sec

[ subordinate Certification Authority <All=

5 Administrator Microsoft Trust List Signing -

<| m | >

Figure 3. Certificate templates

Certificate templates have properties that allow for the identification of accounts.
Because CS is used by many accounts, the CA requires values to distinguish between
these accounts.

Out of the types of certificate templates, the user certificate template identifies users
with a value called User Principal Name (UPN). Figure 4 shows the properties of a user
account (user01).

Aftributes:
Atribite Walue
objectGUID 43ad64dal-d78e-485-af43-558280276536
object Sid 5-1-5-21-784317891-353606576-282 7595835
primaryGroup|D 513 =(GROUP_RID_USERS )
pwed Last Set 10/3/2022 8:22:05 PM Pacific Davlight Time
replPropertyMetalata AtID Ver Loc USN Org.DSA
sAMAccountName user(
sAMAccount Type 805306368 = { NORMAL_USER_ACCOUNT
userfccountContral D 10200 = ( NORMAL_ACCOUNT | DONT_
userertificate IME2A05NEC 3B T4 ADNDINO2ND T
userPrincipal Name user(1@Etest.com

Figure 4. userPrincipalName attribute of the user01 account

3 https://social.technet.microsoft.com/wiki/contents/articles/53249.active-directory-certificate-services-
enterprise-ca-architecture.aspx#Certificate_Template
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We can see that the UPN value is userO1@test.com. Because the UPN is a value to identify
individual users (userQ1), it must be a unique value.*

Because of this uniqueness, when a user requests a certificate, the CA issues a certificate
based on the unique value of UPN. Figure 5 below shows the results of a certificate
request to the CA from the userO1 account, and “User” has been selected for the template
option.

user@user-virtual-machine: ~/Desktop

certipy regq 'CN.test.comfuser@l:1q2w3edr!

Figure 5. Successful certificate issuance with the user01 account

The user01.pfx certificate could be issued. Figure 6 shows the Subject (certificate owner)
of the issued userQ01 certificate to be user0O1.

Field Value #
DSignab_lrE hash algorithm shal
DIssuer ca, test, com
Dﬁ.-'alid from Wednesday, October 12, 202... | =
=] valid to Thursday, October 12, 2023 4...
[-=|Public key RSA (2048 Bits)
.@Subject Key Identifier ad 77 50cf8a 68 732505da...
.@Auﬂﬁarity Key Identifier KeylID=06d802830b596 77... |w
JCN =userdl
CMN = Uzers
DC = test
DC = com

Figure 6. Properties of the issued certificate

4 SPN and UPN are unigue, because domain controllers running Windows server block duplicate SPN and
UPN values from being created.
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It is possible to change these UPN values. However, because certificates are issued based
on UPN, there must not be duplicate UPNs among accounts for security reasons. Figure 7
shows an attempt to change the UPN value to a domain controller (higher privilege)
account name.

ADSIEdit -

I.-"'_"‘-.I Operation failed. Error code: (x21c8
S The operation failed because UPN value provided for
addition/modification is not unique forest-wide.

Q00021 CE: AtrErr: DSID-03200E53, #1:
0: D00021CE: DSID-03200E93, problem 1003
(COMSTRAINT_ATT_TYPE), data 0, Att 90290 (userPrincipalMame)

Figure 7. Duplicate UPN error

This change cannot be made because the UPN value already exists. The CVE-2022-26923
vulnerability occurs not because of the user certificate template but because the machine
certificate template policy is inadequate.

Vulnerability Cause Analysis

While the format differs from the user certificate template for user accounts, the machine
certificate template for computer accounts has an identification number for computers. The
dNSHostName property fulfills this role, and when a computer account requests a certificate,
a certificate is issued based on the dNSHostName. Figure 8 shows the results of a certificate
request to the CA from a computer account (newpc), and “Machine” has been selected for the
template option.
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Figure 8. Successful certificate issuance with the newpc account

The newpc.pfx certificate could be issued. The vulnerability occurs because the dNSHostName
value used to distinguish between computers for certificate issuance can be non-unique.
Figure 9 shows an attempt to change the dNSHostName value of newpc.test.com of a
computer account (newpc) to CN.test.com, which is the name of a domain controller account.

distinguished Mame CN=newpc,CN=Computers, DC=test, DC=com
dMSHostName CM test.com
ASCare Pronanation [ Dell =( 3

ADSIEdit -

.' s \ Operaticon failed. Error code: (k217
‘Sl?' The operation failed because 5PN value provided for
addition/meodification is not unique forest-wide,

0DDD21CT: Svekrr: DSID-033E1089, problem 5005
(UNABLE_TO_PROCEED), data 8525

| oK || Cancel || mppy || Hep |

Figure 9. Duplicate SPN error

However, the error occurs not because of a duplicate dNSHostName, but because the
Service Principal Name (SPN) is not a unique value. As seen from the explanation by
Microsoft,> SPNs must be unique values, just like UPNs. From the fact that a duplicate SPN

> SPN and UPN are unique, because domain controllers running Windows server block duplicate SPN and
UPN values from being created.

AhnlLab 1
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error occurred after an attempt to change the dNSHostName, we can deduce that the
dNSHostName value affects the SPN value.

This time, we tried to change dNSHostName to an arbitrary, unique value (ABCDEF.test.com)
and checked the SPN value. The results are shown in Figure 10.

Multi-valued 5tring Editor -
Attribute: service Principal Mame
Walue to add:
| | [ A
Walues:

HOST!AEC D EEltest.n::nm Femave
HOST/newpc =

Restricted Kb Hostf ABCDEHtest.com

Restricted Kb Host /newpc

| oKk | | Cancel |

Figure 10. dNSHostName affecting the SPN

As expected, it influences the SPN value. To avoid affecting the SPN, the SPN field can be
removed with a PowerShell command provided by AD.

Set-ADComputer newpc -ServicePrincipalName @1{}
Table 2. PowerShell command for SPN initialization

When dNSHostName is changed to a domain controller account name (CN) after the SPN
value is reset with the command, the SPN is not affected, and the change can be made

ds/manage/component-updates/spn-and-upn-uniqueness
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normally without triggering an alert.

distinguishedMame CM=newpc,CH=Computers, DC=test, DC=com
d5CorePropagationD... =)

instance Type ed = (WRITE)

isCritical SystemObject  FALSE

|ast Logoff (never)

|astLogon (never)

|astLogon Timestamp 101002022 8:25:13 PM Pacific Daylight Tim .
< m >

| QK || Cancel | Apph

Figure 11. Successful change of the dNSHostName value to a domain controller account name

When a certificate is requested after this process, it can be issued for the domain controller
account (CN).

user@user-virtual-machine: ~/Desktop QO

py req 'CN.test.com/newpc$:ig

Figure 12. Domain controller certificate issued upon request after changing dNSHostName

Even the certificate properties show the “Subject” (certificate owner) value to be CN.
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=] valid to Tuesday, October 10, 2023 8:...
[=|Public key RSA (2043 Bits)

Sul:-jeu:t Key Identifier 33d2a48073 19ddebeb &d...
@.ﬂ.uthurity Key Identifier KeyID=06d3 0233 0b 96 77 ...

CM = CM, test.com

Figure 13. Properties of the issued certificate

Attack Process

Attacks using the CVE-2022-26923 vulnerability need a low-privilege user account
authorized in AD. This is to create a machine account with dNSHostName properties to
initialize the account's SPN and change the dNSHostName. Thus, the vulnerability attack
process covered in this report assumes control over an arbitrary low-privilege account,

“user01”.

[ Target AD CS ]

Domain Name : test.com
Domain Controller Name: CN
CA Name: ca

low privilege username/password

o user01/1g2w3e4r!

[ Tool ]

Impacket - addcomputer.py
Certipy 3.0.0

PowerSploit

Table 3. Target AD CS information and tools used

1. A machine account is created with the userO1 user account.

C:WUsersWuserO1>addcomputer.py -method LDAPS -computer-name newpc

computer-pass 1g2w3e4r! test.com/user01:1g2w3e4r!
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

AhnlLab
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[*] Successfully added machine account newpc$ with password 1q2w3e4r!.

As can be seen in relevant documentation from Microsoft, users authorized in the domain
have the privilege to add machine accounts by default.® Thus, a machine named “newpc”
is created. This can be added using the addcomputer.py script of impacket.

2. The Service Principal Name (SPN) property of the created machine account is initialized.

PS C:#WUsersWuser01> Set-DomainObject newpc -clear 'serviceprincipalname’

Because the userO1 account created the newpc account, it has the “Validated write to
service principal name” privilege which allows it to modify the SPN value. Initialization is
performed using the Set-DomainObject PowerShell command of the PowerSploit tool.

3. The dNSHostName value of the created Machine account is set to a value with a higher
privilege level.

PS C:WUsers¥user01> Set-DomainObject newpc -Set @{'dnshostname'='CN.test.com'}

Likewise, because the userO1 account created the newpc account, userO1 also has the
“Validated write to DNS host name” privilege which allows it to modify the dNSHostName
value. Using the Set-DomainObject command, this value is changed to a domain controller
account name (CN) with a higher privilege level.

4. A certificate is requested with the machine account with the modified dNSHostName
value.

AhnlLab 15
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user@user-virtual-machine: ~/Desktop

'CM.test.com/newpcS:1q2w3edr!@

Figure 14. Domain controller certificate issued upon request from the newpc account

The default setting is to automatically allow certificate enrollment (issuance) for users
authorized in AD. Thus, certificates can be requested and issued without any authorization
process from the domain controller. Figure 14 shows the obtained domain controller
certificate (cn.pfx).

5. Using the issued certificate for authentication, credentials are obtained.

Figure 15. Credentials of the domain controller obtained

The certificate is used for authentication to obtain the NT Hash of the domain controller.
NT Hash is a hash used by the NTLM authentication protocol of Windows. Authentication
occurs by comparing the NT hash of the password entered by the user with the NT hash
saved in the Security Accounts Manager (SAM) database. Thus, it is now possible to achieve
authentication as the domain controller. This shows the process of privilege escalation from
user01, a user account with low privileges, to CN, an account with higher privileges.
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Additionally, having obtained the NT hash of the domain controller signifies that the AD server
can be completely dominated. The domain controller can control the AD database, which is
basically the ntds.dit file which contains information on all objects within the AD domain. The
NT hash of krbtgt can also be obtained, which in turn leads to a Golden Ticket attack.

Golden Ticket attacks allow unlimited access to most resources within the domain. This
includes computers, files, folders, and networks. For more details on this, please refer to the
'Golden Ticket' section on AhnLab TIP <Analysis Report on the Internal Network Propagation
Method Using Mimikatz>.”

Finally, alongside PowerShell and WMI which are features offered by Windows, various tools
and techniques that can be used in attacks against AD—some of which include publicly known
infiltrating testing tools such as Mimikatz, Impacket, PowerSploit, and BloodHound—are
available. Although the attacks may be simple, their impact is grave. Therefore, extra caution is
required regarding AD security.

Vulnerability Mitigation

AD's basic policy allows users within the domain to create up to 10 machine accounts each.
You can set the value to O to prevent users from creating machine accounts. This can be applied
by going to Active Directory Users and Computers -> [Domain] properties —> Attribute Editor,
and changing the ms-DS-MachineAccountQuota value.

7 https://atip.ahnlab.com/ti/contents/issue-report/trend?i=d149abb5-fadb-4e6e-a156-ef 1ec003949f
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E Active Directory Users and Computers
File Action Ve test.com Properties ? x
“» 7

| General I Managed By I Ohject I Semnt}r| Attribute Editor |

] Active Directony
B | Saved Queri
A ';'gﬂ test.com
i | Builtin

[ Comput

i 2] Demain

Attributes:

ms-05-Machine AccountCucta

b ] Systerm
[] Users

nexd Rid 1001
n TMicedDomain ]

mhiart T stanane Tl =Namzin NS Chl-Srhama TR =i

Figure 16. Restricting machine account creation

Also, disable certificate auto-enrollment feature.

Enrallment Policy Configuration |

Enroll user and computer certificates automatically

Configuration Model: Dizabled W
Mot configured
[ |Renew expired certificates, updatEnabled
revoked certificates Disabled

[ | Update certificates that use certificate templates

Figure 17. Disabling certificate auto-enrollment

If the auto-enrollment feature is disabled, the domain controller's permission is needed to
enroll (issue) certificates. Thus, auto-enrollment must only be enabled for accounts with
adequate privileges. More details are available on Microsoft documentation.®

8 https://learn.microsoft.com/en-us/windows-server/networking/core-network-guide/cncg/server-
certs/configure-server-certificate-autoenrollment
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Vulnerability Update

A security update for the CVE-2022-26923 vulnerability was released on May 10, 2022. The
OS versions where the update is applied and their download paths are as follows.

0S Update Information

Windows RT 8.1

Windows Server 2012 R2
Windows 8.1

Windows 10

Windows Server 2016
Windows 10 Version 1607
Windows Server 2019
Windows 10 Version 1809

Windows 10 Version 1909

Windows 10 Version 20H2
Windows 10 Version 21H2

Windows Server 2022
Windows 11

Table 4. Security update information

Steps of verification added in the update are as follows.

Addition of Identification Field

The szOID_NTDS_CA_SECURITY_EXT field was added to the certificate template. This field
includes objectSid used to configure the certificate's subject information, and the CS
additionally identifies this.
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Restriction on dNSHostName Modification

The “Validated write to DNS hostname” privilege which allowed for the modification of
dNSHostName was patched to only allow dNSHostName to be set to the certificate subject's
SAM account name or computer account name. Thus, there would be no duplicates of account

names.

AhnlLab
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AhnlLab Response Overview

The aliases and the engine version information of AhnLab products are shown below.

File Diagnosis
- Exploit/Powershell.Cve-2022-26923 (2022.10.18.03)

Indicators Of Compromise (I0C)

File Hashes (MD5)

The MD5 of the related files are as follows. (However, sensitive samples may have been
excluded.)

3a027b86796be9f37a6c188098fd22fc
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responders, delivers timely and accurate threat intelligence and
state-of-the-art response on a global scale. The ASEC provides the
most contextual and relevant threat intelligence backed by our
groundbreaking research on malware, vulnerabilities, and threat
actors to help the global community stay ahead of evolving cyber-
attacks.

About AhnLab

AhnlLab is a leading cybersecurity company with a reliable
reputation for delivering advanced cyber threat intelligence and
threat detection and response (TDR) capabilities with cutting-edge
technology. We offer a cybersecurity platform comprised of
purpose-built products securing endpoint, network, and cloud,
which ensures extended threat visibility, actionable insight, and
optimal response. Our best-in-class researchers and development
professionals are always fully committed to bringing our security
offerings to the next level and future-proofing our customers’
business innovation against cyber risks.



