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Classification 
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Cite source 
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The version information of this report is as follows: 

 

Version Date Details 

1.0 2021-08-20 First release 

 

 

 

 

 

 

 
 

 

  

Remarks 

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

This report is a work of authorship protected by the Copy Right Act  

Unauthorized copying or reproduction for profit is strictly prohibited under any 

circumstances.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report. 

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liabilities. 
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far. Each analyst may have a different 

opinion and the content of this report may change without notice if new 

evidence is confirmed. 
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1. Mustang Panda Group Overview 

1-1. Introduction to the Mustang Panda Group 

Mustang Panda, which is assumed to be based in China, was first brought to the surface by 

security company CrowdStrike. They are also called Bronze President, HoneyMyte, and TA416. 

Although first discovered in 2017, they are an APT group that have likely been in operation 

since 2014. Their attacks mainly target government organizations, non-profit organizations, 

and religious and other non-government organizations (NGO), but they are presumed to be 

behind attacks targeting various countries including Mongolia, Myanmar, Pakistan, and 

Vietnam as well.1 The malware used by this group include Cobalt Strike, PlugX, and Poison Ivy. 

Poison Ivy is an old RAT malware that is rarely used nowadays, and so the group usually uses 

Cobalt Strike and PlugX. 

 

 

 

 
1 https://attack.mitre.org/groups/G0129/ 
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Figure 1. Introduction to Mustang Panda2 

 

1-2. Characteristics of the Mustang Panda Group 

Mustang Panda drops and executes malware after accessing vulnerable systems, or 

distributes them by attaching a compressed file comprised of a normal EXE, malicious DLL 

loader, encrypted data, and a bait document to spear phishing emails. But aside from that, 

they use other methods of distribution such as embedding these files inside an ".LNK" file or 

including in their emails a shortened URL of the external cloud storage (usually Google Drive) 

where these files are saved. When the normal EXE is executed, it uses the DLL Side-Loading 

method where the malicious DLL in the same directory is loaded. Afterward, encrypted data is 

read and decrypted before the ultimate malware is executed, infecting the system. In 2020, 

there was an attempt at an attack on a Korean national organization; the details will be 

covered further on. 

 

 
2 https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-june-mustang-

panda/ 
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1-3. Related Groups 

According to security company Recorded Future,3 a piece of malware that uses the same TTP 

as Mustang Panda with a very similar code had been discovered. It differs in the C&C Server 

traffic encryption method, where the used encryption mechanism is different from the one 

used by Mustang Panda PlugX. It is not publicly known that this campaign is used by Mustang 

Panda. Detailed analysis revealed that Mustang Panda uses XOR encrypted communication 

when communicating with the C&C Server, but the newly detected malware uses the RC4 

encryption method. Due to such differences, the organization behind this new malware is 

called the RedDelta Group to be distinguished from the Mustang Panda Group. However, other 

security companies view Mustang Panda and RedDelta as the same group and refer to them 

accordingly. AhnLab also does not refer to RedDelta separately, but refers to the whole as 

Mustang Panda. 

 

 
Figure 2. Difference between Mustang Panda and RedDelta 

 

 

 

 
3 https://www.recordedfuture.com/reddelta-targets-catholic-organizations/ 
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2. Major Activities of the Mustang Panda Group 

2-1. November - December 2019 

While specific targets of attack are unknown, according to security company Anomali, 

suspicious ZIP files were found in bulk in November 2019, which contained an ".LNK" file. 

Analysis showed this to be a creation of Mustang Panda. When the ".LNK" file is opened, the 

bait document is displayed on the screen and the malware is executed. Table 1 below shows 

the presumed attack targets based on the content of the bait document. 

 

 
Figure 3. Mustang Panda's activities identified4 

 

 

 

 

 

 

 

 

 

 
4 https://www.anomali.com/blog/china-based-apt-mustang-panda-targets-minority-groups-public-and-

private-sector-organizations 
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Attack Target (Presumed) 

Lang Son, Vietnam 

Lao Cai, Vietnam 

Embassy of Vietnam in China 

Tinh Ha Nam Party Council, Vietnam 

MIAT Mongolian Airlines 

Sindh Police, Pakistan 

Shan (Myanmar) National Restoration Commission and army 

China Zentrum eV, Germany 

Table 1. Deduced attack targets based on the bait document 

 

The execution flow of this campaign involves the execution of ".LNK" file contained within the 

ZIP, which in turn executes the embedded VBScript through HTA. This script drops and opens 

the bait document, then drops and executes Cobalt Strike Beacon or PlugX. Details of the 

execution flow are shown in Figure 4 below. 

 

 
Figure 4. Flow of execution 

 

 
Figure 5. Script and bait document included in the ".LNK"` file (Cobalt Strike type) 

(MD5: 05CF906B750EB335125695DA42F4EAFC) 

 

It has also been distributed as an NSIS-based EXE file instead of an ".LNK" file. This EXE file 
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contains a normal EXE file, malicious DLL loader, encrypted data, and bait document. When 

the NSIS-based EXE file is executed, it is designed to drop and open the bait document and 

malware. 

 

 
Figure 6. Malware and bait document contained in the EXE file (PlugX type) 

(MD5: 0d3fbc842a430f5367d480dd1b74449b) 

 

The data encrypted in the PlugX type is composed of values from Offset 0 to 9, and the XOR 

KEY, 0xA is composed of encrypted data from NULL byte, 0xB which signifies the end of the 

key. When decryption by XOR occurs, the data becomes a DLL file, which in turn receives 

commands from the C&C Server and performs malicious behaviors. At the time of analysis, 

the server could be accessed, but no data was received. Thus, it was not possible to identify 

how the commands were transmitted and received. 

 

 
Figure 6-1. (Top) Encrypted data (Bottom) Decrypted data (PlugX) 
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Figure 6-2. Attempting to connect to a certain domain but not being able to procure 

commands 

 

2-2. May - November 2020 

According to security company Recorded Future, just before the renewal of the China-Vatican 

agreement of 2018 scheduled for September 2020, a network infiltration on the Vatican and 

Hong Kong catholic parishes occurred. Recorded Future stated that the purpose of this attack 

seems to be for strengthening control over the catholic church and increasing Chinese 

influence to reduce the perceived influence of the Vatican over the Chinese catholic 

community. However, the attack proceeded despite the suspension of the agreement in 

September. In the affected systems, a bait Vatican document was found targeting the visit of 

the Hong Kong research mission to China. It could not be ascertained whether this document 

was made by the threat actor or a piece of malware was embedded into a lawful document 

that could be obtained by said party. It is said that this document was found after signs of 

network infiltration was detected.5 Moreover, the threat actors were inactive from September 

16 to October 10, 2020. During this period lies a Chinese national holiday called the National 

Day, and the “golden week” which is an unofficial holiday period. The threat actor resumed 

activities after this period and began to distribute a new PlugX DLL Loader variant developed 

in Golang.6 

 
5 https://www.recordedfuture.com/reddelta-targets-catholic-organizations/ 

6 https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-
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Figure 7. Bait Vatican document targeting the visit of the Hong Kong research mission to 

China 

 

Also, a file was found signed with a certificate from a company in Beijing, which had never been 

used before. This file is unnecessary for executing the PlugX,7 and analysis revealed that it is 

responsible for finding "CabinetWClass" and terminating the current explorer (folder). Files 

signed with the aforementioned certificate were found in multiple malware strains without 

any pertinence to Mustang Panda. From this, it is deemed that this certificate has been leaked 

out and used in various malware. 

  

 

malware-loader 

7 https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-

malware-loader 
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Figure 7-1. File signed with the certificate 

 

2-2-1. Attacks on South Korean National Organizations 

Mustang Panda originally made no attempts to attack Korea, but it had been identified in 

October 2020 that they attacked a South Korean national organization. The malware used in 

this attack was the aforementioned PlugX DLL Loader variant developed in Golang, which had 

a precisely matching IP to that found in the above campaign.8 Seeing from the fact that the 

file composition and names contained in the ZIP file are the same, it is deemed that Mustang 

Panda was behind this attack. 

 

 
8 https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-

malware-loader 
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Figure 8. Mustang Panda malware disclosed by Proofpoint 
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Figure 8-1. Mustang Panda malware used in the attack against a South Korean national 

organization 
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This malware receives commands from the C&C Server and performs the corresponding 

malicious behavior, which is outlined in detail in Table 2 below. 

 

 
Figure 8-2. Decrypted PlugX commands 
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Command Feature 

0x7002 Create Process pipe and execute terminal 

0x3000 Check the drive information and capacity 

0x3001 Search files 

0x3004 Read files 

0x3007 Create files 

0x300A Create folders 

0x300B Check for the existence of files 

0x300C Create new processes 

0x300D Copy, move, delete, and rename files 

0x300E Modify environmental variables 

0x300F Check the folder path that contains the 

malware 

Table 2. PlugX commands and features 

 

2-3. July 2021 

In July 2021, it was identified that the encrypted PlugX was being distributed through a slightly 

different method from before. In the past, the encrypted PlugX used the 10 bytes from Offset 

0 to 9 as the XOR KEY, and 0xA contained encrypted PlugX Data from NULL byte value, 0xB 

which signifies the end of the key. However, the new variant used 16 bytes from Offset 0 to 

0xF as the XOR KEY, and 0x10 contained encrypted PlugX Data from NULL byte value, 0x11, 

which signifies the end of the key. It was determined that the decrypted PlugX had no 

differences to the past version, and it is thought to persist in secrecy today. 
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Figure 9. Configurations of the past encrypted PlugX and the newly discovered PlugX 
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3. AhnLab Response Overview 

The alias and the engine version information of AhnLab products are shown below. 

 

Data/BIN.EncPe (2020.11.25.00) 

Trojan/LNK.PlugX (2021.08.18.03) 

Trojan/BIN.PlugX (2021.08.19.00) 

Trojan/LNK.CobaltStrike (2021.08.18.03) 

Trojan/LNK.Runner (2021.08.11.03) 

LNK/Agent (2020.01.07.00) 

Trojan/Win32.DllHijacker.C3864085 (2020.01.06.09) 

Trojan/Win32.DllHijacker.C3864088 (2020.01.06.09) 

Trojan/Win32.Hijacker.C4207673 (2020.10.21.01) 

Trojan/Win.Hijacker.R436787 (2021.08.14.00) 

Trojan/Win32.Agent.C4196077 (2020.09.14.06) 

Trojan/Win32.Agent.C4230143 (2020.11.25.00) 

Trojan/Win32.Agent.C4230142 (2020.11.25.00) 

Trojan/Win32.Agent.C4171885 (2021.08.18.03) 

Malware/Win32.Generic.C3461395 (2019.09.09.01) 

Malware/Win32.Generic.C4177953 (2020.08.09.07) 

Malware/Win32.Generic.C4101719 (2020.05.19.06) 

Malware/Win32.Backdoor.C4172319 (2020.07.30.03) 

Win32/Fixflo.GEN.C4177953 (2020.08.09.07) 

 

Although the activities of this threat group have been announced recently, some of their 

malware was being diagnosed in AhnLab products. The ASEC team tracked the activities 

of the identified group and responded to the malware, but there may be variants that have 

not been detected yet. 
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4. Conclusion 

While Mustang Panda is known to not have attacked Korea, AhnLab identified that there had 

been an attempt at an attack against a Korean national organization which had not been 

externally disclosed. This signifies that Korea is also at risk of Mustang Panda's activities. 

Moreover, with the discovery of a new variant in July 2021, it is deemed that the group is still 

secretly active. As infections occur through spear phishing emails or attacks against 

vulnerable systems, users must refrain from reading emails from unknown sources or opening 

their attachments. Users must also run periodic antivirus scans to check for suspicious files 

or malware within their system. 
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5. Indicators of Compromise (IOC) 

5-1. File Paths and Names 

The file paths and names used by the malware are as follows. (Some may be identical to the 

names of normal files). 

 

chuong trinh dang huong.doc.lnk  

European.lnk 

S_2019_50_E.lnk 

Chuong trinh hoi nghi.doc.lnk 

GIAY MOI.doc.lnk 

421 CV.doc.lnk 

GIAYMOI.doc.lnk 

CV trao doi CAT Cao Bang.doc.lnk 

cf56ee00be8ca49d150d85dcb6d2f336.jpg.lnk 

Daily News (19-8-2019)(Soft Copy).lnk 

32_1.PDF.lnk 

TCO BT 574.doc.lnk 

sach tham khao Bo mon.docx.lnk 

tieu luan ve quyen lam chu cua nhan dan.docx.lnk 

vai tro cua nhan dan.doc.lnk 

Adobelm.exe 

NATIONAL SECURITY CONCEPT OF MONGOLIA.exe 

NATIONAL SECURITY CONCEPT OF MONGOLIA.docx 

hex.dll 

adobeupdate.dat 

EwsProxy.exe 

EwsProxyUI.dll 

ProxyLog.dat 

unsecapp.exe 

3.exe 
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5-2. File Hashes (MD5) 

The MD5 of the related files are as follows. (However, sensitive samples may have been 

excluded.) 

 

LNK(CobaltStrike) 

43067f28dc5208d4a070cf3cc92e29fb 

9b39e1f72cf4acffd45f45f08483abf0 

165f8683681a4b136be1f9d6ea7f00ce 

01d74e6d9f77d5202e7218fa524226c4 

08f25a641e8361495a415c763fbb9b71 

9a180107efb15a00e64db3ce6394328d 

6198d625ada7389aac276731cdebb500 

11adda734fc67b9cfdf61396de984559 

05cf906b750eb335125695da42f4eafc  

5f094cb3b92524fced2731c57d305e78 

 

LNK(PlugX) 

ca775717d000888a7f71a5907b9c9208 

f62dfc4999d624d01e94b89946ec1036 

9ff1d3af1f39a37c0dc4ceeb18cc37dc 

748de2b2aa1fa23fa5996f287437af1b 

4fe276edc21ec5f2540c2babd81c8653 

aa115f20472e78a068c1bbf739c443bf 

 

ZIP(Package) 

ad128b46bef9ca3c0eaf3bdfb5cea499  

c5f4da8c703696e2fc034cbcc3da6336  

660d1132888b2a2ff83b695e65452f87 

 

EXE(Package) 

706e0f37a49e013b9fc73a5c05fc861a 

e5a23e8a2c0f98850b1a43b595c08e63  

0d3fbc842a430f5367d480dd1b74449b 

e21e8f398c6d61ae8335664b1ad0444f 

 

PlugX DLL Loader 

ad868436b58b7ecf4703b95fc68848a4 

991546d0043fd5bb9e944f1eb9ae3251 

545c69149cdb1ecc075290426fc69d3f 

997dc81e8b83f02b64ca41ff4aec3861 

ce7ac7d283f439b81a92fd9c63df94a0 

5179c1d68bf74cb80b8ebf240a0f8f0b 

f102fb7bf6cab059e485eb5a71ac17dd 

415591d11cf6aeb940ac92c904a1f26a 
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c514dddd211c3a15c19a658037c2dbc9 

cc496b5bf0fe335447d1c08eb84ad8ab 

2b8902afee7402f28cf297cd4c238ecb 

5a33a5b140e43f632466bb0220c9787e 

5bb812f10f6572eb95ade8c8363124c8 

6ca3439153577503fd71f7039a0045ab 

6daee109017b7ff6468b4d637c5bfaf7 

13c6a7667f45445ead439dcd0387625c 

29ca9e9aefeee03f03a06cde4f906e9c 

034ceecbcd85a4f1c8ede556f35856c4 

50b1123e7d6fe02f26067c33d2a2fb41 

54f4ab5541c0bceb937c057a965e1647 

68c05c3837ebfe77a3344624836516a2 

256acee5a4561df676aedcac5db958fe 

384bafc9d3fb04a820e0f85ca82bb970 

409d7c6d6718b078ce6cc9193476f7a4 

447f9475e0864bd4913a36007a824715 

8328cd7571f7021aaac9b31aa204f1fb 

041415cdc204f8efa12e01581205dec1 

43089d7b1e9dd86ace75716f5b070852 

831252e7fa9bd6fa174715647ebce516 

a4be4ab4b7b09e3e916c16ae092f6d89 

a8fbbf83749519d4a2dcb1758450f9e1 

b9f87c920d56e9319ca62f4acf8eec32 

b48dbdaa5d8c8f4070bf4ddac592a0f6 

be67fea5a7ee67e4d5d31d4692c8bc7f 

bede405584f9ad5d715759c241ddd164 

cdf96db744f1bb81d254791f5f3f816f 

d8acfd3b1edf9307028994dbf3409fbf 

de0b02b16da95547cf343bdbec858cf3 

e58b889efb794b8aea088370997ef4d3 

ec9dbe76a53d92514d70433018143d22 

f8d5aeb6a1de324277d7587dfdec3e07 

f263b4cd6718a071022f96ecf051bb2b 

f977a52c4a302034f7f933a91203082a 

fd866f6e1b997c31bdb6ba24361663e5 

01aa2e5f88686b234592f10958ffdaf8 

43529e54971a2302ae736c40f39d65df 

6b0ea87abca23da00b28c6560fbeab7b 

570fdbd2beab3b3e45d4ca2e384237af 

ce67d10d75c738c6a107abd75566e395 

 

Encrypted PlugX Data 

06615f27cfadde1139040a83d32a0a88 

190696ff285e2f893daeba106f6aa758 

03a75e4fd64e9b46d0dfff2589d27822 

53a191d2be4e9f31457b6f0b34a256d2 

a9d4ab21f79c50b8bcd757d1951e0dd2 
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aeae5d0ba63579a14b4a5960476a381d 

660b811a5fe55bb5532aac8a70288d10 

5-3. Related Domains, URLs, and IP Addresses 

The download or C2 addresses used are as follows. (http was changed to hxxp, and sensitive 

information has been excluded.) 

 

45.248.87.14 

45.248.87.162 

156.234.168.92 

204.11.56.48 

58.158.177.102 

27.133.148.196 

43.254.217.67 

185.239.226.19 

153.234.212.254 

154.221.24.47 

185.239.226.61 

167.88.180.198 

103.85.24.190 

hxxp://www.apple-net.com/update?wd=[Random] 

hxxp://update.olk4.com/update?wd=[Random] 

hxxp://www.systeminfor.com 
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6. Yara Rule 

Yara is a tool used in malware detection. It allows for the writing of Yara Rules to detect 

malware. This tool can be downloaded from https://github.com/VirusTotal/yara/releases, 

and documentation on Yara use and rule writing can be found at 

https://yara.readthedocs.io/en/latest/. 

 

The Yara Rules that can detect the relevant malware are as follows. 

 

import "pe" 

    

rule MustangPanda_DLL_Loader_Nomal_Case_1 

{ 

    // Yara Version 4.1.0 

     

    strings: 

        $check1 = {57 8B 7C 24 0C 33 C9 85 FF 7E 27 53 8B 5C 24 18 55 8B 6C 24 18 56 8B 74 24 14 8B C1 

99 F7 FB 8A 04 2A 8A 14 31 32 D0 88 14 31 41 3B CF 7C EB 5E 5D 5B 5F C3} 

        $check2 = {FF D0 FF D6 6A 00 E8 ?? ?? ?? ?? 90 90 90 90 90 90} 

    

    condition: 

        uint16(0) == 0x5A4D and 

        (pe.characteristics & pe.DLL) and 

        pe.is_32bit() and 

        pe.number_of_exports == 1 and 

        all of ($check*) and (filesize <= 50KB)     

} 

  

rule MustangPanda_DLL_Loader_Nomal_Case_2 

{ 

    // Yara Version 4.1.0 

     

    strings:       

        $check1 = {99 B9 ?? ?? 00 00 F7 F9} 

        $check2 = {E? [1-4] 8B 95 ?? FE FF FF 52 8B 45 ?? 50 E8 ?? ?? ?? ??} 

          

    condition: 

        uint16(0) == 0x5A4D and 

        (pe.characteristics & pe.DLL) and 

        pe.is_32bit() and 

        pe.number_of_exports >= 2 and 

        (pe.exports("_run@4") or pe.exports("CEFProcessForkHandlerEx")) and 
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        all of ($check*) and (filesize <= 150KB)    

} 

    

rule MustangPanda_DLL_Loader_Golang 

{ 

    // Yara Version 4.1.0 

    

    strings: 

        $check1 = {47 6F 20 62 75 69 6C 64} 

 

    condition: 

        uint16(0) == 0x5A4D and 

        (pe.characteristics & pe.DLL) and 

        pe.is_32bit() and 

        pe.number_of_exports >= 3000 and 

        pe.exports("CEFProcessForkHandlerEx") and 

        ($check1) and (filesize < 1400KB) 

}    

 

rule Decrypted_MustangPanda_PlugX_DLL 

{ 

    // Yara Version 4.1.0 

    

    strings: 

        $check1 = {81 7D F8 02 70 00 00 ?? ?? 81 7D F8 02 70 00 00} 

        $check2 = {?? [0-1] 00 30 00 00 89 ?? F8 83 7d F8 0f 0f 87 ?? ?? ?? ?? 8b ?? F8 FF 24 ?? ?? ?? ?? ?? 

E9 ?? ?? ??} 

        $check3 = {C6 45 ?? 31 C6 45 ?? 32 C6 45 ?? 33 C6 45 ?? 34 C6 45 ?? 35 C6 45 ?? 36 C6 45 ?? 37 C6 

45 ?? 38 C6 45 ?? 39 C6 45 ?? 00} 

        $check4 = {C6 45 F0 23 C6 45 F1 23 C6 45 F2 23 C6 45 F3 23 C6 45 F4 23 C6 45 F5 23 C6 45 F6 23 

C6 45 F7 23 C6 45 F8 00} 

 

    condition: 

        uint16(0) == 0x5A4D and 

        (pe.characteristics & pe.DLL) and 

        pe.is_32bit() and 

        pe.number_of_exports == 1 and 

        (3 of ($check*)) and (filesize <= 350KB) 

} 
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