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A CAUTION

This report contains a number of opinions given by the analysts based on the
information that has been confirmed so far. Each analyst may have a different
opinion and the content of this report may change without notice if new
evidence is confirmed.
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1. Mustang Panda Group Overview

1-1. Introduction to the Mustang Panda Group

Mustang Panda, which is assumed to be based in China, was first brought to the surface by
security company CrowdStrike. They are also called Bronze President, HoneyMyte, and TA416.
Although first discovered in 2017, they are an APT group that have likely been in operation
since 2014. Their attacks mainly target government organizations, non-profit organizations,
and religious and other non-government organizations (NGO), but they are presumed to be
behind attacks targeting various countries including Mongolia, Myanmar, Pakistan, and
Vietnam as well." The malware used by this group include Cobalt Strike, PlugX, and Poison Ivy.
Poison Ivy is an old RAT malware that is rarely used nowadays, and so the group usually uses
Cobalt Strike and PlugX.

" https://attack.mitre.org/groups/G0129/
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Meet CrowdStrike’s Adversary of the Month
for June: MUSTANG PANDA

The June 2018 adversary spotlight ison MUSTANG PANDA, a China-based adversary that has
demonstrated an ability to rapidly assimilate new tools and tactics into its operations, as evidenced by its
use of exploit code for CVE-2017-0199 within days of its public disclosure.

In April 2017, CrowdStrike® Falcon Intelligence™ observed a previously unattributed actor group with a
Chinese nexus targeting a U.S.-based think tank. Further analysis revealed a wider campaign with unique
tactics, techniques, and procedures (TTPs). This adversary targets non-governmental organizations
(NGOs) in general, but uses Mongolian language decoys and themes, suggesting this actor has a specific
focus on gathering intelligence on Mongolia. These campaigns involve the use of shared malware like
Poison lvy or PlugX

Figure 1. Introduction to Mustang Panda?

1-2. Characteristics of the Mustang Panda Group

Mustang Panda drops and executes malware after accessing vulnerable systems, or
distributes them by attaching a compressed file comprised of a normal EXE, malicious DLL
loader, encrypted data, and a bait document to spear phishing emails. But aside from that,
they use other methods of distribution such as embedding these files inside an ".LNK" file or
including in their emails a shortened URL of the external cloud storage (usually Google Drive)
where these files are saved. When the normal EXE is executed, it uses the DLL Side-Loading
method where the malicious DLL in the same directory is loaded. Afterward, encrypted data is
read and decrypted before the ultimate malware is executed, infecting the system. In 2020,
there was an attempt at an attack on a Korean national organization; the details will be

covered further on,

2 https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-june-mustang-

panda/
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1-3. Related Groups

According to security company Recorded Future,® a piece of malware that uses the same TTP
as Mustang Panda with a very similar code had been discovered. It differs in the C&C Server
traffic encryption method, where the used encryption mechanism is different from the one
used by Mustang Panda PlugX. It is not publicly known that this campaign is used by Mustang
Panda. Detailed analysis revealed that Mustang Panda uses XOR encrypted communication
when communicating with the C&C Server, but the newly detected malware uses the RC4
encryption method. Due to such differences, the organization behind this new malware is
called the RedDelta Group to be distinguished from the Mustang Panda Group. However, other
security companies view Mustang Panda and RedDelta as the same group and refer to them
accordingly. AhnlLab also does not refer to RedDelta separately, but refers to the whole as
Mustang Panda.

RedDelta PlugX

Config block decoding function:

“eeRsENeN”
RCA4 encrypted C2
communications DLL side loaded
oo Mustang Panda
Delivered using ZIP files RtICompress/LZNT1
containing legitimate compression P""gx
executables masquerading
as lure documents to Uses stack strings
side-load a first stage DLL for obfuscation Config block decoding
loader function: "XO0000OXX™
config block uses
rolling XOR wikey XOR encrypted C2

~123456789" communications

Typically delivered using
Windows Shortcut (LNK)
files containing an
embedded HTA (HTML
Application) file with a
VBScript or PowerShell
script

Figure 2. Difference between Mustang Panda and RedDelta

3 https://www.recordedfuture.com/reddelta-targets-catholic-organizations/
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2. Major Activities of the Mustang Panda Group

2-1. November - December 2019

While specific targets of attack are unknown, according to security company Anomali,
suspicious ZIP files were found in bulk in November 2019, which contained an ".LNK" file.
Analysis showed this to be a creation of Mustang Panda. When the ".LNK" file is opened, the
bait document is displayed on the screen and the malware is executed. Table 1 below shows
the presumed attack targets based on the content of the bait document.

RESEARCH | OCTOBER 7, 2019

China-Based APT Mustang Panda
Targets Minority Groups, Public and

Private Sector Organizations

6\ by Anomali Threat Research
-

Overview

The Anomali Threat Research Team has identified an ongoing campaign which it believes is being conducted by
the China-based threat group, Mustang Panda. The team first revealed these findings on Wednesday, October 2,
during Anomali Detect 19, the company's annual user conference, in a session titled: “Mustang Panda Riding
Across Country Lines."

CrowdStrike researchers first published information on Mustang Panda in June 2018, after approximately one year
of observing malicious activities that shared unique Tactics, Techniques, and Procedures (TTPs).[l This campaign
dates back to at least November 2018. The research does not indicate with absolute certainty which entities are
being targeted or the impact the campaign has had. Based on the lure documents observed by Anomali, we
believe that the following may be targeted:

Figure 3. Mustang Panda's activities identified*

4 https://www.anomali.com/blog/china-based-apt-mustang-panda-targets-minority-groups-public-and-
private-sector-organizations
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Lang Son, Vietnam
Lao Cai, Vietnam
Embassy of Vietnam in China
Tinh Ha Nam Party Council, Vietnam
MIAT Mongolian Airlines
Sindh Police, Pakistan

Shan (Myanmar) National Restoration Commission and army

China Zentrum eV, Germany
Table 1. Deduced attack targets based on the bait document

The execution flow of this campaign involves the execution of ".LNK" file contained within the
ZIP, which in turn executes the embedded VBScript through HTA. This script drops and opens
the bait document, then drops and executes Cobalt Strike Beacon or PlugX. Details of the
execution flow are shown in Figure 4 below.

(3)

Execution }‘ @

PDF Word
j (1) (2) (2-1) (2-2) Decoy Document
Unzip Execution Execution Execution
: ——— [[LNK | ——————— |HTA | —— —
3
2IP File ndows Embedded HTA Embedded {3:4) Q c 4% control
Shortcut VBScript 2 %

Cobalt Strike Beacon .
OR C&C Server

PlugX

Figure 4. Flow of execution

- AR TR RS oA I N A A TR - R A A I - WA NI AN - - & DAI ST QUAN VIET NAM RS G VIETRANE

. TAITRUNG QUbC- ﬂ/ IN CHINAY

6 ¢ BNG: TCO BT 574~ &7 Add: 32 Guanghua Road~
Tel: (8610) 6532.1155/1125+

' Fax:(8610)6532.6521«
Email: dsqbk1@yahoo.com~

INULINULNULINULISOHINU L NU LINUEINU LINU LINU LINU L INU LINU LINU LIND LINU LIND L INULINU L RINU L NU L EINU L s

BAN TIN«

Kinh goi: - Van phong B6 (T8 Tin A):-
- Cac dom vi: UBBG, DBA.«

(1) Cgc Hai sy Tram Gxang Canh bdo hang hai s6 053: Tirngay 18-24/8,
hang ngay tir 07h00 dén 24h00 tai vimg blen tay nam ban dio L6i Chau, Vinh Béc
Bo, tién hanh hoat ddng quén su trong khu vuc nédi lién bai 5 diém c6 toa d6 lan
hrevr 13- o

Figure 5. Script and bait document included in the ".LNK"" file (Cobalt Strike type)
(MD5: 05CF906B750EB335125695DA42F4EAFC)

It has also been distributed as an NSIS-based EXE file instead of an ".LNK" file. This EXE file
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contains a normal EXE file, malicious DLL loader, encrypted data, and bait document. When
the NSIS-based EXE file is executed, it is designed to drop and open the bait document and
malware.

1 sample.exe 0z ’ oz 37| EEY
|, $TEMP 5.
|| http_dll dat 130,571
4 http._dldl 16,384
@NM’I{}NAL SECURITY COMCEPT OF MONGOLIA.docx
B-| NATIONAL SECURITY CONCEPT OF MOMNGOLLA exe 623 234 97 424

Figure 6. Malware and bait document contained in the EXE file (PlugX type)
(MD5: 0d3fbc842a430f5367d480dd 1b74449b)

The data encrypted in the PlugX type is composed of values from Offset O to 9, and the XOR
KEY, OxA is composed of encrypted data from NULL byte, OxB which signifies the end of the
key. When decryption by XOR occurs, the data becomes a DLL file, which in turn receives
commands from the C&C Server and performs malicious behaviors. At the time of analysis,
the server could be accessed, but no data was received. Thus, it was not possible to identify
how the commands were transmitted and received.

&) http_dil.dat |

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 EytMBJYZIA. . foB
00000010 JY.>..6"1.CRZ1%e

00000020 ° -M.JYZ1AFytMBJY - XOR KEY

00000030 Z1AFytMBJYZ1AFyt

00000040 wsgyz1arxcurvaTl [ End of XOR Key
00000050 30°0ec.~45)/-7=0 I Fncrypted Data
00000060 $>(.,£..%,3-2.5f !

00000070 ..¥b#7z(..Y."&/w
00000080 & : 9 7 ; 5 8 - WaKbytMBJYZe, ¥”9
00000090 KEE F4 14 F8 E1 FF OS5 DB F9 F3 49 B9 35 B4 38 ii5.gay.0uoI5a9

i hitp_dll.dat.bin

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

00000000 4D 52 E8 00 00 00 00 5B 52 45 55 8B EC 81 C3 09 Mzé....[REUci.A.
00000010 0B 00 00 FF D3 C29 C3 00 40 00 00 00 00 00 00 00 ...y0EA.@.......
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .+ivseesvosenanss
00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 .ueveeevcncsanss
00000040 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ..°..”.i!,.Li!Th
00000050 69 73 20 70 72 &6F 67 72 61 6D 20 63 61 6E 6E 6F 1is program canno
00000060 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS

00000070 6D 6F 64 65 2E 0D OD 0OA 24 00 00 00 00 00 00 00 mode....$...uvus
00000080 09 C3 E3 ED 4D 22 8D BE 4D A2 8D BE 4D 22 8D BE .A&aiMe.%Mc.%M¢.%
00000090 OB F3 6C BE 55 A2 8D BE OB F3 52 BE 42 A2 8D BE .61%U¢.%.0R%B¢.%

Figure 6-1. (Top) Encrypted data (Bottom) Decrypted data (PlugX)
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POST fupdate?wd=93c357dc HTTP/1.1
Accept: */*

x-debug: @

x-request: @

x-content: 61456

x-storage: 1

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1;5V1;
Host: www.apple-net.com
Content-Length: @

Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.1 288 0K

Server: nginx/1.12.1

Date: Thu, 19 Aug 2821 87:39:58 GMT
Content-Type: text/html
Content-Length: @]
Cannectian:-keep—alive

Figure 6-2. Attempting to connect to a certain domain but not being able to procure
commands

2-2. May - November 2020

According to security company Recorded Future, just before the renewal of the China-Vatican
agreement of 2018 scheduled for September 2020, a network infiltration on the Vatican and
Hong Kong catholic parishes occurred. Recorded Future stated that the purpose of this attack
seems to be for strengthening control over the catholic church and increasing Chinese
influence to reduce the perceived influence of the Vatican over the Chinese catholic
community. However, the attack proceeded despite the suspension of the agreement in
September. In the affected systems, a bait Vatican document was found targeting the visit of
the Hong Kong research mission to China. It could not be ascertained whether this document
was made by the threat actor or a piece of malware was embedded into a lawful document
that could be obtained by said party. It is said that this document was found after signs of
network infiltration was detected.> Moreover, the threat actors were inactive from September
16 to October 10, 2020. During this period lies a Chinese national holiday called the National
Day, and the “golden week” which is an unofficial holiday period. The threat actor resumed
activities after this period and began to distribute a new PlugX DLL Loader variant developed
in Golang.®

® https://www.recordedfuture.com/reddelta-targets-catholic-organizations/

® https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-
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- EEreEFLAL AFFasas

==

SECRETARIAT OF STATE

No. 491.189

Reverend Monsignor,

In reply to your Report No. 818/20 of 27 March 2020, I would ask vou

kindly to transmit the following message to the appropriate ecclesiastical
authorities:

The Holy Father was saddened ro learn of the death of Bishop
Joseph Ma Zhongmu, and he sends heartfelt condolences to the
clergy, religious and lay faithfid of the Diocese of
Yinchuam/Ningxia Recalling with gratitude Bishop Ma
Zhongmu's years of priestly and episcopal ministry, especially
his pastoral care for the ethnic Mongolian faithfid, His Holiness
commends his sowl to owur heavenly Father s mercifiud love. To all
who mowrn the larte Bishop's passing, Pope Francis cordially
imparts his Apostolic Blessing as a pledge of consolation and
swrength in the Risen Lord.

Cardinal Pietro Parolin
Secrerary of State

With gratitude for your valued assistance, I remain

Yours sincerely in Christ,

- AE— -Q;_ .
*# Edgar Pena Parra
Substitute

Monsignor Javier Corona Herrera
Study Mission
HONG KONG

From the Vatican, 14 May 2020

Figure 7. Bait Vatican document targeting the visit of the Hong Kong research mission to

Also, a file was found signed with a certificate from a company in Beijing, which had never been
used before. This file is unnecessary for executing the PlugX,” and analysis revealed that it is
responsible for finding "CabinetWClass" and terminating the current explorer (folder). Files
signed with the aforementioned certificate were found in multiple malware strains without
any pertinence to Mustang Panda. From this, it is deemed that this certificate has been leaked

China

out and used in various malware.

malware-loader

7 https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-

malware-loader

AhnLab
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> AdobeHelp.exe =4 [=]

(2t [z | OAIE M2 (g0 [ A4E [ 332 [ 03 g3 |

=
PR

MALOIE:  CIOIMAE ., Ef2Amz
FEEM P, shal 20204 B2 232 ..,
Crg Az == B ]
I

.. ON" N3 =2y
= 0 CAS" ME2 SEsLcH

MEIABEE)

ns: o B R PR ol |
TAAFHIE: [AEE = SISLICH
ME AR | 2020 © R H 30 Egg =2 116

[ 2184 2210w

HH MU

METOIE: HAFH =
DigiCert Time,., AMSE 5= 3

4 EFRAME

2020 BE 23%

ARAHIE] (D

L
2

Figure 7-1. File signed with the certificate

2-2-1. Attacks on South Korean National Organizations

Mustang Panda originally made no attempts to attack Korea, but it had been identified in
October 2020 that they attacked a South Korean national organization. The malware used in
this attack was the aforementioned PlugX DLL Loader variant developed in Golang, which had
a precisely matching IP to that found in the above campaign.t Seeing from the fact that the
file composition and names contained in the ZIP file are the same, it is deemed that Mustang
Panda was behind this attack.

¢ https://www.proofpoint.com/us/blog/threat-insight/ta416-goes-ground-and-returns-golang-plugx-
malware-loader
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Mame

Adobelm.exe
|| adobeupdate.dat

%] hesx.dll

PU
MOV
SUB

MOV
CMP

32D2FELD
MOV ESP
POF EEP

RETR

PUSH EBP

MOV EBP
SUB ESP
F] I

DwWORD PTR DS:[32D5357C «<&connects]

32DZFEL1D

g Durmp 1 g Durnp 2 gy Durnp 3

Date modified Type

6/24/2020 5:30 PM Application

6/25/202012:35 PM DAT File

9/10/2020 11:36 AM  Application extens...

MMM T o

[EEP+10]

LEBP+C]

) PTR
EEP

32.connect>

g Durmnp 4 g Durmp 5 3 Watch 1

186 KB
166 KB
1,237 KB

[x=] Locals

| Hex

Figure 8. Mustang Panda malware disclosed by Proofpoint

Ahnlab
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Mame Date medified Type Size

Adobelm.exe 6,/24,2020 4:20 PM Application 186 KB
|| adebeupdate.dat 6,/24,2020 4:20 PM DAT File 166 KB
#| hesx.dll 6/24/2020 4:20 PM Application extens... 1,239 KB

PUSH EEP
MO
SUB !
MOV B PTR
MOV B PTR
MOV B PTR
MOV E PTR
MOV B PTR
MOV B PTR
MOV B PTR
MOV B

PT

[(EEP+10]
[EEP+C]

DWORD [EEP+8]

3ZEBFELD SJEE DWORD PTR

PUSH EBP
MOV E
SUB

[DWORD PTR DS:[32ZEE35

3I2EBFE1D

iy Dump 2 gy Dumip 3 gy Dump 4 gy Dump & A3 Weatch 1 [x=] Locals

45.248.87.162
Figure 8-1. Mustang Panda malware used in the attack against a South Korean national
organization

Ahnlab
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This malware receives commands from the C&C Server and performs the corresponding
malicious behavior, which is outlined in detail in Table 2 below.

AhnLab

b_18@@3FB@(al, a2);

b_leeed4rds(al, a2);

b 16084088 (al, al);

b_leeaacse(al, a2);

b 1eee4848(al, a2);
b

Figure 8-2. Decrypted PlugX commands
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0x7002 Create Process pipe and execute terminal

0x3000 Check the drive information and capacity

0x3001 Search files

0x3004 Read files

0x3007 Create files

Ox300A Create folders

0x300B Check for the existence of files

0x300C Create new processes

Ox300D Copy, move, delete, and rename files

Ox300E Modify environmental variables

Ox300F Check the folder path that contains the
malware

Table 2. PlugX commands and features

2-3. July 2021

In July 2021, it was identified that the encrypted PlugX was being distributed through a slightly
different method from before. In the past, the encrypted PlugX used the 10 bytes from Offset
0 to 9 as the XOR KEY, and OxA contained encrypted PlugX Data from NULL byte value, OxB
which signifies the end of the key. However, the new variant used 16 bytes from Offset O to
OxF as the XOR KEY, and 0x10 contained encrypted PlugX Data from NULL byte value, 0x11,
which signifies the end of the key. It was determined that the decrypted PlugX had no
differences to the past version, and it is thought to persist in secrecy today.

AhnLab
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00000060
00000070

$".K..38...2").?
"?20..L86.P..a.".

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF Decoded text 7|& ASolE P|ug)( é

00000000 fYP1ysCFlk.+.,1ly

00000010 sC.>. 30ui°JRF1"n XOR KEY

00000020 .“193CF1k£¥PlyaC

00000030 F1kfYP1lysCF1kEYP End Of XORKEY

00000040 1ysCF1k2YP1wldEL

00000050 Bo”q0x?Zgs. . *p. . Encrypted Data

00000060 .84, ,Fi11...7£. . F

00000070 +5.Y.-£($5y=...m |l
eV e
) CHeronyLogdat

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text AHE tg'J:iEJ %I'==|.EI_| P|UgX j

00000000 Kok11JCvpfahHmgM

00000010 .. SFL1IC-"$4Ewi’

00000020 Dkok"; FEV0fahHEmQ XORKEY

00000030 wgok1licvptadiind  Fnd Of XOR KEY

00000040 MKok11JCvpEah@lQ

00000050 MEpfb1pdsQE” .. L. Encrypted Data

Figure 9. Configurations of the past encrypted PlugX and the newly discovered PlugX

AhnLab
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3. AhnLab Response Overview

The alias and the engine version information of AhnLab products are shown below.

Data/BIN.EncPe (2020.11.25.00)

Trojan/LNK.PlugX (2021.08.18.03)

Trojan/BIN.PlugX (2021.08.19.00)
Trojan/LNK.CobaltStrike (2021.08.18.03)
Trojan/LNK.Runner (2021.08.11.03)

LNK/Agent (2020.01.07.00)
Trojan/Win32.DlHijacker.C3864085 (2020.01.06.09)
Trojan/Win32.DlIHijacker.C3864088 (2020.01.06.09)
Trojan/Win32.Hijacker.C4207673 (2020.10.21.01)
Trojan/Win.Hijacker.R436787 (2021.08.14.00)
Trojan/Win32.Agent.C4196077 (2020.09.14.06)
Trojan/Win32.Agent.C4230143 (2020.11.25.00)
Trojan/Win32.Agent.C4230142 (2020.11.25.00)
Trojan/Win32.Agent.C4171885 (2021.08.18.03)
Malware/Win32.Generic.C3461395 (2019.09.09.01)
Malware/Win32.Generic.C4177953 (2020.08.09.07)
Malware/Win32.Generic.C4101719 (2020.05.19.06)
Malware/Win32.Backdoor.C4172319 (2020.07.30.03)
Win32/Fixflo.GEN.C4177953 (2020.08.09.07)

Although the activities of this threat group have been announced recently, some of their
malware was being diagnosed in AhnLab products. The ASEC team tracked the activities
of the identified group and responded to the malware, but there may be variants that have
not been detected yet.

AhnL3ab 20
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4. Conclusion

While Mustang Panda is known to not have attacked Korea, AhnLab identified that there had
been an attempt at an attack against a Korean national organization which had not been
externally disclosed. This signifies that Korea is also at risk of Mustang Panda's activities.
Moreover, with the discovery of a new variant in July 2021, it is deemed that the group is still
secretly active. As infections occur through spear phishing emails or attacks against
vulnerable systems, users must refrain from reading emails from unknown sources or opening
their attachments. Users must also run periodic antivirus scans to check for suspicious files
or malware within their system.
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5. Indicators of Compromise (I0C)

5-1. File Paths and Names

The file paths and names used by the malware are as follows. (Some may be identical to the
names of normal files).

chuong trinh dang huong.doc.Ink

European.Ink

S_2019_50_E.Ink

Chuong trinh hoi nghi.doc.Ink

GIAY MOl.doc.Ink

421 CV.doc.Ink

GIAYMOIl.doc.Ink

CV trao doi CAT Cao Bang.doc.Ink
cf56ee00be8ca49d150d85dcb6d2f336.jpg.Ink
Daily News (19-8-2019)(Soft Copy).Ink
32_1.PDF.Ink

TCO BT 574.doc.Ink

sach tham khao Bo mon.docx.Ink

tieu luan ve quyen lam chu cua nhan dan.docx.Ink
vai tro cua nhan dan.doc.Ink

Adobelm.exe

NATIONAL SECURITY CONCEPT OF MONGOLIA.exe
NATIONAL SECURITY CONCEPT OF MONGOLIA.docx
hex.dll

adobeupdate.dat

EwsProxy.exe

EwsProxyUl.dll

ProxylLog.dat

unsecapp.exe

3.exe
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5-2. File Hashes (MD5)

The MD5 of the related files are as follows. (However, sensitive samples may have been
excluded.)

LNK(CobaltStrike)
43067f28dc5208d4a070cf3cc92e29fb
9b39e1f72cf4acffd45f45f08483abf0
165f8683681a4b136be1f9d6ea7f00ce
01d74e6d9f77d5202e7218fab24226¢c4
08f25a641e8361495a415c763fbb9b71
9a180107efb15a00e64db3ce6394328d
6198d625ada7389aac276731cdebb500
11adda734fc67b9cfdf61396de984559
05cf906b750eb335125695da42f4eafc
5f094cb3b92524fced2731c57d305e78

LNK(PlugX)
ca775717d000888a7f71a5907b9c9208
f62dfc4999d624d01e94b89946ec1036
9ff1d3af1f39a37c0dc4ceeb18cc37dc
748de2b2aa1fa23fa5996f287437af1b
4fe276edc21ec5f2540c2babd81c8653
aa115f20472e78a068c1bbf739c443bf

ZIP(Package)
ad128b46bef9ca3cOeaf3bdfb5ceas99
c5f4da8c703696e2fc034cbcc3dab336
660d1132888b2a2ff83b695e65452f87

EXE(Package)
706e0f37a49e013b9fc73a5c05fc861a
e5a23e8a2c0f98850b1a43b595c08e63
0d3fbc842a430f5367d480dd1b74449b
e21e8f398c6d61ae8335664b1ad0444f

PlugX DLL Loader
ad868436b58b7ecf4703b95fc68848a4
991546d0043fd5bb9e944f1eb9ae3251
545c69149cdb1ecc075290426fc69d3f
997dc81e8b83f02bb4cas1ff4aec3861
ce7ac7d283f439b81a92fd9c63df94a0
5179c1d68bf74cb80b8ebf240a0f8f0b
f102fb7bf6cab059e485eb5a71ac17dd
415591d11cf6aeb940ac92c904a1f26a
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c514dddd211c3a15c19a658037c2dbc9
Cc496b5bf0fe335447d1c08eb84ad8ab
2b8902afee7402f28cf297cd4c238ech
5a33a5b140e43f632466bb0220c9787e
5bb812f10f6572eb95ade8c8363124c8
6ca3439153577503fd71f7039a0045ab
6daee109017b7ff6468b4d637c5bfaf7
13c6a7667f45445ead439dcd0387625¢
29ca9e9aefeee03f03a06cde4f906e9c
034ceecbcd85a4f1c8ede556f35856¢c4
50b1123e7d6fe02f26067c33d2a2fb41
54f4ab5541c0bceb937c057a965e1647
68c05c3837ebfe77a3344624836516a2
256acee5a4561df676aedcac5db958fe
384bafc9d3fb04a820e0f85ca82bb970
409d7c6d6718b078cebcc9193476F7a4
447t9475e0864bd4913a36007a824715
8328cd7571f7021aaac9b31aa204f1fb
041415cdc204f8efa12e01581205dec
43089d7b1e9dd86ace75716f5b070852
831252e7fa9bd6fa174715647ebce516
a4be4ab4b7b09e3e916¢16ae092f6d89
a8fbbf83749519d4a2dcb1758450f9e1
b9f87c920d56e9319cab2f4acf8eec32
b48dbdaa5d8c8f4070bf4ddac592a0f6
be67feaba7ee67e4d5d31d4692c8bc7f
bede405584f9ad5d715759c241ddd 164
cdfo6db744f1bb81d254791f5f3f816f
d8acfd3b1edf9307028994dbf3409fbf
deOb02b16da95547cf343bdbec858cf3
e58b889efb794b8aea088370997ef4d3
ec9dbe76a53d92514d70433018143d22
f8d5aebbalde324277d7587dfdec3e07
f263b4cd6718a071022f96ecf051bb2b
f977a52c4a302034f7f933a91203082a
fd866f6e1b997c31bdb6ba24361663e5
01aa2e5f88686b234592f10958ffdaf8
43529e54971a2302ae736c40f39d65df
6b0ea87abca23da00b28c6560fbeab7b
570fdbd2beab3b3e45d4ca2e384237af
ce67d10d75c738c6a107abd75566e395

Encrypted PlugX Data
06615f27cfadde1139040a83d32a0a88
190696ff285e2f893daeba106f6aa758
03a75e4fd64e9b46d0dfff2589d27822
53a191d2be4e9f31457b6f0b34a256d2
a9d4ab21f79c50b8bcd757d1951e0dd2
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aeae5d0bab3579a14b4a5960476a381d
660b811a5fe55bb5532aac8a70288d10

5-3. Related Domains, URLs, and IP Addresses

The download or C2 addresses used are as follows. (http was changed to hxxp, and sensitive
information has been excluded.)

45.248.87.14

45.248.87.162

156.234.168.92

204.11.56.48

58.158.177.102

27.133.148.196

43.254.217.67

185.239.226.19

153.234.212.254

154.221.24.47

185.239.226.61

167.88.180.198

103.85.24.190
hxxp://www.apple-net.com/update?wd=[Random]
hxxp://update.olk4.com/update?wd=[Random]
hxxp://www.systeminfor.com
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6. Yara Rule

Yara is a tool used in malware detection. It allows for the writing of Yara Rules to detect
malware. This tool can be downloaded from https://github.com/VirusTotal/yara/releases,
and documentation on Yara wuse and rule writing can be found at
https://yara.readthedocs.io/en/latest/.

The Yara Rules that can detect the relevant malware are as follows.

import "pe"

rule MustangPanda_DLL_Loader_Nomal_Case_1

{
// Yara Version 4.1.0

strings:
$check1 ={57 8B 7C 24 0C 33 C9 85 FF 7E 27 53 8B 5C 24 18 55 8B 6C 24 18 56 8B 74 24 14 8B C1
99 F7 FB 8A 04 2A 8A 1431 32D088 14 31 41 3B CF 7C EB 5E 5D 5B 5F C3}
$check2 = {FF DO FF D6 6A 00 E8 ?? ?? ?? ?? 90 90 90 90 90 90}

condition:
uint16(0) == 0x5A4D and
(pe.characteristics & pe.DLL) and
pe.is_32bit() and
pe.number_of_exports == 1 and
all of ($check*) and (filesize <= 50KB)

rule MustangPanda_DLL_Loader_Nomal_Case_2

{
// Yara Version 4.1.0

strings:
$check1 ={99 B9 ?? ?? 00 00 F7 F9}
$check2 ={E? [1-4] 8B 95 ?? FE FF FF 52 8B 45 ?? 50 E8 ?? ?? ?? ??}

condition:
uint16(0) == 0x5A4D and
(pe.characteristics & pe.DLL) and
pe.is_32bit() and
pe.number_of_exports >= 2 and
(pe.exports("_run@4") or pe.exports("CEFProcessForkHandlerEx")) and

AhnL3ab 26




Threat Trend Report on Mustang Panda

all of ($check*) and (filesize <= 150KB)

rule MustangPanda_DLL_Loader_Golang

{
// Yara Version 4.1.0

strings:
$check1 ={47 6F 2062 75 69 6C 64}

condition:
uint16(0) == 0x5A4D and
(pe.characteristics & pe.DLL) and
pe.is_32bit() and
pe.number_of_exports >= 3000 and
pe.exports("CEFProcessForkHandlerEx") and
($check1) and (filesize < 1400KB)

rule Decrypted_MustangPanda_PlugX_DLL

{
// Yara Version 4.1.0

strings:
$check1 ={817DF802 700000 ?? ?? 81 7D F8 02 70 00 00}

EQ 27?7272 77}
4577 38 C6 45 ?? 39 C6 45 ?? 00}
C6 45F7 23 C6 45 F8 00}

condition:
uint16(0) == 0x5A4D and
(pe.characteristics & pe.DLL) and
pe.is_32bit() and
pe.number_of_exports == 1 and
(3 of ($check*)) and (filesize <= 350KB)

$check2 = {?? [0-1] 00 30 00 00 89 ?? F8 83 7d F8 Of Of 87 2?2 2?2 2?2 ?? 8b ?? F8 FF 24 2?2 22 2?2 2?2 ??

$check3 ={C6 457?31 C6 45?7?32 C6457??33C6457?34C6457??35C645??736C6457??37C6

$check4 = {C6 45 F023 C6 45F123C645F2 23 C645F3 23 C645F423C645F523C645F623
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