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Executive Summary

Magniber ransomware has shown rapid development during the past several years. Being introduced in Korea for
the first time in mid-2017, its number skyrocketed by April 2018. Despite its exponential growth, leading
cybersecurity companies, such as AhnLab, promptly released restoration tools, resulting in the downfall of Magniber.

Nonetheless, this did not prevent Magniber from performing malicious activities. Magniber was continuously
distributed even after 2018, causing much damage worldwide. AhnLab has been continuously monitoring Magniber
and the changes made to the distributed codes. Recently, the attack method used by Magniber has undergone
drastic changes: The vulnerability exploited for distribution has also changed.

This analysis report will examine the recent malicious activities of Magniber ransomware from changes in exploited
vulnerability to shellcode.

Recent Changes in Magniber Ransomware

Magniber is one of the most well-known fileless malware that is distributed via Magnitude Exploit Kit. It
commonly exploits web browser vulnerabilities, such as Internet Explorer (IE) vulnerability.

Magniber underwent sudden changes between September 2019 and February 2020. During September and
November 2019, Magniber exploited vulnerability (CVE-2019-1367). However, the vulnerability exploited for
attacks has changed over the past few months. According to a recent proof of concept (PoC) revealed by Virus
Total, Magiber has been exploiting an IE vulnerability (CVE-2019-1367). Immediately after the discovery, it was
confirmed that the exploit kit was also exploiting the same vulnerability. CVE-2019-1367 was first discovered
by Google Threat Analysis Group and is known as a vulnerability that occurs in jscript.dll of the |IE script engine.
In October 2019, Microsoft released a security update to address the vulnerability.

At the same time, the newest version of Magniber has undergone additional changes, such as changing the
API factor or changing the ransomware injection process, as shown in Figure 1 and Figure 2. This change was
insignificant compared to the change in the exploited vulnerability that occurred in February this year. It can
be assumed that the decision to change the vulnerability was to hide the ransomware process and bypass the
detection of security solutions, such as anti-virus solutions.
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Figure 1. Attack Flow Diagram of Magniber, September 2019 (09/19/2019)
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Figure 2. Attack Flow Diagram of Magniber, November 2019 (11/11/2019)
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Figure 3. Attack Flow Diagram of Magniber, February 2020 (02/18/2020)

1. Changes in Attack Method

Changes in the vulnerability exploited, and the attack flow occurred in February 2020. Figure 4 shows the
HTML script that is downloaded upon connecting to the newest Magniber distribution website with all versions
before and after the change encoded.
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{meta hctp-squiv="X-UA-Compatible" contenc="IE=10">

ipt types~"text/vbscript" srce=

"data:text/vbscript:base6d, ZGLLIEMINIVWOCGOMCKKIZGLLIEIOUD
1t IHgzMDASCGpEanlgY 1 DwlnIVMCASTEFPy cnPSRCICT iwieCIsY2hyRCZoN
N 1ksY2hyRDUOKSw1RyIsY2hyRCZoN ) EnKSxjaBIodnBONSYpLCJulix)al
IixjaRIoJng2MiYpLGNocigmaDel JiksT1IMi LGNocigmbzEINSYpLGNocig

After Change
<!DOCTYEE htaml><html><head><script language="JScript.Encode">
$8~ACCAAAA==-mD~, , WiTl ' vI\mD~:ovi-g' p= lHP('-’Xd JG‘CA\C-,-

Figure 4. Encoded CVE-2019-1367 Vulnerability Script

Upon decoding the encoded script, as shown in Figure 4, the script that exploits CVE-2019-1367 vulnerability
appears, as shown in Figure 5. Like the previous methods, CVE-2019-1367 script, which is distributed by
Magnitude Exploit Kit, uses the same technique to obfuscate both variable name and shellcode. One notable
change is that JavaScript (JS) engine vulnerability (CVE-2019-1367) was used instead of the Visual Basic
Script (VBS) engine vulnerability (CVE-2018-8174).
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Before Change: CVE-2018-8174 (VBS vulnerability) After Change: CVE-2019-1367 (JS vulnerability)

dim uB8568 (40) var z94Uhc = 2;
dim jQ040b84b (6) ,17L4940KS8 (6) var mméévN = 2;
dim m3D5AS4z32 var XGSsm2x = 4;
dim Q4plEdS var 1zz23Y9fh2 = 0x10;
dim d9iLxMqU var DmEf7Y83cK = &8;
dim mfé6zk,t8VBt9632 ‘ var ef610513Q = 0xCO;
dim JsS5j11E8,wEKDrB4 var DDsyé6gé = 0x10:;
dim b718Y34 var BOySnkw = 0x38;
Ay s e var Bzt296K717 = Ox48;
) var e40220DEy = new Array (25068 A
Dim er 45 A 44. 0. 0. 0. 0. 0. 77 A7
non r 2 =2, Y, YU, Y, YU, U, 7769 v
D S ADTRYCRECEIRDRN " ohe 1206 A 182, 65300 A 251, 65370 A
chr(56) ,chr(111) ,chr (&h35&) ,ct 3 "
. 65508 A 27, 63280 A 207, 65393 A 1
&) ,chr (£h4d&) ,chxr (&h36&) ,chr( i e AR Siia A Aaaw 2
chr (50) ,chr (§0137§&)) 65, 65364 163, 65433 102, 0, C
77 A~ 178, 0, 65434 A 154, 65446 A

Figure 5. Decoded CVE-2019-1367 Vulnerability Script

2. Analysis of CVE-2019-1367 Vulnerability

CVE-2019-1367 vulnerability is a Use After Free (UAF) vulnerability that occurs when the garbage collector of
the Sort method, which is the callback function of JavaScript array object, fails to free the factor that was sent
to the argument object.

Figure 6 shows a decoded portion of the CVE-2019-1367 vulnerability of Magnitude Exploit Kit, and the order
of the activity is demonstrated in numbers to explain why this vulnerability occurs.

First, when the script code is executed (1) the UAF callback function is called by sort method of u array object.
Afterward, (2) argument object from the callback function is saved into the t array object, and (3) mass number
of spray objects are pre-assigned for UAF vulnerability.
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Figure 6. Magnitude Exploit Distribution Script (CVE-2019-1367)

In (4), the t object refers to the p object. After (5), p object, along with spray object, becomes memory-disabled
by the garbage collector. However, because the garbage collector could not disable the argument object, the
t object (arguments) becomes a dangling pointer. Figure 7 shows the overall summary of this process.
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. t object

(4) (arguments »  Regex p object
object)
t object

(5) (arguments » Regex p object
object)

(Dangling Pointer) (free)

t object v object

(6) (arguments » (Regex
object) P ohject)

(use)

Figure 7. Summary of UAF (Use After Free) Process

In the (6) of Figure 7, 1 is assigned to B property of v object, and as a result, specially modified value overwrites
the already-disabled memory area where the p object existed. At this moment, regular expression (Regex)
object with integer variant type (0x03) is saved to the disabled p object address due to type confusion. Usually,
the variant type of a regular expression object must be 0x81, not 0x03. Figure 8 demonstrates memory with a
variant type, which is changed by type confusion. Lastly, on (7), t object is saved to q object, and memory
modification takes place accordingly.
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Before Type Confusion

04dlcfe8 81 00 OO0 DD OO OO0 OD OO0 &0 87 ba 04 £f8 cf dl 04  -» P[142]
O4dlcff® &1 00 OO OO OO OO OO OO B8 86 ba 04 08 dO d1 04 -> PL147]
04d1d00& &1 00 0O OO OO0 OO 00 OO0 bO 85 ba 04 18 d0 d1 04  -= P[140]
04d1d01% &1 00 0O OO0 OO0 OO 00 0O d8 84 ba 04 28 d0 d1 04  -> PH39
04d1ldo2e 81 00 00 OO0 OO OO OD OO OO 84 E 04 38 d0 d1 04  ->Pni3a

04d1d038 &1 00 00 OO OO OO OO OO 28 83 04 48 d0 d1 D4  ->pP[137]

After Type Confusion
04dlcifeB B2 00 00 OO DO OO I]I] 00 00 00 00 OO0 OO 0D OO0 00 -> P[142]

Dd4dicffg 00 00 00 OO0 OO 00 00 ba 04 08 40 d1 04  -> P[14]
04didoog 00 o0 o0 00 EIIZI 000 b ba 04 18 40 d1 04 -= P[140]
04d14018 00 00 0O OO0 0O "gg,,ME 84 ba 04 28 40 d1 04  -=Pr3m
04d1d028 00 00 00 0O EIIJJ 00 00 84 ba 04 38 40 d1 04  ->PN38
04d1d038 00 00 OO0 __IEIFFE_I_,DFET 00 00 00 28 B3 ba 04 48 40 d1 04 -= P[137]
D‘ﬂﬂ§a In poi(dbafGas)

ﬁ int

{Bal22b3e) jscript | BegExpOby - "vitable' | (6al22eciB) jscript |HameList:  “vitable'

Exact matches

Figure 8. Variant Type (0x03) Modified by Type Confusion

The attacker grants run property to malware shellcode area (memory), which they aim to run through CVE-
2019-1367 vulnerability and ramify the execution flow in shellcode. As shown in Figure 9, the attacker also
changed the factor value of VirtualProtect function, which is API that grants property of memory for a short
time. This is a way to bypass the behavior-based detection method of V3, which is AhnLab’s anti-malware
solution.

2020-02-12 flNewProtect{(0x10) 2020-02-18 fINewProtect(0x20)

SetMem(gnxo751TX + 40, [VirtualProtect Address): SetMem(zF2VzZ6 + 40, [VirtualProtect Address);
SetMem(gqnxo7517X + <2<, T8Fltu452 + =f610513Q) SetMem (zF2VzZ6 + 24, e374gMOV43 + nxTI11Z2E5);
SetMem(gnxo7517X + <2, T8Fltud452 + ef610513Q): SetMem(2F2VzZe + <2, e3T4gMOV43 + nxT11Z22P35);
SetMem(gnxo7S17X + 52, :Shellr:ode.length % z94Uhc)); SetMem(zF2VzZé + 52, (ShellCode.length * xT3315k));
SetMem({qnxo7517X + 56, [0x 0) : SetMem(zF2VzZ6 + 56, [Cx20)) ;

SetMem({gneo7517TX + &0, qnxo']"Sl?X - 0x1000); SetMem(=F2VzZ6 + €0, zF2Vzi6 - Ox1000);
SetMem(clwaal, gqnxoTS517X): SetMem (GYI507, zF2VzZ&):

Figure 9. Granting of Run Property to Shellcode (Before and After Change)

3. Shellcode Analysis

The fundamental role of the malicious shellcode is to download ransomware payload, as shown in Figure 10.
Through this method, the ransomware is not created as a file form within the system, but rather, as an
encoded form in the |E process memory area.

Ahnl.ab © AhnLab, Inc. All rights reserved. 10
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:

netOpenA(l, @, @, ©, @, @);

((int
¢

(__stdcall

-1 = (_BYTE

loc(64,

*y(int,

intls *

3

DWORD,

v8, 536878917, &25, &v23, @);
*YolobalAlloc (64,
v25 - 16915);

_DWORD,

/25 + 1);

int,

_DWORD) }TnternetOpenUrlil)(v7, &vG2, @, @, 67180128, @);

Figure 10. Function of Shellcode 1 - Downloading Encoded Ransomware Payload

The second role of the shellcode is to decode the ransomware, and as shown in Figure 11, a customized XOR
method is utilized. Only the variable that is affected by the size of the downloaded payload is changed, and
the attacker continues to use the decoding method mentioned above.

14 < @xB428 );
@x8428 )

[
~h
P
™
i}
W

b

Figure 11. Function of Shellcode 2 - Decoding Ransomware

The third role of the currently distributed shellcode is injecting the ransomware into the running user process.
The injected process then proceeds with file encryption. This is the most recently confirmed change. As shown
in Figure 12, if a process related to AhnLab's V3, called ASDSvc.exe, exists, a code will be added to skip the
process of self-injection. This is another way to prevent the detection of V3.

Ahnl.ab © AhnLab, Inc. All rights reserved.
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if ( vie )
{

iF { w13 )
{
result = CreateToolHelp32Snapshot{vis, &, @);
w17 = result;
if ( result != -1 )
{
viad = 296;
for ( i = Process32First(result, &vidd); i; i = ProcessidNext(vl?, &viad) )
{
E=E = Find_string(&vies, (char *)BasDsve);

P TR T
v 2R = w38

1f { w185 [= GetCurrentProcessIdi) )

1
val = (void ®)0penProcess{1082, @, v1@5);
w2z = {imt)w2l;
if ( v21 )

if ( ICheck_Privilige(vz1) )
{
V38 = @
if { Find_String(&.106, &v29) )
1

IsWowbdProcess(vi, Ev39);
if { w27 || v39 ]|
Inject_Ransom(wl8, wvi2, v13);
}
' V0| SRy T M GATUY SEYLY DB AN YR

}
}
1
result = CloseHandle(vl?);
if { If W3 related process exists, a code is added to skip the self-injection process
{
v23 = GetCurrentProcess_1();
result = Imject Ransom{vis, w23, w13);
}
}

Figure 12. Function of Shellcode 3 — Injecting Ransomware to User Process
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Conclusion

This analysis report covered the significant changes made to the latest Magniber Ransomware. The most
notable change is that the exploited vulnerability has been changed.

In the past, Magnitude Exploit Kit, which is responsible for distributing Magniber Ransomware, used the
vulnerability of VBS engine called CVE-2018-8174 within weeks of its exposure. Moreover, at the end of
January this year, Magniber utilized PoC of a vulnerability of JS(CVE-2019-1367) within two weeks of its
exposure. This means that Magniber does not hesitate to abuse newly discovered vulnerability of programs,
such as IE and Flash Player, to advance their attack methods.

Users must apply the latest security update of all software and applications to prevent and minimize damage
caused by cybersecurity attacks. For security administrators, it is equally important to develop and implement
efficient methods to keep track of all PC and endpoints to reduce the attack surface.
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