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SECURITY STATISTICS

01
Malware Statistics

According to the ASEC [AhnLab Security Emergency Response Center], 15,061,417
malware were detected in January 2016. The number of detected malware increased
by 336,958 from 14,724,459 detected in the previous month as shown in Figure 1-1. A
total of 5,167,710 malware samples were collected in January.
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[Figure 1-1] Malware Trend

* “Detected Samples” refers to the number of malware detected by AhnlLab products deployed by our customers.
* “Collected Samples” refers to the number of malware samples collected autonomously by AhnLab that were besides our
products.
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Figure 1-2 shows the prolific types of malware in January 2016. It appears that PUP
(Potentially Unwanted Program) was the most distributed malware with 72.91% of the
total. It was followed by Trojan (11.21%) and Worm (6.37%).
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[Figure 1-2] Proportion of Malware Type in January 2016

Table 1-1 shows the Top 10 malware threats in January categorized by alias. Trojan/
Win32.Starter was the most frequently detected malware (266,240), followed by
Worm/Win32.IRCBot (185,225).

[Table 1-1] Top 10 Malware Threats in January 2016 (by Alias)

Rank Alias from AhnLab No. of detections
1 Trojan/Win32.Starter 266,240
2 Worm/Win32.IRCBot 185,225
3 Malware/Win32.Generic 153,127
4 Trojan/Win32.Agent 142,804
5 Trojan/Win32.Neshta 108,677
6 Trojan/Win32.Banki 96,843
7 Trojan/Win32.Gen 86,134
8 Unwanted/Win32.HackTool 85,740
9 HackTool/Win32.Crack 71,105
10 Unwanted/Win32.Keygen 65,889

o
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SECURITY STATISTICS

02
Web Security Statistics

In January 2016, a total of 1,093 domains and 9,911 URLs were comprised and used to

distribute malware. In addition, 6,084,376 malicious domains and URLs were blocked.
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[Figure 1-3] Blocked Malicious Domains/URLs in January 2016

* “Blocked Connections” refers to the number of blocked connections from PCs and other systems to the malicious website

by AhnLab products deployed by our customers.

ASEC REPORT 73 | Security Trend

o



Ahnlab

SECURITY STATISTICS

03
Mobile Malware Statistics

In January 2016, 275,885 mobile malware were detected as shown in Figure 1-4.
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[Figure 1-4] Mobile Malware Trend
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Table 1-2 shows the top 10 mobile malware detected in January 2016. Android-PUP/

SmsReg was the most distributed malware with 40,384 of the total.

[Table 1-2] Top 10 Mobile Malware Threats in January 2016 (by alias)

Rank Alias from AhnLab No. of detections
1 Android-PUP/SmsReg 40,384
2 Android-PUP/SmsPay 35,866
3 Android-PUP/Noico 31,226
4 Android-Trojan/Fakelnst 29,603
5 Android-Trojan/SmsSpy 9,151
6 Android-PUP/Chepa 8,621
7 Android-Trojan/Opfake 8,456
8 Android-PUP/Dowgin 7,519
9 Android-Trojan/Slocker 6,054
10 Android-Trojan/SmsSend 6,003
ASEC REPORT 73 | Security Trend 8



Ahnlab

SECURITY ISSUE

Pharming Attacks Found in South Korea Seen
Cropping up in Japan
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SECURITY ISSUE

Pharming Attacks Found in South
Korea Seen Cropping up in Japan

Pharming malware targeting Japanese
banks have recently been discovered
spreading via major Japanese portals. It
has been revealed that the malware are
linked to similar infections that broke out
previously in South Korea. It can thus be
surmised that a group is indiscriminately
targeting victims in both South Korea and

Japan.

Similar to South Korean pharming
malware that tricks victims into accessing
fake bank sites via major portals, the
latest crop of malware found in Japan
use the nation’s most popular portal sites

to funnel unsuspecting victims to sites

disguised as legitimate banking sites.
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Figure 2-1 | Popup window generated after accessing a
portal site

A system infected with the pharming
malware generates a popup window
in Japanese as shown in Figure 2-1.
Disguised as a notice from Japan's
financial supervisory agency, the
message states that "Security for internet
banking (direct] is being strengthen
to prevent financial crimes. Click the
name of your bank to implement the
new security measure.” The malware
then attempts to direct the user to a Web
site disguised as a bank, which closely
resembles the attack pattern of pharming
malware frequently found in South Korea.
Indeed, the logo on the top of the window
is the emblem of South Korea's Financial

Supervisory Service.
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Figure 2-2 | Popup window text

Accessing the fake bank site linked in

the popup window generates a screen
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as shown in Figure 2-3 that demands
a password, user account information,
authorization code and other financial

details for the respective banking site.
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Figure 2-3 | Various windows for entering financial information

If a user inputs the required financial

information, the transmission of the
entered information via packet transfer

can be observed as shown in Figure 2-4.
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Figure 2-4 | Packet transfer of the information entered by
the user

As noted above, the particular malware
found most recently in Japan uses an
attack pattern closely resembling that
of pharming malware found in South
Korea. The compromised site that spread
the relevant malware has recently
been observed distributing malware
targeting South Korean banks once
again. The domain also has a history of
being used for distributing malware via
PUPs (Potentially Unwanted Programs),

requiring users to remain extra vigilant.

The corresponding alias identified by V3
products, AhnLab’s anti-virus program, is

as below:

<Alias identified by V3 products>
Trojan/Win32.Agent (2015.12.25.08)

ASEC REPORT 73 | Security Trend

1"



Ahnlab

IN-DEPTH ANALYSIS

Diversification of Ransomware Attacks:
Malvertising and JavaScript

ASEC REPORT 73 | Security Trend



Ahnlab

IN-DEPTH ANALYSIS

Diversification of Ransomware
Attacks: Malvertising and JavaScript

Ransomware proliferation is becoming
more intense in 2016. Ransomware
is a type of malware that encrypts
documents, images and other files on a
user's computer and demands money in
return for restoring them. Ransomware
distribution methods have become
increasingly diverse recently, including
the use of "malvertising” and spam

email.

1. Ransomware Distribution Using
Malvertising

Malvertising is a portmanteau of
"malware” and "advertising,” a meth-
od of distributing malware via the
advertisements inserted into web sites.
This type of distribution method can
infect multiple users in a short period of
time, while avoiding detection by anti-
virus programs by being inserted into

advertising services.

This report reviews the type of malver-

tising attack in which malware is found
embedded in an ad service site that was
accessed through a Potentially Unwanted
Program (PUP).

PUPs are often installed on the back of
utility programs or illegal authentication
programs; as shown in Figure 3-1, the
malware disguised itself as a weather

information program.

Figure 3-1 | PUP disguised as a weather app

The disguised PUP writes to registry as

shown in Table 3-1.
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Table 3-1 | Registry information

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\
Run\WindoWeather
-> "C:\Program Files\WindoWeather\WindoWeather.exe"

Then it sends system information
including OS, network and anti-virus
program installed on the system to the
C&C server as shown below in Figure
3-2.

oo
i iTTP/1.1 1

Figure 3-2 | Information transmitted to the C&C server

Once the communication with the C&C
server is complete, the PUP remains
running in the background via the
command prompt as shown in Figure
3-3, and thereby the user cannot easily

recognize the presence of the PUP.
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Figure 3-3 | PUP executed via the command prompt

While running in the background, the
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PUP again communicates with the C&C

server to receive data for the ad service.
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Figure 3-4 | Script for generating an ad popup

Also, it checks the web browser of the

system and generates an advertisement
popup for the corresponding browser

using the command in Table 3-2.

Table 3-2 | Command to generate ad popup

cmd /c start iexplore.exe “Ad site Redirect URL"

cmd /c start iexplore.exe —-noframemerging “Ad site
Redirect URL"

Several popups are generated simul-
taneously as shown in Figure 3-5; once
these sites are accessed, the user is

directed to install additional applications.

AhnlLab

Symptoms:

Figure 3-5 | Ad popup with the browser f
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The advertisement page that is accessed
can be found to include a site for

distribution malware as shown in Table 3-3.

Table 3-3 | Network connection information

www.adnet***¥¥per**¥*x¥kx com/****cpm.php
-sa*****puy.com/****r.html

-dsf xRrxxntk net/2w3aKdriZJRnGC4A=I3SKIPrfixzFGMS
Ub-nJDa9BMEXCRQALPh4SGhKrXCJ... (Exploit Kit)

A malicious script is embedded in the
Web page accessed by the user as shown
in Figure 3-6, which infects the system
that vulnerable and old versions of

programs are installed
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Figure 3-6 | Malicious script embedded in the Web site

When PC is infected by the ransomware,
a warning message is displayed on the

screen as shown in Figure 3-7.

Figure 3-7 | Infection message of TeslaCrypt 3.0 ransomware

2. Ransomware Using JavaScript

While executables attached to spam
email have been a common distribution
method for ransomware in the past,
recent attacks have taken place via
compromised Web sites or by using

different file types of attachments.

m JavaScript embedded in spam email
attachments

Ransomware have recently been found to

have evolved into using JavaScript files

to lead users into downloading malware,

instead of relying solely on the traditional

method of using email attachments.
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Figure 3-8 | JavaScript attached to a spam email

As shown in Figure 3-9, the JavaScript
attached to the email is obfuscated,

and while each file type is slightly
different running the script downloads
the ransomware from the additional
distribution site and infects the user’s
PC.
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Figure 3-9 | Obfuscated JavaScript code

® Ransom32 written in JavaScript code

A ransomware written with JavaScript has
recently been revealed via EMSISOFT's
blog. The malware appears to be a Win-
dows executable file (.exe) but is in fact a
self-extracting archive (SFX] as shown in
Figure 3-10. When it runs, it extracts itself

into a TEMP folder and execute chrome.
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Figure 3-10 | Ransomware compressed as an SFX

Chrome.exe used NW.js, with the files

needed for the malicious process pack-
aged within. NW.js is an application
development framework using HTML and

JavaScript, and executes a binary written

in JavaScript via the index.html file as

shown in Figure 3-11.

<html>
<head>
</head>
<hody>
<scriptzrequire( nw.gui ). Window.get () evalN¥Bin(null,

. 4

“binary.bin’)i</seripts
</body>
</html>
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6B 00 00 00 02 14 09 E4 24 SE E7 80 8E OE 00 00

00 41 S0 SO 44 41 54 41 00 02 18 09 E4 25 02 31
22 8A 12 00 00 00 4D &3 £3 72 6F 73_EF 66 74 00
0000 02 14 09 E4 24 EE €3 D3 D6 OE 00 00 00 57
68 6F 62 6F 37.75,00 02 14.08.F4 24 9F D 7F 12
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Figure 3-11 | Executing a JavaScript binary

The extensions of the files encrypted by

Ransom32 are as shown in Table 3-4.

Table 3-4 | File extensions to be encrypted

jpgljpeglrawltiflgiflpnglbmpl3dmImaxlaccdbldbldbfimdblp
dblsqll*sav*|*spv*|*grle*|*mlx*|*sv5*|*game*|*slot*|dwgl
dxflclcppleslhlphplasplrbljavaljariclasslaaflaeplaepxIplblp
rellprprojlaet|ppjlpsdlinddlindllindtlindblinxlidmllpmd|xgx|
xqxlaileps|ps|svglswflflalas3las|txtldocldotldocxldocmldot
xldotmldocblrtflwpdlwpsimsglpdflxls|xltIxtmIxlsx|xlsm|xlt
xIxttmlxlsblxlalxlamIxLxlwIpptlpotlpps|pptx|pptmIpotx|pot
mlppam|ppsx|ppsmlsldx|sldmlwav|imp3laiflifflm3ulméulm
idlmpalwmalralavilmovimp4|3gpImpegl3g2lasflasx|flvimp
glwmvlvoblm3u8lcsvlefx|sdflvcflxmllses|dat

When the system is infected by this
ransomware, the screen shown in Figure

3-12 is displayed.
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3 days, 23:57:47

Figure 3-12 | Ransom32 infection notification

The ransomware attack targeting random

users is expected to continue in 2016,
becoming increasingly complex and
advanced. In addition, ransomware will
begin to threaten a wider range of users
by attacking not only PCs but smart
phones and wearable devices. Data that
is encoded by a ransomware’s encryption
algorithm is essentially impossible to
decrypt without having access to the
key. Thus, it is crucial to keep important
data backed up at all times in addition
to maintaining a system’s anti-virus

program updated in order to effectively

avoid the threat of ransomware infec-
tions. In addition, operating systems,
Web browsers, Java, Flash Player and
other major apps should be kept updated
in order to protect them from "drive-
by-download” attacks. Users are also
advised not to download unnecessary

programs.

The relevant aliases identified by V3
products, AhnlLab’s anti-virus program,
are as below:

<Aliases identified by V3 products>
Trojan/Win32.Teslacrypt
Trojan/Win32.CryptoWall
Trojan/Win32.CryptoLocker
PUP/Win32.Amonetiz

JS/Downloader (2015.12.31.08)
JS/Downloader (2015.12.31.08)
JS/Downloader (2015.11.06.06)
Trojan/Win32.Teslacrypt (2015.12.18.03)
Trojan/Win32.Ransom32 (2016.01.06.01)
Dropper/Win32.Ransom32 (2016.01.06.00)
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