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SECURITY STATISTICS

Malware Statistics
01

According to the ASEC (AhnLab Security Emergency Response Center), 2,717,050 

malware were detected in April 2014. The number of detected malware decreased by 

1,635,501 from 4,352,551 detected in the previous month as shown in Figure 1-1. A 

total of 2,884,767 malware samples were collected in April.

In Figure 1-1, “Detected Samples” refers to the number of malware detected by 

AhnLab products deployed by our customers. “Collected Samples” refers to the 

number of malware samples collected autonomously by AhnLab that were besides 

our products. 

[Figure 1-1] Malware Trend
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Figure 1-2 shows the prolific types of malware in April 2014. It appears that PUP 

(Potentially Unwanted Programs) was the most distributed malware with 38.8% of the 

total. It was followed by Trojans (34.3%) and Adware (8.4%).

Table 1-1 shows the Top 10 malware threats in April categorized by malicious code 

name. Trojan/Win32.Agent was the most frequently detected malware (195,487), 

followed by Trojan/Win32.OnlineGameHack (131,902).

[Figure 1-2] Proportion of Malware Type in April 
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1 Trojan/Win32.Agent 195,487

2 Trojan/Win32.OnlineGameHack 131,902

3 ASD.Prevention 104,979

4 Backdoor/Win32.Hupigon 80,892

5 Trojan/Win32.Starter 74,077

6 PUP/Win32.IntClient 54,227

7 PUP/Win32.Helper 35,951

8 Trojan/Win32.Gen 35,046

9 Trojan/Win32.Urelas 34,514

10 Trojan/Win32.Depok 33,981

Rank Malicious code name No. of detection

[Table 1-1] Top 10 Malware Threats in April (by malicious code name)
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In April 2014, a total of 19,644 domains and 3,186 URLs were comprised and used to 

distribute malware. In addition, 4,567,453 malicious domains and URLs were blocked. 

This figure is the number of blocked connections from PCs and other systems to the 

malicious website by AhnLab products deployed by our customers. Finding a large 

number of distributing malware via websites indicates that internet users need to be 

more cautious when accessing websites.

[Figure 1-3] Malicious Domains/URLs Trend
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In April 2014, 80,461 mobile malware were detected as shown in Figure 1-4.

[Figure 1-4] Mobile Malware Trend
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Table 1-2 shows the Top 10 mobile malware in April 2014 categorized by malicious 

code name. Malicious applications that were disguised as installation programs 

continue to be frequently detected, such as Android-Trojan/FakeInst. Thus, it is 

advised that users exercise cautious when using mobile applications or the internet 

via mobile phones.

1 Android-Trojan/FakeInst 17,417

2 Android-PUP/Dowgin 15,167

3 Android-Trojan/Opfake 7,174

4 Android-Trojan/Mseg 4,055

5 Android-PUP/Leadbolt 2,990

6 Android-Trojan/SMSAgent 2,987

7 Android-PUP/SmsReg 2,739

8 Android-PUP/Wapsx 2,111

9 Android-PUP/Airpush 1,612

10 Android-Trojan/Fujacks 1,348

Rank Malicious code name No. of detection

[Table 1-2] Top 10 Mobile Malware Threats in April (by malicious code name)
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When downloading  f i les  f rom P2P 

websites, it often requires installing a 

downloader program. The downloader 

program asks for the user’s agreement 

to provide personal information and to 

install an affiliated program. Though 

there are some integral compositions 

for using a downloader program, it 

mostly requests installation of adwares. 

Furthermore, the affiliated program 

item to install adware is located in a 

place easily overlooked by the user on 

the installation list. An adware is not 

necessarily used to distribute malware. 

Rather, it matters that malware is usually 

distributed via affiliated programs along 

with the downloader programs from 

unreliable sources. In other words, 

malware is distributed and executed via 

an affiliated program that is installed 

along with the normal application. 

The malware, which is recently discovered, 

is installed through the “grid” element 

from an affiliated program installed along 

with the downloader and is disguised as 

distributed ad programs. 

As shown in Figure 2-1, malwares are 

secretly downloaded through a C&C 

server when the file "mpopup.exe" is 

executed. Table 2-1 shows how malicious 

files communicate with particular servers 

and download additional files.

Process ScrIP DestIP Data

mpopup.
exe

127.0.0.1 218.**.**.91:80
Io**80.******net.co.kr/popun[1].
html

mpopup.
exe

127.0.0.1 69.***.**.83:80 d**n2.si**h.*iz/update[1].exe

mpopup.
exe

127.0.0.1 218.**.**.91:80
Io**80.******net.co.kr/log/?mode
Act=I

test.exe 127.0.0.1 69.***.**.83:80 d**n2.si**h.*iz/1.exe

Security Issue 

Malware Installed through 
Affiliated Programs

01

Figure 2-1 | mpopup.exe icon 



When the malware is executed, a file 

called “popun[1].htm is downloaded from 

the C&C server. It contains script values 

for command execution and additional 

malware to be secretly downloaded.

The “mpopup.exe” f i le  connects to 

a  part icular  IP  and downloads the 

“update[1].exe” file, which is generated 

and executed in C:\DOCUME~1\[User 

account]\LOCALS~1\Temp\test.exe.

The four files shown in Table 2-2 are 

downloaded from a particular IP by “test.

exe”.
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As shown in Table 2-2,  “0.7055475.

exe ”  c re a te s  a  te m p o ra r y  f i le  C : \

DOCUME~1\[User account]\LOCALS~1\

Temp\WindowsHelp.exe and then copies 

it to C:\Windows\system32\WindowsHelp.

exe. Afterwards, the temporary file is 

deleted.	

As shown in Figure 2-4, “WindowsHelp.

exe” is registered as “WindowsHelp” 

service and is automatically executed at 

system start.

Table 2-3 shows how the service item 

“WindowsHelp” is created and how 

the malicious file assigns the service 

Table 2-1 | Network monitoring data 

test.exe 127.0.0.1 69.***.**.83:80 d**n2.si**h.*iz/2.exe

test.exe 127.0.0.1 69.***.**.83:80 d**n2.si**h.*iz/3.exe

test.exe 127.0.0.1 69.***.**.83:80 d**n2.si**h.*iz/gg.exe

wscript.
exe

127.0.0.1 122.**.**.71:80 win**lp.2**.com/h**p/gt.php?e

Figure 2-2 | popun[1].htm 

Figure 2-4 | WindowsHelp Service 

Figure 2-3 | Malicious files downloaded by "test.exe" 		
	 along with "WindowsHelp.exe". 

Process Operation Path

test.exe CREATE
C:\DOCUME~1\[User account]\LOCALS~1\
Temp\0.7055475.exe

test.exe CREATE
C:\DOCUME~1\[User account]\LOCALS~1\
Temp\0.533424.exe

test.exe CREATE
C:\DOCUME~1\[User account]\LOCALS~1\
Temp\0.5795186.exe

test.exe CREATE
C:\DOCUME~1\[User account]\LOCALS~1\
Temp\Kill.bat

Table 2-2 | File process data



execution path by adding an additional 

value to the registry. 

T h e  m a l i c i o u s  f i l e  C : \ W i n d o w s \

s y s t e m 3 2 \ W i n d o w s H e l p . e x e  i s 

executed  automat ica l ly  a t  system 

start and creates a malicious file C:\

DOCUME~1\[User account]\LOCALS~1\

Temp\finalchangedns.vbs. Once created, 

f inalchangedns.vbs conf igures the 

network to communicate with a different 

DNS server.

As a result, the network’s DNS server 

address is changed to the Google DNS 

address (8.8.8.8) and bypasses through 

the Google DNS server when connecting 

to the Internet. The DNS change can be 

checked through C:\Windows\setupapi.

log.
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C : \ D O C U M E ~ 1 \ [ u s e r  a c c o u n t ] \

L O C A L S ~ 1 \ Te m p \ 0 . 5 7 9 5 1 8 6 . e x e 

also generates \Windows\[6 random 

alphabet letters].exe, while “0.533424.

exe” and “[6 random alphabet letters].

exe” are registered to the service and 

automatical ly  communicate with a 

particular server on a continual basis 

whenever the system starts.

Table 2-5 shows the key values added to 

the registry for the automatic execution 

and service registration of “0.533424.exe” 

Key Value

HKLM\SYSTEM\ControlSet001\Services\
WindowsHelp

Key: 0xE1619440

HKLM\SYSTEM\ControlSet001\Services\
WindowsHelp\Start

0x2

HKLM\SYSTEM\ControlSet001\Services\
WindowsHelp\ImagePath

""C:\WINDOWS\system
32\WindowsHelp.exe""

HKLM\SYSTEM\ControlSet001\Services\
WindowsHelp\DisplayName

"WindowsHelp"

Table 2-3 | Registry monitoring data

Table 2-4 | setupapi.log

#-199 "C:\Windows\system32\netsh.exe" is 
being run with the command line netsh interface 
ip set dns "Local Area Connection" static 8.8.8.8.

#-166 Device instal lat ion funct ion:  DIF_
PROPERTYCHANGE.

#I292 "ROOT\MS_PSCHEDMP\0001" Changing 
device properties

#I306 DICS_START: Device has been restarted.

Figure 2-5 | [Six random alphabet letters].exe service



and “[6 random alphabet letters].exe”. 
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This malware remains in communication 

with the C&C server through the Google 

DNS server, putting the user’s local PC 

data at risk. Users should refrain from 

installing downloader programs from 

unverified sources as well as check 

whether any affiliated or ad programs are 

being installed during the downloader 

installation. 

V3 detects related malware as follows:

<Malware names in V3 products>

Trojan/Win32.BHO (2014.04.21.05)

Key Value

HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run\Name_Me_Please

"C:\DOCUME~1\[User 
a cco u n t ] \ LO CA L S ~ 1 \
Temp\0.533424.exe"

HKLM\SYSTEM\ControlSet001\Services\.
Net CLR\Start

0x2

HKLM\SYSTEM\ControlSet001\Services\.
Net CLR\ImagePath

"C:\WINDOWS\[6 random 
alphabet letters]exe"

HKLM\SYSTEM\ControlSet001\Services\.
Net CLR\DisplayName

"Microsoft .Net Framework 
COM+ Support"

HKLM\SYSTEM\ControlSet001\Services\.
Net CLR\ObjectName

"LocalSystem"

HKLM\SYSTEM\ControlSet001\Services\.
Net CLR\Description

"Microsoft .NET COM+ 
Integration with SOAP"

Table 2-5 | Registry monitoring data



When looking at recent mobile issues, 

we can see an increase in the number 

of malware targeting micropayment and 

mobile banking apps for monetary gain. 

A malicious app type that targets digital 

wallets has recently been discovered in 

Russia. The malicious app is estimated to 

have been distributed via SMS.

A packet capture during the malicious 

app's operation shows the smart phone’s 

imei value being transferred.
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Table 2-6 shows that the domain belongs 

to a French company, but the e-mail 

address is Russian (yandex.ru). A code 

analysis verified that the app used a 

broadcast receiver and SMS for i ts 

operation, and that download and update 

commands were received via SMS. The 

following data indicates that the app was 

designed to steal QIWI data 

(*QIWI: a digital wallet app used in 

Russia).

Security Issue 

Rise of Malicious Applications 
Targeting Digital Wallets 

02

Figure 2-6 | Malicious app icon 

Figure 2-7 | Packet capture screen (1) 

Figure 2-8 | Packet capture screen (2) 

U R L  :  h t t p : / / p * * * * * * * * * * * * . i * * * / fa r m .
php?imei=000000000000

IP : 172.**.***.3*

E-mail : gla*************@yandex.ru

Table 2-6 | Domain data 
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This case indicates that digital wallets, 

like micropayment and banking apps, are 

also at risk of being taken advantage of 

by malware creators. Currently, credit 

card companies and mobile carriers 

around the world are releasing digital 

wallet apps.

The app in this case is also estimated to 

have been distributed through an SMS 

spam. As a precautionary measure, users 

should refrain from downloading or 

executing unverified apps(apk). Users are 

also advised to perform regular scans 

using mobile anti-virus apps such as V3 

Mobile.

V3 Mobile products detect the relevant  

app as follows:

<Malware names in V3 mobile products>

Android-Trojan/FakeApp.13B48A

(2014.04.03.00) 

Figure 2-9 | Part of the decompiled data 
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RTF (Rich Text Format) is a document file 

format developed by Microsoft in 1987 

for cross-platform document exchanges. 

As with Word (.doc) files, RTF files are 

compatible with Microsoft Office. There 

are a number of vulnerabilities present 

when MS Word reads RTF files, which 

have been consistently targeted for 

attacks.

In March 2014, Microsoft released a 

security advisory (MS Security Advisory 

2 9 5 3 0 9 5 )  o n  t h e  n e w  " z e ro - d a y " 

attacks targeted at MS Word 2010 (RTF) 

vulnerabilities through its blog. 

While a detailed analysis of the RTF 

files involved in the actual attacks was 

also provided on the blog, no detailed 

information on the attack files was made 

public. Subsequently, multiple spam 

e-mails with RTF attachments such 

as the one shown in Figure 3-1 were 

discovered in what is suspected to be a 

zero-day attack.

Vulnerable RTF files usually have a 

very complex file configuration, and 

attack files are meticulously configured. 

This presents a challenge even for 

experts when looking for the cause of 

vulnerabilities. The RTF file attached to 

the spam e-mail shown in Figure 3-1 was 

also falsely suspected to be a zero-day 

vulnerability, leading to its code name 

being changed multiple times.

Analysis In-Depth 

Zero-day Attacks on RTF 
Vulnerabilities

Figure 3-1 | Spam e-mail with RTF attachment 
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The RTF file in the e-mail shown in Figure 

3-1 was also verified as vulnerability CVE-

2012-0158 (stack-based buffer overflow), 

which occurs when MSCOMCTL.dll reads 

the internal stream data.

Figure 3-3 shows a typical attack file 

targeted at the zero-day RTF vulnerability.

This vulnerabil i ty  is  known to be a 

variation of the CVE-2012-2539 RTF 

vulnerability, which was already reported.

This vulnerability, as with past ones, 

is caused when the values of the RTF 

factor “listoverridecount” differ from 

the allowed 0, 1, or 9, which is still 

unresolved. The only difference is that the 

values are different. Therefore, Microsoft 

has given the attack file the denomination 

“Exploit:Win32/CVE-2012-2539.”

The RTF file used in the actual attack had 

been designed to target vulnerabilities by 

bypassing the OS security mechanisms 

ASLR (Address Space Layer Randomization) 

and DEP (Data Execution Prevention). The 

shellcode executed after successfully 

attacking the vulnerabilities had been 

equipped with a variety of anti-debugging 

and API hooking detection codes.

Moreover,  the Report ingEvents.log 

installed on the vulnerable system was 

referenced, and if no data existed past 

April 8, 2014, it generated and executed 

an additional malware (svchost.exe) with 

system and hidden file properties.

Microsoft's security update for April 

(http://technet.microsoft.com/ko-kr/

security/bulletin/ms14-017) included a 

patch for the zero-day vulnerability. Users 

are advised to install the security update 

to remove the threat of zero-day attacks. 

To guard against attacks using document 

files, users should pay close attention to 

e-mail attachments before opening them.

Figure 3-2 | Inside InvoiceID_... RTF 

Figure 3-3 | Inside the RTF file (Hombres Mercurio.doc) 

Figure 3-4 | Inside ReportingEvents.log 
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