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SECURITY STATISTICS

Malware Statistics
01

According to the ASEC (AhnLab Security Emergency Response Center), 4,352,551 

malware were detected in March 2014. The number of detected malware increased 

by 1,155,277 from 3,197,274 detected in the previous month as shown in Figure 1-1. A 

total of 3,077,664 malware samples were collected in March.

In Figure 1-1, “Detected Samples” refers to the number of malware detected by 

AhnLab products deployed by our customers. “Collected Samples” refers to the 

number of malware samples collected autonomously by AhnLab that were besides 

our products. 

[Figure 1-1] Malware Trend
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Figure 1-2 shows the prolific types of malware in March 2014. It appears that PUP 

(Potentially Unwanted Programs) was the most distributed malware with 47% of the 

total. It was followed by Trojans (37.4%) and Adware (10.1%).

Table 1-1 shows the Top 10 malware threats in March categorized by malicious code 

name. Trojan/Win32.Agent was the most frequently detected malware (230,833), 

followed by Trojan/Win32.OnlineGameHack (229,992).

[Figure 1-2] Malware Trend

1 Trojan/Win32.Agent 230,833

2 Trojan/Win32.OnlineGameHack 229,992

3 ASD.Prevention 210,726

4 Trojan/Win32.Starter 92,215

5 PUP/Win32.SearchKey 82,651

6 Trojan/Win32.TopTool 76,627

7 Adware/Win32.KorAd 73,982

8 Trojan/Win32.Downloader 64,322

9 Trojan/Win32.Depok 62,944

10 Unwanted/Win32.Webcompass 58,598

Rank Malicious code name No. of detection

[Table 1-1] Top 10 Malware Threats in March (by malicious code name)
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SECURITY STATISTICS

Web Security Statistics
02

In March 2014, a total of 3106 domains and 38,547 URLs were comprised and used to 

distribute malware. In addition, 9,990,451 malicious domains and URLs were blocked. 

This figure is the number of blocked connections from PCs and other systems to the 

malicious website by AhnLab products deployed by our customers. Finding a large 

number of distributing malware via websites indicates that internet users need to be 

more cautious when accessing websites.

[Figure 1-3] Blocked Malicious Domains/URLs
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SECURITY STATISTICS

Mobile Malware Statistics
03

In March 2014, 103,892 mobile malware were detected as shown in Figure 1-4.

[Figure 1-4] Blocked Malicious Domains/URLs
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1 Android-Trojan/FakeInst 29,779

2 Android-Trojan/Opfake 9,363

3 Android-PUP/Dowgin 8,912

4 Android-PUP/Wapsx 5,324

5 Android-Axen/Prevention 5,224

6 Android-PUP/Airpush 4,301

7 Android-Trojan/Mseg 3,474

8 Android-Trojan/SMSAgent 3,164

9 Android-Trojan/GinMaster 2,084

10 Android-PUP/Leadbolt 1,811

Rank Malicious code name No. of detection

[Table 1-2] Top 10 Mobile Malware Threats in March (by malicious code name)

Table 1-2 shows the Top 10 mobile malware in March 2014 categorized by malicious 

code name. Malicious applications that were disguised as installation programs to 

illegally charge for rogue text messages or that installed malware continue to be 

frequently detected, such as Android-Trojan/FakeInst and Android-Trojan/OpFake. 

In addition, mobile PUP continuously remains as the top-ranked malware. Thus, it is 

advised that users exercise cautious when using mobile applications or the internet 

via mobile phones.
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Security Issue 

Unpaid Penalty? 
Unsafe Message!

01

Recently, malware disguised as PDF files 

are being distributed via spam email. 

The email title reads “Unpaid Penalty” 

(i.e., penalty for non-payment) and lures 

victims to open the attached file. The 

corresponding email content that was 

sent to a certain company in March is 

shown below in Figure 2-1. 

The attached file looked like a PDF file 

given its icon. However, it is actually 

a Windows screen saver file with the 

extension “.scr”, but the extension was 

hidden due to that “Folder options” of 

the infected system was set up as [Hide 

extensions for known file types].

When a user opens the attached file, the 

malware duplicates itself into folders and 

files with random names. The relevant 

random names were consisted of random 

strings as shown in Figure 2-3.

The malware created key values in the 

system registry to automatically run upon 

system boot and set the newly created 

driver file to be executed as a service. In 

addition, it made a firewall exception for 

a specific port to open. 

[Figure 2-1] Spam Email with Fake PDF File Attached

[Figure 2-2] Malware Disguised as PDF Fil

[Figure 2-3] File Creation with Random Name

C:\Documents and Settings\Administrator\Local 

Settings\Temp\Rawui\etupeb.exe

C:\WINDOWS\system32\drivers\5bec78.sys

C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\

QBL7133.bat



 

In order to conceal itself, the driver file 

registered as a service that created and 

loaded another driver file with a random 

file name on the same path, and then 

deleted itself. 

I t  was confirmed that  the malware 

attempted to connect to the network as 

shown in Figure 2-6.
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In addition, the malware accessed the 

files in the inbox of the Outlook folder as 

well as the Administrator.wab file that 

saved the user’s address book in the 

Address Book. It seems to be an attempt 

to access user information and e-mail 

addresses saved in Outlook. 

To prevent threats that use this kind of 

tactic, it is advised that users not open 

attached files in messages from unknown 

sources. If necessary, it is recommended 

to scan the file with an antivirus program 

before executing it.

V3, AhnLab’s anti-virus product, detects the 
relevant malware as shown below.

<Malicious code name in V3 products>
Trojan/Win32.Zbot(2014.03.12.03)
Backdoor/Win32.Necurs(2014.03.15.00)

그림 2-5 | 자바 취약점 CVE-2012-1723의 예시

[Figure 2-5] Deleting and Loading the Driver File 

[Figure 2-4] Registration of System Registry 

HKCU\Software\Microsoft\Windows\CurrentVers

ion\Run\Etupeb

HKLM\SYSTEM\ControlSet001\Services\5bec78\

ImagePath                                                		

	 " \ ? ? \ C : \ W I N D O W S \ s y s t e m 3 2 \

drivers\5bec78.sys"

HKLM\SYSTEM\ControlSet001\Services\Shared

Access\Parameters\FirewallPolicy\StandardPro

file\DisableNotifications

HKLM\SYSTEM\ControlSet001\Services\Shared

Access\Parameters\FirewallPolicy\StandardPro

file\GloballyOpenPorts\List\4876:UDP

HKLM\SYSTEM\ControlSet001\Services\Shared

Access\Parameters\FirewallPolicy\StandardPro

file\GloballyOpenPorts\List\8684:TCP

[Figure 2-4] Registration of System Registry 

[Figure 2-6] Network Connection Attempt 

[Figure 2-8] Files the Malware Attempted to Access 

[Figure 2-7] Access Path

C:\Documents and Settings\Administrator\

Application Data\Microsoft\AddressBook\

Administrator.wab

C:\Documents and Settings\Administrator\Local 

Settings\Application Data\Identities\

{3F749BE0-B4EC-4137-97CE-AB5390613690}\

Microsoft\Outlook Express\inbox.dbx



A spam e-mail was discovered that 

seemed to  have  targeted  NatWest 

(National Westminster Bank), a major 

bank in the United Kingdom.

The e-mail account of the sender and 

recipient used “natwest.com” as shown 

in Figure 2-9, which is identical to the 

host or domain name of NatWest’s e-mail 

account holders. It is a sophisticated 

social engineering tactic to disguise itself 

as a company e-mail in order to lure a 

user to open an attached malicious file 

without any suspicion. 
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Security Issue 

Presumed Target Attack
against a British Bank

02

The e-mail included a security-related 

title, “SecureMessage.” It contained a 

compressed zip file and an executable file 

with a PDF icon as shown in Figure 2-10 

showed up when extracting the zip file.

When a PC was infected by the malware, 

a file and process as shown in Figure 

2-11 were generated. 

The malware duplicated itself as a file [Figure 2-9] E-mail Message Disguised as Company E-mail	 

[Figure 2-10] Attached Malicious File 

[Figure 2-11] Generated File and Process

SecureMessage.exe   Create ProcessC:\DOCUME

~1\ADMINI~1\LOCALS~1\Temp\ccpin.exe

SecureMessage.exe   Process Start
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named “ccpin.exe” in the %Temp% folder 

and executed it.

The generated malicious file attempted to 

hook the keyboard and mouse information 

using SetWindowsHookExA. 

V3 detects the malware as shown below.

<Malware name in V3 products>

Spyware/Win32.Zbot (2014.03.28.00)

[Figure 2-12] ccpin.exe File	  

[Figure 2-13] Information of SetWindowsHookExA

SecureMessage.exe   

Global Hook(WH_KEYBOARD)      	

SetWindowsHookExA		

SecureMessage.exe   	

Global Hook(WH_MOUSE)         	

SetWindowsHookExA
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Analysis In-Depth 

Another "Kimsuky" Appeared:
A Variant of APT Malware
In September 2013, an APT attack in 

South Korea was detected by AhnLab 

and other security vendors, including 

K a s p e r s k y  L a b  ( “ T h e  ‘ K i m s u k y ’ 

Operat ion :  A  North  Korean  APT?” 

posted on Kaspersky Lab’s blog). The 

Kimsuky Operation is a cyber-espionage 

campaign against major organizations 

in  South Korea.  The malware used 

in this attack showed characteristic 

features: using vulnerabil ity in the 

Korean word processing program, 

Hangul Word Processor (.hwp or HWP 

or Hangul for short), a remote control 

tool (TeamViewer),  key logging and 

communicating with the attacker via a 

web mail account. 

On February 25, 2014, other files were 

newly discovered, with the same types of 

malware that were used in the previous 

attack in 2013. Like the previous attack, 

the initial malware infection was caused 

by a vulnerable HWP document file, a 

widely used Korean word file format in 

South Korea. This is an ongoing APT 

attack, and has been discovered in March 

and April since February. There are eight 

features; two facts about this attack are 

as follows. 

1. Exploitation 

There were two HWP files discovered 

among  South  Korean  government 

organizations on February 25 and March 

19, respectively, which indicates an 

ongoing attack. 

The vulnerability in these two Hangul 

(HWP) files existed in the structure 

re s p o n s i b le  fo r  p a ra g ra p h  l a yo u t 

'HWPTAG_PARA_LINE_SEG'). The article 

for each file was different, though both 

files had the same vulnerability. However, 
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the latest version of Hangul program, 

a popular domestic word processing 

program in South Korea, is not affected 

by this vulnerability.

F i g u re  3 - 1  s h o w s  t h e  lo ca t i o n  o f 

exploitation and shell code in these two 

Hangul (HWP) files.

A DLL file was created in the %TEMP% 

folder and %SYSTEM% folder. In the 

%TEMP% folder, the DLL file was created 

by the name as "~tmp.dll". The DDL file 

created in the %SYSTEM% folder was 

registered and operated as a service. 

However, each variant used a different 

service name and file name.

The f i les created by exploi t ing the 

vulnerable HWP file are shown in Figure 

3-2.  

The created files were modified at the 

same time when the normal "calc.exe" 

file was created in the %SYSTEM% folder. 

This tactic has been commonly used in 

previous APT malware.  

2. Backdoor 

The backdoor file that was installed by 

exploiting the vulnerable HWP files had 

the same functions as the sample file 

of the previous “Kimsuky” operation. Its 

[Figure 3-1] Location of Vulnerability in Hangul Files	  

[Figure 3-2] Example of Files Created by the Vulnerable 		
HWP File

[Figure 3-3] Example of Registry Created to be Executed 
as a Service

(1) c:\Documents and Settings\User Account\

Local Settings\Temp

> ~tmp.dll

(2) c:\WINDOWS\system32

> telnet.dll (same as ~tmp.dll)

- [HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon

trolSet\Services\TelnetManagement]

> "DisplayName"="TelnetManagement"

> "ObjectName"="LocalSystem"

> "Description"="Provides the access and 

management WebClients."

 

- [HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon

trolSet\Services\TelnetManagement\Parameters]

> "ServiceDll" = %SystemRoot%\System32\

telnet.dll
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function to modify specific registry values 

was  as follows: 
■ Anti-virus program and Windows firewall

The backdoor attempted to disable the 

firewall of AhnLab V3, which is the most 

widely used anti-virus program in South 

Korea. However, V3 products employed 

self-protection technology and its registry 

values of V3 could not be modified at all. 

■ Windows Security Center

The backdoor modified the registry values 

to disable Windows Security Center.

3. Communication via Web Mail 

The malware of the “Kimsuky” operation 

used a web mail to steal information and 

communicate with the attacker. It also 

contained authentication information for 

each email account to access the mail 

server with the login information (account 

and password) of each web mail account. 

Then it sent the stolen information as 

an attached file to a “master” e-mail 

address. The corresponding e-mail 

addresses confirmed as of the end of 

April is listed below.

[Figure 3-4] Attempted to Modify the Registry Values to 
Disable the Firewall Function

[HKEY_LOCAL_MACHINE\SOFTWARE\AhnLab\

V3IS80\is]

- fwmode = 0

[HKEY_LOCAL_MACHINE\SOFTWARE\AhnLab\

V3IS2007\InternetSec]

- FWRunMode = 0

[HKLM\SYSTEM\CurrentControlSet\services\

SharedAccess\Parameters\FirewallPolicy\

PublicProfile]

- EnableFirewall = 0

[HKLM\SYSTEM\CurrentControlSet\services\

SharedAccess\Parameters\FirewallPolicy\

StandardProfile]

- EnableFirewall = 0

- lucky000@mail.bg

- lovelove333@mail.bg

- helpyou@mail.bg

- monkeyone@mail.bg

- AnnaLove1989@mail.com

- skagh1961@mail.com

- karena1989@mail.com

- jhonin333@india.com

- qwpejfe234@zoho.com

- s24yt@opera.com

- d24tf@opera.com

- 3wrasd@opera.com

- tilmb17.indiatimes.com

- jsso.indiatimes.com

[Figure 3-5] Modified Registry Values to Disable Windows 
Security Center

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentContr

olSet\Services\wscsvc] 

- Start = 4
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Figures 3-6 and 3-7 show some of the 

data used to log into each web mail 

account and send the attached file. 

The addresses “mail.bg” and “zoho.com” 

among the e-mail accounts list in Table 

3-1 were also used in the previous attack 

in September 2013. In addition, the mail 

domains “mail.com,” ”india.com,” “opera.

com,” and “indiatimes.com” were newly 

discovered at this time. Apart from the 

e-mail accounts in Table 3-1, some of the 

“master” e-mail addresses are listed in 

Table 3-2 below.

The e-mails with attachment files were 

sent from “lovelove333@mail.bg” to 

”jkl110112@hotmail.com,” one of the 

”master” e-mail  addresses.  Those 

e-mails were sent three times on March 

11, March 12, and March 17 as shown in 

Figure 3-8.

- voice9911@indiatimes.com

- fdjjy456@zoho.com

- tgb110117@hotmail.com

- nuttumcg@hotmail.com

- qet11@hotmail.com

- schyong1213@hotmail.com

- mysun1968@hotmail.com

- ytkr2013@hotmail.com

- jkl110112@hotmail.com

- rsh1213@hotmail.com

- suhopack@aol.com

&pass=

urlhash=&rememberme=0&longsession=0&ht

tpssession=0&jan_offset=-28800&jun_offset=-

25200&cors_capable=0&user=

Referer: http://mail.bg/

Cache-Control: no-cache

/auth/login

var msgs = {"inbox":{"

attachment\":true

"subject":"

inbox":{"all

/message/downloadattachment

http://mail.bg

/upload/xhrupload.php

tmpfile":"

token" value="

/message/send

[Table 3-1] Web Mail Addresses Used by “Kimsuky” 
Malware

[Figure 3-6] Login Information Used to Send E-mails and 
Files

[Figure 3-7] Information to Attach the Files with E-mail

[Table 3-2] Master E-mail Addresses

[Figure 3-8] Information Leakage via Web Mail	  
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4. Attacker’s Web Server Address 

(Different from Previous Attack)

(1) Web Server: www.bugs3.com 

The backdoor file “telmgr.dll,” which 

was created on February 24, continued 

to attempt stealing information via a free 

web hosting site (www.bugs3.com) rather 

than via the web-based mail that was 

generally used in previous attacks. Figure 

3-9 shows part of the string information 

of the corresponding malware.

Figure 3-10 shows the screen displayed 

when accessing the relevant PHP site. It 

is configured to upload a specific file.

(2) FTP Server: www.dothome.co.kr

The backdoor file "olethk64.dll," which 

was created on March 22,  used an 

FTP server provided by a web hosting 

service provider (www.dothome.co.kr) 

to  up load  the  sto len  in format ion . 

The malware contained account and 

password information designated by the 

attacker. Figure 3-11 shows the screen 

that is displayed when accessing the 

corresponding FTP server.

5. Information Leakage

The malware of the “Kimsuky” operation 

including malware recently discovered 

to have stolen the information was as 

follows. 

(1) System information

“cmd.exe” used the command shown 

below to save system information about 

the infected system as a file and then 

attempted to upload the file via a web 

mail address designated by the attacker.

(2) User name and computer name

Referer: http://ftp-com.bugs3.com/upload.php

UserId = 

Origin: http://ftp-com.bugs3.com

Host: ftp-com.bugs3.com

ftp-com.bugs3.com

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.3

Accept-Encoding: gzip,deflate,sdch

HTTP/1.1

Accept-Language: en-US,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 5.2) 

AppleWebKit/537.1  (KHTML,  l ike  Gecko) 

Chrome/21.0.1180.89 Safari/537.1

- /c systeminfo > %s 

[Figure 3-9] Web Page Access Information 

[Figure 3-10] Web Page for File Transmission	  

[Figure 3-11] FTP Server for File Transmission	  
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(3) Stealing file list information

“cmd.exe” stole the list information about 

the folders and files of the compromised 

system by the command shown below. By 

gathering that information, the attacker 

could find document files, executable 

files, and image files. Also, the attacker 

could steal extra information with an 

additional attack by using the remote 

control tool. 

(4) Stealing process list information

“cmd.exe” used the command shown 

b e lo w  to  s te a l  i n fo r m a t i o n  a b o u t 

processes running on the compromised 

system.

(5) Key logging

The malware attempted to intercept 

k e y s t ro k e s  a n d  s a v e  t h e  l o g g e d 

information in a file named "~msgsocm.

log" or "c_38649.nls".

6. Bypassing UAC (User Account Control)

Identical to the malware found in September 

2013, these two malware found in February 

and March 2014 bypassed the UAC (User 

Account Control):

7. Remote Control Tool (TeamViewer)

The malware used the same TeamViewer 

client version (5.0.9104), a remote control 

tool, which was used by the attack in 

2013. The dropper was “spl.exe,” and it 

was downloaded and executed via the 

web mail server (“ieup_8”, “iedown_8”) 

designated in “browsesc.dll” by the 

attacker. The resource area of the ”spl.

exe” file contained three executable files 

as shown in Figure 3-12.

The three executable files, which are 

“COM,” KHK,” and “WAVE,” had an XOR 

type with 1 byte of key vale with a size 

of 0x100 from the start of the file. The 

language of the resource was Korean. 

- tasklist /v

- C:\Windows\System32\sysprep\cryptbase.dll

- C:\Windows\System32\sysprep\sysprep.exe

- Elevation:Administrator!new:{3ad05575-8857-

4850-9277-11b85bdb8e09}

[Figure 3-12] Configuration of Remote Control Tool 
Dropper	  

- User name: %s

- Computer name: %s

- dir C:\ /s /a /t
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(1) C:\Windows\System32\xpsp2.exe 

(TeamViewer Client)

(2) C:\Windows\System32\pmspl.exe 

(xpsp2.exe - Install & Start)

(3) C:\Program Files\Internet Explorer\

iexplore_ko.dll  (TeamViewer Client 

Resource DLL)

“spl.exe” and “xpsp2.exe” were created 

on January 23, 2014, and “pmspl.exe” 

was created on January 13, 2014.

As shown in Figure 3-13,  the same 

version of the TeamViewer module as the 

file previously found was used, though 

the file name and path to save the stolen 

information was different from the 

previous attack. 

ASD (AhnLab Smart Defense), the cloud-

based  malware analysis system of 

AhnLab, detected the corresponding 

remote control tool in February 2014, and 

it was assumed that it was created to test 

the target system rather than to infect 

the target. 

On April 8, however, it was discovered 

that the TeamViewer remote control tool 

was installed into the system that was 

infected first by the “Kimsuky” malware 

on February  25,  2014.  Also,  i t  was 

assumed that the infected system was 

an administrator system of a university 

in South Korea. Based on the key logging 

information and system information, 

which were stolen in  advance,  the 

attacker chose the target system for the 

next attack. 

“A0140849.exe” is the dropper file that 

included the TeamViewer remote control 

tool as shown in Figure 14, and it has 

the same configuration with the file 

that found in February 2014 as shown in 

Figure 15. When the file was executed, 

it created three files: “shsvcs.exe,”, 

“signdrv.exe,” and “iexplore_ko.dll.”

[Figure 3-13] Differences in TeamViewer Module 
Previously Used

[Figure 3-14] Infected System by TeamViewer 
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8. PDB (Program Database)

There are differences between the PDB 

within the malware sample found in 

February 2014 and the malware sample 

of the "Kimsuky" Operation in September 

2013:

Since September 2013, the attacker 

has been creating variants (January/

February/March 2014), and it has been 

reported that systems in the major 

organizations in South Korea have been 

infected by the corresponding malware. 

9. Attacker

The malware used in an APT attack in 

September 2013 was named “Kimsuky” 

based on the names "kimsukyang" 

and "Kim asdfa" that were found in the 

attacker’s web mail accounts (iop110112@

hotmail.com, rsh1213@hotmail.com). 

(1) karena1989@mail.com

A new e-mail account of the attacker, 

karena1989@mail.com, was found in 

the variant detected in February 2014 

as shown in Figure 3-16. It is suspected 

that the malware author who used this 

e-mail account is a Chinese with Korean 

language ability due to the fact that 

the password of the attacker’s e-mail 

account, "dkdlfkqmdb???," was converted 

t o  “ I  love  yo u ”  i n  K o re a n  a n d  t h e 

nationality of the e-mail account holder 

was registered as China. 

- E:\WORK\Attack\02_jin\TeamViwer\ie_moth\

Release\ie_moth.pdb

- E:\WORK\Attack\03_kinu\TeamViwer_IE\ie_

moth\Release\ie_moth.pdb

- G:\work (d)\work\teamview_test\new\ie_moth\

Release\ie_moth.pdb

- F:\Work\Tool\Timeviewer\20140113\ie_moth\

Release\ie_moth.pdb

- E:\pmch\0207\TeamViewer\ie_moth\Release\

ie_moth.pdb

[Figure 3-16] E-mail Account Information of the Attacker 

[Figure 3-15] PE Configuration of TeamViewer 
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(2) jhonin333@india.com

Figure 3-17 shows information that 

was confirmed via the Indian web mail 

account,  jhonin333@india.com. The 

subject of the e-mail sent by this account 

was “jinmyung,”, a Korean personal 

name, and the attached file of stolen 

information was “1.pdf.” According to 

the e-mail account information shown 

in Figure 3-18, the attacker registered 

“iop110112@hotmail.com” as a secondary 

e-mail, which was a master web mail 

address that was previously referred as 

“kimsukyang.” In addition, it is interesting 

to note that the attacker checked the 

gender as female and the location as 

Seoul. 

10. Related Samples

(1) %windir%\Program Files\Internet 

Explorer

(2) %windir%\system32\

(3) %temp%

References

- http://www.securelist.com/en/analysis/204792305/

The_Kimsuky_Operation_A_North_Korean_APT

- http://asec.ahnlab.com/968
[Figure 3-17] Attacker’s E-mail Account Information (2) 

- iexplore_ko.dll

- ~tmp.dll

- ~df.tmp

- pdvi.dll

- telnet.dll

- Ahv3.exe

- pmspl.exe

- spl.exe

- xpsp2.exe

- winhelp128.exe

- browsesc.dll

- telmgr.dll

- usermon.dll

- EN.DLL

- ko.dll

- nmails.dll

- ctfmon .exe

- olethk64.dll

- signdrv.exe

- shsvcs.exe

- chksvc.exe

- hostsrv.exe

.
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