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MALWARE TREND

01.

Malware Statistics

Trojans continue to be
the top threat in 2014

Statistics collected by the ASEC show that 3,347,731 malware were reported in January
2014. The number of reports decreased by 2,056,739 from the 5,404,470 reported in the
previous month. (See [Figure 1-1].) The most frequently reported malware was Trojan/
Win32.Hupe, followed by Trojan/Win32.0nlineGameHack and Trojan/Win32.Agent. (See
[Table 1-11.)

Figure 1-1 | Monthly Malware Reports
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Table 1-1 Top 20 Malware Reports in January 2014 (By Malicious Code Name)

Ranking ™M Malicious Code Reports Percentage
1 NEW Trojan/Win32.Hupe 574,098 22.2%
2 NEW Trojan/Win32.0nlineGameHack 372,715 14.4%
3 NEW Trojan/Win32.Agent 236,277 9.1%
4 V4 Win-Trojan/Patched.kg 199,525 7.7%
5 NEW Adware/Win32.Graftor 140,469 5.4%
6 NEW Adware/Win32.KorAd 111,774 4.3%
7 NEW Trojan/Win32.Urelas 97,782 3.8%
8 NEW Trojan/Win32.Starter 88,384 3.4%
9 NEW Trojan/Win32.Generic 80,763 3.1%
10 NEW Trojan/Win32.Wgames 75,568 2.9%
1" v9 Idx/Exploit.Gen 75,083 2.9%
12 NEW PUP/Win32.SubShop 71,137 2.7%
13 NEW PUP/Win32.Helper 70,870 2.7%
14 NEW Textimage/Autorun 59,637 2.3%
15 NEW Backdoor/Win32.Plite 59,522 2.3%
16 NEW Trojan/Win32.Gen 58,331 2.3%
17 NEW Adware/Win32.Agent 57,960 2.2%
18 NEW Trojan/Win32.Downloader 56,113 2.2%
19 NEW PUP/Win32.SearchKey 53,072 2.0%
20 NEW Unwanted/Win32.Keygen 52,592 2.0%

TOTAL 2,591,672 100.0 %
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New malware of January
2014

Trojan, the top threat in all

new malware

[Table 1-2] below shows the percentage breakdown of the Top 20 new malware reported
in January 2014. Among those, Win-Trojan/Win32.Hupe was the most frequently reported
malicious code (571,142 reports). It is followed by Trojan/Win32.0nlineGameHack (195,273
reports) and Adware/Win32.Graftor (92,421 reports).

Table 1-2 | Top 20 New Malware Reports (By Malicious Code Name)

Ranking Malicious Code Reports Percentage
1 Trojan/Win32.Hupe 571,142 39.8%
2 Trojan/Win32.0nlineGameHack 195,273 13.6%
3 Adware/Win32.Graftor 92,421 6.4%
4 Trojan/Win32.Agent 87,998 6.1%
5 Trojan/Win32.Wgames 66,947 4.7%
6 Trojan/Win32.Urelas 56,625 3.9%
7 Trojan/Win32.Generic 44,166 3.1%
8 PUP/Win32.SubShop 43,548 3.0%
9 Trojan/Win32.Malpacked3 36,882 2.6%
10 Backdoor/Win32.Plite 34,650 2.4%
1" Trojan/Win32.Depok 32,804 2.3%
1" PUP/Win32.SearchKey 29,438 2.1%
13 PUP/Win32.GearExt 25,073 1.7%
14 Trojan/Win32.0nLineGames 24,825 1.7%
15 Adware/Win32.Agent 23,775 1.7%
16 Malware/Win32.Generic 16,047 1.1%
17 Trojan/Win32.BitCoinMiner 14,276 1.0%
18 PUP/Win32.Enumerate 13,126 0.9%
19 PUP/Win32.AutoDefend 13,012 0.9%
20 Packed/Win32.MultiPacked 12,723 0.9%

TOTAL 1,434,751 100.0 %

[Figure 1-2] categorizes the top malware reported by AhnlLab customers in January 2014.
Trojan was the most reported malware type, representing 73.5% of the top reported malware
types, followed by Adware (11.9%), PUP (7.4%), and Exploits (2.9%).

Figure 1-2 | Primary Malware Type Breakdown
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Comparison of malware

with previous month

Breakdown of nhew
malware types of
January 2014

[Figure 1-3] shows the malware breakdown compared to the previous month. The
number of Adware, Exploits, Trojans, and PUP increased, whereas the number of Scripts,
Spyware and Virus decreased. The number of Appcare, Dopper, and Worms was similar

to that of the previous month.

Figure 1-3 | Monthly Breakdown of Primary Malware Type (Dec. 2013 vs. Jan. 2014)
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Trojans were the most frequently reported type in January 2014, representing 81.3% of

the new malware types, followed by PUP (8.6%) and Adware (8.1%).

Figure 1-4 | Breakdown of New Malware Types
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02.
Malware |ssues

Malware to Alter Hosts File Were Distributed via
Weather Forecast Website

Malware that altered the hosts file were distributed via a weather
forecast website. This website contained obfuscated malicious
scripts that distributed malware by GongdaExploitKit. [Figure
1-5] is a screenshot of the website where obfuscated malicious
scripts were embedded in “main_golf_data.js” file that was

loaded on the main page.

Figure 1-5 | Website used to distribute malware

As shown in [Figure 1-6], the “main_golf_data.js”, the obfuscated

malicious script file, loads GongdaExploitKit.

Figure 1-6 | Advertisement banner of the website

Figure 1-7 | Malicious script embedded in the website

The URL information involved in an iframe is shown as [Figure

1-8] when de-obfuscating the script.

Figure 1-8 | De-obfuscation of the script

The webpage distributed malware via Java and IE vulnerabilities.

Figure 1-9 | Web Exploit Tool Kit (de-obfuscated)

Once the malware is activated, it creates files as shown in [Figure

1-10] and alters the hosts files.

Figure 1-10 | Malware execution

By altering the hosts files as shown in [Figure 1-11], the malware
redirects users to a phishing website when the users try to

access bank or financial websites.

Figure 1-11 | Altered hosts file
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V3 detects the relevant malware as shown below.

<Malicious code names in V3 products>
-Packed/Win32.Morphine (AhnLab, 2014.01.13.00)
-JS/Agent (AhnLab, 2014.01.15.00)

-JS/Iframe (AhnLab, 2014.01.15.00)

CryptoLocker Infection by a Malware Spread
through an Instant Messenger

In ASEC Report Vol.47, it was introduced about the case that
CryptoLocker was distributed via email attachment to encrypt
document or image files in PC and demand a ransom. After that,
it was recently discovered that a malware was spread through a
certain instant messenger program and caused of CryptoLocker

infection.

Although the initial distribution method has not been discovered
yet, mostly it has been distributed as follows: a message
containing a short URL is delivered and a PC is infected when a
user clicks the URL of the message. Then, the same messages
containing the URL are sent to persons of the messenger buddy

list registered by the user.

Besides, if a user clicks the corresponding URL, “YOURS.JPG.
exe”- an execution file- shown in [Figure 1- 12] is downloaded

and the PC is infected when the file is executed.

Figure 1-12 | Redirection Information

Then, additional malware are downloaded into the same path
where the initial malware was downloaded as shown in [Figure
1-13]. A feature to hook up the keyboard input also has been

discovered.

Figure 1-13 | Additionally downloaded malware

Among additionally downloaded files, “slk21.exe” file causes
the CryptoLocker infection. Once the file is downloaded and
executed, CryptoLocker, a ransomware, encrypts images and
document files in the PC. When a PC is infected by CryptoLocker,

the screen shown in [Figure 1-14] is displayed on the screen.

Figure 1-14 | Image displayed after CryptoLocker infection

The message says as follows: "The important files are
encrypted. If “CryptoLocker” window is not seen, download the
CryptoLocker file from a link (www.uypgnealtv.com/0388.exe)
again and execute the file." The file is also a malware to infect

the ransomware.

When a system is infected, the CryptoLocker window is displayed
as shown in [Figure 1-15]. The popup message shows the link to
the list of encrypted files and demands payment for the recovery

of the files.

Figure 1-15 | Message for Recovery Payment

Then, it provides two payment methods as shown [Figure1-16].

Figure 1-16 | CryptoLocker Payment Method Window

If the user tries to open a document file in the infected PC, the

file is not open and an error message is displayed, which says
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that the document file is encrypted and cannot be executed.

Although the malware was as same as the previous one, due to
the fact that an instant messenger program was used as a path
to distribute the malware, it was spread fast and furious causing
severe damages. It is advised to users to be cautious to click
URLs or files that are attached with e-mails or messages sent

via messenger program.
V3 detects the relevant malware as shown below.

<Malicious code names in V3 products>
-Win-Trojan/Zbot.495104 (2014.01.22.03)
-Win-Trojan/Blocker.801280 (2014.01.22.04)
-Win-Trojan/Buzus.124404 (2014.01.22.04)
-Trojan/Win32.Cryptolocker (2013.12.11.02)

Annoyed by the Haunt of Pop-up Windows

It was reported that a pop-up window is displayed repeatedly
but unregularly when a user tried to access webpages. As ASEC
analyzed the corresponding system, the pop-up window was

generated by “mshta.exe”, a normal Windows file.

[Figure 1-17] shows the pop-up window generated in the

corresponding system.

Figure 1-17 | Abnormally displayed pop-up window

[Figure 1-18] is a screenshot of mshta.exe process information,
which is checked by using the Process Explorer when the pop-up

window appears.

Figure 1-18 | Process information of mshta.exe

The URL address is found in the Command line of the mshta.exe
process ([Figure 1-19]); when the pop-up window appears, the

system is connected to the URL.

Figure 1-19 | Command line information

In the information of Scheduled Tasks of the system, it is found
that there are the commands regularly executed by mshta.exe
([Figure 1-20]). The pop-up window is no longer displayed when

removing the relevant scheduled task.

Figure 1-20 | Registration information of Scheduled Tasks
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03.
Mobile Issues

Cross-platform Threat: A Windows Malware
Infected a Smartphone

On December 21, 2013, it was discovered that a Windows malware
installed a malicious application in Android OS smartphones.
There had been lots of malware targeting Android OS, but it was
the first time to be found that a malware targeted Windows OS to
infect Android OS smartphone. It is estimated that the malware
infected the Windows OS PC via exploiting website vulnerabilities.
V3, AhnlLab’s anti-virus program, detects this malware as Trojan/
Win32.Agent. [Figure 1-21] shows how the Windows malware

infected Android OS smartphone.

Figure 1-21 | Diagram of smartphone infection by Windows malware

Once Ggad.exe is executed in Windows, it drops flashmx32.xtl
(V3 detection: Trojan/Win32.Agent) into %SystemDir% and run
it as service. When flashmx32.xtl is run, the download files list
(iconfig.txt] is retrieved from a site that has been hard coded
inside of flashmx32.xtl. After checking the list, additional files are

downloaded and stored in a designated location ([Figure 1-22]).

Figure 1-22 | flashmx32.xtl stores files in the designated location

Figure 1-23 | flashmx32.xtl - apk installation module

“flashmx32.xtl" is operated as service and communicates with an
Android device with adb. “adb” is a platform tool that is included
in the Android SDK. When USB debug mode, a device option
for developer, is activated, the adb can send various commands
from PC to Android devices. [Figure 1-23] shows a module
of flashmx32.xtl, which installs AV-cdk.apk through the adb
installation option. When a device, which USB debug mode is
activated, is connected to an infected PC, flashmx32.xtl calls the
module shown in [Figure 1-23] to infect the Android device. This
was the first case that a cross-platform infection between PC and
Android OS, and AhnLab expected the potential for Android device
infections by Windows malware in 2012 (“Crossplatform Infection
between PC and Android 0S", http://www.aavar.org/avar2012/

program.html).

Figure 1-24 | Malicious application disguised as Google App Store

AV-cdk.apk installed by flashmx32.xtl is disguised as Google
Play Store as shown in [Figure1-24] to avert users’ suspicion. V3
products for Windows system and V3 Mobile have detected this
malware as Android-Downloader/Bankun. When the malware
is installed in an Android OS smartphone, it performs various
malicious behaviors such as installing a fake bank application,

stealing SMSs from the inbox, and blocking incoming calls.
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Figure 1-25 | AV-cdk.apk Setup file

‘Bootkit’: Android system destroyer

Safety 360, a security vendor in China, presented a report about
Oldboot, an Android bootkit, in January 17, 2014. According to the
report, more than 500 thousand Android OS devices have been
infected by this malware for 6 months in China. When an Android
0S device is infected by the malware, an application is installed,
which displays advertisements continuously. Oldboot consists
of 4 files: /init.rc, /sbin/imei_chk, /system/app/Google.apk, and /
system/lib/libgooglekernel.so. “Init.rc file" is an altered Android
booting script, which a script is added to execute imei_chk file at

system boot.

service imei_chk /sbin/imei_chk
class core
socket imei_chk stream 666

Imei_chk file contains Google.apk and it is executed by the init.
rc script at the init stage when Android system boots as shown
in [Figure 1-26]. When imei_chk file is executed, it replicates the

AndroidKernel.apk file in /system/app/.

Figure 1-26 | Booting process of Android

At boot, the Android system checks that all apk files in the /
system/app/ have been installed, and these applications are
called “pre-installed applications”. If there are any apps missing

during this process, they are installed as system applications.

10

Even if the apk file is removed by a mobile antivirus program, the
AndroidKernel.apk file is reinstalled by init.rc and imei_chk when

the Android device is rebooted.

The difference of Oldboot from previous Android malware is that
it alters /sbin directory and init.rc file. In Android system, the root
directory and /sbin directory are located in the RAM area that is
loaded from the boot partition. RAM is a read only file system,
which does not affect the physical disk although there is any
change during being executed. Therefore, if the relevant partition
is remounted with write privilege and some files are removed,
the disk remains intact so that the removed files are re-installed

when the device is rebooted.

Oldboot infects an Android system by physical access the device
and modifies the Android booting image, or by adding/altering
files in the boot partition using DD or other utilities in the rooted
system. So far now, only some of devices in China have been
infected by this malware, yet it is advised for users in other
countries to be cautious of this type of malware: It is recommend
to download applications via official app markets such as Google
Play, and to set not to allow the ‘unknown source’ option so that

unidentified application is not installed.

V3 Mobile detects the applications created by Oldboot can be
detected as Android-Trojan/Oldboot. In the meantime, a mobile
antivirus cannot access the init.rc or imei_chk file. Therefore, if
Android- Trojan/Oldboot is continuously detected at smartphone
boot, the ROM should be replaced with an official ROM distributed

by the manufacturer.
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SECURITY TREND

01.
Security Statistics

Microsoft Security Microsoft released security bulletins for January 2014 with 4 security updates and all of them
Updates- January 2014 are listed as important; two system updates, one MS Office update and one application update.
The MS Office-related vulnerability can be used for remote code execution and frequently

exploited by attackers. Thus, it is necessary to install these patches for safe use.

7 — SYSTEM
= I
6 — OFFICE
5 SERVER
4
3
2
0
02 03 04 05 06 07 08 09 10 1 12 01

Figure 2-1 | MS Security Updates for each attack target

MS14-001 Vulnerability in Microsoft Word and Office web applications that could allow remote
code execution

MS14-002 Vulnerability in Windows kernel that could allow elevation of privilege

MS14-003 Vulnerability of Windows kernel mode driver that could allow elevation of privilege

MS14-004 Vulnerability in Microsoft Dynamics AX that could allow denial of service

Table 2-1 | MS Security Updates for January 2014
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02.
Security Issues

400 Gbps NTP Reflection DDoS Attack against a
Hosting Company in France

The frequency of NTP reflection DDoS attacks has grown
consistently all over the world since December 2013. In January
2014, there was 400 Gbps DDoS attack happened against a
hosting company in France. The CEO of the company posted on
Twitter that they were being targeted with over 400 GB NTP-
based DDoS attacks.

Figure 2-2 | 400 GB NTP reflection attack against a hosting
company in France

There had been reflection attacks targeted Domain Name System
(DNS]) servers: Unlike TCP, it is easier to forge the source IP
address with UDP (User Datagram Protocol] based protocol, and it
can bring huge responses with small requests so that it has been
frequently used by attackers. However, recently the frequency of

NTP reflection attacks among such UDP protocol-based attacks

Figure 2-3 | Amplification factors by protocol

has grown, which can cause the most severe amplification. The

test result on bandwidth amplification is shown as [Figure 2-3].

NTP reflection attack is processed as below.

- The attacker sends an inquiry to the server with disguising the
target IP as a source IP address (e.g. monlist for NTP).

- The server sends replies for the inquiry to the disguised IP (target IP).

- The attacker attempts to send a massive amount of inquiries as
above to the NTP server.

- As aresult, a large amount of reply packets is sent to the target IP.

Figure 2-4 | Diagram of NTP reflection attack

The NTP-based DDoS attacks have been increased since October
2013 when it became known that the monlist function of NPT can be
used for reflection DDoS attacks. The monlist function is intended
to bring a list of recent accessed systems to the NTP server and
used for server management and monitoring. This function is
implemented in the ntp_request.c of the ntpd demon. If the version
of a system is older before 4.2.7p26, an attacker can create reply
packet bigger than the request packet through REQ_MON_GETLIST
and REQ_MON_GETLIST_1 requests (CVE-2013-5211).

Figure 2-5 | Increase of NTP reflection DDoS attacks since October 2013
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[Figure 2-6] shows the result when MON_GET_LIST_1 request
is sent to a vulnerable server: the first line is the request packet
and it was 90 bites. The server sent back 100 reply packets of 482
bites, which are approximately 535 times larger than the request
packet. In other words, attackers can use the NTP protocol to

create massive traffic.

Figure 2-6 | NTP Monlist request packet
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Besides, there are two methods to test vulnerabilities on the NTP
server. Firstly, the ntpdc command can be used for *nix operating

systems.

#/usr/sbin/ntpdc <remote server>
monlist

or

#ntpdc -n -c monlist <remote server>

AhnlLab has updated the relevant network signatures to

TrusGuard products as below.

ddos_ntp_reflection_monlist_request(CVE-2013-5211)
ddos_ntp_reflection_monlist_response(CVE-2013-5211)

The server will reply for the ntpdc command if it has vulnerable
settings. If there are no vulnerabilities, an error message

‘Request Timed out” will be displayed.

The other method to test NTP server vulnerability is to add a
script to NMAP (http://nmap.org/), a network scanning tool.
The script to test vulnerabilities for NTP reflection attack can be
downloaded from the following links. https://www.nmap.org/

nmap-exp/patrik/nmap-brute/scripts/ntp-monlist.nse

If the server is vulnerable, it brings a list of accessed hosts with

the command below;

nmap -sU -pU:123 -Pn -n --script=ntp-monlist <remote server>

Also, there are methods to remove the vulnerabilities.

1. Modify the setting file not to replay to any monlist request
(noguery option). It is necessary to change the contents of ntp.

confinto “restrict default noquery”.

2. Update the server with the version that has excluded the
corresponding vulnerabilities. The corresponding vulnerabilities
are existed in the older versions before 4.2.7p26. It can eliminate

these vulnerabilities from the server by updating as 4.2.7 version.
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01.

Web Security Statistics

Website malware trends

Monthly change in
malware detections

SiteGuard (AhnLab’s web browser security service) blocked 1,287 websites that
distributed malware in January 2014. There were 95 types of malware, 180 domains
and 320 URLs that distributed malware were found. Compared to the previous month,
the number of malware report decreased, but the number of domains and URLs that

distributed malware increased.

Table 3-1 | Website security trends for January 2014

Reported malicious codes B January
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As of January 2014, the number of malware reports is 1,287 that is a 111% increase from the

1,161 reported in the previous month.

Figure 3-1 | Monthly change in malware detections
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Monthly change in the
number of reported
malware types

Monthly change
in domains that
distributed malware

Monthly change in
URLSs that distributed

malware
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The number of reported types of malware decreased to 95, 90% of 106 reported in the previous

month.

Figure 3-2 | Monthly change in the number of reported malware types
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The number of reported domains that distributed malware increased to 180, which is 144% of

125 reported in the previous month.

Figure 3-3 | Monthly change in domains that distributed malware
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320 URLs that distributed malware were reported, which is 140.4% increased from 228

reported in the previous month.

Figure 3-4 | Monthly change in URLs that distributed malware
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Top distributed types

of malware

Top 10 distributed
malware
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Trojans were the top distributed type of malware with 1,044 (81.1%) cases, followed by

Spyware with 82 (6.4%) cases reported.

Type Report Percentage
TROJAN 1,044 81.1%
SPYWARE 82 6.4%
ADWARE 61 4.7%
DROPPER 15 1.2%
DOWNLOADER 9 0.7%
JOKE 2 0.2%
ETC 74 5.7%
1,287 100.0 %
Table 3-2 | Top distributed types of malware
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Figure 3-5 | Top distributed types of malware

Trojan/Win32.Agent was the most distributed malware with 336 (35.7%) cases, and 3

malware, including Win-Trojan/Dwonloader.950152, newly emerged in the Top 10 list.

Ranking N Malicious Code Reports Percentage
1 —_ Trojan/Win32.Agent 336 35.7%
2 NEW Win-Trojan/Dwonloader.950152 141 15%
3 NEW Trojan/Win32.Bjlog 135 14.3%
4 NEW Trojan/Win32.Downloader 93 9.9%
5 v3 Spyware/Win32.Gajai 82 8.7%
6 A2 Trojan/Win32.KorAd 35 3.7%
7 v2 Win-Trojan/Downloader.12800.LU 33 3.5%
8 A1l Adware/Win32.Clicker 32 3.4%
9 v3 Trojan/ Win32.Starter 29 3.1%
10 v6 Trojan/ Win32.0nescan 25 2.7%

TOTAL 941 100.0 %

Table 3-3 | Top 10 distributed malware




Contributors

Editor

Design

Publisher

ASEC REPORT
CONTRIBUTORS

ASEC Researchers
SiteGuard Researchers

Content Creatives Team

UX Design Team

AhnLab, Inc.

us:

infoldahnlab.com

Other Regions:

global.salesfdahnlab.com

AhnlLab

Disclosure to or reproduction for
others without the specific written

authorization of AhnLab is prohibited.

©AhnLab, Inc. All rights reserved.




