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I. SECURITY TREND - SEPTEMBER 2013

Malicious Code Trend

01.
Malicious Code Statistics

The number of malicious Statistics collected by ASEC show that 2,359,753 malicious codes were reported in September
codes reported in 2013. The number of reports decreased by 403,410 from the 2,763,163 reported in the previous

September decreased month. (See [Figure 1-1]) The most frequently reported malicious code was Trojan/Win32.

by 400,000 from the

previous month.

onlinegamehack, followed by Textimage/Autorun and Win-Trojan/Patched.kg. Also, a total of 3

malicious codes were newly added to the “Top 20" list. (See [Table 1-11.)

Figure 1-1 | Monthly Malicious Code Reports
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Table 1-1 | Top 20 Malicious Code Reports (Based on Infection Report and Malicious Code name) for September 2013

Ranking N Malicious Code Reports Percentage
1 — Trojan/Win32.onlinegamehack 164,399 19.7 %
2 —_ Textimage/Autorun 99,536 11.9 %
3 NEW Win-Trojan/Patched.kg 76,382 9.2%
4 A9 Win-Trojan/Agent.149246 63,066 7.6 %
5 v Win-Trojan/Wgames.Gen 58,815 7.1 %
6 Al RIPPER 43,775 5.2%
7 v Als/Bursted 40,456 4.8 %
8 v3 Trojan/Win32.agent 28,116 3.4 %
9 A5 Win32/Autorun.worm.307200.F 27,520 3.3%
10 A5 JS/Agent 26,593 3.2%
1 A5 Win-Trojan/Malpacked5.Gen 26,204 3.1%
12 v ASD.PREVENTION 25,628 3.1%
13 vi Binlmage/Host 24,092 2.9%
14 A3 Win-Trojan/Asd.variant 21,230 25%
15 NEW Backdoor/Win32.plite 20,906 25%
16 A2 JS/Exploit 20,523 25%
17 V14 Trojan/Win32.Gen 19,631 2.3%
18 A1l Win32/Virut.f 17,615 21%
19 v10 Win-Trojan/Onlinegamehack140.Gen 14,851 1.8 %
20 NEW Adware/Win32.agent 14,830 1.8%

TOTAL 834,168 100.0 %
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Top 20 Malicious Code
Report

"Trojan Horse" - The
most frequently reported
new malicious code in
September

[Table 1-2] below shows the percentage breakdown of the Top 20 malicious codes and variants
reported this month. Among those, Trojan/Win32 was the most frequently reported malicious
code (356,576 reports). It is followed by Win-Trojan/Agent (183,970 reports) and Textimage/
Autorun (99,546 reports).

Table 1-2 | Top 20 Malicious Codes

Ranking N Malicious Code Reports Percentage
1 — Trojan/Win32 356,576 25.6 %
2 —_ Win-Trojan/Agent 183,970 13.2%
3 —_ Textimage/Autorun 99,546 7.1%
4 NEW Win-Trojan/Patched 89,837 6.4%
5 v1 Win-Trojan/Onlinegamehack 75,545 5.4 %
6 A1l Win-Trojan/Wgames 58,815 4.2%
7 v2 Win-Trojan/Downloader 56,007 4.0 %
8 — Win32/Conficker 50,459 3.6%
9 v3 Adware/Win32 49,667 3.6%
10 A1l Win32/Autorun.worm 47,744 3.4 %
1 v2 Win32/Virut 44,820 3.2%
12 — RIPPER 43,775 3.2%
13 v3 Als/Bursted 40,456 2.9%
14 — Win32/Kido 38,573 2.8%
15 NEW Backdoor/Win32 31,148 2.2%
16 AL JS/Agent 26,703 1.9 %
17 V4 Malware/Win32 26,343 1.9%
18 NEW Win-Trojan/Malpacked5 26,204 1.9 %
19 vi ASD 25,628 1.8%
20 v Binlmage/Host 24,092 1.7 %

TOTAL 1,395,908 100.0 %

[Table 1-3] shows the percentage breakdown of the Top 20 new malicious codes reported in
September. Win-Trojan/Hupigon.117903 was the most frequently reported new malicious code
in September, representing 30.4% (9,291 reports) of the Top 20 new malicious codes. It was

followed by ACAD/Agent, representing 12.9% (3,931 reports).

Table 1-3 | Top 20 New Malicious Code Reports in September

Ranking Malicious Code Reports Percentage
1 Win-Trojan/Hupigon.117903 9,291 30.4 %
2 ACAD/Agent 3,931 12.9 %
3 Win-Trojan/Malpack.94720 2,860 9.3%
4 Win-Trojan/Agent.319488.EC 1,877 6.1%
5 Win-Trojan/Onlinegamehack.187530 1,708 5.6 %
6 Win-Trojan/Urelas.236212 1,469 4.8 %
7 Win-Trojan/Downloader.31557 1,195 3.9%
8 Win-Trojan/Jorik.327325 1,095 3.6%
9 Win-Trojan/Agent.93947 825 2.7%
10 JS/Decode 757 2.5%
1" Win-Trojan/Bootkit.219772 728 2.4%
12 Win-Trojan/Onlinegamehack.222828 722 2.4%
13 Win-Trojan/Agent.170496.EB 631 2.1 %
14 Win-Trojan/Agent.206443 629 2.0%
15 Win-Trojan/Onlinegamehack.217279 604 2.0%
16 Win-Trojan/Banki.19459 584 1.9 %
17 Win-Trojan/Patched.KE 507 1.7 %
18 Win-Trojan/Agent.27985.B 471 1.5%
19 Win-Adware/Enumerate.150904 372 1.2%
20 Win-Trojan/Morix.89600 310 1.0 %

TOTAL 30,566 100.0 %
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"Trojan Horse" Ranked
as the Most Reported
Malicious Code in
September (55.3%)

Comparison of Malicious
Codes with Previous Month

[Figure 1-2] categorizes the top malicious codes reported by AhnlLab customers in September
2013. Trojan was the most reported malicious code type, representing 55.3% of the top reported

malicious code types, followed by Worm (8.4%) and Script (7.4%).

Figure 1-2 | Primary Malicious Code Type Breakdown

TROJAN
53.3%

WORM
.8.4%
ETC 15.0% ‘,, SCRIPT
7T 4%
APPCARE0.1% ---~~-

SPYWARE 0.5% = - - -
DOWNLOADER °  DROPPER EXPLOIT ADWARE  VIRUS
1.1% 2.3% 2.5% 3.5% 3.9%

[Figure 1-3] shows the malicious code breakdown compared to the previous month. The
number of Trojan horses, Worms, and Exploits increased, whereas the number of Scripts,
Viruses, Adware, Droppers, Downloaders, and Spyware decreased. The number of Appcare was

similar to that of the previous month.

Figure 1-3 | Monthly Breakdown of Primary Malicious Code Types (Aug. 2013 vs. Sep. 2013)
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Breakdown of New Trojan Horse was the most frequently reported new malicious code type in September,

representing 82% of the new malicious code types, followed by Adware (3%) and Exploit (2%).

Malicious Code Types

Figure 1-4 | Breakdown of New Malicious Code Types
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Malicious Code Trend

02.

Malicious Code Issues

Increased ZeroAccess virus attacks

Past malicious codes were created for a particular purpose; and
could easily be eliminated with antivirus products. In order to
hide their presence from analysts, attackers used names that
were similar to non-malicious file names and hid the malicious
code in folders such as system32 where the process names
cannot all be checked without being a specialist. However, as
these methods were easily exposed by antivirus programs used
by analysts, attackers were forced to consider various methods
of bypassing the antivirus programs in order to protect their

malicious code.

ZeroAccess malicious code, which has recently been reported
in many variants, is not the newest type of malicious code,
but variants are constantly being distributed and they use the
following methods to continually cause difficulties for antivirus

developers.

- Modifying MBR areas so that even if the malware is removed by antivirus
software, it is restored at system booting

- Infecting a target among the drivers loaded on the OS and stealing the file system

- Hiding inside the ADS(Alternate Data Stream)

- Changing a program'’s privileges in order to prevent removal by antivirus software

- Inserting itself into the normal process of the 0S

Infected

0x300 Byte Code

Figure 1-5 | Malicious code injected into the normal process

When access privileges are modified after ZeroAccess malware

infection [Figure 1-7], the following error message is displayed.

Figure 1-7 | Error message when access privileges for the file or
folder are changed

The folder created by the malware infection has the following

contents.

Figure 1-8 | Files created by the malicious code

- C:\Documents and Settings\<User Name>\Local Settings\Application Data\
google\{7ae63c65...\
- C:\Program Files\Google\Desktop\Install\{7ae63cé5..... \

The following files and directories are created.
U : Directory
L : Directory
(@ : Data file (contains various information including the time)

GoogleUpdate.exe : PE file (dlL file with Payload function)

- C\Windows\assembly\GAC\Desktop.ini : File created through GoogleUpdat.exe
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-Solution

Previously, separate removal tools were needed for the complete
removal of ZeroAccess malicious code on infected drivers reported
before 2011, but currently the malicious code can be detected and
removed by the antivirus program. However, because the malicious
code overwrites the normal process of the OS, the system needs
to be restarted after the repair to ensure complete removal of the
malicious code. If the system is not restarted upon repair, the real-

time scan window will continuously be displayed.

<Malware names in V3 products>
-Trojan/Win32.AZccess (2013.09.04.03)
-Backdoor/Win32.ZAccess (2013.08.20.00)

ZeroAccess malicious code disguised as
Google update

In recently reported cases, files downloaded from the Internet on
Windows Vista and Windows 7 OS were recognized as viruses.
This was confirmed to be a variant of the ZeroAccess malicious

code mentioned in ‘Increased ZeroAccess access attacks’.

When infected by the recently reported ZeroAccess malicious
code, antivirus program files that are downloaded with various
browsers cause a warning to be displayed indicating that the files
were recognized as a virus and removed. The message indicates
the files were not downloaded due to a failed virus scan, or the
files appeared to have been downloaded. But in reality, they were
not downloaded. The same results occurred for any type of file

downloaded by the web browser.

Unlike Internet Explorer (IE] and Chrome, Firefox shows that the
file appears to be downloaded normally as shown in [Figure 11],

but the file does not exist after being downloaded.

The files could not be downloaded with the browser even after
the malicious code was removed. We analyzed this and found
that the ZeroAccess malicious code had changed the Windows
Defender program files to symbolic links which prevented normal

operation.

Figure 1-14 | Files and subfolders in Windows Defender folder
changed to symbolic links

Deleting the Windows Defender folder shown in [Figure 1-14] can
temporarily solve the problem and allow the browser to download
files. The problem can also be solved by using the fsutil command
shown in [Table 1-4] to remove the Windows Defender files and

subfolders which have become symbolic links.

fsutil reparsepoint delete "
“c:\Program Files\Windows Defender\MpAsDesc.dll"
“c:\Program Files\Windows Defender\MpClient.dll"

fsutil reparsepoint delete "

fsutil reparsepoint delete

fsutil reparsepoint delete

fsutil reparsepoint delete "
“c:\Program Files\Windows Defender\MpEvMsg.dll"

fsutil reparsepoint delete

fsutil reparsepoint delete "
“c:\Program Files\Windows Defender\MpRTP.dlL"
“c:\Program Files\Windows Defender\MpSvec.dlL"

fsutil reparsepoint delete

fsutil reparsepoint delete

fsutil reparsepoint delete "
“c:\Program Files\Windows Defender\MsMpCom.dll"*
“c:\Program Files\Windows Defender\MsMpLics.dll"

fsutil reparsepoint delete

fsutil reparsepoint delete

fsutil reparsepoint delete "

c:\Program Files\Windows Defender\ko-KR"

c:\Program Files\Windows Defender\MpCmdRun.exe"

c:\Program Files\Windows Defender\MpCommu.dUl*

c:\Program Files\Windows Defender\MpOAV.dll"

c:\Program Files\Windows Defender\MSASCui.exe”

c:\Program Files\Windows Defender\MsMpRes.dll"

Table 1-4 | fsutil command

In order to use the fsutil command, the command prompt must

be executed with administrator permissions.

Copy the fsutil command into Notepad and create a .bat file. When
the .bat file is executed, all of the symbolic links for the Windows
Defender files and subfolders are removed at once. The .bat file

can be seen when the following compressed file is decompressed.

Download WDfix.zip to any location and decompress it, then
run the command prompt with administrator permissions and
execute the .bat file by setting the path to the location of WDfix.
bat. [Figure 1-16] shows the screen that is displayed when WDfix.

bat is executed from the command prompt.

Figure 1-16 | WDfix.bat execution screen

When infected by the malware, the following files are created and

registered in the registry to automatically run at system boot.

[File creation]
- C:\Program Files\Google\Desktop\Install\{5b59de3c-
f4bd-9bb1-c23a-d28ec6914577}
\ \.\??\{5b59de3c-f4bd-9bb1-c23a-
d28ec6914577N\googleupdate.exe
- C:\Users\User\Appdata\Local\Google\Desktop\
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Install\{5b59de3c-f4bd-9bb1-c23a-d28ec6914577}
\?222\2?2\?22\{5b59de3c-f4bd-9bb1-c23a-
d28ec6914577}\googleupdate.exe

- C:\Program Files\Google\Desktop\Install\{5b59de3c-
f4bd-9bb1-c23a-d28ec6914577}
\ \..\??\{5b59de3c-f4bd-9bb1-c23a-
d28ec69145771\U\00000001.1@

- C:\Program Files\Google\Desktop\Install\{Sb59de3c-
f4bd-9bb1-c23a-d28ec6914577}
\ \.\??\{5b59de3c-f4bd-9bb1-c23a-
d28ec6914577A\U\80000000.M@

- C:\Program Files\Google\Desktop\Install\{5b59de3c-
f4bd-9bb1-c23a-d28ec6914577}
\ \..\??\{5b59de3c-f4bd-9bb1-c23a-
d28ec6914577AU\80000001.@

- C:\Program Files\Google\Desktop\Install\{5b59de3c-
f4bd-9bb1-c23a-d28ec6914577}
\ \.\??\{5b59de3c-f4bd-9bb1-c23a-
d28ec69145771\U\800000cb.

[Registry Registration]
[HKCU\Software\Microsoft\Windows\CurrentVersion\Run]
"Google Update"="C:\Users\User\Appdata\Local\
Google\Desktop\Install
\{5b59de3c-f4bd-9bb1-c23a-
d28ec6914577R?72N\?770\?7?2
\{5b59de3c-f4bd-9bb1-c23a-d28ec69145771\

googleupdate.exe”

[HKLM\SYSTEM\CurrentControlSet\Services\gupdate]
“ImagePath"="C:\Program Files\Google\Desktop\Install
\{5b59de3c-f4bd-9bb1-c23a-d28ec69 14577}

\ \.\?72?
\{5b59de3c-f4bd-9bb1-c23a-d28ec6914577}

\googleupdate.exe”

When the Google update value registered in the Run key is in a hidden

state, attempting to access it in Regedit utility will cause an error.

As shown in [Figure 1-18], the service registered in ‘Google Update

Service' appears to be a normal update service provided by Google.

Also, the following website can be used to verify the user’s IP
location.

hxxp://j.max***d.com/a**/geoip.js

Then an attempt can be made to access the IP of the C&C server.

68.2%* *¥** T4:16464

V3 can detect these malware as the below:

<Malware names in V3 products>

Figure 1-18 | Disguised as Google update service and registered as service

function geoip_country_code() { return 'KR’; }

function geoip_country_name() { retum 'Korea, Republic of'; }
function geoip_city() { return 'Seoul’; }
function geoip_region() {retum '11'; }

function geoip_region_name() { retum 'Seoul-twWukpyolsi'; }
function geoip_latitude()  { retumn '37.5985'; }

function geoip_longitude()  { return '126.9783'; }

function geoip_postal_code() { return"; }

function geoip_area_code() { retun "; }

function geoip_metro_code() { retum"; }

Table 1-5 | geoip.js script

-Trojan/Win32.HDC (2013.08.28.01)
-Trojan/Win32.Zapchast (2013.09.04.00)
-Trojan/Win32.ZAccess (2013.09.06.02)
-Malware/Win32.Generic (2013.09.10.00)

Chinese website opens when Internet Explorer
is started

In recent reports, executing IE infected with malware redirected the
browser to a website of presumably Chinese origin. When the malware

was removed, it caused the same problem again after system boot.

The malware changed the default URL of IE and redirected user

browsers to a Chinese website as shown in [Figure 1-19].

Figure 1-19 | Redirected to a Chinese website when running IE
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[Figure 1-20] shows the IP packet that is accessed upon infection to

download additional malicious files that perform malicious activity.

Figure 1-20 | IP packet accessed for download

The following files are created or deleted after infection.

CREATE C:\DOCUME~T\ADMINI~T\LOCALS~1\Temp\MoonHare_[3
characters].tmp

DELETE  C:\Documents and Settings\Administrator\Desktop\pop_bmw.
exe (delete self)

CREATE  C:\Documents and Settings\All Users\Documents\My Videos\
TVCI3 characters].tmp

CREATE  C:\WINDOWS\system32\Vanmvgq.exe (automatically registers to

the service)

Thereafter, the newly created files are automatically registered to
run continuously after system boot. The URL of the default or start

page in IE is changed in the registry as shown below.

SetValue  HKCR\IE\shell\open\command\(Default) “C:\Program Files\Internet
Explorer\[EXPLORE.EXE http://d* ******* com/"

SetValue  HKCU\Software\Microsoft\Internet Explorer\Main\Start Page
" http://d* %% com/”

SetValue  HKCU\Software\Microsoft\Internet Explorer\Main\Default_Page_URL

V3 can detect malware that changes Dropper and the |E registry as
shown below.

<Malware names in V3 products>

-Trojan/Win32.PbBot (2013.05.14.01)

-Trojan/Win32.Scar (2013.09.22.05)

Obfuscated script malware infection

Recently, autorun malware in an obfuscated script format is being
distributed continually, so PC users must exercise caution. Malware
created as a script generally has a short distribution cycle, and only
limited functions can be implemented with a script, so the number

of attacks is usually not high.

However, the newly distributed malicious script variants possess
many functions, are not easy to remove, and are distributed in
many variants, causing difficulties for users. Also, the attackers
use obfuscated script to prevent detection by antivirus software
and trick users into periodically downloading and installing new
variants. In many cases, infected users remain infected for long

periods of time.

When infected by the malicious code, autorun.inf file is created.
When a USB drive is inserted, the user is tricked into allowing the

malicious code to run automatically.

Also, the malicious code copies itself as c:\documents and

10

settings\[user account]\application data\[random folder]\[random file].

js, and it becomes registered in the registry to run at system boot.

After infection, the malicious code changes the property of the
folder of the inserted USB drive to a hidden state, and creates
a shortcut that has the same name as the hidden folder. This
shortcut uses the following CMD command to execute a js file in
a specific folder, and then executes the hidden folder in order to

prevent the user from detecting the infection.

The malicious code tries to protect itself by performing various

actions. The main functions are as follows.

- Changing the registry property to prevent detection of the malware
Change the settings to prevent the execution of security related
functions of programs provided by the OS, such as Control Panel,

Regedit utility, and cmd.

Figure 1-26 | Part of the registry changed by the malicious code

In some cases, the settings are controlled by security programs to
strengthen the security of the system, but the security programs
do not know the original settings. Therefore, even if the antivirus
program detects the malicious code, the modified settings cannot

easily be restored to their original state.

- Prevent antivirus program execution and detection

In order to prevent the execution of security tools such as antivirus
products and process explorer, the malicious code monitors the
execution of specific file names and blocks their execution. In
addition, the malicious code checks to see if the system it has
infected is a virtual system and blocks the execution of programs
on a virtual environment to prevent the malicious code from being

analyzed.

- Access specific URL to download malware
In order to access various websites that are presumably on a C&C
server, a DNS query is performed to attempt to access a specific

server as shown in [Figure 1-27].

Figure 1-27 | Malicious code communicating with C&C server

The URL that is accessed is currently unavailable, but there are
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frequent reports of other variants that distribute an obfuscated js
file in a different format or an executable file with a botnet function

that is installed.

-PC user information theft
Upon infection, the malicious code may steal PC information and

settings files related the account for specific programs.

Reports from abroad indicate that this type of malicious script has
been is being widely distributed around the world since May. In
Korea, the malicious script has been widely distributed since late

June.

This malicious code has many variants, and each variant is
obfuscated in a different way, so even the most recent antivirus
products may not be able to detect them. If users suspect that they
are infected, they should give random file names to security tools
such as Process explorer and use wscript.exe to check if there are
scripts that are currently running. If there is an infection, it can
be solved by exiting wscript.exe and deleting the js files that are

currently running.

Figure 1-28 | Check for malicious script infection

AhnlLab provides antivirus software that can remove many
variants of this malicious code. In the case of an infection, it is
recommended to perform an analysis using the following antivirus

program.

Js_proslikefan cleaner:
- http://www.ahnlab.com/kr/site/download/vacc/downFile.do?file_

name=v3_js_proslikefan.exe

The above tool can perform a heuristic diagnosis of obfuscated
malicious code and restore the default state of settings that were
changed during the infection, such as the OS registry settings and

shortcuts.

V3 can detect this malware as follows.
<Malware names in V3 products>
-JS/Agent (2013.07.06.00)
-JS/Morphe (2013.09.04.04)

1"

Distribution of PUP disguised as new music
torrents

PUP (Potentially Unwanted Programs) are disguised as new music
torrent files and distributed, so users should exercise caution.
Recently reported PUP distributed files can be executed after being
downloaded through a search engine from a blog posting, and the
malware removal program that is installed together can trick the

user into paying a monthly fee.

PUP refers to a dangerous program that is installed with the users
consent but whose actual contents differ from the purpose of the
installation, or an unsolicited program that has the potential to

cause problems for the system and the user.

The PUP installation program is disguised as a new music torrent
that was posted on a blog. This file appears to be a .torrent file, so
users can mistake it for a normal file and execute it.

Although the blog links to a different file, the same file appears to

be distributed after being downloaded.

If the file is executed, a file download window appears in which the
option to install an additional program is checked by default. If the
user clicks on the open or save button, ‘There is no file to download’
message appears, but the PUP program will be downloaded in the

background.

[Figure 1-32] shows the program folder that is created in the
‘Program Files’ path after the program is executed. It shows that

the PUP has been installed.

Figure 1-32 | Program installed on the system after execution

Furthermore, a paid Korean malware removal program is installed
and a fake malware alert is displayed, tricking the user into

purchasing a license for the software.

If the user does not request cancellation, a monthly fee is applied

automatically, so users must exercise caution.

AhnLab categorizes annoying unsolicited programs or programs
with uncertain creators or distributors as PUP programs. Under
the user agreement, the V3 program scans unsolicited programs to

allow users to selectively delete the unwanted programs.
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Figure 1-33 | Paid malware removal program

<Malware names in V3 products>
-Win-PUP/Downloader.KorAd.624192
-PUP/Win32.Downloader

Malicious spam disguised as a message from the
Hong Kong Monetary Authority

In recent reports, spam with malware attachments were forged
to look like messages sent by the Hong Kong Monetary Authority
(HKMA.

The message, shown in [Figure 1-35], directs users to open the

attached file.

Figure 1-35 | Inbound mail contents

If the file attachment is opened, the icon appears to be a PDF file as

shown in [Figure 1-36. In reality it is a malicious executable file.

Figure 1-36 | File attachment disguised as PDF document

If the attached file is executed, it redirects users to a URL as shown

in [Figure 1-37] to download additional malicious files.

Figure 1-37 | Malicious URL list

12

Upon infection, various information is stolen from the infected
system as shown in [Figure 1-38] and [Figure 1-39] below, and
the information is sent to a specific server so that the collected

information can be used to make further malicious attempts.

Figure 1-38 | Partial string information for FTP

Figure 1-39 | Partial string information for e-mail accounts and settings

Recently reported files show that various file names are used to
disguise the malicious code as shown in [Figure 1-40]. This method

of distribution was frequently used to share the files.

Figure 1-40 | Diagnosed malicious code files with similar distribution

Cases in which malicious code is disguised within seemingly
normal messages continue to occur and result in serious security
threats.

It is important for users to be aware of this security threat
and exercise caution when they receive a similar or otherwise

suspicious message.
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V3 can detect this malware as follows.
<Malware name in V3 products>

-Trojan/Win32.Tepfer (2013.08.28.04)

Data remaining in paging file

When searching for a file with Windows Explorer, users have most
likely seen a ‘pagefile.sys' file with a fairly large capacity in the
route directory of the drive where Windows is installed (usually C:\].
Regardless of the rate at which hard disk capacities continue to

increase, a file of this size can be a burden on the computer.

Why is a pagefile.sys file necessary when it requires such a large
amount of space? When Windows runs short on memory, the
memory manager transfers content that is not currently being used
to pagefile.sys in order to free up available space. This is referred to
as a swap, and it is a file that is needed for the memory manager to
control memory space. However, this file can be useful when text is

extracted from pagefile.sys to be used to analyze the memory.

Figure 1-42 | pagefile.sys

This type of information can provide important clues when
analyzing a security incident. Therefore, Anti Forensics could be
used to change the settings so that the pagefile.sys file is deleted
at system shutdown. As a measure to strengthen security, settings
can be applied to delete the paging file at system shutdown in order
to prevent insecure information from remaining in the pagefile.sys
file. However, this increases the time required for system shutdown,

so it is not set by default.

In order to delete the Pagefile.sys file at system shutdown, go to
the'HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Session Manager\Memory Management' key and set the data value

of ‘ClearPageFileAtShutdown' to 1.

Figure 1-43 | Value changed in the registry

Since unexpected information could be found in the Pagefile.sys

file, users should pay close attention while running Forensics.
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Malicious Code Trend

03.
Mobile Malicious
Code Issues

Banking application phishing variant

A recently reported variant of the Bankun malicious application
targets Android phone users and steals their banking information.
This malicious application is distributed in a smishing format and
has evolved into a more elaborate form than previously reported

variants, so users should pay extra caution.

If the malicious application is installed, a "Play Store" icon appears
as shown in [Figure 1-53]. However, close inspection reveals
differences from the normal application. While the normal
application uses the name 'Play Store’, the malicious application

uses the name 'Google App Store’.

Figure 1-53 | Malicious application icon

When the malicious application is executed, a pop-up message
appears indicating that the installation file is damaged.

If the user clicks on the 'Confirm' or ‘Cancel’ button, the
application icon disappears and the application runs as a service.

The application information screen in [Figure 1-55] shows that

Figure 1-55 | Malicious application execution
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after the application is deleted it is registered and executed as a

service.

When the application runs as a service, it checks to see which
banking application is installed on the user's smartphone
and downloads the appropriate malicious application. Then it
attempts to delete the normal banking application and install the

malicious application that has been downloaded.

Figure 1-56 | Part of the code used to download a malicious banking
application

When the malicious application is downloaded and executed,
a phishing application disguised as a banking application is
installed. Unlike previously reported phishing applications, this
application pretends to execute V3 Mobile PLUS and displays a

fake pop-up message from the financial supervisory service.

The malicious application is also being distributing in a smishing
format. Phishing applications are becoming elaborate to the
extent that ordinary users are unable to distinguish them from
normal banking applications. Users should exercise caution
when they receive text messages that contain links. To prevent
malicious application infection, it is advised to install reliable

mobile anti-virus programs such as V3 Mobile products.

This malicious code can be detected and repaired with V3 Mobile
products.
<Malware name in V3 Mobile>

-Android-Downloader/Bankun

Bank preventive service

What if my smartphone displays a notification such as ‘Enhance
security measures with bank preventive services!" and prompts

me to update my banking application?

[Figure 1-59] shows an actual notification that was displayed
in a user's smartphone. If the user clicks on the notification, it

prompts the user to remove the banking application installed on
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their smartphone as shown in [Figure 1-60]. When the removal
is complete, the user is automatically prompted to download and

install the same banking application.

Figure 1-59 | Notification prompting an update to strengthen security

Figure 1-60 | User is prompted to remove and reinstall the banking
application

This procedure appears to have updated the banking application
in order to strengthen security, but in reality it has removed the
normal application and installed malicious code. How did this
situation come to occur? This malicious code also begins with

smishing.

- Malicious code disguised as Google Play Store
Malicious code that is installed via smishing will request the

following permissions.

android.permission.INTERNET

android.permission.PROCESS_OUTGOING_CALLS

android.permission. WRITE_EXTERNAL_STORAGE

android.permission.RECEIVE_BOOT_COMPLETED

android.permission.READ_CONTACTS

android.permission.CALL_PHONE

android.permission.SEND_SMS

android.permission.RESTART_PACKAGES

android.permission.READ_PHONE_STATE

android.permission.RECEIVE_SMS

android.permission.RECEIVE_BOOT_COMPLETED

android.permission.READ_SMS

android.permission ACCESS_NETWORK_STATE

This application appears to be the official Google application

market ‘Play store' as shown in [Figure 1-61] and is installed with
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the name ‘play store’. The real application begins with a capital

‘P’, but the fake application begins with a lowercase ‘p'.

Figure 1-61 | Application disguised as Google ‘Play store’

When the application is executed, it appears to function in the
same way as the real Google ‘Play store’ because it uses Google's

official market, ‘com.android.vending’.

Figure 1-62 | Application uses Google's official market

- Stolen certificate
The malicious code transfers the digital certificates saved on the

smartphone.

Figure 1-63 | Digital certificate compressed as a ZIP file

As shown in [Figure 1-63], the digital certificate saved on the
user's smartphone is compressed and saved in ZIP format with

the user’'s phone number as the file name.

Figure 1-64 | Transfer of saved digital certificate

The compressed certificate which uses the phone number as the
file name is then transferred via FTP. When an actual FTP account
was examined, it revealed that a large number of certificates had

been transferred.

- Replacing a banking application with malicious code
A notification prompts users to search for an update to their
banking application and uninstall the currently installed

application.

If the user clicks on the notification and uninstalls the currently
installed banking application, this is detected by the malicious

application which prompts the user to download and install
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Figure 1-65 | User is prompted to uninstall the banking application

an application that seems to match the application that was
uninstalled. The normal banking application that was previously
installed is replaced by malicious code that steals banking

information.

During this process, the digital certificate is stolen and
transferred. The fake banking application is downloaded from a

server that is located abroad as shown in [Figure 1-66].

Figure 1-66 | Location of the server used by the fake banking
application

- Stolen online banking information
The malware uses the same name and icon as the preexisting
banking application. It requires the following permissions when it

is installed.

android.permission ACCESS_NETWORK_STATE android.permission.INTERNET

android.permission.READ_CONTACTS android.permission.READ_SMS

android.permission.RECEIVE_SMS android.permission.SEND_SMS

android.permission.READ_PHONE_STATE android.permission.PROCESS_OUTGOING_CALLS

android.permission.RECEIVE_BOOT_COMPLETED android.permission.READ_PHONE_STATE

android.permission.CALL._PHONE android.permission.RESTART_PACKAGES

android.permission. ACCESS_NETWORK_STATE android.permission.INTERNET

android.permission.READ_PHONE_STATE android.permission.READ_LOGS

When the fake banking application is executed, it displays the
same screen as the real banking application, but it soon begins
to perform malicious actions. First, it attempts to steal various
information needed for online banking transactions by harvesting
and transferring the user's name, resident registration number,
mobile phone number, banking ID, banking password, bank

account number, bank account password, certificate password,
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security card serial number, and all security card numbers. Along
with the digital certificate that was transferred beforehand, all
the information necessary to make online banking transactions is

stolen and transferred from the user.

In addition, all phone numbers and SMS messages saved on the
smartphone are transferred, and any SMS messages that are

received afterwards are immediately transferred as well.

Figure 1-67 | SMS messages are stolen and transferred

[Figure 1-68] shows the overall process of stealing information

that is required to make online banking transactions.

Malicious APK downloaded
and installed

Steals digital certificate

User is prompted to uninstall banking

application on smartphone Attacker's server

Smishing Installs fake application disguised as the
distribution Check now uninstalled banking application

Steals contact information, SMS text
messages, information needed for
online banking transactions

Steals new SMS text messages
when they are received

User's smartphone

Figure 1-68 | Stealing information needed for online banking
transactions

In recent trends, mobile malware is changing from a format that
uses micropayments to raise revenue to a format that steals
information needed for online banking transactions. By using
the stolen information, various online banking transactions
including internet banking can be performed without the victim's
knowledge. Compared to small micropayments that could charge
only up to 300,000 won per month, the amount and scope of the

damage that can be caused is likely to increase.
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As a preventive measure, users are advised to always use anti-
virus programs such as V3 Mobile products to scan applications
before executing them when installing new applications or
updating an existing application. Also, it is advised to only use
Google Play store and official application markets provided by
other services to download applications and avoid installing
applications downloaded from a URL provided via SMS or other
messaging services. You should also turn off the "Allow unknown
sources’ setting to prohibit the installation of applications from

sources other than an official market.

This malicious code can be detected and repaired with V3 Mobile

products.

<Malware name in V3 Mobile>

-Android-Trojan/Bankun

17
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Security Trend

01.
Security Statistics

Microsoft Security Microsoft issued 13 security updates (4 critical, 9 important) in September 2013, the highest
Updates- September number of security updates in 2013. PoC (Proof of Concept) code has been released for some of
2013 the vulnerabilities (MS13-069, MS13-071).

7 — SYSTEM

6 - IE

- — OFFICE

4

SERVER
3

—_

2 H ‘
0 N1

12 01 02 03 04 05 06 07 08 09

Figure 2-1 | MS Security Updates for each attack target

EE

MS13-067  Vulnerability in MS13-071  Vulnerabilityin Windows theme file could allow remote code execution

Microsoft SharePoint Server could

. MS13-072  Vulnerability in Microsoft Office could allow remote code execution
allow remote code execution

MS13-073  Vulnerability in Microsoft Excel could allow remote code execution

MS13-068  Vulnerability in
Microsoft Outlook could allow MS13-074  Vulnerability in Microsoft Access could allow remote code execution

remote code execution . - X
MS13-075  Vulnerability in Microsoft Office IME(Chinese language) could allow

elevation of privilege

MS13-069  Internet Explorer MS13-076  Vulnerability in Windows Kernel mode driver could allow

cumulative security update Elevationiofipivileas

MS13-077  Vulnerability in Windows service control manager could

allow elevation of privilege

MS13-070  Vulnerability in OLE MS13-078  Vulnerability in FrontPage could allow information disclosure

could allow remote code execution
MS13-079  Vulnerability in Active Directory could allow denial of service

Table 2-1 | MS Security Updates for August 2013
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Security Trend

02.
Security Issues

Zero-Day IE Vulnerability, CVE-2013-3893

A zero-day vulnerability that targets Internet Explorer (IE) was
recently discovered. Attacks are known to be effective against
IE8 and IE? on Windows XP and Windows 7, but according to
Microsoft's security advisory other operating systems and

versions of |E can also be affected.

This vulnerability takes advantage of the ‘Use After Free’
vulnerability in Internet Explorer's HTML rendering engine.
Using this method, when allocated memory is disabled and then
accessed again, the program could crash or an unexpected value
or code could be executed. The following shows an example of

this method written in C-language format.

#include <stdio.h>

#include <unistd.h>

#define BUFSIZER1 512

#define BUFSIZER2 ((BUFSIZER1/2) - 8)
int main(int argc, char **argv) {

char *buf1R1;

char *buf2R1;

char *buf2R2;

char *buf3R2;

buf1R1 = (char *) malloc(BUFSIZER1);
buf2R1 = (char *) malloc(BUFSIZER1);
free(buf2R1);

buf2R2 = (char *) malloc(BUFSIZER2);
buf3R2 = (char *) malloc(BUFSIZER2);
strncpy(buf2R1, argv[1], BUFSIZER1-1);
free(buf1R1);

free(buf2R2);

free(buf3R2);

}

As illustrated above, if buf2R1 where the memory has been
disabled is accessed again, the program does not function

normally and crashes.

CVE-2013-3893 occurs by accessing memory that is

already disabled on a browser, and the object created via

mshtml!CTreeNode::CTreeNode class is the source of the

vulnerability.

Therefore, the attacker uses a specially crafted javascript character
string to reallocate the disabled memory and modify the EIP
address in order to change the program flow. Shell code is added to

the modified address, thereby allowing arbitrary code to be run.

[Figure 2-2] shows a partial example of the attack code which

includes a value to control the EIP.

Checking the environment
and execution conditions

EIP Control

Figure 2-2 | Part of the code that controls program flow

Using the inserted code, the disabled object memory becomes
ECX=12121202 within the mshtml!CElement::Doc function and
calls the 12121212 address in the heap.

Object removal (Free)

Heap spray (Shell code)

Figure 2-3 | Vulnerability(Use after free) generated code

In order to utilize this vulnerability, the attacker loads the javascript
code into the heap using the heap spray exploitation method.
When the vulnerability is exploited, the code existing in the stack is
executed and the call stack points to the final location of the shell

code. The attacker becomes able to run the desired code.

https://support.microsoft.com/kb/2887505
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To prevent this vulnerability, MS recommends downloading the

October security patch.

Adobe customer information and source code
compromised

In a recent incident, data possessed by Adobe was compromised.
Customer information, including credit card information, for
2,900,000 customers and source code was reportedly stolen.
Although it has not yet been reported that the hackers were able
to decrypt the stolen credit card information, Adobe made an
announcement and changed its passwords to ensure security for

its customers.

Furthermore, the theft of the source code, a software company's
main asset, has raised concerns about potential security threats
against companies and individuals using the software. The stolen
source code includes ColdFusion, a widely used program that
is utilized by 75 out of 100 corporations according to Fortune
magazine. Reports of the stolen source code began when
approximately 40 GB of Adobe source code was discovered on a
server that was used by the hacker for malicious activities. The
stolen source code includes ColdFusion and the popular and widely
used Adobe Acrobat. [Figure 2-4] shows the ColdFusion source

code that was found on the hacker's server.

Figure 2-4 | ColdFusion source code found on hacker's server
(Source: Krebsonsecurity.com website)

Possession of the source code means that the hacker can more
easily find security vulnerabilities that are currently unknown and

exploit those vulnerabilities.

Adobe is not the only victim of source code theft. In the past, source
code for Symantec PcAnyWhere products and VMware were stolen.
For software companies, source code is a trade secret as important
as the design documents for a semiconductor. There could be more

severe consequences than financial losses.
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Web Security Trend

01.

Web Security Statistics

Website malicious code
trends

Monthly Change
in Malicious Code

Detections

This month, SiteGuard (AhnlLab's web browser security service) blocked 4,015 websites that
distributed malicious codes. 191 types of malicious codes, 153 domains with malicious codes,
and 466 URLs with malicious codes were found. Compared to the previous month, the number
of malicious code reports, the number of malicious code types, domains with malicious codes

and URLs with malicious codes decreased.

Table 3-1 | Website security trends for September 2013

Reported malicious codes Il september
0]

4, 01 5 -22.2%

Reported types of Domains with URLs with

malicious code malicious code malicious code

1917 153 466

As of September 2013, the number of malicious code reports decreased to 4,015, a 22.2%

decrease from the 5,162 reported in the previous month.

Figure 3-1 | Monthly Change in Malicious Code Detections

20,000

15,000

10,000 - 4,015
e v 22.2%

5,000 R P




ASECREPORT 45 | WEB SECURITY TREND 22

Monthly Change in the The number of reported types of malicious code decreased 12.4% from 218 reported in the

Number of Reported previous month to 191.

Malicious Code Types Figure 3-2 | Monthly Change in the Number of Reported Malicious Code Types

500

250 V 12.4%

0
Monthly Change The number of reported domains with malicious code decreased 35.2% to 153, from 236
in Domains with reported in the previous month.

Malicious Codes Figure 3-3 | Monthly Change in Domains with Malicious Codes

300 1 53
0 - . 4 35.2%
100
0
Monthly Change in 466 URLs with malicious code were reported, a 26.3% decrease from 632 reported in the
URLs with Malicious previous month.

Codes Figure 3-4 | Monthly Change in URLs with Malicious Codes
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Top Distributed Types Trojans were the top distributed type of malicious code with 2,147 (53.5%) cases, followed by
of Malicious Code Adware with 361 (9.0%) cases and Spyware with 342 (8.5%) cases reported.
Type Report Percentage
TROJAN 2,147 53.5 %
ADWARE 361 9.0%
SPYWARE 342 8.5 %
DOWNLOADER 55 1.4 %
DROPPER 42 1.0%
Win32/VIRUT 19 0.5 %
APPCARE 9 0.2%
ETC 1,040 25.9 %
4,015 100.0 %

Table 3-2 | Top Distributed Types of Malicious Code
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Figure 3-5 | Top Distributed Types of Malicious Codes

Top 10 Distributed Spyware/Win32.Gajai was the most distributed malicious code with 341 (16.9%) cases, and 6
Malicious Codes malicious codes, including Trojan/Win32.0nescan, newly emerged in the Top 10 list.
Ranking M Malicious Code Reports Percentage
1 —_ Spyware/Win32.Gajai 341 16.9 %
2 NEW Trojan/Win32.0nescan 236 11.7 %
3 A1 Trojan/Win32.Downloader 232 11.5 %
4 v2 ALS/Bursted 205 10.1 %
5 — Trojan/Win32.agent 186 9.2%
6 NEW Adware/Win32.Toolbar 177 8.8 %
7 NEW Win32/Induc 174 8.6 %
8 NEW Trojan/Win32.Zegost 172 8.5 %
9 NEW Trojan/Win32.Bjlog 153 7.6 %
10 NEW Backdoor/Win32.Msx 143 7.1 %
TOTAL 2,019 100.0 %

Table 3-3 | Top 10 Distributed Malicious Codes
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Il. SECURITY TREND- Q3 2013

Malicious Code Trend

01.

Malicious Code Statistics

Q3 malicious code,
8,463,254 cases
recorded

There has been a decrease in malicious code reports this quarter, which dropped 6,354,663 to
8,463,254 from 14,817,917 the previous quarter ([Figure 4-1]). The most frequently reported
malicious code was Trojan/Win32.onlinegamehack, followed by Textimage/Autorun and Win-

Trojan/ Wgames.Gen. 4 new malicious codes were reported this month ([Table 4-11).

Figure 4-1 | Monthly Malicious Code Reports

15000000 8 463 7254

e W429%

7,500,000

Table 4-1 | Monthly Malicious Code Reports

Ranking N Malicious Code Reports Percentage
1 A5 Trojan/Win32.onlinegamehack 343,465 12.3 %
2 A1 Textimage/Autorun 339,268 12.2 %
3 v1 Win-Trojan/Wgames.Gen 211,571 7.6 %
4 A5 Trojan/Win32.agent 178,458 6.4 %
5 —_ Trojan/Win32.urelas 169,857 6.1%
6 A5 Als/Bursted 160,394 5.8 %
7 A3 RIPPER 156,739 5.6 %
8 A7 Binlmage/Host 124,283 4.5 %
9 v5 Win-Trojan/Onlinegamehack140.Gen 120,922 4.3 %
10 AL Trojan/Win32.Gen 119,597 4.3 %
1 v10 ASD.PREVENTION 111,202 4.0 %
12 NEW JS/Agent 103,614 3.7%
13 AL Win32/Autorun.worm.307200.F 97,332 3.5%
14 NEW Win-Trojan/Agent.149246 94,848 3.4 %
15 NEW Win-Trojan/Malpacked5.Gen 86,143 3.1%
16 v9 Win-Trojan/Asd.variant 84,631 3.0%
17 NEW Win-Trojan/Patched.kg 76,382 2.7%
18 v5 Trojan/Win32.adh 75,011 2.7%
19 - Win32/Virut.f 67,027 2.4%
20 V4 Win-Trojan/Avkiller4.Gen 66,611 2.4%

TOTAL 2,787,355 100.0 %
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Top 20 Malicious Code

Variant Reports in Q3

Trojan Horse - The most
frequently reported new

malicious code in @3
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The following shows the percentage breakdown of the Top 20 malicious codes and variants

reported in Q3. Trojan/Win32 is the most reported malicious code in Q3, representing 28.3%

(1,402,132 reports) of the Top 20 reported malicious codes. It is followed by Win-Trojan/Agent,

representing 10.6% (523,940 reports), and Textimage/Autorun, representing 6.8% (339,308

reports), which are the second and third most reported malicious codes respectively.

Table 4-2 | Top 20 Malicious Code Reports in Q3

Ranking ™M Malicious Code Reports Percentage
1 — Trojan/Win32 1,402,132 28.3 %
2 —_ Win-Trojan/Agent 523,940 10.6 %
3 A5 Textimage/Autorun 339,308 6.8 %
4 v1 Win-Trojan/Onlinegamehack 280,688 5.7 %
5 —_ Win-Trojan/Downloader 239,986 4.8 %
6 Al Win-Trojan/Wgames 211,571 4.3 %
7 vi Adware/Win32 181,606 3.7%
8 AL Win32/Conficker 178,061 3.6 %
9 AL Win32/Virut 169,456 3.4%
10 AL Win32/Autorun.worm 165,520 3.3%
1 A5 Als/Bursted 160,394 3.2%
12 A3 RIPPER 156,739 3.2%
13 V4 Malware/Win32 136,635 2.8%
14 A3 Win32/Kido 136,538 2.7%
15 NEW Binlmage/Host 124,283 2.5%
16 vb Win-Trojan/Onlinegamehack140 120,922 2.4%
17 NEW Win-Trojan/Patched 119,114 2.4 %
18 vi4 ASD 111,202 2.2%
19 NEW JS/Agent 104,029 2.1%
20 v2 Downloader/Win32 98,012 2.0%

TOTAL 4,960,136 100.0 %

[Table 4-3] shows the percentage breakdown of the Top 20 new malicious codes reported in

Q3 2013. In Q3, Textimage/Autorun was the most frequently reported new malicious codes,

representing 22.6% (338,791) of the Top 20 new malicious codes, followed by ALS/Bursted

(160,394).

Table 4-3 | Top 20 New Malicious Code Reports

Ranking Malicious Code Reports Percentage
1 Textimage/Autorun 338,791 22.6 %
2 ALS/Bursted 160,394 10.7 %
3 Binlmage/Host 124,283 8.3%
4 JS/Agent 103,609 6.9 %
5 Win32/Autorun.worm.307200.F 97,332 6.5 %
6 Win-Trojan/Agent.149246 94,848 6.3%
7 Win32/Virut.F 67,027 45%
8 JS/Exploit 59,245 3.9%
9 LSP/Agent 52,354 3.5%
10 Win-Trojan/Downloader.196608.A0 50,413 3.4%
1" Win32/Virut.E 49,698 3.3%
12 Win32/Induc 44,000 2.9%
13 Win32/Kido.worm.156691 38,798 2.6%
14 JS/IFrame 38,345 2.5%
15 Win32/Conficker.worm.162155 35,299 2.3%
16 Win-Trojan/Agent.112128.UP 31,664 21 %
17 JAVA/Cve-2011-3544 30,849 2.1%
18 Win-Trojan/Backdoor.14848 30,672 2.0%
19 Win-Trojan/Downloader.911872.B 27,109 1.8%
20 Win32/Conficker.worm.167324 26,880 1.8 %

TOTAL 1,501,610 100.0 %
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Trojan 53.4% of malicious
code typesin Q3

New Malicious Code Type
Breakdown

26

[Figure 4-2] below categorizes the top malicious codes reported this quarter. Trojan was the

most reported malicious code type, representing 53.4% of the top reported malicious code,

followed by Worm (8.4%) and Script (7.1%).

Figure 4-2 | Primary Malicious Code Type Breakdown in Q3
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For Q3 2013, Trojan was the most frequently reported new malicious code type, representing

44% of the new malicious code types, followed by Script (11%) and Worm (10%).

Figure 4-3 | New Malicious Code Type Breakdown
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Malicious Code Trends

02.

Mobile Malicious Code Statistics

Q3 Mobile malicious
code reports

Q3 Mobile malicious

code type breakdown

[Figure 4-4] shows monthly mobile malicious code reports that are categorized and detected as
malicious codes with V3 Mobile. Through Q3/2013, V3 Mobile had detected and added 286,884

mobile malicious codes, which is not significantly higher than the malicious code added in
H1/2013.

Figure 4-4 | Mobile malicious spam reports from Q3 2013
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The malicious code types reported during Q3 2013 are listed in [Figure 4-5]. As in H1, most of

the reported malicious code types were PUP and Trojan.

Figure 4-5 | @3 2013 Primary Malicious Code Type Breakdown
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Top 10 Mobile
malicious codes
reported

Mobile malicious code

in Korea was mostly

smishing

[Table. 4-4] shows the Top 10 mobile malicious codes with the highest number of reports in Q3
2013. Although there are no confirmed reports of Android-Trojan/Fakelnst infecting users in

Korea, it is the most reported malicious code worldwide.

In H1 2013, V3 Mobile categorized malicious code into 186 types of threats. However, more
varied types of malicious code were discovered in Q3, so V3 Mobile currently categorizes
malicious code into 366 types of threats. As the variations of mobile malicious code increased,

the percentage of each type of malicious code decreased from H1 2013.

Table 4-4 | Q3 2013 Primary Malicious Code Type Breakdown

Number Threat Reports  Percentage
1 Android-Trojan/Fakelnst 59,043 9%
2 Android-PUP/Airpush 41,663 6%
3 Android-Trojan/Opfake 32,973 5%
4 Android-PUP/Wapsx 20,722 3%
5 Android-PUP/Plankton 14,072 2%
6 Android-Trojan/GinMaster 10,680 2%
7 Android-PUP/Pushad 9,860 1%
8 Android-PUP/Adwo 8,649 1%
9 Android-Trojan/SMSAgent 7,254 1%
10 Android-PUP/Kuguo 6,222 1%

Malicious code that targeted smartphone users in Korea were mostly distributed via smishing.
Smishing refers to a technique that combines text messaging (SMS) and phishing. It prompts
the user to access a URL included in a text message that can access the Internet and then
installs malicious code. Through the first half of this year, malicious code that was distributed
via this method mostly stole micropayment certificates, but since this August the banking
applications installed on smartphones were being replaced by malicious applications to steal

digital certificate information and certificate issuing messages.

[Figure 4-6] shows the total number of monthly reports in Q3 2013 of malicious code detected
by V3 Mobile which targeted Korean users and were distributed via smishing. Before July,
around 300 monthly cases of smishing malicious code were reported, but this number rapidly
increased to 822 reports in August. In addition, a daily average exceeding 30 cases of smishing

malicious code variants is being reported in September.

Figure 4-6 | Monthly reports of malicious code spread via smishing in @3 2013
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Particularly in August, attackers that once created malicious code for micropayments have

switched to distributing malware that installs farming applications.

[Figure 4-7] categorizes the mobile malicious codes that were distributed via smishing in Q3

2013. Android-Trojan/Bankun is the top farming application. Android-Trojan/Bankun initially

contained the malicious banking application, but since August it has changed to a format

that includes a URL where the malicious banking application is downloaded. Android-Trojan/

SMSStealer and Android-Trojan/Chest have also added functions to allow the malicious

banking application to be downloaded.

Figure 4-7 | Mobile malicious applications spread via smishing in Q3 2013
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Security Trend

01.

Security Statistics

Microsoft Security
Updates - Q3 2013

In @3 2013, a total of 28 security patches were released. System-related security patches had
the highest percentage, representing 50%, followed by patches for Microsoft Office products.

Applications (3 patches) and Internet Explorer (3 patches) each represented 11%.

This quarter, 13 security updates were deemed critical. Users should install the latest security
updates for Internet Explorer due to the release of the zero-day attack code. Although only 3 patches
were released for IE, it is a frequently used browser and a high percentage of malicious code is
inserted into web pages. Therefore, attempts to find vulnerabilities that can be exploited in IE will
most likely continue. In addition, the number of Office security patches is increasing in accordance

with the rising percentage of cases where vulnerabilities in Office documents are exploited.

2013.07 - 2013.09

APPLICATION
11%

SYSTEM
50%

OFFICE
25%

IE
1%

Figure 5-1 | MS Security Update breakdown based on targets
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Web Security Trend

01.

Web Security Statistics

Website malicious code
trends

Q3 2013 Change
in Malicious Code
Detections

This quarter, the number of malicious code reports totaled 21,949 cases. There were 644 types
of reported malicious code, 615 reported domains with malicious code, and 1,832 reported

URLs with malicious code.

Table 6-1 | Website security trends for Q3 2013

Reported malicious codes B3 M2

37,046
==

21,949 s

Reported types of Domains with URLs with
malicious code malicious code malicious code

644" 6107 1832

As of Q3 2013, the number of malicious code reports decreased to 21,949, a 40.8% decrease

from the 37,046 reported in the previous quarter.

Figure 6-1| @3 2013 Change in Malicious Code Detections
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Q3 2013 Change
in Domains with
Malicious Codes
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in Domains with
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644 types of malicious code were reported this quarter, which is 22.2% less than the previous

quarter (828 reports).

Figure 6-2 | Q3 2013 Change in the Number of Reported Malicious Code Types
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615 domains with malicious code were reported this quarter, which is 54.1% more than the

previous quarter (399).

Figure 6-3 | Q3 2013 Change in Domains with Malicious Codes
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The number of reported URLs with malicious code decreased 18.9% from 2,258 the previous

quarter to 1,832.

Figure 6-4 | @3 2013 Change in Domains with Malicious Codes
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As of Q3 2013, Trojan is the top distributed type of malicious code with 9,282 (42.3%) cases

reported, followed by Spyware with 6,937 (31.6%) cases reported.

Type Report Percentage
TROJAN 9,282 42.3%
SPYWARE 6,937 31.6 %
ADWARE 965 4.4 %
DOWNLOADER 161 0.7 %
DROPPER 160 0.7 %
Win32/VIRUT 113 0.5 %
APPCARE 21 0.1%
JOKE 4 0%
ETC 4,306 19.7 %
21,949 100.0 %
Table 6-2 | Q3 2013 Top Distributed Types of Malicious Code
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Figure 6-5 | @3 2013 Top Distributed Types of Malicious Code

Win-Spyware/Agent.544453 is the most distributed malicious code this quarter (5,767 reports),
followed by Trojan/Win32.Agent (3,262 reports).

Ranking ™M Malicious Code Reports Percentage
1 — Win-Spyware/Agent.544453 5,767 39.8%
2 A3 Trojan/Win32.Agent 3,262 22.5%
3 A3 ALS/Bursted 1,136 7.8%
4 NEW Spyware/Win32.Gajai 974 6.7 %
5 NEW Worm/Win32.Luder 779 5.4 %
6 NEW Trojan/Win32.Downloader 601 41 %
7 v3 Trojan/Win32.KorAd 548 3.8%
8 Al ALS/Qfas 491 3.4%
9 NEW Trojan/Win32.agent 476 3.3%
10 NEW Trojan/Win32.Starter 461 3.2%

TOTAL 14,495 100.0 %

Table 6-3 | Q3 2013 Top

10 Distributed Malicious Codes
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