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[Figure 1-1] Monthly Malicious Code Reports

1 — ASD.PREVENTION 352,546 18.1 %

2 — Malware/Win32.suspicious 218,280 11.2 %

3 ▲1 Textimage/Autorun 181,703 9.3 %

4 NEW Win-Trojan/Agent.98375 106,049 5.4 %

5 ▲2 Trojan/Win32.agent 96,758 5.0 %

6 — Trojan/Win32.Gen 89,790 4.6 %

7 NEW Adware/Win32.winagir 89,201 4.6 %

8 NEW Win-Trojan/Downloader.220672.Q 80,065 4.1 %

9 — Trojan/Win32.onlinegamehack 79,326 4.1 %

10 �5 Trojan/Win32.adh 73,347 3.8 %

11 ▲2 RIPPER 72,933 3.7 %

12 NEW Win-Trojan/Agent.204552 69,238 3.6 %

13 NEW Trojan/Win32.urelas 64,051 3.3 %

14 �2 Adware/Win32.korad 61,338 3.1 %

15 �7 Trojan/Win32.onlinegames 58,303 3.0 %

16 NEW Win-Trojan/Agent.168000 56,064 2.9 %

17 NEW Win32/Virut.f 55,008 2.8 %

18 ▲2 Malware/Win32.generic 50,768 2.6 %

19 �16 JS/Agent 49,363 2.5 %

20 NEW Win-Trojan/Korad.82800 45,665 2.3 %

 TOTAL 1,949,796 100.0 %

    
Malicious Code Trend 01

Malicious Code Statistics

The number of 
malicious codes 
reported in Feburary 
decreased by 
2,890,000 from the 
previous month

Statistics collected by the ASEC 

show that 6,708,830 malicious 

codes were reported in February 

2013. The number of reports 

decreased by 2,893,199, a 30% 

decrease from the 9,602,029 

reported in the previous month. 

(See [Figure 1-1].) Lunar New Year 

holiday and fewer days in the month 

of February influenced the decrease 

of malicious code reports. The most 

frequently reported malicious code 

was ASD.PREVENTION, followed 

by Malware/Win32.suspicious and 

Textimage/Autorun. A total of 8 

malicious codes were added among 

the “Top 20” list. (See [Table 1-1].)

[Table 1-1] Top 20 Malicious Code Reports (Based on Infection Report and Malicious Code name) for February 2013

Ranking   ↑↓ Malicious Code Reports  Percentage
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1 ▲1 Win-Trojan/Agent 766,940 16.5 %

2 �1 Trojan/Win32 743,444 16.1 %

3 — Win-Trojan/Onlinegamehack 495,702 10.7 %

4 — ASD 352,546 7.6 %

5 ▲6 Win-Trojan/Korad 291,457 6.3 %

6 �1 Malware/Win32 286,247 6.2 %

7 ▲3 Win-Trojan/Downloader 234,261 5.1 %

8 — Adware/Win32 228,025 4.9 %

9 — Textimage/Autorun 181,720 3.9 %

10 ▲3 Win-Adware/Korad 146,045 3.2 %

11 ▲1 Win-Trojan/Avkiller 125,620 2.7 %

12 ▲2 Win32/Virut 117,697 2.5 %

13 �7 Win-Trojan/Urelas 104,430 2.3 %

14 ▲2 Win32/Conficker 94,058 2.0 %

15 ▲3 Win-Dropper/Korad 91,608 2.0 %

16 �1 Downloader/Win32 89,390 1.9 %

17 NEW Win32/Autorun.worm 79,291 1.7 %

18 ▲2 RIPPER 72,933 1.6 %

19 — Win32/Kido 71,478 1.5 %

20 NEW Backdoor/Win32 61,745 1.3 %

 TOTAL 4,634,637 100.0 %

1 Win-Trojan/Agent.98375 106,049 17.7 %

2 Win-Trojan/Downloader.220672.Q 80,065 13.4 %

3 Win-Trojan/Agent.204552 69,238 11.4 %

4 Win-Trojan/Onlinegamehack.282624.X 36,485 6.1 %

5 Win-Trojan/Korad.85504.B 26,070 4.4 %

6 Win-Trojan/Agent.204208 25,863 4.3 %

7 Win-Trojan/Korad.75264 24,076 4.0 %

8 Win-Trojan/Avkiller.30272 23,098 3.9 %

9 Win-Trojan/Agent.204692 21,757 3.6 %

10 Win-Trojan/Avkiller.29984 20,890 3.5 %

11 Win-Trojan/Korad.75264.B 20,367 3.4 %

12 Win-Trojan/Korad.200704 19,513 3.3 %

13 Win-Trojan/Korad.90112 18,382 3.1 %

14 Win-Trojan/Onlinegamehack.272896.F 17,685 3.0 %

15 Win-Trojan/Startpage.143352 16,918 2.8 %

16 Win-Adware/KorAd.656600 16,669 2.8 %

17 Win-Trojan/Killav.4554752 15,672 2.6 %

18 Win-Trojan/Onlinegamehack.136331 14,342 2.4 %

19 Win-Trojan/Agent.248320.BL 13,245 2.2 %

20 Win-Trojan/Onlinegamehack.180736.Q 12,483 2.1 %

TOTAL 598,867 100.0 %

Top 20 Distributed 
Malicious Codes

[Table 1-2] shows the percentage 

breakdown of the Top 20 malicious 

code variants reported this month. 

As of February 2013, Win-Trojan/

Agent (766,940) was the most 

frequently reported malicious code 

among the Top 20 malicious code 

variants. It was followed by Trojan/

Win32 (743,444 reports) and Win-

Trojan/Onlinegamehack (495,702 

reports).

"Win-Trojan/
Agent.98375" – The 
most frequently 
reported new 
malicious code in 
February

[Table 1-3] shows the percentage 

breakdown of the Top 20 new 

malicious codes reported in this 

month. Win-Trojan/Agent.98375 

was the most frequently reported 

new malicious code, representing 

17.7% (106,049 reports) of the Top 

20 new malicious codes, followed 

by Win-Trojan/Downloader.969624 

which represents 13.4% (68,339 

reports).

Ranking   ↑↓ Malicious Code Reports  Percentage

Ranking   ↑↓ Malicious Code Reports  Percentage

[Table 1-2] Top 20 Distributed Malicious Codes

[Table 1-3] Top 20 New Malicious Code Reports in July
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"Trojan Horse Ranked 
as the Most Reported" 
Malicious Code in 
February

[Figure 1-2] categorizes the top 

malicious code types reported by 

AhnLab customers in February 

2013. Trojan was the most reported 

malicious code type, representing 

54.7% of the top reported malicious 

code types, followed by Worm 

(5.4%) and Script (4.1%).

Comparison of 
Malicious Codes with 
Previous Month

[Figure 1-3] below shows the 

mal ic ious  code  breakdown 

compared to the previous month. 

Compared to last month, the 

number of scripts, droppers, 

adware, and spyware increased, 

whereas the number of Trojan 

horses, viruses, and downloaders 

decreased. The numbers of worms 

and appcare are similar to those of 

the previous month.

[Figure. 1-2] Primary Malicious Code Type Breakdown

[Figure 1-3] Primary Malicious Code Type Breakdown for January vs. February
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Breakdown of New 
Malicious Code Types

Trojan horse was the most 

f r e q u e n t l y  r e p o r t e d  n e w 

malicious code type in February, 

representing 84% of the new 

malicious code types, followed 

by Adware (8%) and Dropper 

(5%).

[Figure. 1-4] Breakdown of New Malicious Code Types
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In addition, the malware modifies the hosts file, steals keyboard 

strokes, and attempts to connect to a specific server.

V3 detects this malware in the following forms.

Win-Trojan/Magania.115200.CZ

Personal credit consulting center steals user 
account information!

Banki malware stealing online banking information has been 

rampant, causing sensitive data disclosure and serious financial 

loss. After analyzing a large number of website intrusions, ASEC 

has found that one of the personal credit consulting websites has 

Phone billing statement scam e-mails in 
circulation

Today, more people opt to receive electronic phone billing 

statement instead of paper billing statements. Phishing scam 

e-mails are in circulation, claiming to be from mobile phone 

companies, so users should exercise extra caution.

The scam e-mails have been distributed under the subject of 

an e-mail phone billing statement, which contains a malicious 

attachment. When the attachment is executed, the following files 

are created.

Upon execution, the malicious code moves itself into the "C:\

Windows\2BCB0FF5\" folder as a svchsot.exe file. It then registers 

itself in the registry Run key to automatically run at system boot, 

and creates At1.job ~ At24.job files in the tasks folder to run every 

hour on a daily basis.

    
Malicious Code Trend 02

Malicious Code Issues

[Figure 1-6] Registry information

[Figure 1-7] hosts file information and created files with keylogging

[Figure 1-8] IP: 2**.0.1**.** : ***1 network connection information

[Figure 1-5] Files created by malicious code
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Security program force shutdown: Rstray.exe, KSafeTray.exe

- Specific site connection: 173.***.53.62:2012, 173.***.53.61:2012, 	

	 173. ***.53.60:2012

-  System information collection: OS version, CPU specifications

-  Keyboard stroke keylogging: After stealing the input typed in 	

	 by users, the malware encrypts and saves them to %SYSTEM%\	

	 C4C37467.key (XOR).

V3 detects this malware in the following forms.

Trojan/Win32.Magania(2013.02.20.00)

Online banking Banki variants are on the rise!

There have been continuous reports about Banki variants that 

steal online banking information and security card numbers. 

Banki variants are generally propagated through websites with 

malicious scripts. The Banki malware modifies the hosts file of 

the infected system to redirect users from legitimate banking 

sites to illegal banking sites to lure users into providing their user 

information.

The details of previously discovered Banki variants are found at the 

link below.

- http://asec.ahnlab.com/search/banki

The newly discovered Banki variant is also distributed through 

infected websites with malicious scripts to download additional 

malicious codes from a Chinese web server.

continuously distributed various malicious code types (Online 

game hacking, DDoS, backdoor, Banki and others). This website 

has propagated the following Banki malware since January 2013 

(based on malicious code type).

On February 20, 2013, the Banki malware was distributed again 

through this malicious website, and obfuscated script codes were 

inserted in "http://www.****.com/pasan/js/member_new02.js".

De-obfuscated codes show that the malicious script hijack 

the user browser to access http://www.*******.co.kr/psd/mk/

mk.html. If PCs with the following vulnerabilities are connected to 

the compromised personal credit consulting website, then they are 

infected with Banki malware.	

-	Java vulnerabilities: CVE-2012-0507 / CVE-2012-1723 / CVE-	

	 2012-5076 / CVE-2012-4681 / CVE-2011-3544 / CVE-2013-0422

-	Internet Explorer vulnerabilities: CVE-2012-1889

The newly discovered Banki malware conducts the following 

actions.

1.   Hosts file modification					   

The malware modifies the hosts file with the following information 

to hijack user browsers, causing browsers to access the illegal 

phishing site, even when users access legitimate online banking 

sites.

[Figure 1-9] Banki malware distribution history from personal credit 
	      consulting website

[Figure 1-10] Hosts file modified by malicious codes

[Figure 1-11] Keylogged and saved data

[Figure 1-12] Illegal website for malicious program distribution
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The malware persistently connects to the C&C server.

V3 detects this malware in the following forms.

Trojan/Win32.Xema

Win-Trojan/Agent.56832.JJ

Beauty makeovers of women are declared to be 
innocent! Malware makeovers are definitely guilty!

In Korea, there is a famous advertisement saying "Beauty 

makeovers of women are declared to be innocent". This 

advertisement catchphrase was broadcast about 2 decades ago, 

but Koreans still say it. This advertisement was tremendously 

popular because it justifies beauty practices and efforts adopted 

by women. 

The makeovers by malware, however, are not at all welcome.  In 

that sense, we can say that "Malware makeovers are definitely 

guilty!" The main reason for malware makeovers is to avoid 

antivirus program detection. Online game hacking malicious 

codes that steal user account information for financial gains in 

particular have been continuously changed as antivirus programs 

are actively tracing and scanning them. Users need to pay extra 

caution to avoid newly discovered malicious codes in the form of 

online game hacking malware. 

When the malicious code is infected, it is modified to avoid 

antivirus program detection. 

Traditionally, online game hacking malicious codes have replaced 

system configuration files including ws2help.dll, imm32.dll, usp.

dll, wshtcpip.dll, and midimap.dll. Current malware additionally 

This malware also uses a V3 icon and Korea E company 

information as resource properties to disguise itself.

When the Hosts.exe file is executed, the hosts file is modified as 

shown in the image below.

The modified hosts file redirects users to the malicious Phishing 

site using the IP addresses listed on the left. At the time of our 

analysis, the IP addresses were blocked.

The malicious file creates a file in the following path, which 

supposedly contains malware version information.

-	C:\Program Files\Windows Media Player\player.ini

[Figure 1-13] Malicious code disguised as a V3 program

[Figure 1-14]  Malicious program disguised with specific product resource 
	  information

[Figure 1-15] Modified hosts file

[Figure 1-16] Malicious code version file

[Figure 1-17] Network connection information
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V3 detects this malware in the following forms.

Win-Trojan/Onlinegamehack.213504.B (2013.02.18.01)

Win-Trojan/Avkiller.32288 (2013.02.18.01)

Win-Trojan/Onlinegamehack.229888.C (2013.02.18.01)

Win-Trojan/Onlinegamehack.289792.J (2013.02.19.00) 

Trojan/Win32.KillAV (2013.02.20.00)

Scam e-mails exploiting CVE-2012-0158 
vulnerability

There have been reports about scam e-mail circulation with a 

malicious file attachment that exploits a Windows controller 

vulnerability (CVE-2012-0158).

Microsoft has already released a security patch to fix the CVE-

2012-0158 vulnerability through a security advisory, "Microsoft 

Security Bulletin MS12-027 – Critical, Vulnerability in Windows 

common controller could allow remote code execution (2664258)".

When the attachment is executed in a system with the CVE-2012-

0158 vulnerability, a related normal document is opened to avoid 

detection. At the same time, the malicious code is also executed in 

the background to infect the system without the user's awareness.

Upon the execution of the malicious document file, the following 

malicious file is created.

[File creation]

-	C:\Documents and Settings\All Users\Application Data\mspool.dll

The created file is registered as a normal Windows service in the system 

registry to automatically run at system boot.

[Registry creation]

-	HKLM\SYSTEM\ControlSet001\Services\mspool\ImagePath 	

	 "%SystemRoot%\system32\svchost.exe -k LocalService"

-	HKLM\SYSTEM\ControlSet001\Services\mspool\DisplayName 	

	 "mspool"

-	HKLM\SYSTEM\ControlSet001\Services\mspool\Description 	

	 "Windows mspool service."

-	HKLM\SYSTEM\ControlSet001\Services\mspool\Parameters\

replaces the kakubi.dll file to avoid antivirus detection and repair. 

As most antivirus programs are advanced enough to detect the 

kakubi.dll file, the malware has started to change its file name.

Upon malware infection, the AV-Kill malicious code is registered 

as a device driver in the system service. (See [Figure 18].) 

The registered driver file incapacitates antivirus programs and 

replaces a normal system configuration file in Window OS with a 

malicious file. (See [Figure 19].) The wshtcpip.dll file is replaced 

with a malicious file, and the normal file is backed up as a 

wshtcpzi.dll file.

As shown in [Figure 20], it is registered as a kakuzi.dll file in 

BHO (Browser Helper Objects) in Internet Explorer. In the past, it 

had been distributed as a kakubi.dll file, but it has now changed 

into a kakuzi.dll file. The purpose of this change is also to avoid 

detection. 

When the file is infected by malicious codes, it transfers system 

information as shown in [Figure 21]. Also, this IP address is for 

the server located in Washington D.C.

The "Game Industry Promotion Act" was recently revised and 

it made difficult to trade the game items. As a consequence, 

pharming attacks that steal internet banking account information 

for financial gain are on a sharp rise, causing serious concern. 

Since many compromised websites propagate pharming malware 

variants as well as online game hacking malware, users need to 

be more cautious. 

[Figure 1-22] The downloaded file during update file execution

[Figure 1-18] AV-Kill malicious code registered as a device driver

[Figure 1-19] wshtcpip.dll file replaced with a malicious file

[Figure 1-20] kakuzi.dll file registered in BHO

[Figure 1-21] System information transferred to a specific server upon 
	        initial infection
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When the downloaded SWF file is decompiled, the action script is 

included as an exploit code (LadyBoyle). 

The version verification codes exist because this exploit works only 

for the limited Adobe Flash Player versions. 

If the system has the vulnerabilities, then the malicious PE codes 

are dropped and executed in the SWF file.

ServiceDll "C:\Documents and Settings\All Users\Application Data\

mspool.DLL"

The malicious code conducts the following actions.

-	Stealing user account password (Outlook, IE, and Chrome) 

-	Transferring system information (OS, CPU, and disk information)

Since the malicious file exploits the known vulnerabilities, it is important 

to regularly update the latest security patches for OS and major 

applications.

Don’t open an e-mail from an unknown sender or with uncertain mail 

contents or suspicious attachments.

V3 detects this malware in the following forms.

DOC/Exploit (2013.02.21.00)

Backdoor/Win32.Etso (2013.02.21.01)

Malware exploiting CVE-2013-0634 vulnerability

Adobe has recently released security patches to fix the CVE-2013-

0633 and CVE-2013-0634 vulnerability in Adobe Flash Player. These 

vulnerabilities are previously unknown Zero-Day vulnerabilities 

that allow malicious Flash files (SWF) to be distributed through 

compromised websites.

[ASEC blog]

-	Exploit CVE-2013-0633 and CVE-2013-0634 vulnerabilities in 

Adobe Flash Player  (‘http://asec.ahnlab.com/912’)

The malware uses the same compromised site for the WIL Vol. 50 

"Personal credit consulting site steals account information" issue, 

but it exploits a different vulnerability. You need to pay extra caution 

and review the details.

The parent malicious script (web.html) appears as below.

The de-obfuscated web.html shows that the EuIKqxn6.swf file is 

downloaded as shown in the image below.

[Figure 1-23] Obfuscated web.html

[Figure 1-24] De-obfuscated web.html content

[Figure 1-25] LadyBoyle action script

[Figure 1-26] Windows and Flash Player version verification codes

[Figure 1-27] PE codes in SWF file 

http://asec.ahnlab.com/912
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When the dropped PE codes are executed, it downloads another 

malicious PE codes from the following URL. The malicious PE 

codes are Banki malware that modifies the previously discovered 

online game hacking malware and the hosts file.

V3 detects this malware in the following forms.

Trojan/Win32.Gen (AhnLab, 2013.02.24.00) 

Trojan/Win32.OnlineGameHack (AhnLab, 2013.02.24.00)

Trojan/Win32.Qhost (AhnLab, 2013.02.24.00)

Turkish airline online ticket scam e-mail in your 
inbox

Cyber criminals may be expected to use any resort to propagate 

malware. This time, fake Turkish airline e-ticket e-mails were 

circulated.

You need to pay extra caution since Korean users often purchase 

cheap airline tickets from foreign airline sites. Emails with [Turkish 

Airlines Online Ticket] as the subject contain airline e-ticket 

reservation messages to lure users into executing the attachment.

The attached file has the following icon with a PDF extension, but it 

is actually an executable file.

Upon execution, the file conducts the following actions.

1. Create its copy in the %windir%\system32\ folder.		

[Created file]

-	C:\WINDOWS\system32\WwYNcgC.exe

2. Register the created file in the Startup programs for auto-run.

 [Created registry]

-	HKCU\Software\Microsoft\Windows\CurrentVersion\Run\	

	 WwYNcgC   "C:\WINDOWS\system32\WwYNcgC.exe"

3. Connect to the suspicious IP and send system process 

information (Process and PID) of the compromised system.

[Network information]

-	svchost.exe  HTTP CONNECT   127.0.0.1      =>	 18*.**.**.**9:80      	

	 18*.**.**.**9/f/i.html?n=1&i=F09AC77F&s=1538CBE&g=125&c=	

	 F09AC77F&pl=%5BSystem%20Process%5D;0;0;System;4;0;sm

	 ss.exe;552;4;csrss.exe;604;552;win

To minimize security threats of malware that uses social 

engineering methods, it is advised to follow these security tips.

1. Don’t open an e-mail from an unknown sender or with a suspicious 	

	 subject; delete it. Delete e-mails that might seem untrustworthy after 	

	 comparing the subject and sender. 

2. Update anti-virus programs to the latest version. Use the real-time 	

	 protection function. 

3. Don’t execute files attached to incoming e-mail immediately. Execute 	

	 them after scanning with an anti-virus program. 

[Figure 1-30] Attached executable file

[Figure 1-31] Network connection information

[Figure 1-28] Modified hosts file

[Figure 1-29] Circulated scam e-mail
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4. Do not click suspicious contents or uncertain links. 

5. Use an anti-spam filter when you use mail accounts from a portal site.

New bogus e-mails supposedly from USPS

Scam e-mails are circulating, claiming to be from the United 

State Postal Service (USPS) to trick users into executing malicious 

attachments.

The bogus e-mails contain the message "USPS couldn't deliver 

the package. Please refer the attached file for deliver procedure to 

get the package keeping in the nearest office". Upon execution, the 

malicious file opens CMD shell backdoors for cyber attackers to 

control the compromised PCs.

The ZIP file contains a malicious executable file which has a fake 

PDF icon to trick users. The malicious executable file (PE) works 

as shown below.

1. Copy the svchost.exe file in the C:\document and settings\All 	

	  users\ sub-directory.

2. Register and execute the svchost.exe file as "SunJavaUpdateSch

	  ed" in the Run registry.

3. Open CMD Shell backdoor on TCP 8000 port. 

V3 detects this malware in the following forms.

Win-Trojan/Androm.44544 (V3, 2013.02.19.03)

Unsolicited programs disguised as a Wind Runner 
coupon or a coupon generator

In Korea, Wind Runner is a popular running adventure game 

provided by Kakao Inc. The download number of Wind Runner has 

currently reached 10 million. It is obvious that many users play and 

enjoy this game.

There is a high possibility that Wind Runner users might search 

for high score tips on the internet. That is why the cyber criminals 

propagate malicious codes or unsolicited programs by using "Wind 

Runner" keywords.

If you search ‘Wind Runner’ in internet search engines, the results 

list coupons, free-cash charge, cheat kits, game hacks, and blogs. 

One such blog distributes unsolicited programs.

[Figure 1-34] svchost.exe properties

[Figure 1-35] CMD shell backdoor on TCP/8000

[Figure 1-32] Circulated e-mail

[Figure 1-33] Attached executable file
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The current top blog of the listed results is a private blog. At the time 

of ASEC analysis, the blog could be accessed. Wind Runner bug or 

Wind Runner coupon generator download links were displayed.

When the downloaded files are executed, unsolicited programs 

disguised as a Wind Runner bug program and a coupon generator 

are installed. These programs show promotion messages about a 

free-coupon generator for item purchase or a Wind Runner bug for 

high score to manipulate users into installing unsolicited programs. 

The downloaded Wind Runner.zip and Wind Runner_coupon.zip file 

are not ZIP format files but 404 error HTML files, which means that 

there is no server to download files.

As the Agree to Terms and Conditions checkbox is selected by 

default in the download program, clicking the File Transmission 

Start button will install the unsolicited programs from the program 

installation agreement at the bottom right. When you click the X 

(Close) button at the top of the download program, the exit window 

appears. If you click the Yes button, then the unsolicited programs 

are installed without your consent. 

You can scroll down the program agreement in the download 

program to understand exactly what you are downloading. Many 

users, however, fail to read the download agreement in sufficient 

detail and click the File Transmission Start button without 

suspicion.

The unsolicited programs can create shopping mall shortcuts in 

the Desktop, Favorites, and Startup programs, and install keyword 

search toolbars and a fraudulent antivirus program that allegedly 

enhance PC performance.

The unsolicited programs are called "PUP", which stands for 

"potentially unwanted program’". In other words, these are 

unnecessary or unsolicited programs.

A PUP is a program that may be unwanted but installed under 

user consent in conjunction with the program that the user wants, 

causing undesirable behaviors on user systems or inconvenience 

to users.

V3 detects this malware in the following forms.

PUP/Win32.101Alemi (2012.11.15.02)

PUP/Win32.Engine (2012.10.30.00)

PUP/Win32.Helper (2012.11.06.03)

PUP/Win32.ILikeClick (2013.01.02.04)

PUP/Win32.PowerBoan (2012.06.26.02)

PUP/Win32.SignKey (2012.11.24.00)

PUP/Win32.WindowViewCon (2013.01.17.00)

Win-PUP/Helper.WindowsPurchaseHelper.2074624 

(2012.10.30.00)

Win-PUP/Helper.WindowsTab.190976 (2012.11.16.00)

Win-PUP/Helper.WindowViewCon.2241024 (2012.11.14.00)

Win-PUP/Security.WindowFast.359424 (2013.02.21.00)

Win-PUP/Security.WindowFast.76960 (2013.02.19.02)

Malware generating excessive network traffic

A new malware variant that generates unusually large amounts 

of network traffic has been reported again, so users need to be 

cautious. This malware has been persistently propagated, which is 

similar to the malicious code examined last December. 

[Figure 1-36] Contents for Wind Runner.zip and Wind Runner_coupon.zip file

[Figure 1-38] Unwanted pop-up sites

Program Name Description

MyIPViewer Shopping mall shortcut

WindowViewCon  Shopping mall shortcut

windowfast Bogus antivirus

keywordyacpop System cleaner program

Shopping shortcut icons Shopping mall shortcut

Shopping mall shortcut Keyword search toolbar

directkeyword2 Keyword search toolbar

Shopping icon Shopping mall shortcut

Windows Tab Keyword search toolbar

signkey Keyword search toolbar

[Table 1-4] Programs listed in the program installation guide

[Figure 1-37] Desktop shortcuts
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To minimize security threats and malware infections, please follow 

the safety tips below.

1. Install the latest Windows OS service pack and security updates. 

2. Regularly upgrade Internet Explorer, Flash Player, Acrobat Reader, 	

	  Java, and other programs to the latest versions.

3. Update V3 engine to the latest version and turn on real-time monitoring. 

4. Regularly perform manual intensive scans to check for malicious codes 

	  on the PC.

V3 detects this malware in the following forms.

Win-Trojan/Agent.1391104

Trojan/Win32.Nitol

1. Monthly Mobile Malicious Code Statistics

The table shows the number of mobile malicious codes reported 

by ASEC customers over 3 months and classified as V3 Mobile 

threats. The number of malicious code reports decreased in 

December, but it increased to 60,000 in January.

Symptoms of the newly discovered malware are also similar. The 

network traffic increases excessively and the infected PC slows 

down. If large amounts of network traffic are generated in offices 

with LAN environments, then the network of PCs connected to 

the compromised network is incapacitated. Today, as more people 

watch IPTVs via internet, the excessive network traffic caused by 

the malware infection could also adversely impact IPTV broadcasts.

All companies have implemented monitoring equipment for 

unusual network traffic, which can detect the UDP packet burst 

caused by malware infection. This UDP packet can be confused 

with the video streaming service UDP packet; the video UDP is 

usually an inbound packet, whereas the malicious UDP packet is 

an outbound packet. 

The malware creates its copy with a random name in the system 

folder and registers it in the system service to automatically run at 

system boot.

[Malicious code file path]

-	C:\Documents and Settings\User account\Application Data\	

   update.exe

-	C:\Windows\system32\cchxm.exe

This malicious code is packed with the Themida packing tool 

to avoid anti-virus detection, and its functions are restricted in 

virtual environments. ASEC assumes that PCs running in virtual 

environments might be excluded from this malware infection, or 

attackers want to interrupt test execution of the anti-virus products 

on virtual environments.

It seems that the malware is created for DDoS (Distributed Denial 

of Service) attacks by using a UDP flooding method. Similar 

malware variants can be easily created with malicious code 

generators. The malicious files are packed with the Themida tool, 

and its functions are restricted in virtual environments. Most of the 

created files causing network traffic issues are likely to be named 

update.exe.

These malware variants are distributed through online networks, 

and they can be easily detected with extra caution.

[Figure 1-39] Execution fail message for the virtual environment

    
Malicious Code Trend 03

Malicious Code Issues

Mobile Malicious Code Trend for 2012

[Table 1-5] Mobile malicious code reports from November 2012 to January 2013

Nov. 2012 Dec. 2012 Jan. 2013
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2. Reported types of malicious code 

The chart categorizes the malicious code types reported this 

month. The most frequently reported malicious code type was 

Trojan (52.1%), followed by PUP (40%). PUP and Trojan have 

the highest percentage of all malicious code types. The same 

malicious code types are reported in 2012, but Trojan and PUP are 

reported more frequently. 

The table shows the Top 10 malicious code reports for January 

2013. Among Top 10 malicious codes, Android-Trojan/Opfake, 

Android-Trojan/FakeInst, and Android-Trojan/FakeDoc were widely 

distributed in Russia. These malicious codes can be installed in 

user devices as fake user-friendly programs to send fraudulent 

premium SMS messages for financial gain.

Malicious codes propagated through Google Play 
store

Last January, malicious applications developed by the Lead Team 

were registered on the official Google Play store. 

The malicious applications are spoofed as Korea bank apps and 

V3 Mobile Plus. ASEC discovered that a total of 25 malicious 

applications with similar internal code formats and functions 

have been registered under different developer IDs for 3 days. It 

is verified that that the Google Play store is being used as a safe 

haven by hackers for distributing malicious codes. Users should 

pay extra caution when downloading applications from official 

mobile markets like Google Play store.

V3 Mobile detects these malicious applications as Android=Trojan/

Yaps and Android-Trojan/PNStealer. The details of these 

applications are below.

1. Android-Trojan/Yaps					   

These malicious applications are distributed through Google Play 

store, claiming to be mobile banking applications. So far, ASEC has 

detected fraudulent NH Bank, KB Bank, Saemaeul Finance, Woori 

Bank, and IBK bank applications.

The Android-Trojan/Yaps structure contains only icon files and 

desktop files, so it does not request any permission for installation. 

The image below shows the installation and execution screen of 

one of the Android-Trojan/Yaps variants. 

Android-Trojan/Yaps has a simple function that redirects users to 

illegal bank sites. The connected illegal sites are typical internet 

banking phishing sites that steal login IDs, passwords, and 

authentication certificates.

2. Android-Trojan/PNStealer 					  

Android-Trojan/PNStealer disguised as V3 Mobile transfers phone 

numbers of compromised smart devices.

To install Android-Trojan/PNStealer, the following permissions are 

required. 

[Figure 1-40] Top 10 mobile malicious code type reports

[Figure1-41] Internal structure of Android-Trojan/Yaps

Threat Reports Percentage

1 Android-PUP/Airpush 21401 33%

2 Android-Trojan/Opfake 11886 18%

3 Android-Trojan/FakeInst 10254 16%

4 Android-Trojan/FakeDoc 6420 10%

5 Android-PUP/Leadbolt 2495 4%

6 Android-PUP/Adwo 2030 3%

7 Android-Trojan/SmsSend 1673 3%

8 Android-PUP/Plankton 1615 2%

9 Android-PUP/Wapsx 774 1%

10 Android-Trojan/GinMaster 759 1%

[Table 1-6]Top 10 mobile malicious code reports
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“Chest” malware, but most of the source code is changed.

The malicious application is distributed to smartphone users 

through SMS message.

When you click the URL and install the app, the "Valentine's Day 

event" icon is created.

Clicking the malicious app displays the event coupon screen.

If you click one of the icons, then the error message "Connection 

failed due to system overloading. Please try again later" is 

displayed. The cyber criminals craftily design the malicious 

application to trick users into believing there are many concurrent 

users.

The hackers monitor inbound SMS messages with specific 

numbers by using the following codes.

SMS messages with pre-defined numbers are transferred to a 

specific server along with the smartphone number.

The Mobile parameter transfers phone numbers, and the revsms 

parameter transfers SMS messages.

Let's examine the actual transmission process.

The smartphone numbers and SMS messages are then 

transferred.

-	‘mobile=0103*09****&revsms=123456789’

-	android.permission.ACCESS_FINE_LOCATION	 

-	android.permission.SEND_SMS	  

-	android.permission.RECEIVE_SMS	  

-	android.permission.RECEIVE_BOOT_COMPLETED	  

-	android.permission.INTERNET	  

-	android.permission.ACCESS_COARSE_LOCATION	  

-	android.permission.ACCESS_NETWORK_STATE	  

-	android.permission.WRITE_EXTERNAL_STORAGE	  

-	android.permission.ACCESS_WIFI_STATE	  

-	android.permission.CHANGE_WIFI_STATE	  

-	android.permission.READ_PHONE_STATE	

Phone numbers of infected devices are transmitted to the specific 

sites through the following packet.

-	"http://42.121.116.83/weixin/Api/post?data= :(Phone 

number)"

Android malicious apps take advantage of 
Valentine’s Day

Cyber criminals now use a Valentine's Day twist to infect Android 

smartphone users with a malicious application. The newly 

discovered malicious application behaves in a manner similar to 

the “Chest” malware.

It is designed to monitor SMS messages and transfer inbound SMS 

message with specific numbers to the hackers.

Its distribution methods and functions are similar to those of the 

[Figure 1-44] Monitor and collect inbound SMS message with specific numbers

[Figure 1-45] Malicious code transferring phone numbers and SMS messages

[Figure 1-46] Transmission packet for smartphone numbers and SMS messages

[Figure 1-42] Phone number transmission code

[Figure 1-43] Phone number transmission packet
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Upon execution, the malicious app displays the system overloaded 

error and asks user to re-try later. This message screen is 

designed to gain more time to collect authentication codes for 

micropayment transactions by keeping the malicious application 

from being deleted.

When the malicious application is executed, the smartphone 

number is transferred to the hackers via the following codes. 

After collecting smartphone numbers, the hackers attempt to get 

authentication codes for micropayment transactions.

Upon execution, the above codes transfer smartphone numbers in 

a "mobile=phone number" format. After that, the hackers monitor 

inbound SMS messages with specific numbers (Senders) by using 

the following codes.

SMS messages with pre-defined numbers are transferred to a 

specific server with the smartphone number.

When the above codes are executed, the smartphone number 

and SMS messages are transferred in a "mobile=phone 

number&revsms=SMSmessage" format.

The hackers added the following code to bypass massive 

"Chauffeur service" SMS messages. The following codes keep 

The hackers leverage micropayment transactions to make money. 

Micropayment transactions can be completed on the same day 

that the smartphone is infected with the malicious application, so 

users need to pay extra caution.

V3 detects this malware in the following forms.

Android-Trojan/Chest

Smartphone target attacks based on personal 
information stolen with “Chest” malware

“Chest” (Android-Trojan/Chest) malware that steals authentication 

codes for micropayment transaction from Android-based 

smartphones is running rampant, and variants of it are also 

endlessly spread.

Let's closely examine how the Chest malware works and what 

kinds of codes are added.

“Chest” malicious applications are designed to monitor SMS 

messages and transmit the inbound SMS with specific numbers to 

the hackers. The cyber criminals steal the authentication codes for 

micropayment transactions to make money.

The “Chest” malware variants with partly different source codes 

are constantly propagated through the same distribution methods.

The hackers manage and monitor the attack targets based on the 

personal information stolen from other malicious codes.

After deciding the attack targets, the hackers send the following 

scam messages to lure users into installing malicious applications. 

After installing malicious apps from embedded URLs, the familiar 

coffee store "coupon" icon is created and registered in the system 

service.

Based on the malicious application permissions, we can assume 

what the malicious actions are (SMS monitoring and collecting).

[Figure 1-48] Monitor and collect inbound SMS message with specific numbers

[Figure 1-49] Codes to monitor and collect inbound SMS messages with 	
	         specific numbers

[Figure 1-50] Codes transferring smartphone numbers and SMS 	
	         messages to a specific server

[Figure 1-47] Target list to send malicious app installation scam message
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monitoring SMS messages and filter out "Chauffeur service" 

related messages. The hackers will not receive any "Chauffeur 

service" related messages.

The malicious codes manage the infected user lists to identify 

authentication codes for micropayment transactions in the 

collected SMS messages.

In this process, the cyber criminals can acquire some financial 

gain. The micropayment transactions can be done on the same 

day that the device is infected, so users need to pay extra caution. 

This malicious code can be detected and repaired with V3 Mobile 

products.
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Microsoft Security Updates – February

Microsoft issued 12 security updates (4 critical, 8 important) in 

January 2013. Actual attack codes for the MS13-009 security 

update are open to the public, so special caution is required.

    
Security Trend 01

Security Statistics

Important
MS13-012 Vulnerability in Microsoft Exchange Server could 
allow remote code execution

MS13-013 Vulnerability in FAST Search Server 2010 for 
SharePoint parsing could allow remote code execution

MS13-014 Vulnerability in NFS server could allow denial of 
service 

MS13-015 Vulnerability in .NET Framework could allow 
elevation of privilege

MS13-016 Vulnerability in Windows Kernel mode driver could 
allow elevation of privilege

MS13-017 Vulnerability in Windows Kernel could allow 
elevation of privilege

MS13-018 Vulnerability in TCP/IP could allow denial of service 

MS13-019 Vulnerability in Windows CSRSS (Client/Server 
Run-time Subsystem) could allow elevation of privilege

[Table 2-1] MS Security updates for February 2013

Critical

MS13-009 Internet Explorer Cumulative Security Update

MS13-010 Vulnerability in Vector Markup Language (VML) could 
allow remote code execution

MS13-011 Vulnerability in media decompression could allow 
remote code execution

MS13-020 Vulnerability in OLE automation could allow remote 
code execution
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[Figure 2-1] MS Security Updates
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IE SLayoutRun UAF vulnerability (CVE-2013-0025)

IE cumulative security updates for February resolve 13 privately 

reported vulnerabilities. Accessing specially manipulated websites 

with IE could allow remote code execution, and the attackers 

can gain the same permissions as users. The CVE-2013-0025 

vulnerability can be exploited more frequently because the attack 

codes for Internet Explorer SLayoutRun disabling vulnerability are 

open to the public on the internet. This vulnerability could allow 

remote code execution in IE 8 version. 

The published attack codes are executed by exploiting the 

vulnerability in IE 8 of Window XP Pro SP3 to monitor user system 

information.

Despite the CParaElement node disabling in Internet Explorer, 

the reference in CDoc still remains and the allocated memory is 

reused by the CDoc relayout, which causes this vulnerability. It is 

recommended to install this security patch since the attack codes 

are publicly available.

[Figure 2-2] Malware attack exploiting the vulnerability published in YouTube 

    
Security Trend 02

Security Issues

Malicious codes propagated through NBC.com 

Malicious codes have been spread through the websites of NBC, 

one of the four major American commercial broadcasting television 

networks. The malicious codes are verified to be Citadel Trojan 

Horse, a Zeus variant (an Internet banking Trojan horse variant), 

which can steal passwords and control infected computers at the 

command of hackers. The information theft function of Citadel is 

more powerful than that of Zeus: Zeus steals basic information like 

OS, web browser information, and computer name, but Citadel can 

steal APT, network information of compromised PCs, as well as 

basic information. 

IFrame is inserted into the NBC.COM webpage to lure users into 

installing malicious codes. NBC has dealt successfully with this 

malware infection and no user information was disclosed.

The iFrame is inserted into hacked popular websites with a large 

number of users. For rapid malicious code propagation, hacking 

one site with a large number of users is more effective than hacking 

several sites with a small number of users. It is expected that this 

attack method will be continuously used, so companies need to give 

their best efforts to provide safe web services. 

Linux-based SSHD Rootkit  

At the beginning of February, ASEC introduced the SSHD rootkit case 

through the web hosting community. The "libkeyutils.so.1.9" library 

is linked with SSHD to send spam e-mails. There is a high possibility 

of malware infection if your server has libkeyutils.so.1.9. We are 

not sure how this rootkit attack was initially launched. Considering 

several facts, we assume the SSHD vulnerability might cause this 

rootkit attack, but this is not confirmed yet.

Redhat and Debian-based servers were mainly infiltrated, including 
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server control programs like cPannel, DirectAdmin, and Plesk. 

The infected system works as a bot system to perform basic user 

authentication.

This malicious library with backdoor and spam e-mail transmission 

functions can steal user passwords at any time. The stolen 

passwords are manipulated and transferred as a DNS packet 

through the hardcoded library IP address. Basically, the information 

does not appear as a "strings" command. As it is encrypted with 

XOR, you need to decrypt it to see the string information.

The rootkit installation is most likely affected by malware if the 

libkeyutils.so.1.9 library exists in the system. You can also download 

and run the Check Script from the website ("http://www.cloudlinux.

com/sshd-hack/check.sh") to check rootkit installation.

The above script searches the library in the specified paths. To 

ensure the safe SSH access, please follow the safety instructions 

below.

-	Keep your software products to the latest versions.

-	Restrict SSH port access from firewall

-	Block suspicious user access with ROOT permission
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Graph

Reported malicious codes

Reported types of 
malicious code

Domains with 
malicious code

URLs with 
malicious code

Website Security Summary

This month, SiteGuard (AhnLab’s web browser security service) 

blocked 8,267 websites that distributed malicious codes. 333 types 

of malicious code, 271 domains with malicious code, and 909 URLs 

with malicious code were found. Compared to the previous month, 

the malicious code reports and malicious code types decreased, 

whereas malicious domains and malicious URLs increased.

[Table 3-1] Website Security Report in February 2013

[Figure 3-1] Monthly Change in Blocked Malicious URLs

Monthly Change in 
Blocked Malicious 
URLs

As of February 2013, the number

of blocked malicious URLs 

increased to 8,267, a 7% 

decrease from the 8,900 blocked 

in the previous month.
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Monthly Change in the 
Number of Reported 
Malicious Code Types

As of February 2013, 333 

malicious code types are 

reported, a 6% decrease from 

the 353 reported in the previous 

month.

Monthly Change in 
Domains with Malicious 
Code

The number of reported domains 

with malicious codes in February 

2013 increased to 271, a 36% 

increase from the 199 reported 

in the previous month.

Monthly Change in 
URLs with Malicious 
Code

The number of reported URLs 

with malicious codes in February 

2013 increased to 902, an 11% 

increase from 818 reported in 

the previous month.

[Figure 3-2] Monthly Change in the Number of Reported Malicious Code Types

[Figure 3-3] Monthly Change in Domains with Malicious Code

[Figure 3-4] Monthly Change in URLs with Malicious Code
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1 ▲2 Adware/Win32.Clicker 1,522 35.5 %

2 NEW Trojan/Win32.KorAd 1,028 23.9 %

3 NEW Win-Downloader/Agent.316552 412 9.6 %

4 ▲1 ALS/Qfas 248 5.8 %

5 �3 ALS/Bursted 239 5.6 %

6 NEW Packed/Win32.InstallCore 203 4.7 %

7 NEW Trojan/Win32.ADH 191 4.4 %

8 NEW Win32/Induc 178 4.1 %

9 �3 Packed/Win32.Vmpbad 148 3.4 %

10 NEW Win-Trojan/Buzus.430080.F 131 3.0 %

 TOTAL 4,300 100 %

TROJAN 3,337 40.4 %
ADWARE 1,792 21.7 %
DOWNLOADER 643 7.8 %
DROPPER 242 2.9 %
APPCARE 135 1.6 %
Win32/VIRUT 117 1.4 %
JOKE 14 0.2 %
SPYWARE 3 0.0 %
ETC 1,984 24.0 %
TOTAL 8,267 100%

Top Distributed Types 
of Malicious Code

Trojans were the top distributed 

type of malicious code with 

3,337 (40.4%) cases reported, 

followed by adware with 1,792 

(21.7%) cases reported.

Ranking Malicious Code Reports Percentage

[Table 3-3] Top 10 Distributed Malicious Codes

[Table 3-5] Top Distributed Types of Malicious Code

[Table 3-2] Top Distributed Types of Malicious Code

Type Reports Percentage

Top 10 Distributed 
Malicious Codes

Adware/Win32.Clicker is the 

most frequently reported 

malicious code among the Top 

10 distributed malicious codes 

with 1,522 cases reported, and 

6 malicious codes including 

Trojan/Win32.KorAd were newly 

added to the Top 10 malicious 

code list.
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Mar. 2013 Malicious Code Intrusion of Website

[Figure 3-6] shows the statistics of monthly malicious code intrusion 

of websites. The number changes are not noteworthy.

Top 10 malicious codes distributed via websites 

[Table 3-4] shows the Top 10 malicious codes distributed via websites 

during February. Banki or Qhost malicious codes that steal online 

banking user account information made up most of the Top 10 

malicious codes.

[Figure 3-6] 2012 Monthly Malicious Code Intrusion of Website

 

    
Web Security Trend02

Web Security Issues

1 Trojan/Win32.Banki 9

2 Trojan/Win32.Patched 8

3 Trojan/Win32.OnlineGameHack 8

4 Win-Trojan/Downloader.76800.AL 8

5 Win-Trojan/Morix.118784 8

6 Trojan/Win32.OnlineGameHack 8

7 Win-Trojan/Qhost.845733 7

8 Win-Trojan/Downloader.62464.AP 7

9 Win-Trojan/Qhost.743424 7

10 Win-Trojan/Genome.58880.AE 7

[Table 3-4] Top 10 malicious codes distributed via websites

Ranking Threat URL
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