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0 ’I Malicious Code Trend

Malicious Code Statistics

The number of 15,000,000

malicious codes el

reported in March 10.000.000 6,708,830 Z,fﬁ?/ﬁ??
’ ’ o u 0

increased by 970,000 A

from the previous 5,000,000

month.

Statistics collected by the ASEC 0 02 03 04

show that 7,685,579 malicious

[Figure. 1-1] Monthly Malicious Code Reports

codes were reported in March 2013.

U3 O B (e et (1 Ranking PN Malicious Code Reports  Percentage
976,749 from the 6,708,830 reported

1 NEW Win-Trojan/Onlinegamehack140.Gen 282,141 10.4 %
in the previous month. (See [Figure 2 v ASD.PREVENTION 267,189 10.0%
1-11) The most frequently reported 3 AL Adware/Win32.winagir 215,992 8.1%
malicious code was Trojan/Onlinega 4 A9 Trojan/Win32.urelas 212,006 7.9 %
mehack140.Gen, followed by ASD. 5 v2 Textimage/Autorun 209,457 7.8%

6 A3 Trojan/Win32.onlinegamehack 185,487 6.9 %
PREVENTION and Adware/Win32.

7 A3 Trojan/Win32.adh 165,576 6.2%
winagir. A total of 7 malicious codes 8 v2 Trojan/Win32\6en 143,689 5.4 %
were added among the “Top 20" list. 9 v7 Malware/Win32.suspicious 129,769 4.8 %
(See [Table 1-1]) 10 NEW Dropper/Agent.203880 105,959 4.0%

11 NEW Packed/Win32.morphine 100,217 3.7%

12 Ab Malware/Win32.generic 97,734 3.7%

13 v8 Trojan/Win32.agent 85,700 3.2%

14 v3 RIPPER 79,778 3.0%

15 NEW Win-Adware/Korad.974232 79,234 3.0%

16 A3 JS/Agent 69,374 2.6 %

17 NEW Win-Trojan/Downloader.969624 68,339 2.6 %

18 NEW JS/Downloader 67,038 2.5%

19 v5 Adware/Win32.korad 58,658 2.2%

20 NEW Trojan/Win32.scar 53,937 2.0%

TOTAL 2,677,274 100.0 %

[Table 1-1] The Top 20 Malicious Code Reports (Based on Infection Report and Malicious Code name)
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TOp 20 Distributed Ranking ™ Malicious Code Reports  Percentage
Malicious Codes 1 N Trojan/Win32 1,307,482 25.8%
2 A1 Win-Trojan/Onlinegamehack 430,698 8.5%
[Table 1-2] below shows the 3 v2 Win-Trojan/Agent 427,840 8.4 %
percentage breakdown of the 4 AL Adware/Win32 345,503 6.8%
top 20 malicious code variants 5 NEW Win-Trojan/Onlinegamehack140 282,141 5.6 %
0,
reported this month. For March 6 v2 s 267,189 i
) ) 7 v Malware/Win32 242,370 4.8 %
2013, Trojan/Win32 (1,307,482 : :
8 v1 Win-Trojan/Downloader 237,843 4.7 %
reports] was the most frequently 9 A1 Win-Adware/Korad 210,829 42%
reported malicious code among 10 v Textimage/Autorun 209,494 41 %
the top 20 malicious code variants. 1 NEW  Dropper/Agent 147,245 2.9%
. . v in-Troj 79
It e ol 5 i T 12 7 Win-Trojan/Korad 138,200 2.7%
13 NEW Packed/Win32 120,223 2.6%
Onlinegamehack (430,698 reports) X )
14 v2 Win32/Virut 112,713 2.2%
and Win-Trojan/Agent (427,840 15 a1 Downloader/Win32 110,955 2.2%
reports]. 16 v2 Win32/Conficker 107,161 2.1%
17 V4 Win-Trojan/Urelas 99,687 2.0 %
18 v7 Win-Trojan/Avkiller 94,547 1.9 %
19 v2 Win32/Autorun.worm 91,849 1.8 %
20 v1 Win32/Kido 80,210 1.6 %
TOTAL 5,064,179 100.0 %
[Table 1-2] Top 20 Distributed Malicious Codes
”Dropper/ Ranking P Malicious Code Reports  Percentage
Agent.203880" - 1 Dropper/Agent.203880 105,959 24.0%
The most frequently 2 Win-Trojan/Downloader.969624 68,339 15.5 %
3 Win-Trojan/Banload.205076 45,495 10.3 %
reported new J °
e af 4 Win-Trojan/Onlinegamehack.111616.AM 41,654 9.6%
maticious code in 5 Win-PUP/Korad.574976 30,008 6.8 %
March 6 Win-Trojan/Downloader.40960.YB 18,638 4.2 %
7 Win-Spyware/Agent.286208.D 13,732 3.1%
[Table 1-3] below shows the -
8 Win-Adware/Urelas.107041 12,321 2.8%
percentage breakdown of the top 9 Win-Spyware/Agent.286208.C 11,739 2.7%
20 new malicious codes reported 10 Win-Trojan/Urelas.1391104 10,694 2.4 %
this month. Dropper/Agent.203880 1 Win-Adware/WinAgir.74680 9,588 2.2%
12 Win-Trojan/Downloader.37654 9,543 2.2%
was the most frequently reported
13 Win-Adware/WinAgir.86968 9,016 2.0%
new malicious code, representing . . .
14 Win-Trojan/Xyligan.2131296 8,345 1.9 %
24% (105,959 reports] of the top 20 15 Win-Trojan/Urelas.647677 8,273 1.9%
new malicious codes, followed by 16 Win-Trojan/Onlinegamehack.188416.AY 8,075 1.8 %
Win—Trojan/ Downloader.969624 17 Win-Adware/KorAd.241664.0 8,017 1.8 %
18 Win-Trojan/Onlinegamehack.622195 7,966 1.8 %
(68,339 reports). jan/ g ’
19 Win-Trojan/Wecod.1069568 7,287 1.6 %
20 Win-Trojan/Onlinegamehack.15360.CU 7,223 1.6 %
TOTAL 598,867 100.0 %

[Table 1-3] Top 20 New Malicious Code Reports in July
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Trojan Ranked as
the Most Reported
Malicious Codes in
March

[Figure 1-2] below categorizes
the top malicious codes reported
by AhnLab customers in March
2013. Trojan is the most reported
malicious code, representing
52.9% of the top reported malicious
codes, followed by script (6.0%)

and worm (5.4%).

TROJAN

52.9%

23.6% etc

0.6% powNLOADER

0.6% spyware L

[Figure. 1-2] Primary Malicious Code Type Breakdown

SCRIPT

6.0%

WORM

5.4%

4.2% DROPPER
3.8% ADWARE

V 2.9% virus

Comparison of
Malicious Codes with
Previous Month

[Figure 1-3] below shows the
malicious code breakdown
compared to the previous month.
Compared to last month, the
number of scripts, droppers,
adware, and spyware increased,
whereas the number of Trojan
horses, viruses, and downloaders
decreased. The numbers of worms
and appcare are similar to those of

the previous month.

2013.02 2013.03

3.1% ADWARE I
0% APPCARE
0% CLICKER

1.0% | DOWNLOADER

3.1% DROPPER

25.1% - ETC
4.1% SCRIPT
0.4% SPYWARE

54.7% _ TROJAN
3.1% VIRUS
5.4%

[Figure. 1-3] Primary Malicious Code Type Breakdown for February vs. March
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Breakdown of New so 55, TROJAN

Malicious Code Types 3% 0
ADWARE 6 7 /

Trojan was the most frequently 90/0 0

reported new malicious code
type in March 2013, representing

67% of the top reported new

DROPPER

malicious code types, followed 160/0 R

by Dropper (16%) and Adware 84%

(9%).

[Figure. 1-4] Breakdown of New Malicious Code Types



Special caution on FTP client usage

One of the most interesting things about 3-20 APT attacks is that
some malicious droppers exploit the setup files of mRemote and
SecureCRT. These droppers do not conduct malicious actions;

instead, they access servers by reading setup files.

For example, these droppers extract setup file information and
exploit password vulnerability to create a bash file for server
access. This vulnerability is already reported by Metasploit.
SecureCRT also conducts similar actions. The vulnerability,
however, is not reported and the malware does not properly
function in the latest version. In summary, the attackers exploit
the known vulnerabilities of mRemote and SecureCRT to attack

*NIX servers.

ol

Flo Gavew ' Tods

E -l
X3 o L2

[@ Connect

S| A &G

V| show dialog on startup v|Openin a tab

Connect Close
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The malicious codes can exploit the vulnerabilities of server
connection tools. In addition to the encryption algorithm
vulnerability, these malicious codes exploit the fact that some
widely used free FTP clients save passwords without encryption.
Users are advised not to locally save passwords to automatically
log into FTP clients, and they should install the latest FTP client

version.

System boot Failure - Only Windows Logo Appears

Users might be disconcerted when their computers do not
properly boot. There are several probable causes of system boot
failure. Damage of 0S files and MBR (Master Boot Record) sectors
that hold the boot information can lead to system boot failure.
This damage might also cause physical damage to hard disks and

malicious code distribution.

F
iz

Microsoft®

Windows*®

Copyright ® Microsoft Corporation

If a normal Windows boot logo screen appears as shown in [Figure
1-71, then physical disks or an MBR sector are not damaged. If
hard disks or an MBR sector are damaged, then the “Cannot read
boot sector” error message displays instead of the normal 0S

screen in [Figure 1-71.



The 0S file might be damaged if the image (Figure 1-8) appears

without displaying Windows login or background screens after the

normal Windows logo (Figure 1-7).

There are a number of reasons for OS file damage. Hardware
driver installation errors or the installation of a specific program
can cause OS file damage. Several user cases are presented to

help users understand how malicious codes are distributed.

Generally, when online game hacking malicious codes are
distributed, normal Windows system files are backed up as
ws2helpXP.dll files, which are then replaced with malicious codes

as shown in [Figure 1-9].

o\ C WINDOWShyshmH\:m

m32\ws2he 1p*
o label.
78AB-DAFB

e

Uolume in has
Uolume Serial Number

Directory of c:\windows\systen32
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IC:\>dir c:\windows\system32\ws2he lp*
Uolume in drive C has no lahel.
Uolume Serial Number is 78AB-DAFB

Directory of c:\windows\system32

04/14,2008
93/26,2013
i14/14/2008
03/26,2013
93/04/2012
04/14,20088

97:57

113,664

ws2help.dll
wsZhelp.dl1.0rP.tmp
ws2help,.dll.¥YcS5.tmp
ws2he 1pRP.d11

wsZhe IpRP.d11.LQh. tmp
ws2helpXP.d1ll.ogk.tmp

04/14/2008
03/26/2013
04/14/2008
04/14/2008

8 Dir<s

The system files are compromised again as shown in [Figure

113,664 ws2help.dll

113.664 wsZhe [p.d11.0rP.tmp
19,968 ws2helpRP.d11

19,968 wsZhe IpXP.d11.ogk.tmp
s> 267,264 bytes

) 48.063,193,.088 hytes free

1-10]; this is called re-infection.

ws2help.dll (malicious)

ws2helpXPdIl (normal)

ws2help.dll (malicious)
ws2helpXPdll (malicious)

ws2help??.dll (normal)

400,896 hytes

5] Dix-(:;; 40,063,193,.088 bytes free

In this case, the blue screen error does not occur as the ws2help.
dll files still exist, but Windows booting fails with the symptoms

shown in [Figure 1-8].

When ws2help.dll files are corrupted, the damaged files can be
restored with either system boot in safe mode or the Windows
installation CD. In this case, booting the system in safe mode leads
to a system halt and even the Windows installation CD cannot

repair the damaged files.

It is advised to verify the status of hard disks by connecting them to
a normal PC before formatting them. If the normal PC recognizes

subfolders, then the data can be recovered.

When users update anti-virus programs from normal PCs and run
an intense scan on compromised hard disks, malicious codes are

detected as shown in [Figure 1-13].

The scan has been co

pleted. To repar the infecte
lapsed Time: 00:00:00

Some malicious codes whose normal file backup algorithms
are not fully implemented might skip the normal file backup and

overwrite OS files with malicious codes as shown in [Figure 1-11].

HEEEE

IF no theeats are detected:

5 | Repaired: 0

Security Threat
win-Trojan/Onlinegamehackl 40, Gen
win-TrojanjOnlinegamehackl 40.Gen
win-TrojanjOnlinegamehack 40.Gen
Win-TrojanfKillav
Win-TrojanjAvkiler4.Gen

Status Location

Repairable ...
Repairable .
Repairable .
Repairable ..
Repairable ..

Leave the scan window open v

CHWINDOWStsystem32\ws2help. dl QUF.tmp

| Report Viewer

m32\wsZhelpkP.di




If you click “Remove all threats now”, then the detected malicious
codes are removed. Removing the malicious codes, however,
cannot repair system boot failure because the Trojan horse
completely removes normal ws2help.dll files. The blue screen
appears as shown in [Figure 1-14] at system boot, causing an
unlimited boot loop.

21la unknown Hard Error

Unknown Hard Error

After the malicious codes are removed as shown in [Figure 1-14],
the normal ws2help.dlL file should be recovered as shown in [Figure
1-15]. A copy of the normal ws2helpl.dll file (19,968 Kbyte for
Windows XP SP3] should be created in the C:\WINDOWS\system32\
folder.

IC ¥ INDOWSHsystem32>dir ws2help»*
Uolume in drive C has no label.
Uolume Serial Number is 78AB-DAFB

Directory of c:WWINDOWSHWsystem32

04/14,2088 ©87:57 AM
03/04,2012 ©B5:44 AM
n4/14/2088 @7:57 AM
3 Filed(s>
B Dirds>

19.968 ws2help.dll.tPm.tmp
19.968 ws2helpXP.d11l.Jh4.tmp
19.968 ws2help.dl1.ZIP.tmp
59.984 hbytes
40,063,.193,.0888 hytes free

IC ¥ INDOWSHsystem32 bcopy ws2help.dll.tPm.tmp ws2help.dll
1 file(s) copied.

IC : ¥ INDOWSHs ystem32>

After performing the actions in [Figure 1-15] and connecting the
fixed hard disk to the original PC, the Windows system can be
booted normally. (See [Figure 1-16])

The number of reports is low since the hardware disk has to be
infected again by the same online game hacking malicious codes.

Malicious code re-infection can occur when users continuously use
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their compromised PCs without knowing about the online game
hacking malware infection. Special attention is needed to prevent
malicious code re-infection since this type of Trojan horse exploits

the security vulnerability of user PCs.

V3 detects this malware in the following forms.
Dropper/Win32.Agent (2013.03.25.00)
Win-Trojan/Avkiller4.Gen (2013.03.22.00)
Win-Trojan/Onlinegamehack140.Gen (2013.03.22.00)
Win-Trojan/Onlinegamehack140.Gen (2013.03.22.00)
Win-Trojan/Onlinegamehack140.Gen (2013.03.22.00)
Trojan/Win32.KillAV (2013.03.27.00)

Specific program update servers spread online
game hacking malicious code

There have been reports of anti-virus program malfunction
after updating some free screen capture programs. Major
Korea organizations have reported that the BSOD occurred after
product updates, but the BSOD symptom did not occur at the
time of ASEC analysis.

The XXcameraup.exe file is registered in Startup programs during
product installation to automatically check update files at system
restart. According to user reports, an urgent program update
screen is displayed with an update server error notification when
the system is restarted, which causes system problems. This
means that the hacked update server modifies the update files to

spread online game hacking malware.

Based on the analysis result of the collected files from Korea
security bloggers, the normal file contains version information,
but the malicious file contains no version information. The sizes

of the two files are also different.

normal_Camera_20130304_update_5.exe Properties [ (X)

malicious_Camera_20130304_update_5.exe Properties [2)[X]

General | Vession | Compatiblity | Summary General | Compatibility | Summary

a nomal_Camera_2013030¢_updale_5.eve

Type of fie:  Applicaton

malicious_Camera_20130304_update_5.exe

Type of fle:  Appiication

Descriptiorz  nomal Camera 20130304 updote. 5 Description:  malicious_Camera_20130304_update_5

Mame Size
\Imalicious_Camera_201303...
\_normal_Camera_20130304...

Type
S9Z KB Application
839KB Application

An urgent product update screen appears to install online game

hacking malware. Clicking the Update Now button creates



normal program shortcuts and other Korea shopping mall

shortcuts in user favorites and desktop.

This online game hacking malware creates the following final
files to steal account information from the sites listed in [Figure
1-191.

- C:\WINDOWS\system32\kakutk.dlLl
- C:\WINDOWS\system32\wshtcpip.dll
- C:\\WINDOWS\system32\drivers\26fc0831.sys (Random

alphanumeric.sys)

aran.kr.ganeclub.con
login.nexon.con
auth.siren24.com
bns.plaync.comn
dk.halgame.com
heroes.nexon.con
r2.webzen.co.kr
WuW.Nexon.con
wuw.happynoney.co.kr
wuw.teencash.co.kr
wuw.cultureland.co.kr
www.booknlife.con
ipin.siren24.com
capoganes .net
dragonnest.nexon.con
elsword.nexon.con
clubaudition.ndolfin.con
netnarble.net
itemmania.con
wuw.itembay.con
wWw.pnang.con
aion.plaync.jp
plaync.co.kr
maplestory.nexon.con
hangame .com
fifaonline.pmang.con
df .nexon.con
nexon.con/cash/page/payrequest.aspx
baram.nexon.con
fifaonline3.nexon.con
kr.battle.net
yulgang.mgame .con

4=h
The stolen account information is transferred to the below URLs
and e-mail addresses.
- "hxxp://banana.****ker.com/xin87842647df/lin.asp’
- "hxxp://banana.****ker.com/838483dfotp/lin.asp’
- "hxxp://green.****ker.com/p023924898df/lin.asp’
- ‘hxxp://banana.****ker.com/xin09923929mxd/lin.asp’
- 'hxxp://green.****ker.com/p09819219mxd/lin.asp’

- 'kei****ou@hotmail.com’

V3 detects this malware in the following forms.
Backdoor/Win32.Cidox (2013.03.24.02)
Dropper/Win32.0nlineGameHack (2013.03.24.04)
Trojan/Win32.0nlineGameHack (2013.03.25.02)
Trojan/Win32.KillAV (2013.03.24.02)

Reproduced AD Program Installation spreads
Online Game Hacking Malicious Codes

Generally, AD programs distributed in Korea are installed as
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a public program bundle via Active X, blogs, or cafes. Most
of the time, the terms and conditions of ad programs are
displayed in very small text, so users are not aware that they
are unwittingly agreeing to malicious program installation and
usage. Unfortunately, the law allows this type of business practice.
However, it is not only unfair to trick users to allow ad program
installation, but it is also inconvenient for users to continuously see

unwanted ad windows pop-up after installation.

The bigger problem is that the distribution servers of these ad
programs are not properly managed. The cyber attackers hack
insecure servers to spread malicious codes through ad programs.
Online game hacking malicious codes are distributed while

installed ad programs download and run the updates from their

servers.
File pos [ Mem pos I 1D I Text -
U 000410C7 004424C7 0 Dfrwdl)
U ODD41EF0  004438F0 O chck
U 00041F18 00443918 O http://wewews.click -ki/control/pgmver. php
U 00041F74 00443974 0 SOFTWARE\%s
U 00041F8C  0044338C 0 Version
U 00041FSC  0044333C 0 %s\%s\%s.exe

o LT |

U 000S46E1 0045B4E1 0O )CtleN
U 00054701 00458501 O (80). .CvieQ
U 00054727 00458527 0 (&S)CuleS
U 00054757 00458557 O (34)..

0 <

U 00054775 00458575
<

AhnlL3ab

[Figure 1-20] The downloaded file during update file execution

During the execution of update files, a file composed of a malicious
file (Binder.exe) and a normal ad program (Updater.exe) is
downloaded from the URLs in [Figure 20] to create and run a
%TEMP%\Binder.exe file.

Binder.exe

(malicious)

(normal)

[Figure 1-21] Structure of the downloaded file

You should pay special attention to the %Temp%\Binder.exe file.

Running this file prompts the download of various malicious codes
and related files, including online game hacking malware, to steal
account information of specific online game users from the specific

sites.



Internet Address
BRtp:ffwww.s  yi.comfec.bxt
hetp:fjwww.  yi.comjnotepad.exe
.. hp:ff174. .72, jadfget.
“.comfmstsc.exe
. [ .enjmy cojmy otoj20130323/19/6749400
197, 112345/1.bx¢

[Figure 1-22] Files downloaded by a Binder.exe file

The third file (get.asp) in [Figure 1-22] transmits the LAN card Mac
address and OS versions from compromised PCs to specific sites

after combining the information into parameter data.

GET
/ad/get.asp?mac=98B2157DF718517DA297B77F 795ECF 76 &0s=Windows %20 Xp&avs=unknow&ps
=NO.&ver=jack HTTP/1.1

Accept: */*

Accept-Language: ko

User-Agent: Mozilla/4.0 (compatible: MSIE 8.0; Windows NT 5.1: Trident/4.0; .NET CLR 2.0.50727)
Accept-Encoding: gzip, deflate

HosCA174TEEET0 Sl
Connection: Keep-Alive

[Figure 1-23] Compromised PC system information transferred to
specific sites

An image file exists among downloaded files as shown in [Figure

1-24]. A JPG file header exists in the internal codes of the image file,
and the executable file exists from header offset 0x280h. The malware
is disguised as an image file to protect itself from being detected by

anti-virus programs.

OFFSET 00 01 02 03 04 0S5 06 07 08 09 OA OB OC 0D OE OF

00000000 FF D8 FF_E0 00 10 4A 46 49 46 00 01 01 01 00 60
00000010 ' 00 60 00 00 FF DB 00 43 00 03 02 02 03 02 02 03
00000020 03 03 03 04 03 03 04 0S 08 0S 0S5 04 04 0S 0A 07
00000030 ' 07 06 08 OC OA OC OC OB OA OB OB 0D OE 12 10 0D

00000280 | 4D SA SO 00 02 00 00 00 04 00 OF 00 FF FF 00 00 | MZP. .. LYY
00000290 | B8 00 00 00 F3 03 D3 00 40 00 1A 00 00 00.00 00  , .. /
000002A0 ' 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 =
000002B0 00 00 00 00 00 00 00 00 00 00 00 0000 02 00 00 ' ........ . ...,
000002C0 BA 10 00 OE 1F B4 09 CD 21 B8 01 4C CD 21 90 90 | 2. . ° 1!, LI1n1
000002D0 | S4 68 69 73 20 70 72 6F 67 72 61 6D 20 6D 75 73 This program mus
000002E0 | 74 20 62 65 20 72 75 6E 20 75 6E 64 65 72 20 57 t be run under V
000002F0 | 69 6E 33 32 OD OA 24 37 00 00 00 00 00 00 00 00 in32..57

[Figure 1-24] Malware disguised as an image file

Whenever the infected PC is rebooted, a “Script Control” message

yoya. JFIF
TL.yl.C

window appears as below.

Script Control

The script you are executing is taking longer than
expected to run. Click End to abort the script, o
Continue to continue script execution.

[Figure 1-25] Script Control message window

The online game hacking malicious codes which are downloaded
by Binder.exe attempt to steal user account information, using

similar methods and targets of other discovered variants.

[Figure 1-26] Internal strings related with online game hacking
malicious codes

The PCs infected by the malicious driver which is created during
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malicious code download and execution can display the BSOD as

shown in [Figure 1-27]. It is noted that all instances of BSOD are

not caused by malicious code infection.

= Blank Page - Windows Internet Explorer
DF:-- -]
Be (& Yo Faortes ook teb
e Pavortes | g CILI0IA M Googe £ hetp—sandiprie. com-shek.

v % & o-

Ets oy 88

Inkecnet Explores has encountered » problem and needs
1o close. We are soy for the mconvemence

¥ o et of s, th ekcmation o v woking G
ottt

18 Microsot about this

Please. poblem.
We have cresied n eoc epcet oy can e 1 b s mgrove
et Exchne We vl et e gt 1 et orceyons

Tosee what ot i e et contns, ik bese.

P iy

= @ et - i <

[Figure 1-28] Infection symptoms: Internet Explorer (IE) errors

Online game hacking malicious codes that are downloaded by

binder.exe replace normal Windows files with malicious ws2help.
dll files. When IE is executed on the compromised PCs, an error
message is displayed as shown in [Figure 1-28] and web surfing is

restricted. The detailed processes are shown in [Figure 1-29].

This exception may be expected and handled.

€ax=00000000 ebx=00000000 ecx=00c7ffb0 edx=7c90e4f4 esi=00252dc8
edi=00000000

¢ip=003c71a0 esp=00c7{ib8 ebp=00c7ffec iopl=0 nv up ei plzr na penc
cs=001b ss=0023 ds=0023 es=0023 f5=003b gs=0000

efl=00010246

<Unloaded_WS2HELP.dII>+0x71a0:

003¢71a0 ?? 2?2?

[Figure 1-29] IE failure position

According to [Figure 29], after IE is executed, improper loading of

the malicious ws2help.dll file causes |E disruption and termination.

Many malicious codes distributed in Korea infect systems by
exploiting vulnerabilities of applications and compromised
websites. Users are advised to exercise increased caution in
watching for security risks and damage because randomly

installed programs can spread malicious codes.

V3 detects this malware in the following forms.
Win-Trojan/Downloader.25927 (2013.03.27.00)
Trojan/Win32.Scar (2013.03.23.00)



Win-Trojan/Onlinegamehack140.Gen (2013.03.23.00)
Win-Trojan/Agent.543232.V (2013.03.27.00)

Malicious codes disguised as specific credit card
bills

Extra caution must be taken as malicious spam e-mails allegedly
from credit card companies or mobile service providers have been

continuously discovered recently.

The newly discovered malicious spam e-mails disguise themselves
as certain credit care bill notice e-mails. Running the attached
malicious codes can conduct malicious actions like personal

information disclosure.

The received e-mails are malicious spam e-mails falsely presented
as legitimate normal transaction notice e-mails. When the RAR file
of attached files is downloaded and decompressed, it looks like an
HTML file, but the extension is SCR.

= J_20130326_039504920.rar - WinRAR (evaluation copy)

File Commands Tools Favorites Options Help

EX Y TR N

g Extract To  Test Delete Find Wizard Info Virus
m @ _20130326_039504920.rar - RAR archive, unpacked size 139,264 bytes

Name € Size Packed Type
File Folder

@ _20130326_039504920. htm| 50,263 HTML Document

[Figure 1-30] Malicious codes disguised as an HTML file
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[Figure 1-31] SC

Py

file header information

What is interesting is that the malicious codes are executed with
a normal security program whenever users run the .SCR file
disguised as an HTML file.

parts of malicious executable codes and specific
security program installation

[Figure 1-32] So
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Internet Explorer blocks malicious actions unless users allow
blocked contents to be installed. When blocked contents are
installed, the malicious codes are executed along with a specific
security program in the compromised system.

Qe - @ [ A B P Jorwrs @ R-LH LK B

address (@)
(®) To help protect your security, h showing acti that could

‘your computer. Click here for options...

[Figure 1-33] Specific security program installation page

After completing the security program installation, the pop-up
window appears to lure users to enter personal information. The

entered personal information can then be transferred to hackers.

The additional malicious actions are listed in [Figure 1-34]. The
created file can be registered in the system registry to continue its

malicious actions.

Process Key
20130326039 HKLMWSYSTEMWCurrentControlSetWServices WGomPlaySw
HKLMWSYSTEMWControlSet00I WServices WGom! hySMltDlemo

PlaySvi Typ
TEMMControlSeOIWSenvcesiGom
001 WServicesWGomi
ric

| Value
Key: BEATF00

ecu

020

(3]

%SystemRootxWSystem 2Wsvchost exe & netsves™

LocalSystem™

.SM'E Comporml‘

: msmmmww ar
8

KJ foat e

ISthlS ﬂ'ﬁom
ISet00I WServices WGom
HKLNMSVSTEMWCMWISMIWSQM:QSWGOM hvsmaummrs

[Figure 1-34] Registry values registered for malicious purposes (1)

Process | Key | Value
explorer.exe NKlWSVSTEWCU"eMCOMﬂWCOS ’VOSOCW Key: OxE 1 TEASTS
e exe HKLMWSVSTEWC“DISMMS- icesW! I.MD!SM:M. Sca:]umy'
ex
e %Id
ex ityWErmorControl
'Mmuem 1xwmmmmmosms ~k netsves”™
ecurityWDescription ‘Soe\mé Comuunmr
yWParameters %
YSTEMWControlSet001 #Se: M" dr
orer,exe WSer ty Key= OE | TEASTS
lorer.exe HKLMWSYS TEMWControlSet001 WSes Key= OxE45508B0

[Figure 1-35] Registry value registered for malicious purposes (2)

In addition, it is connected to a specific server located in China to

download specific files.

nmry > http !svu) 5eqe0 Wine64240 Lens0 MSS=1460

tp > Tapestry |: koL WineA24D Loned
tapestry > http uq-t-: Wine64240 Len=0
GET /loft/nl: exe HTTP/1.1

tp > T

[SYN) Seqe0 Win=64240 Lens0 MSS=1460 SAC
Seqe0 Ackel Wine64240 Lens0 ¥

AL

stun-p3 >
wmw>m~. [svn, Ack)
Seqel Acksl Wine64240 Lens0

2013-03-27 11 /1.1

2013-03-27 11; Ack=380 Wins64240 Len=0
2013-03-27 11 PoU]

+2013-03-27 11.
©2013-03-27 11.
£2013-03-27 11.

[Figure 1-36] Connected China server information (2)

e ‘eassembled POU)
oL, AT 100, 42 54 stun-p3 > http [ACK] Seqe380 Ack=3753 Win=64240 Len=0

The spam e-mails targeting specific users are designed very
similarly to normal e-mails to lure user to run the malicious file
without any suspicion. It is advisable not to open any e-mail from
unknown senders because more sophisticated spam mails are

created.

V3 detects this malware in the following forms.
Trojan/Win32.Dropper (2013.03.27.00)
Win-Trojan/Agentbypass.36864.C (2013.03.27.00)



Win-Trojan/Agent.100747 (2013.03.28.00)

Pharming site variant with a routine to check
resident registration numbers

Banki variants that steal Korean online banking user information
like security card numbers have been continuously reported. An
additional variant that contains a special routine for checking
user names and resident registration numbers has been newly
discovered. As more sophisticated techniques are introduced to the

malicious codes, caution needs to be taken.

The malicious code called “Pharming” is a new cyber fraud
method that manipulates user systems to be connected to fake
banking sites to snatch banking information. It recently became a

social issue as large-scale fraud cases are reported.

This malicious code that tends to be spread through compromised
websites with malicious scripts modifies the hosts file to redirect

users to the fake banking sites to steal user banking information.
The following files are created by the 9090.exe downloader.

[Download URL]

- "http://125.%** *** 5/9090.exe” (Downloader)

- "http://sk*******3 g**** net/asd.txt” (Downloaded file list)

- "http://125.%%* *** 4:8080/26.exe” (Modifies hosts file)

- "http://125.*** *** 5/8888.exe” (Creates 021F0552\svchsot.exe)
- "http://125.%** *** 5/23.exe” (Modifies hosts file)

Downloaded [26.exe] and [23.exe] files manipulate the hosts file as
shown in [Figure 1-37]. When users attempt to access legitimate

sites, the modified hosts file redirects users to phishing sites.

I hosts - Notepad

File Edit Format Yiew Help

10calHost
m 1.111 0BaNK.KBSEaR.cON/qulcSTpagE~0BaNk
. .23 BaNkING.NONGHYUp .cON
67. +23 WAL BaNKING . NONCHYUp . cOM
67. .23 NONCHYUp .cOM
. 23 VAN NONGHYUp .COM
. +23 VOORIBaNK.cOM
67. .23 VWA VOORIBaNK.cOM
67. «23 pIB.VOORIBaNK.cOM
. .23 SpD.VOORIBaNK.cOM
oy +23 U.VOORIBaNK.cOM
67. 23 0BaMk.kBStaR.cOM
or.| .23 WNLKBStaR.cOM
. +23 kBStaR.cOM
< +23 OBIZ KBStaR.cOM
. «23 VAN SHINHAN . cOM
67. .23 BaNkINg.SHINHaN.cOM
. +23 DIZBaNK . SHINHAN.cOM
. .23 OpEN.SHINHAN. cOM
. .23 VAN.KEB.CO.kR
u.l“ |||n BaNk .KEB.CO.kR
. .23 Fx.KEB.CO.KR
. _+23 VWV, StaNDARDCHIRTERED.cO . kR
o .23 VN SURVUD-BaNk .cOM
u.|" ”|n VW 18K .cO.kR
67. [ «23 WYBaNK.18K.cO. kR
. .23 KIUp.18K.cO.kR
. +23 cltiBaNk.cO.kR
67. 110 111.23 wWu.cltiBaNk.cO.kR

[Figure 1-37] Hosts file modified by malicious files
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Even if users access their legitimate banking sites, the malicious
file redirects users to fraudulent phishing sites. These phishing
sites require an authentication process to trick users into entering

their banking information.

Like other phishing sites, these sites require you to enter your
name, resident registration numbers, number strings on your
security card, and other information. In the past, any combination
of random characters and numbers can be entered as resident
registration numbers, but this variant malware has a routine to
check if your name and resident registration numbers are entered

correctly.

[Figure 1-38] Source parts that check user name and resident
registration numbers

The other downloaded [8888.exe] file creates [svchost.exe] files

in the below paths to register them as Tasks jobs for automatic

execution.

- 8888.exeCREATEC:\WINDOWS\021F0552\svchsot.exe
(Tasks job creation file)

- svchost.exeCREATEC:\WINDOWS\Tasks\At1.job

- svchost.exeCREATEC:\WINDOWS\Tasks\At2.job

- svchost.exeCREATEC:\WINDOWS\Tasks\At3.job

Q- © F Psewar
Aress () CAWINOOWS\Tass.

— S ——
(e ada sa

o )
o a2

@ s || Task | Schedde | Setings

o A

20
& a2 B CAWINDOWS\Tasks\At b

A (CAWINDOWSAO2TFUSS2svcheoL eve

w3 Browe
Statn ]
Commerts. [NetSchedualobAdd

T

3 Run oy dlogged o
] Enstiod schedod sk nrs o soecied )

[Figure 1-39] Tasks job created by malicious codes

To protect yourself from phishing scams, you must take extra

caution in phishing if suspicious websites excessively request your



personal information. It is most likely a phishing scam, especially
if the site requests you to enter the entire security card. It is
recommended to download and update anti-virus programs to the

latest versions and regularly scan your computer.

V3 detects this malware in the following forms.
Win-Trojan/Prosti.132540 (2012.12.18.00)
Trojan/Win32.Banki (2012.12.19.00)

Botnet targeting Latin America banks

As the number of malicious codes targeting online banking users
is steadily increasing in Korea, online frauds such as phishing,
pharming, and malware attacks to collect internet banking

information cause continuous damage in other countries.

AlbaBotnet is a good example of botnet which is created for
targeted phishing attacks to steal information from online
accounts. This botnet is created to attack online banking users of
major Chilean banks and distributed through various channels

such as e-mails.

According to the analysis data that ASEC has processed, the botnet

conducts its malicious actions as shown below.

- It creates and runs its copy (wincal.exe] in the system32 folder.

- It also adds the following data in the registry to run automatically
at system startup.

- HKCU\Software\Microsoft\Windows NT\CurrentVersion\
Windows\load

- "C:\WINDOWS\system\wincal.exe"

- The botnet accesses the IP address (111.90.159.208) to get the
modification information.

- The hosts file is modified based on the acquired information.

- When users access bank sites on their web browsers, the
maodified hosts file redirects them to the fraudulent fake phishing

sties.

The bank sites registered in the hosts file are listed below. The

botnet attackers target Chilean banks.

- "111.%%% 159 .2*www.santander.cl”
- "111.*%*%* 159 2*santander.cl”
- "111.%%159.2* www.bci.cl”

- "111.%%.159.2%bci.cl”

The malicious codes regularly connect to the targeted bank sites

to check hosts file changes. When users from compromised
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computers access websites registered in the modified hosts file,
the malicious codes redirect them to the phishing sites to snatch

user financial information.

We are currently witnessing an increase in the number of
= = 192.168.218.100 Tce 54 http > nsstp [ACK] Seqel Acke73 wine64240 Len=0
= e 192.168.218.100 HTTP 356 HTTP/1.1 200 OK (text/html)

—
192.168.218.100

— TP 54 nsstp > http [ACK] Seqe73 Ack=303 Win=63938 Lens=0

! 192.168.218.100  TCP 54 http > nsstp [FIN, PSH, ACK] Seq=303 Ack=73 Win=64240 Len=0
192.168.218.100.  ~°° 3 TP 54 nsstp > http [ACK] Seq=73 Ack=304 Win=63938 Len=0
(T —— TP 54 nsstp > http [FIN, ACK]) Seqe73 Ack=304 Win=63938 Len=0
_ e 192.168/218.100  TCP 54 http > nsstp [ACK] Seqe304 Ack=74 Win=64239 Len=0
192.168.218.100 ISR Tcp 62 ams > http [SYN] Seqe0 Win=64240 Len=0 MSS=1460 SACK_PERM=1

— Tce S8 http > ams [SYN, ACK] Seqm0 Ack=1 Win=64240 Len=0 MSS=1460
192.168.218.100 e Tcp 54 ams > http [ACK) Seqm1 Ack=1 Win=64240 Lens0
192.168,218.100 “nwra an HITP 126 GET /test.php HTTP/1.1

192.168:218.100 | TCP
192.168,218.100 _ WTTP

54 http > ams [ACK] Seq=1 Acks73 Win=64240 Len=0

356 HTTP/1.1 200 Ok (text/htal)

192.168.218.100 TR Tcp 54 ams > http [ACK]) Seqe73 Ack=303 win=63938 Len=0

o3 192.168.218.100 TP 54 http > ams [FIN, PSH, ACK] Seq=303 Ack=73 win=64240 Len=0
AT TP 54 ams > http [ACK] Seqe=73 Ack=304 Win=63938 Len=0

> htep [FIN, ACK] Seqe73 Ack=304 Wine63938 Lens0

. 54 http > ams [ACK] Sequ304 Ack=74 Win=64239 Len=0

192.168.218.100 e 62 mtqp > http [SYN]) Seqe0 Wine64240 Lene0 MS5S5«1460 SACK_PERMel

P — 192.168.218.100  TCP 58 http > mtqp [SYN, ACK] 5eqe0 Ack=l Win=64240 Len=0 MSS=1460

I~ P 54 mtap > http [ACK) Seq=l Ack=l Win=64240 Lens0

192.168.218.100

192,168.218.100 TP 54 ams

192.165.218.100  TCP

192.168.218.100

botnet threats which spread internet banking related malicious
codes. According to the KAV report, PiceBOT, S.A.P.Z (Sistema
de Administracién de PCs Zombi - Zombie PCs Administration
System) and other similar malicious codes are continuously
distributed to inflict more financial damage. These botnet samples
appear to use a similar method as Albabotnet-related malicious

codes that modify the hosts file to lure users to phishing sites.

The number of internet banking malware is drastically increasing
in Latin America, and the technique of phishing is similar to the
method used in Korea. Most newly distributed Korean malicious
codes steal personal information by modifying the hosts file
to redirect users to fraudulent phishing sites. Cyber criminals
continuously distribute similar malware variants to infect many
user PCs and update the modified hosts file to inflict financial

damage.

Companies need to safeguard valuable data and protect customers
from becoming a victim of online scams by implementing various
security measures. PC users need to install and update anti-virus

programs and use OTPs to keep their information safe.

V3 detects this malware in the following forms.
Trojan/Win32.Xema (2013.03.05.00)

E-mail scams in circulation - Commonwealth
Bank of Australia

It is reported that phishing spam e-mails have been circulated,

claiming to be from Commonwealth Bank of Australia.

Australia is one of the popular countries where many Korean
students reside to get academic degrees or learn English. We are

encouraging Commonwealth Bank customers or students overseas



to be more vigilant with their personal and banking account details

following a flood of phishing e-mails being circulated.

"First NetBank Third Party Payment” e-mails contain the details
of account transactions and ask users to view the attached file as

shown in [Figure 1-41].

First NetBank Third Party Payment

Your first transfer to the following third party account(s) has been successfully processed:
From Accoum ++ 4438 Checkin Accoum

To Accol O'ﬁc ewvrla retail 323- 1144 $4835,64

Date: [ 13

Please review your transfer document carefully, If there is any information you feel is.incorrect, please notify us
imme 3

To view details of this transaction . please view the attached file for more details.

Yours :Incelehg

Commonwealth Bank of Australia

commbank,com,au/NetBank

Please do not reply. To confirm this is a genuine email sent by the Bank, please check your inbox on the
NetBank home ? %5
Message: 5323714

[Figure 1-41] Inbound mail contents

The downloaded attachment is disguised as a PDF file, but it really is

a Windows executable file. (See [Figure 1-42])

' RecentTransactions, exe
adobe

[Figure 1-42] Attachment with a PDF document icon

This file has an EXE extension, but known extensions like EXE,
DLL, and others do not appear when “Hide extensions for known
file types” is set as default. Since extensions for known file types
are hidden, a user might click the rogue PDF file, resulting in
computer infection. The malicious file attempts to connect to
servers in the U.S. or the U.K. as shown in [Figure 1-43].

P Info

2003-03-05 192-168.116.130 192168 standard qu
2013-03-05 192.168.116.2  192..

30051610

2013-03-05 192.168.116.2

2013-03-05 192.168.116.130 1

2013-03-05 192.168.116.2

2013-03-05 192.168.116.130 68.116.

2013-03-05 192.168.116.2 168.116..

[Figure 1-43] DNS Query |nf0rmat|on

Additional malicious files are downloaded and executed from the

connected servers.

=> 2133 .160:80 1gec .o ru/ugh.exe

.158:80 bp “.com/Ssaqsdg. exe

134780 ats.com/ zvG. exe

[Figure 1-44] Additional file download log

The files created by the downloaded malicious codes are registered
in the system registry to run automatically at system restart. The
last folders and file names can be changed whenever malware

infects the system.

- HKCU\Software\Microsoft\Windows\CurrentVersion\
Run\{1593167F-6E50-AD40-5B87-53325B9F7020} "“C:\
Documents and Settings\Administrator\Application Data\Epazh\
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fysok.exe™"

There have been repeated reports of security threats via spam
e-mails which contain attention-grabbing contents or targeting
messages. If you come across e-mail from unknown senders or

e-mail with suspicious attachments, then do not open that e-mail.

V3 detects this malware in the following forms.
Win-Trojan/Tepfer.158720 (2013.03.06.00)
Trojan/Win32.Tepfer (2013.03.06.00)
Win-Trojan/Tepfer.314368 (2013.03.06.00)

E-mail scams in circulation - Bank of America

It is reported that phishing spam e-mails have been circulated,

claiming to be Bank of America.

E-mails with the “Online Digital Certificate” subject were sent out
from “cashproonline_notification@bankofamerica.com”. Similar
spam e-mails have been circulated using the same sender e-mail

address.

Dear CashPro Customer,

This email is being sent to inform you that you have been granted a ne= digital certificate for use with
Bank of Amenca CashPro Online

Please open the attachment and you will be guided through a simple pro=ess to install your new digital

certificate.

If you have any questions or concerns, please contact the Bank of Amer=ca technical help desk.

Thank you for your busmess,

[Figure 1-45] E-mail body with attachment
CashPro_cert_ID_5764578926487346283945...

[ General] Version | Compatibility | Summary|

File version:  8.2.0.0

Description:  Uto lgu Soxuc

Copyright: ® 2002 Xoquwa Fudanod. Ehaw Civyj Eleqi.

Other version information

Item name: Value:
File Version Ohej Imul Lil W ajeby Uluzogi
Intemal Name Osoj

[Figure 1-46] Attached malicious codes

If the computer is infected by the attached malicious codes, then
the malicious file registers itself in the system registry to run
automatically at system boot. The malicious file increases port
numbers sequentially to connect to specific systems located in

Michigan state and downloads other malicious codes.



- HKCU\Software\Microsoft\Windows\CurrentVersion\
Run\{1AB56A25-B9D0-AD41-CED2-B7C5F89F94D7} ““C:\
Documents and Settings\Administrator\Application Data\Polo\

atnuru.exe

[Figure 1-47] Attempt to connect to the specific systems

192.168.145.162 B =
192.168.145.162 IR

461 POST /forum/viewtopic. php HTTP/1.0
237 GET /ChGCNer.exe HTTP/1.0
165 M=SEARCH * HTTP/1.1

(Oxad)

- ssop 7165 M-
HTTP/OL 409 unknown (0x4d)
229 GET /w91aZS.exe HTTP/1.0

192.168.145. 162
192.168.145.162 HTTP

[Figure 1-48] Connected system locations

The attackers keep on distributing rogue spam e-mails, claiming
to be from legitimate banks or parcel service providers. If e-mails
seem to be coming from unknown senders or contain suspicious
attachments, then always exercise caution when clicking any links
or downloading any attachments. It is advised to scan the attached

files with anti-virus programs.

V3 detects this malware in the following forms.
Win-Trojan/Fareit.115712.B (2013.03.08.00)

PDF malicious code circulation to attack specific
targets

We are aware of scam e-mails with a malicious PDF file (X.pdf)
being circulated to target specific users. The attackers trick users
to run the attachment to spread malicious codes to steal key
strokes and system information. As these e-mails look authentic
and include believable business messages, some users can be

unsuspecting victims of these scams.

When users run the attached file (X.pdf], the normal PDF (Adobe.
pdf] file opens. The message is written in Russian to hide malicious

code infection.

€9 T FYVTIN XATIAB

¥ r yibow coyie: YOp WO wpT IOk, SOUNTINT TN OPCCH A4

Coyt OMT 2 20 Y30 30 AT DTN PPN AT P 6 STYYTE
e Ggre 4 u.

o e Y
Jp AP Greor OATYYTRYR Fu Gopoumiioop R XYY TXOE EET
Joprat Xnapu e s+ Gabo ra Gamer B0k Gucw Pk denacn  Papio.

escon. comen, CypeaTame Taen TR YO G Licmando
epeicus ranp CHTYYTORL TeRmOTYINC N 3 3 % CROYIA 6YX 2P D erwods
g Goreez Dy Yenced cwou mdmdn s, Tees:s
OMYOHPT) s o Gatzaon yesdhn ype Garconds yyyacu. MYOHPT v
ogheom Yibow CaerIe: Type Senods YK Glbcns Y manr Tt 1

s s sat ks e e bl
D OPYVDIGE. TYYHODR YT IR DN Gl YT YOt

tpe comypras

[Figure 1-49] X.pdf execution screen
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The malicious PDF file exploits the vulnerabilities of Adobe Reader

(CVE-2011-0611) to create following files.

C:#DOCUME~ 1% ADMINI~1%LOC

~ 1% TempWASR2824,tm|
C:WDocumenls and SeﬂingsWAd

strahorwwplucanon DaWMobeWAcwbaM&OWMobeSyan
2 dczobatwd 0WlUserCache.bin

‘WDOCUME~WMDMINI~IWLOCN.S~ IWTempVIAdohe pdl

“WDOCUME~ I#WADMINI~ I'WLOCALS~ 1% Temp¥~temap.tmp

p‘VISWFV?CommFunc swi
CWDOCUME-IWN)MINI"IWLOCN.S-'IWTerannwo

S
C‘WDOCUME-'WIMINPIWLOCN.S-'IWTempWSWFWCamMme.exe
C :WDOCUME~ 1% ADMINI~ 1%L OCALS ~ 1 TempWSWFWCommFunc.dil
C:WDOCUME~#ADMINI~ 1WLOCALS~ 1% Temp¥~temap.tmp
C:WDOCUME~ IWADMINI~ 1¥%LOCALS~ 1% TempW~temgp.tmp

[Figure 1-50] Created files

Winword.js files are obfuscated VBS files that create malicious

Portable Executable (PE) files.

Offset 0 4.2 394 8§76 7 6 9G.AEEC I E:F

000000F0 76 61 72 20 61 73 64 66 67 66 68 66 67 6A 6A 68 var asdfgfhfgjjh
00000100 6A 6B 66 67 68 6B 68 6A 6B 67 68 6A 67 6B 6A 68 jkfghkhjkghjgkjh
00000110 6B 68 6B 68 6A 68 6B 3D 27 34 64 35 61 39 30 30 khkhjhk='4dS§900
00000120 30 30 33 30 30 30 30 30 30 30 34 30 30 30 30 30 0030000000400000
00000130 30 66 66 66 66 30 30 30 30 62 38 30 30 30 30 30 Offf£0000LBO0000
00000140 30 30 30 30 30 30 30 30 30 34 30 30 30 30 30 30, 0000000004000000
00000150 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
00000160 30 30 30 30 30 30 30 30 30 30 30 30 30 30 _30.30 0000000000000000
00000170 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 00ODOD00000OOOOO
00000180 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
00000190 30 64 38 30 30 30 30 30 30 30 65 31 66 62 61 30 0480000000e1fbal
000001A0 65 30 30 62 34 30 39 63 64 32 31 62 38 30 31 34 e00b409cd21b8014
000001BO 63 63 64 32 31 35 34 36 38 36 39 37 33 32 30 37 c¢cd2154686973207
000001CO 30 37 32 36 66 36 37 37 32 36 31 36 64 32 30 36 0726f6772616d206
000001D0 33 36 31 36 65 36 65 36 66 37 34 32 30 36 32 36 3616e6e6f7420626
000001E0 35 32 30 37 32 37 35 36 65 32 30 36 39 36 65 32 520727S6e20696e2

[Figure 1-51] Winword.js file information

Upon execution of Winword.js files, an SWF folder is created
under the Temp folder, and a CamMute.exe file and a malicious

CommFunc.dlL file are also created in that SWF folder.

The commFunc.dll file is loaded to the normal CamMute.exe file to

conduct malicious actions.

| Key | Value

HKLMWS YS TEMWConkaiSe0IWServces WICE
MWSVSTEWCoMaISthStMtﬁMCE*Tym
ws et EwER
cos

Key: 012500
0110

00

Key: IXEISTISER
0100148090 0000 00..

hgmm
A
Key= QEIS716E8

Key: IREIFF338
MEG‘CVJCEW

mwleemmMCEmnwm
irolSet00| WServicesWICE

HKLMWSYSTEMWC
FKLMWS YS TEMMWC o
NKLMWSVSTEIMCM
YS TEMWCont rvicesWICE
HKLMVSYEMWCO mBOWIWS!MtuVﬂCEWS"UW
0ISet01 WServices WICE
MWSVSTEWCOMOISWI*SOMC”W'WH

HKLWSVSTEWCOM!SWI*S!MC”WYS

h D(E 1C88C78
Key= O<E222EBE8

[Figure1-52] Registry creation information

The malicious codes save key strokes in the NvSmart.hlp file.

Process
svchost.exe

PID Operation Path
320 CREATE C:WDocuments and Settings WAl UserstSxsiivsmart.hip

svchost.exe 320 CREATE C:#WDocuments and Settings Al UsersisxsiuvSmart.hip
svchost.exe 320 .

svchost.exe 320 I Untitled - Notepad

svchost.exe 320

Edit Format View Help
ylog test test

key logging file

You can open and view the NvSmart.hlp file with user key strokes

as shown in [Figure 1-54].

BN

File Edit Format Yiew Help

mart. hlp - Notepad

CAWINDOWS\system32\notepad. exe | untitled - Notepad

2013-06-03 13:32:16 | C:\WINDOWS\System32\notepad.exe | untitled - Notepad

[Figure1-54] Key logging information saved in the NvSmart.hlp file



It might send this key logging and system information to a specific

server, but the connection failed at the time of our analysis.

[ Process [ Pratocal [ srcrp [<=> [Destip
svchost.exe TCP COMNECT 127.0.0.1 => 14.102,252.142:443
svchost.exe TCP CONNECT 127.0.0.1 => 127.0.0.1:12345
svchost.exe TCP COMNECT 127.0.0.1 => 127.0.0.1:12345
svchost.exe TCP CONNECT 127.0.0.1 = 127.0.0.1:12345
svchost.exe TCP COMNECT 127.0.0.1 => 14,102.252,142:443
svchost.exe TCP CONNECT 127.0.0.1 => 127.0.0.1:12345

V3 detects this malware in the following forms.
PDF/Cve-2011-0611 (2013.03.06.00)
VBS/Dropper (2013.03.06.05)
Win-Trojan/Infostealer.41472 (2013.03.06.00)
Win-Trojan/Infostealer.227840 (2013.03.06.00)

The endless battle with Ransomware

Ransomware comprises a class of malware which restricts access
to the computer system and files that it infects, and demands a
ransom paid to the creator of the malware for the restriction to
be removed. Ransomware variants are evolving, and no serious
damage has been reported in Korea so far. In recent years, there
have been several threat reports, so users must be cautious of

ransomware attacks.

ASEC tries to introduce two ransomware cases reported in the
past. The first ransomware reported in 2010 prevented system
booting without password entry by overwriting an MBR sector. It
was a variant of Zeus Zbot. The second ransomware, disguised as

a Windows license written in Korean, was discovered in 2011.

A AhnlLab ™

Your PC is bloc
hard dr were encrypted

W . I v to

o your system and files.

her way will

The most recently discovered ransomware sent out scam
e-mail for payment requests, claiming to be from the FBI. The
ransomware writes fake pornographic site visit records in the
browser history and sent out a fake FBI warning e-mail with a
message that reads, “PC access is restricted due to illegal site

visits. The access restriction can be removed after payment.”

ASEC REPORT 39 MALICIOUS CODE TREND 17

Your computer

has been locked!

HOW TO UNLOCK YOUR COMPUTER:

Take your cash to one of this
retail locations
Walmart K 2 3@
OViphermesr  Ulabpusnns
2 Get a MoneyPak and
purchase it with cash at the
@ MoneyPak [k
Come back and enter your
MoneyPak code to unlock
your computer (5 attempts
avaiable)

Any individual who violates, or attempts to viclate, or conspires to

violate 1aws shall be y term of
imprisonment from 4 to 30 years and shall be fined up to $250,000

Technical details:

Involved IP address: 2 Su———
Involved host name: SN

Source or intermediary sites: hitp iw

thed to 3 special
omUpt 3y data of Code:

“Ahniab | ol

re
d i

Upon execution, the malicious codes attempt to randomly connect

to the pornographic sites as shown in [Figure 1-58].

Standard query 0x6e89 A www.por "..com
Standard query 0x648a A www., porn.com
Standard query 0x648a A www._,k porn.com
standard query 0x988b A www.ma-~"“~bs.com
Standard query 0x988b A www.ma™="-"—%s.com
Standard query 0x078d A be _ om
Standard query 0x078d A be _ om
Standard query Oxef8e A xh r.com
standard query Oxef8e A xh. . com
standard query 0x228f A porn ' s.cca
Standard query 0x228f A porn 1. com
standard query 0x5581 A wv........deos.com
Standard query O0x5581 A w ideos. com
Standard query 0x5581 A w "deos. com
Standard query 0xd582 A www ‘tube. com
Standard query 0xd582 A ww ‘tube. com
standard query Oxee83 A www.Xy mn
Standard query Oxee83 A www.X>» m
Standard query 0x3c84 A epor....._om
stanc 84 A epori._.._dm
StancAhnLabSS A www. freud..... com
Standard query 0Ux2e85 A www.freud__... _om

V3 detects this malware in the following forms.

Win-Trojan/Kovter.121872
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Security Statistics

Microsoft Security Updates -March 2013

Microsoft issued a total of 7 security updates this month (4 critical
and 3 important). The number of cumulative Security Updates for
Internet Explorer is relatively high, and Microsoft has 7 privately
reported vulnerabilities. Malicious code attacks or security threats
are not announced yet, but security patches need to be updated
to prevent vulnerability exploitation as Internet Explorer is widely

used.

MS13-021 Cumulative Security Update Internet Explorer

MS13-022 Vulnerability in Silverlight could allow remote code

execution
MS13-023 Vulnerability in Microsoft Visio Viewer 2010 could

allow remote code execution

MS13-024 Vulnerability in SharePoint could allow elevation of

privilege

MS13-025 Vulnerability in Microsoft OneNote could allow
information disclosure

MS13-026 Vulnerability in Office Outlook for Mac could allow

information disclosure

MS13-027 Vulnerability in Kernel mode driver could allow

elevation of privilege

[Table 2-1] MS Security Updates for March 2013

ASEC REPORT 39 SECURITY TREND 18

Security Trend

04 05 06 07 08 09 10 11 12 01 02 03

[Figure. 2-1] MS Security Updates
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Security Issues

Mongo DB Remote Code Execution Vulnerability
CVE-2013-1892

It is verified that open MongoDB 2.2.3 or less from NoSQL has a
vulnerability. The attackers can exploit this vulnerability to execute
remote codes. Some analysts do not recommend the usage of
MongoDB due to its inconvenient data processing and instability.
By considering the fact that MongoDB is one of the most frequently

used programs, developers should exercise extra caution.

It is advised to choose the latest NoSQL version to prevent
vulnerability exploitation. The latest MongoDB 2.4.1 version is

recommended.

[Figure 2-2] Published video with malicious code execution
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Web Security Trend

Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab’s web browser security service)

Reported malicious codes

blocked 7,861 websites that distributed malicious codes. 328 types '
of malicious code, 181 domains with malicious code, and 783 URLs
with malicious code were found. The overall numbers decreased
slightly from the previous month. 6 4 90/
7 ' =), 0o
Reported types of Domains with URLs with Graph
malicious code malicious code malicious code
333

328 181

783 A

[Table 3-1] Website Security Report in March 2013

Monthly Change in

Blocked Malicious 15,000

465% 8,267 A,
As of March 2013, the number 10,000 o $7.1% ¥ 4.9%
of blocked malicious URLs -633 ke -406

0,
decreased 5% from the 8,267 5,000
blocked in the previous month to
7,861.
0
01 02 03

[Fig. 3-1] Monthly Change in Blocked Malicious URLs
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Monthly Change in the
Number of Reported
Malicious Code Types

328 malicious code types were
found in March 2013, a 2%
decrease from the 333 found in

the previous month.

500
353 333 328
47% ¥5.7% ¥ 1.5%
+ -20 + 5
250
0
01 02 03

[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in
Domains with Malicious
Code

181 domains were found with
malicious codes in March 2013,

a 33% decrease from the 271

found in the previous month.

400 271
M36.1%
300 181
199 + ¥33.2%
*6.4% +72 -90
200 +
100
0
01 02 03

[Fig. 3-3] Monthly Change in Domains with Malicious Code

Monthly Change in
URLs with Malicious
Code

783 URLs were found with
malicious codes in March 2013,

a 14% decrease from the 909

found in the previous month.

909
1,000 818 +18.2% 783
’ +18.2% + ¥ 13.9%
+ +91 -126
500
0
01 02 03

[Fig. 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types Type Reports Percentage
of Malicious Code TROJAN 3,801 48.4 %
Trojan was the top distributed A st D5
o , DROPPER 525 6.7%
type of malicious codes with DOWNLOADER 175 22%
3,801 (48.4%) cases reported, Win32/VIRUT 66 0.8%
followed by adware with 1,361 SPYWARE 57 0.7 %
JOKE 11 0.1 %

17.3%) cases reported.
(17.3%] i APPCARE 7 0.1%
ETC 1,858 23.7%
TOTAL 7,861 100%
[Table 3-2] Top Distributed Types of Malicious Code
TROJAN
3,801
4,000
ETC
1,858
ADWARE
1,361
DROPPER
525
2,500
DOWNLOADER
175
Win32/VIRUT
66
SPYWARE
o7 ‘JOKE
1 APPCARE
7

[Table 3-5] Top Distributed Types of Malicious Code

Ranking avw Malicious Code Reports Percentage

Top 10 Distributed
Malicious Codes

1 A1l Trojan/Win32.KorAd 1,095 24.8%
Among the Top 10 malicious
o - 2 v Adware/Win32.Clicker 1,093 247 %
codes distributed, Trojan/Win32.
KorAd was the most distributed 3 NEW Win-Trojan/Wecod.1069568 545 12.2%
malicious code with1,095 cases 4 NEW Dropper/Win32.KorAd 357 8.1%
reported. 4 new malicious 5 v1 ALS/Qfas 273 6.2 %
codes including Win-Trojan/
6 vi ALS/Bursted 268 6.1%
Wecod.1069568 emerged in the
1 0,
Top 10 list this month. 7 Al Win32/Induc 222 5.0 %
8 NEW Trojan/Win32.Downloader 195 4.4 %
9 NEW Trojan/Win32.HDC 190 4.3 %
10 vi Packed/Win32.Vmpbad 186 4.2%
TOTAL 4,424 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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02 Web Security Trend

Web Security Issues

Mar. 2013 Malicious Code Intrusion of Website

[Table 3-4] shows the monthly statistics for malicious code intrusions
of websites. The changes of monthly statistics are not noteworthy. The
number increased again in March because the attacks were reduced

due to national holidays in February.

100

80

60 -

40

20

[ T T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12

[Figure 3-6] 2012 Monthly Malicious Code Intrusion of Website

Top 10 malicious codes distributed via websites

Ranking Threat URL

Trojan/Win32.Banki
Win-Trojan/Banki.22016.E
Win-Trojan/Malpacked5.Gen
Win-Trojan/Agent.23001.B
Dropper/Win32.Small
Win-Trojan/Malpacked5.Gen
Dropper/Xema.22016.AM
Win32/Morix.worm.118459
Win-Trojan/Hupigon.109829
10 Dropper/Xema.22016.AM

[Table 3-4] Top 10 malicious codes distributed via websites

[Table 3-4] above shows the Top 10 malicious codes distributed via

= -
N —

0 g o0 O ~A WN =

~o

N N N N9 0 0o oo

websites. In March, Banki and other malicious codes are ranked
among the Top 10 malicious codes instead of online game hacking

Trojan Horses
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