REPORT 3
’.Q.Qv ..: P .l




CONTENTS

ASEC (AhnLab Security Emergency Response Center) is a global security response group consisting

of virus analysts and security experts. This monthly report is published by ASEC, and it focuses on the
most significant security threats and the latest security technologies to guard against these threats. For
further information about this report, please refer to AhnLab, Inc.’s homepage (www.ahnlab.com).

1. Security trend — September 2012

Malicious Code Trend
01. Malicious Code Statistics 03

- The number of malicious codes reported in

September increased by 350,000, “a 3.7% increase
from the previous month”

- "Trojan Horse Ranked as the Most Reported”
Malicious Codes in September

- "Win-Trojan/Onlinegamehack.118784.EG”,
the most frequently reported new malicious code
in September

02. Malicious Code Issues 07

- Heavy network traffic generated by malicious code
- Hangul file (hwp) malware without exploiting
vulnerability
- Congratulations! Get your car right now!
- Beyond e-mail: A malicious code is attached
as a help file
- Internet connection failed after cleaning
malicious code

Security Trend

01. Security Statistics 16

- Microsoft Security Updates- September 2012

02. Security Issues 17

- Internet Explorer Zero-day vulnerability
(CVE-2012-4969)

Web Security Trend

01. Security Statistics 18

- Website Security Summary

02. Security Issues 21

- Top 10 malicious codes distributed via websites

2. Security Trends- 3Q 2012

Malicious Code Trend
01. Malicious Code Statistics 22

- Primary malicious code types found in Q3 2012
- New Malicious codes found in @3 2012

Web Security Trend

01. Security Statistics 25

- Website Security Summary

Security Trend

01. Security Statistics 27
- Microsoft security updates for Q3 2012



|. SECURITY TREND - SEPTEMBER 2012 ASEC REPORT 33 MALICIOUS CODE TREND 3

0 ’I Malicious Code Trend

Malicious Code Statistics

The number of 15,000,000
malicious codes 9,739,943 9,509,563 9,866,860
. V11.6% ¥2.37% 23.76%
reported in September 10,000,000 S S
increased by 350,000,
dd 0 -
a 3.7% increase from 5,000,000
the previous month”
Statistics collected by the ASEC 0 7 8 9

show that 9,866,860 malicious [Figure. 1-1] Monthly Malicious Code Reports

codes were reported in September

2A0UZ e MUmipey 6lf FEperis Ranking PN Malicious Code Reports  Percentage
increased 357,297 from the
. . 1 - ASD.PREVENTION 767,223 17.3%
Sl el ez In e [presies 2 NEW  Trojan/Win32.spreader 374,305 8.4 %
month. (See [Figure 1-1 J) The most 3 — Trojan/Win32.Gen 357,700 8.0 %
frequently reported malicious code 4 A7 Trojan/Win32.onlinegamehack 341,952 7.7%
was ASD.PREVENTION, followed by 5 — Downloader/Win32.agent 316,163 7.1%
) ) ) 6 v2 Textimage/Autorun 265,613 6.0%
Trojan/Win32.spreader and Trojan/
7 v1 Dropper/Win32.onlinegamehack 264,472 5.9 %
Win32.Gen. 8 NEW  JS/Agent 239,199 5.4 %
A total of 9 malicious codes— 9 A10 JS/Downloader 238,099 5.4 %
such as Trojan/Win32_spreaden 10 v3 Trojan/Win32.adh 196,642 4.4 %
. . o
JS/Agent, Adware/Win32.winagir, 11 v2 Trojan/Win32.pbbot 186,876 4.2 %
) ) ) 12 NEW Adware/Win32.winagir 169,149 3.8%
Malware/Win32.generic, Win- . i
13 A2 Trojan/Win32.agent 121,806 2.7%
Trojan/Onlinegamehack.118784. 14 NEW  Malware/Win32.generic 109,093 2.5%
EG, Trojan/Win32.spnr, Win-Trojan/ 15 NEW Win-Trojan/Onlinegamehack.118784.EG 95,739 2.2%
Agent.564736.X, Malware/Win32. e = Al SRl 2.0%
.. . 17 NEW Troj in32. 87,850 2.0 %
suspicious, and Downloader/Win32. rojan/WindZ.spnr °
18 NEW Win-Trojan/Agent.564736.X 83,050 1.9 %
RIS SR BRI i e 19 NEW Malware/Win32.suspicious 81,516 1.8%
Top 20 list. (See [Table 1-1]) 20 NEW Downloader/Win32.genome 60,026 1.3%
TOTAL 4,446,130 100.0 %

[Table 1-1] Top 20 Malicious Code Reports (By Report and Malicious Code)
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Top 20 Distributed Ranking ™ Malicious Code Reports  Percentage
Malicious Codes 1 — Trojan/Win32 2,044,287 29.1%
2 — ASD 767,223 10.9 %
[Table 1-2] shows the percentage 3 Al Win-Trojan/Agent 557,529 7.9%
breakdown of the Top 20 malicious 4 N Downloader/Win32 546,094 7.8 %
code variants reported this month. 5 v2 Adware/Win32 415,391 5.9 %
For September 2012, Trojan/Win32 . a CIEERST R gl Ao
7 A3 Textimage/Autorun 265,653 3.8%
(2,044,287 reports) was the most : i i
8 A3 Win-Trojan/Onlinegamehack 249,076 3.5%
frequently reported malicious 9 NEW JS/Agent 240,393 34 %
code among the Top 20 malicious 10 NEW JS/Downloader 238,099 33%
code variants. It was followed by " V4 Win-Trojan/Downloader 224,924 3.2%
ASD Prevention (767,223) and Win- 12 A2 Malware/Win32 208,526 3.0%
13 v5 Win-Trojan/Korad 181,012 2.6 %
UelE A el 14 A2 Win32/Conficker 138,988 2.0%
15 — Win32/Virut 131,020 1.9 %
16 V4 Win-Adware/Korad 127,746 1.8 %
17 NEW Backdoor/Win32 106,849 1.5 %
18 A1l Win32/Kido 105,067 1.4 %
19 NEW RIPPER 89,657 1.3 %
20 v3 Dropper/Korad 77,618 1.1%
TOTAL 7,036,542 100.0 %
"Win-Troja n/ Ranking P Malicious Code Reports  Percentage
Onlinegamehack. 1 Win-Trojan/Onlinegamehack.118784.EG 95,739 23.1%
118784.EG”, the most 2 Win-Trojan/Agent.1186816.F 55,213 13.3%
frequently reported 3 Win-Trojan/Graybird.285792 49,592 12.0 %
L. . 4 Win-Downloader/KorAd.339968 40,682 9.8%
new mal|C|ous COde In 5 Dropper/Onlinegamehack.118784.E 26,804 6.5%
September 6 Win-Trojan/Korad.1307136 17,682 43%
7 Win-Trojan/Fakr.606208 12,771 3.1%
[Table 1-3] below shows the
8 Win-Trojan/Runagry.241664 12,597 3.0%
percentage breakdown of the Top 9 Win-Trojan/Onlinegamehack.70672 10,805 2.6 %
20 new malicious codes reported in 10 Win-Trojan/Downloader.43993 9,610 2.3%
September. 1 Win-Trojan/Agent.22891 9,233 2.2%
12 Win-Trojan/Agent.1691136.B 9,044 2.2%
13 Win32/Chiviper.worm.44032 8,492 2.0%
14 Win-Trojan/Korad.95232.C 8,448 2.0%
15 Win-Trojan/Agent.473972 8,256 2.0%
16 Win-Trojan/Agent.43520.QW 8,201 2.0%
17 Win-Adware/WinAgir.94120 8,159 2.0%
18 Win-Trojan/Adload.835584 7,963 1.9 %
19 Win-Trojan/Korad.1964706 7,847 1.9 %
20 Win-Trojan/Startpage.217088.FY 7,797 1.8 %
TOTAL 414,935 100.0 %




ASEC REPORT 33 MALICIOUS CODE TREND 5

"Trojan Horse Ranked

as the Most Reported” TROJAN
Malicious Codes in

September 43.9%

[Figure 1-2] categorizes the top

malicious codes reported by

AhnLab customers in September SCRIPT
0

2012. Trojan is the most reported 8-9 /0

malicious code, representing WORM

6.5%

5.6% proppER
4.8% Apware

43.9% of the top reported malicious
codes, followed by Script (8.9%) 26.5% e1c
and Dropper (5.6%).

0.5% DpowNLOADER

0.4% spyware

—

0.2% appcare 2.7% virus

[Figure. 1-2] Primary Malicious Code Type Breakdown

Primary Malicious 2012.08 2012.09
Code Type Breakdown ; '
for September vs. 3.1% ADWARE 2.2%
August
0.2% DOWNLOADER 0.7%

shows the malicious code

breakdown compared to the 6.5% DROPPER 5.6%

previous month. Compared to last 27.8% ETC 30.4%

month, the number of Worm and

9.7% SCRIPT 8.9%

Downloader increased while the

number of Trojan, Script, Dropper, 0.2% SPYWARE 0.2%

Virus and Adware decreased. The
44.3% - TROJAN 43.9%

number of Spyware and Appcare

was similar to the previous month. 2.9% VIRUS 2.7%

5.3% 5.4%

[Figure. 1-3] Primary Malicious Code Type Breakdown for September vs. August




ASEC REPORT 33 MALICIOUS CODE TREND
Breakdown of New o 30 2o
(o]
Malicious Code Types ADWARE TROJAN
5% 0
Win-Trojan/Onlinegamehack.118 DROPPER 0

784.EG was the most frequently
reported new malicious codes,
representing 23.1% (95,739 reports)
of the Top 20 new malicious
codes, followed by Win-Trojan/
Agent.1186816.F (55,213 reports).
Trojan was the most frequently
reported new malicious code in
September 2012, representing 76%
of the top reported new malicious
codes, followed by Downloader (7%)

and Dropper (7%).

7%

DOWNLOADER

7%

TROJAN

65%

[Figure. 1-4] Breakdown of New Malicious Code Types
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Malicious Code |ssues

Heavy network traffic generated by malicious code

A malicious code that created excessive sessions causing heavy
network traffic issues and failure was reported from September 7
to 12. Based on analysis results on AhnLab report files, we found

the rdpclipboard.exe files were installed on September 6.

[Figure 1-5] rdpclipboard.exe files commonly found in AhnLab reports

The rdpclipboard.exe file worked very similarly to Trojan/Win32.
Scar and Win-Trojan/Agent.686712, which generated traffic
issues in early August. At that time, those malicious codes were
distributed through P2P and were disguised as a specific updated
file or a porno video to be downloaded. We believe the rdpclipboard.

exe file was distributed in the same way.

1. In September, an rdpclipboard.exe file was downloaded from
“hxxp://112.xxx.xx.105:88/nw13.exe” and created its own copy in
the following path upon the execution of the nw13.exe file.

- %Systemroot%\System32\rdpclipboard.exe

2. It then registers itself in the registry to make the malicious code

automatically run upon booting.

- HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\
Winlogon\Userinit%System32\userinit.exe, %System32\

rdpclipboard.exe

3. The rdpclipboard.exe files are packed by MPRESS. Although the
file is unpacked, the main strings remain encrypted and the file
decrypts them upon usage. This file hooks up to Windows messages

and generates network traffic when it receives certain messages.

4. When the malicious code infiltrates the system for the first time,
it connects to “www.naver.com” and sends out a DNS Query to the

following sites.

- www.microsoft.com
- www.google.com
- www.yahoo.com
- www.facebook.com

- www.taobao.com

5. After that, it regularly connects to the following server (C&C
server] to request encrypted values.
- "hxxp://119.%* ** 19/webupdate/082001/"

[Figure1-6] C&C server connection packet information

6. This malicious code gets time information from the C&C server
and tries to connect to a specific gambling site by endlessly opening
new tabs in Internet Explorer. Although you close the Internet
Explorer, it automatically runs again to connect to the following site.
- "http://kt.c*****s net/”

- "http://sk.c*****s.net/"

- "http://www.cig***** com/”

- "http://www.cig*****s_co.kr/"

- "http://www.db******0_co.kr/"

Other sites

Connection to the above sites failed at the time of our analysis,
but the gambling game site was connected successfully. (See
[Figure 1-7])



As the site connection packet uses a Keep-Alive header to
maintain its connection to the web server, new IE tabs endlessly
open. This malware can be considered as a DDoS attack tool

against the site.

The rdpclipboard.exe file also composes specific IP packets as

shown in [Figure 1-9].

Popping up new IE tabs endlessly to connect to the specific sites
can cause HTTP Get Flooding, or IP packets composed by the
rdpclipboard.exe file might exceed the maximum number of

network equipment sessions and cause a system failure.
This malware can be diagnosed and removed by V3 as follows.

V3 detects this malware in the following forms.

- Trojan/Win32.Agent (2012.09.11.00)

Hangul file (hwp) malware without exploiting
vulnerability

Until now, ASEC has reported several malicious codes in Hangul
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files (hwp) that exploit the code execution vulnerabilities in
Hangul files developed by Hancom Inc. Most of the vulnerable
Hangul files are exploited in the following three vulnerabilities in

an attempt to spread backdoor-type malicious codes.

1. Vulnerabilities in buffer overflow caused by not checking
stack boundary in HncTextArt_hplg could allow random code

execution.

2. Vulnerabilities in buffer overflow due to text parsing in

HncApp.dll could allow random code execution.

3. Vulnerabilities in buffer overflow in EtcDocGroup.DFT could

allow random code execution.

Within two days from September 10 to 11, several malicious
Hangul files without exploiting known vulnerabilities were

detected.

The OLE format of detected Hangul files is structured as in

[Figure 1-111].

The encoded ahnurl.sys file is embedded inside, and the registry

data (ahnurl and ahnrul.sys files) isincluded in the Hangul file.



Since the Hangul files do not include Exploit codes or Shell codes
for vulnerability exploitation, opening the files does not cause

malware infiltration.

Currently, ASEC tries to verify the purpose and usage of these

malicious Hangul files.

As mentioned earlier, we have detected many cases of known
vulnerabilities in Hangul that could allow distribution of other
malicious codes. It is recommended that users install the latest

security patch from Hancom Inc. to prevent malicious code infiltration.

V3 detects this malware in the following forms.
- HWP/Agent

Congratulations! Get your car right now!

Everyone desires the latest must-have items from related articles
or advertisements. Especially for the expensive items like cars,
many people dream about getting one as an event prize. By taking

advantage of the consumer mentality, voice phishing cases related
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to special new car events have been reported.

On Ssangyoung motor company's official homepage, an alert pop-
up window appears to notify that customers should pay special
attention to voice phishing about false car events as shown in
[Figure 1-13].

It is assumed that the first step of voice phishing is sending a text
message that reads, “You won First Prize in the event. Please
check the URL for details.”

1. If the user connects to the specific URL, then the event pop-up
appears. [Figure 1-14] shows the event advertisement that urges
users to download the prize request form to receive a REXTON W car

provided by 3 major telecommmunication companies like SK, KT, and LG.

2. Clicking the Prize Request Form Download button at the
bottom of the pop-up page in [Figure 1-15] could allow the
“EventSSANGYONG.exe" file to be downloaded.

This file even has the Ssangyoung emblem icon to persuade users.

3. When the user runs the downloaded file to check the event results,
the event prize information entry window appears as in [Figure 1-16].
The event prize information entry window in [Figure 1-16] contains

name, telephone, address, and winning number fields.

Running the downloaded file creates the following files in the
respective folders.

- C:\WINDOWS\Temp\HOSTS.exe

- C:\WINDOWS\Temp\SSANGYONG.exe

The SSANGYONG.exe file displays the event prize information entry

window in [Figure 1-16].



4. The created HOSTS.exe file changes the hosts file as shown in

[Figure 1-171.

“smotor.com” is Ssangyoung motor companylls domain address,
but the IP (199.*¥** *** 245) address inserted in the hosts file

redirects users to the suspicious server located in the U.S.

5. As shown in [Figure 1-18], the value comparison function against
specific values is included in the page source to prevent users from

entering random values.

6. If you enter the specific information in the event window and
click the “Prize Request” button, then it directs you to a fake
homepage (www.smotor.com) in [Figure 1-19]. The screen displays
the message telling the winner to transfer certain amount of

money to a specific bank account to receive the prize.

If the user connects to Ssangyoung motorlls homepage (smotor.
com), then the changed hosts file will redirect the user to the fake

address.

Compared to the normal official site, the customer support

numbers are different as shown in [Figure 1-201.

The monetary loss of voice phishing has not been verified yet, but
Ssangyoung motor company displays an alert message warning

against voice phishing scams on its official homepage.
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V3 detects this malware in the following forms.
- Win-Trojan/Agent.198155 (2012.08.24.05)

- Win-Trojan/Agent.69632.AZL (2012.08.24.05)
- Trojan/Win32.PopupSy (2012.08.24.05)

- Trojan/Win32.PhishingSy (2012.08.24.05)

- Trojan/Win32.DNSChanger (2012.08.24.05)

Beyond e-mail: A malicious code is attached
as a help file

Beyond e-mail: A malicious code is attached as a help file
Spam mail with a suspicious zip file was sent out under the title of
“The role and status of the United Nation Command after taking

over wartime control”.

If you double-click the zip file to decompress it, then the phony
version of the help file appears. Running the help file will create

malicious files in the system without the user’s consent.



The created malicious files are listed below.
- C:\WINDOWS\Temp\winnetsvr.exe
- C:\WINDOWS\wdmaud.drv

Afterward, the malicious files collect system information and send

it to a specific server.

The collected system information is stored in the following files.
- C:\DOCUME~NADMINI~T\LOCALS~1\Temp\tmp.dat
- C:\DOCUME~T\ADMINI~T\LOCALS~1\Temp\order.dat

Cyber criminals have taken advantage of interesting social issues
to distribute malware. Users should pay more attention to prevent

this type of virus attack.

1. Do not open e-mail from an unknown sender or with
a suspicious subject. Delete e-mails that might seem

untrustworthy after comparing the subject and sender.

2. Update anti-virus programs to the latest version. Use the real-

time protection function.

3. Do not execute the files attached to incoming e-mail. Execute

them after scanning them with antivirus programs.

V3 detects this malware in the following forms.
- HLP/Exploit (2012.08.31.00]

- Win-Trojan/Agent.126976.0X (2012.08.31.00)
- Win-Trojan/Agent.78336.HQ (2012.08.31.00)

Internet connection failed after cleaning
malicious code

The symptom of internet connection failure after cleaning

malicious code has been continuously reported. This means that

ASEC REPORT 33 MALICIOUS CODE TREND "

variants of LSP (Layered Service Provider) that caused harmful
damage in
July 2010 have been distributed again. What is LSP and why does it

cause harmful damage?

According to the MS definition, LSP is a shortened form of
Layered Service Provider offered by MS to expand Winsock
features. Winsock provides a socket paradigm for Windows
systems to communicate with other PCs and also offers APIs for

programmers to create Internet-capable applications.

Winsock transfers data through APIs, DLL modules, and finally TCP/
IP and NetBeui protocols (communication protocol) called Base
Provider to communicate. As shown in [Figure 1-24], LSP is located
between DLL files and Base Provider to provide additional functions,

which naturally gives LSP the power to monitor all the I/0 data.

When LSP is added, the LSP list is also added in the system registry

as shown in [Figure 1-25].

The registry path is as follows.

[ LSP installation path]
- HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\
WinSock?2\

Since LSP has become interrelated with multiple layers, normal
network transmission is almost impossible if one of them is

damaged. (See [Figure 1-26]).

After analyzing malicious code infiltration, we found that additional

lines were added to LSP as shown in [Figure 1-27]. The anti-



virus program just deleted the malware without recovering the

disconnected LSP, thus causing network failure.

Generally, the WinSocketA.dll file modifies the LSP list. In this
case, the GamehackKill cleaner can detect, clean, and recover LSP

connection failure.

If other anti-virus programs already detected and deleted the virus,
then you can recover the network connection as follows.
1. Restore system at the time of normal state, or recover the
deleted file from quarantine and reboot your system to check if

the network works.

2. Scan your system with the latest GamehackKill cleaner and

reboot your system after cleaning the detected malware.

3. Update your V3 engine to the latest version and perform
intensive scanning. Reboot your system to check if the network is

working properly.

If the point-in-time replication does not exist in the System Restore
or the quarantined file is not recovered normally, then you need

to restore LSP connection manually. Manual restoration can be
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performed with the following tool.

[LSP-Fix Tooll

LSP-Fix is a program used for initializing Winsock.

1) Double-click the LSPFix.exe file to run it.
2) As shown in [Figure 1-28], select the WinSocketA.dl file from
Keep items, and click >> to move it to the Remove field. Click the

Finish button to initialize.

V3 detects this malware in the following forms.
- Dropper/Win32.0nlineGameHack (2012.08.26.00)
- Trojan/Win32.0nlineGameHack (2012.09.06.03)
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Malicious Code |ssues

Loozfon mobile malicious code targeting Japanese
female users

Loozfon mobile malicious codes that targeted female smartphone

users were detected in Japan.

Generally, mobile malware has been created to target male users
by leveraging key words like porno, gambling, illegal drugs, and
others. It is interesting that Loozfon mobile malware has been

created to target female adults.
Here is how the mobile malicious code infects the system.

A. Website for women
As shown in [Figure 1-29], clicking the ad link "Recommend this

guy” downloads and installs a malicious app.

[Figure 1-29] “Recommend this guy” link in Website for Women

(Source: Symantec)

B. Spam mail for advertisement
If you click the “Want to be rich? Click here to see!” link inserted
in the spam mail, then a malicious application will be downloaded

and installed.

The installed malicious application is named “Can you win?” to

attract people’s attention.
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[Figure 1-30] Spam mails to trick users into installing a malicious app

(Source: Symantec)

[Figure 1-31] Malicious app information

If you run the malicious application, then it displays a countdown and

displays “You lose” as shown in [Figure 1-32]. No other menu exists.

[Figure 1-32] Malicious app execution screen

This malicious app snatches private user information during
installation and execution as shown in [Figure 1-33]. All
smartphone address book information is transferred to a specific
server (,http://58.¥* **_229/ap**i/a****gist’), resulting in a serious

threat to privacy protection.



[Figure 1-33] Malicious app codes that steal private information

V3 Mobile detects this malware as:
- Android-Trojan/Loozfon (2012.09.04.00 )

Animation character named Anaru (Android
Malware)

The malware took advantage of a Japanese animation character
to steal Android smartphone user information. It is verified that
the attackers distributed malware through spam mail or websites
designed similar to Google market. Let us see how the Android

malicious app called Anaru infects the system.

The required privileges to install the Anaru app are as follows.

[Figure1-34] User privileges to install malicious app

Upon the completion of Anaru application installation, the icon is
created as shown in [Figure 1-35]. Clicking the icon displays the

Anaru character.

The attacker designed the app to run in the background to snatch

user information without the user's awareness.

The malicious code exists inside of the app to store e-mail
addresses and names in the smartphone address book in specific

paths via the GliveWallActivityActivity Class and sends the stored
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information to a specific server.

[Figure1-35] Icon and execution screen

[Figure 1-36] Codes to steal GliveWallActivityActivity smartphone
information

The distributed processes are as follows.

1. You save “Ahn” and “Lab” in your smartphone address book.

2. If you run the installed malicious app, then the saved names
and e-mail addresses in the address book are stored in specific

paths as shown in [Figure 1-371.

[Figure 1-37] Malware processes that collect and send information in
the background

3. The collected names and e-mail addresses are saved in the

sdcard/ addresscap/list.log file.

[Figure 1-38] Collected information and save path

4. The collected information in the list.log file is sent to a specific

server through the below code.



[Figure 1-39] Codes designed to send collected information
to the specific server

[Figure 1-40] User information to be sent to the specific server

V3 Mobile detects this malware as:

- Android-Spyware/Maistealer (2012.07.27.00)

ASEC REPORT 33
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Security Statistics

) ) 10 11 12 01 02 03 04 05 06 07 08 09
Microsoft Security Updates- September 2012 o

Microsoft issued 3 security updates (1 critical, 2 important) in
September 2012. MS12-063 is the security patch for preventing
Internet Explorer Zero-day vulnerabilities (CVE-2012-1529, CVE-
2012-2546, CVE-2012-2548, CVE-2012-2557, CVE-2012-4969), and

it is recommended to install the latest security patches.

MS12-063 Cumulative Security Update for Internet Explorer

Important

MS12-061 Vulnerabilities in Visual Studio Team Foundation
Server Could Allow Elevation of Privilege

MMS12-062 Vulnerabilities in System Center Configuration
Manager Could Allow Elevation of Privilege

[Table 2-1] MS Security Updates for September 2012 [Figure. 2-1] MS Security Updates
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Security Issues

Internet Explorer Zero-day vulnerability
(CVE-2012-4969)

In September 2012, Microsoft announced that the Zero-day
vulnerability was found in Internet Explorer. A new vulnerability
that affects Internet Explorer version 6 to 9 and Windows operating
systems from Windows XP (Service Pack 3) to Windows 7 (Service
Pack 1) has been discovered. Internet Explorer version 10 and
Windows 8, the latest versions of their respective software, are

unaffected.

This vulnerability exists in the mshtml.dll file, the module that
Internet Explorer uses to display html code on the user screen. If
the specific functions in the module access the deleted memory
objects, then the use-after-free error occurs and memory will be
damaged. Consequently, Internet Explorer can be unexpectedly
terminated and the attacker can exploit the |IE vulnerability and

remotely manipulate the code.

We found that many websites are already compromised by this
malicious code. Users need to pay special attention since the
proof-of-concept codes that exploit this vulnerability are publicly

available in Metasploit. The proof-of-concept codes in Metasploit

[Figure 2-2] Shell codes publicly available in Metasploit
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Security Trend

are Shell codes that use ROP methods, which can attack Windows

7 and others. The latest security patches need to be installed.

Currently, Microsoft provides Internet Explorer cumulative security
updates (2744842) to solve this vulnerability. If you want to check
whether the updated version is installed, then please go to Control
Panel > Windows Update - View update history and check
KB2744842 update completion as shown in [Figure 2-3]. If there is
no update history, then it is recommended to update to the latest

version as soon as possible.

[Figure 2-3] Check update history in the Windows Update menu
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Web Security Trend

Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab’s web browser security service)

Reported malicious codes

blocked 9,331 websites that distributed malicious codes. 308 types '

of malicious code, 181 domains with malicious code, and 637 URLs

with malicious code were found. The types of malicious codes and

URLs with malicious code decreased from last month. 1 33 30/
' + - 0o

Reported types of Domains with URLs with Graph 795

malicious code malicious code malicious code 637

328

308 181

637 A

[Table 3-1] Website Security Report on September 2012
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[Fig. 3-1] Monthly Change in Blocked Malicious URLs
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Monthly Change in the
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308 malicious codes were + 20
reported in September 2012,  95g
a 6% decrease from the 328
reported in the previous month.
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[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in
Domains with Malicious
Code

181 domains were found with
malicious codes in September
2012, a 6% increase from the 170

found in the previous month.
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[Fig. 3-3] Monthly Change in Domains with Malicious Code

Monthly Change in
URLs with Malicious
Code

637 URLs were found with
malicious codes in September
2012, a 20% decrease from the

795 found in the previous month.
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[Fig. 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types Type Reports Percentage
of Malicious Code TROJAN 7,095 76.0 %
Trojan was the top distributed 2 M 367 3.9%
. . ADWARE 358 3.8%
type of malicious code with DROPPER 257 28%
7,095 (76%) cases reported, Win32/VIRUT 54 0.6 %
followed by downloader with APPCARE 19 0.2%
JOKE 7 0.1 %
367 (3.9% rted.
(3.9%) cases reporte SPYWARE . 0%
ETC 1,167 12.5 %
TOTAL 9,331 100 %
[Table 3-2] Top Distributed Types of Malicious Code
TROJAN
7,095
7,000
3,500
ETC
1,167  DOWNLOADER
367
ADWARE
358
DROPPER
257 Win32/VIRUT
Sh APPCARE
19 ‘JOKE ‘SPYWARE
7 7
0

[Table 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Ranking avw Malicious Code Reports Percentage
Malicious Codes

1 NEW Trojan/Win32.Spreader 2,303 35.5 %

Among the Top 10 malicious
o ) 2 NEW Win-Trojan/Shortcut.631074 1,357 20.9 %

codes distributed, Trojan/
Win32.Spreader was the most 3 NEW Trojan/Win32.ADH 1,095 16.9 %
distributed malicious code with 4 v3 Trojan/Win32.Agent 438 6.7 %
2,303 cases reported. 4 new 5 NEW  Win-Trojan/Agent.43520.QW 358 5.5 %

malicious codes, including
6 A2 ALS/Bursted 213 3.3%

Trojan/Win32.Spreader, emerged
in the Top 10 list this month 7 v3 Downloader/Win32.Korad 200 3.1%
8 v3 ALS/Qfas 188 2.9%
9 v2 Trojan/Win32.HDC 180 2.8%
10 — Win-Adware/Shortcut.INBEE.sungindang.505856 158 2.4 %
TOTAL 6,490 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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Web Security Issues

September 2012 Malicious Code Intrusion of Website Onlinegamehack.196608.AE has been distributed via certain
press agency websites (including sub URLs) among 22 websites
by exploiting the vulnerabilities in Java and Internet Explorer.
Onlinegamehack.196608.AE executes an img.css file that is hosted by

a specific host(50.***.126.***/css/img.css) located in the U.S.

Upon execution, the img.css file replaces the normal Windows file
in the infected PCs and creates several malicious files (DLL, SYS).
The SYS file incapacitates anti-virus programs and the DLL file
(Onlinegamehack] steals account information from specific online

game users to send it to a specific site.

[Figure 3-6] 2012 Monthly Malicious Code Intrusion of Website

[Figure 3-6] above shows the monthly malicious code intrusions of

websites. The number of intrusions continued to increase since July.

Top 10 malicious codes distributed via websites

[Table 3-4] below shows the Top 10 malicious codes distributed
via websites in September. Win-Trojan/Onlinegamehack.196608.
AE(Onlinegamehack.196608.AE) was the most distributed malicious
code, which was distributed via 22 Korean websites such as press

agency websites, blogs, and others.

Ranking Threat URL
1 Win-Trojan/Onlinegamehack.196608.AE 22
2 Win-Trojan/Malpacked3.Gen 22
3 Dropper/Onlinegamehack.227328 15
4 Win-Trojan/Onlinegamehack.197120.C 13
5 Dropper/Onlinegamehack.228864 13
6 Win-Trojan/Malpacked3.Gen 13
7 Win-Trojan/Onlinegamehack.204800.T 12
8 Win-Trojan/Malpacked3.Gen 10
9 Trojan/Win32.Rootkit

_
o

Win-Trojan/Onlinegamehack135.Gen

[Table 3-4] Top 10 malicious codes distributed via websites
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Q3 2012 Top 20
Malicious Code
Reports

Statistics collected by the ASEC
show that a total of 29,116,366
malicious codes were reported
in Q3 2012. This is a decrease of
5,889,002 from the 3,5005,368
reported in the previous quarter.
The most frequently reported
malicious code was ASD.
PREVENTION, followed by Trojan/
Win32.Gen and Textimage/Autorun.
7 new malicious codes were
included in the Top 20 malicious

codes list. (See [Table 4-1])

Ranking ™ Malicious Code Reports  Percentage
1 AL ASD.PREVENTION 1,843,273 17.6 %
2 A1l Trojan/Win32.Gen 932,094 8.8%
3 A1 Textimage/Autorun 809,437 7.6 %
4 A7 Downloader/Win32.agent 765,483 7.2%
5 v3 Trojan/Win32.adh 605,692 5.7%
6 — JS/Agent 596,904 5.6 %
7 NEW Dropper/Win32.onlinegamehack 564,658 5.3%
8 NEW Trojan/Win32.onlinegamehack 538,453 5.1%
9 NEW JS/Iframe 476,402 4.5%
10 NEW Trojan/Win32.pbbot 430,113 4.1%
11 NEW Trojan/Win32.spreader 374,305 3.5%
12 Ab Adware/Win32.winagir 361,877 3.4 %
13 NEW JS/Downloader 332,916 3.1%
14 v2 Trojan/Win32.agent 314,671 3.0%
15 — Malware/Win32.suspicious 310,262 2.9%
16 v9 Malware/Win32.generic 295,749 2.8%
17 v9 Trojan/Win32.bho 288,053 2.7%
18 v9 Adware/Win32.korad 270,669 2.6 %
19 - RIPPER 268,645 2.5%

20 NEW Java/Exploit 231,803 2.2%
TOTAL 10,611,459 100.0 %

[Table 4-1] @3 2012 Top 20 Malicious Code Reports
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Top 20 Distributed Ranking ™ Malicious Code Reports  Percentage
Malicious Codes 1 — Trojan/Win32 5,195,544 26.3%
2 A9 ASD 1,843,273 9.3%
Uhe tzble sziow shews i 3 A2 Win-Trojan/Agent 1,533,278 7.8%
percentage breakdown of the 4 v2 Adware/Win32 1,327,109 6.7%
Top 20 malicious code variants 5 v1 Downloader/Win32 1,308,423 6.6 %
reported this month. In Q3 2012, 6 A1l Win-Trojan/Downloader 873,023 4.4 %
7 A2 Textimage/Autorun 809,560 4.1 %
Trojan/Win32 was the most :
8 ATl Dropper/Win32 790,829 4.0 %
frequently reported malicious code, 9 A3 Win-Trojan/Onlinegamehack 774,871 3.9%
representing 26.3%(5,195,544) 10 Al Win-Trojan/Korad 761,395 3.9%
of the Top 20 malicious codes, " v3 Win-Adware/Korad 714,955 3.6%
followed by ASD Prevention 12 v6 Malware/Win32 662,772 3.4%
13 v3 JS/Agent 602,427 3.1%
(1,843,273) and Win-Trojan/Agent
14 NEW JS/Iframe 476,402 2.6%
(1,533,278). 15 A1 Win32/Conficker 410,314 2.1 %
16 Al Win32/Virut 395,464 2.0%
17 NEW JS/Downloader 332,916 1.7 %
18 A2 Win32/Kido 315,568 1.6 %
19 NEW Win-Dropper/Korad 310,509 1.6 %
20 v5 Backdoor/Win32 304,070 1.5%
TOTAL 19,742,702 100.0 %
New Malicious codes Ranking M Malicious Code Reports  Percentage
found in Q3 2012 1 Textimage/Autorun 808,243 18.7 %
2 JS/Agent 596,781 13.8 %
[Table 4-3] below shows the Top 20 3 15/lframe 476,283 oo
new malicious codes reported this 4 JS/Downloader 332,906 7.7%
quarter. In Q3 2012, Textimage/ 5 ALS/Bursted 210,228 4.9 %
Autorun was the most frequently 6 Win-Trojan/Downloader.196608.A0 201,268 4.7 %
o 7 Win-Trojan/Korad.82800 186,847 4.3 %
reported new malicious codes, 8 Win-Trojan/Starter.102400.C 152,676 3.5%
representing 18.7% (808,243) of 9 Win32/Virut.F 144,644 339%
the Top 20 new malicious codes, 10 JAVA/Cve-2011-3544 137,712 3.2%
followed by JS/Agent (596,781). 11 Java/Exploit 134,479 3.1%
12 Win32/Induc 128,404 3.0%
13 JAVA/Agent 120,976 2.8%
14 Dropper/Korad.162698 108,336 2.5%
15 Win-Trojan/Agent.102400.AEE 102,834 2.6%
16 HTML/IFrame 99,156 2.3 %
17 Win-Trojan/Onlinegamehack.62976.AU 96,629 2.2%
18 Win-Trojan/Onlinegamehack.118784.EG 95,739 2.2%
19 JS/Aent 94,223 2.2%
20 Win32/Kido.worm.156691 91,723 2.1%
TOTAL 4,320,087 100.0 %
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Primary malicious
code types found in Q3
2012

[Figure 4-1] below categorizes the
types of malicious codes reported by
AhnLab customers in Q3 2012. For Q3
2012, Trojans were the most reported
malicious code type, representing
43.1% of the top reported malicious
code type, followed by scripts (8.8%)

and worms (5.7%).

TROJAN

43.1%

SCRIPT

8.8%

WORM

5.7%

3.5% apware

5.6% propPER

2.8% virus

29.8% erc

0.4% powNLOADER

0.2% spyware \

0.1 % appcare

[Figure 4-1] Breakdown of Primary Malicious Code Types in Q3 2012

Breakdown of New
Malicious Codes in Q3
2012

For Q3 2012, Trojan horses were
the most frequently reported new
malicious code type, representing
44% of the new malicious code
types, followed by Scripts (16%)
and Adware (7%).

TROJAN

44%

DOWNLOADER
%

VIRUS

1%
DROPPER
9%
WORM
7%
ADWARE
7%
SCRIPT
16%

[Figure 4-2] Breakdown of New Malicious Codes in Q3 2012



01

ASEC REPORT 33 WEB SECURITY TREND 25

Web Security Trend

Web Security Statistics

Website Security Summary

During the third quarter of 2012, SiteGuard (AhnLab’s web
browser security service) blocked 24,269 websites that distributed
malicious codes, a 43% decrease from the 42,502 blocked in the
second quarter. 1,034 malicious code types were reported, a 28%
decrease from the 1,436 reported in the previous quarter. The
number of reported domains with malicious code decreased to
562, a 39% drop from the 920 of the previous quarter. The number
of URLs with malicious codes decreased to 2,263, a 46% drop from

4,189 in the previous quarter.

Reported malicious codes

42,502

24,269 .25

Domains with
malicious code

Reported types of
malicious code

1436

1034 562

URLs with
malicious code

4189

1436
1034 920
562
2263 i

Graph 4189

2263

[Table 5-1] Website security summary for Q3 2012



Top distributed types of
malicious codes in Q3
2012

Trojan Horses are the most
frequently distributed malicious
code type, representing 59.4%
(14,422 reports) of the top
malicious code types, followed
by Adware that represents 8.2%
(1,984 reports).

Top 10 malicious codes
distributed in Q3 2012

Trojan/Win32.Agent was the most
frequently distributed malicious
code, representing 2,641 reports
of the Top 10 malicious codes,
followed by Trojan/Win32.Spreader
with 2,303 reports.
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S5 24 HIg
TROJAN 14,422 59.4 %
ADWARE 1,984 8.2%
DROPPER 1,980 8.2%
DOWNLOADER 1,211 5.0%
APPCARE 404 1.6 %
Win32/VIRUT 206 0.8%
JOKE 43 0.2%
SPYWARE 38 0.2%
ETC 3,981 16.4 %
TOTAL 24,269 100 %

[Table 5-2] Top distributed types of malicious codes in Q3 2012

TROJAN
14,422

ETC
3,981

15,000
7,500
ADWARE
1,984 DROPPER
1,980
DOWNLOADER
1,211
APPCARE
40 Win32/VIRUT
206
JOKE | SPYWARE

43 38

[Figure 5-1] Top distributed types of malicious codes in Q3 2012

Ranking avw Malicious Code Reports Percentage
1 NEW Trojan/Win32.Agent 2,641 21.8%
2 NEW Trojan/Win32.Spreader 2,303 19.0 %
3 Ab Trojan/Win32.ADH 1,641 13.6 %
4 NEW Win-Trojan/Shortcut.631074 1,357 11.2%
5 V4 Downloader/Win32.Korad 811 6.7%
6 V4 Trojan/Win32.HDC 731 6.0 %
7 v3 ALS/Bursted 716 5.9 %
8 v3 ALS/Qfas 710 5.9 %
9 NEW Trojan/Win32.SendMail 622 5.1%
10 NEW Dropper/Win32.Mudrop 578 4.8 %

TOTAL 12,110 100 %

[Table 5-3] Top 10 malicious codes distributed in Q3 2012
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Security Statistics

Microsoft security updates for Q3 2012

Microsoft issued a total of 21 security updates this quarter. The
number has slightly increased from the previous quarter, and 48%
of the security updates were vulnerability security patches. Within
two months from July to August, 9 security updates were issued.
In September, only 3 security patches were issued. The number of
critical patches was quite high among the 21 security patches, and
Microsoft issued almost 1 vulnerability security patch for Internet
Explorer each month. It is recommended that users install security
updates for Internet Explorer. As the vulnerability in MS Office
programs has been continuously reported, users should guard

their programs against e-mails from untrustworthy senders.
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[Fig. 5-2] MS Security Updates
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