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Malicious Code Statistics

9,509,563 malicious
codes were reported
in August, "a decrease
of 11.5%”

Statistics collected by the ASEC
show that 9,509,563 malicious
codes were reported in August
2012. The number of reports
dropped 230,389 from the 9,739,943
reported in the previous month.
(See [Figure 1-1].) The most
frequently reported malicious code
was ASD.PREVENTION, followed
by JS/lframe and Trojan/Win32.
Gen. A total of 8 malicious codes
such as Win-Trojan/Starter.102400.
C, Trojan/Win32.banbra, Trojan/
Win32.onlinegamehack, Win-
Trojan/Korad.82800, Adware/
Win32.bho, Win-Trojan/
Agent.102400.AEE, JS/Aent, and
JS/Downloader were added among

the Top 20. (See [Table 1-1])
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[Fig. 1-1] Monthly Malicious Code Reports

Ranking PN Malicious Code Reports  Percentage
1 - ASD.PREVENTION 518,521 14.5%
2 A1 JS/lframe 374,511 10.4 %
3 A2 Trojan/Win32.Gen 332,451 9.3%
4 v1 Textimage/Autorun 261,365 7.3%
5 A1 Downloader/Win32.agent 254,239 7.1%
6 A9 Dropper/Win32.onlinegamehack 204,857 5.7%
7 v3 Trojan/Win32.adh 165,237 4.6 %
8 NEW Win-Trojan/Starter.102400.C 147,376 4.1%
9 A3 Trojan/Win32.pbbot 135,426 3.8%
10 NEW Trojan/Win32.banbra 131,313 3.7%
11 NEW Trojan/Win32.onlinegamehack 130,799 3.6 %
12 NEW Win-Trojan/Korad.82800 126,147 3.5%
13 NEW Adware/Win32.bho 113,551 3.2%
14 v6 Trojan/Win32.bho 111,056 3.1%
15 AL Trojan/Win32.agent 110,071 3.1%
16 v7 Adware/Win32.korad 98,015 2.7 %
17 NEW Win-Trojan/Agent.102400.AEE 97,506 2.7%
18 NEW JS/Aent 93,856 2.6%
19 NEW JS/Downloader 91,942 2.6%
20 v3 RIPPER 88,721 2.4%

TOTAL 3,586,960 100.0 %

[Table 1-1] Top 20 Malicious Code Reports (By Infection Report and Malicious Code)
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Top 20 Distributed Ranking ™ Malicious Code Reports  Percentage
Malicious Codes 1 — Trojan/Win32 1,679,526 25.8 %
2 — ASD 518,521 8.0%
lble T2l ghove ahots ihe 3 N Adware/Win32 498,328 7.7%
percentage breakdown of the 4 v1 Win-Trojan/Agent 480,647 7.4 %
Top 20 malicious code variants 5 A1 Downloader/Win32 388,510 6.0 %
0,
reported this month. For August . A J5/Iframe Sl 8%
] ] 7 = Win-Trojan/Downloader 313,091 4.8 %
2012, Trojan/Win32 (1,679,526 : :
8 A3 Win-Trojan/Korad 300,533 4.6 %
reports] was the most frequently 9 AL Dropper/Win32 286,043 4%
reported malicious code among 10 — Textimage/Autorun 261,400 4.0 %
the Top 20 malicious code variants. " Al Win-Trojan/Onlinegamehack 250,167 3.8%
. \4 in- 89
It was followed by ASD Prevention 12 7 Win-Adware/Korad 182,399 2.8%
13 NEW Win-Trojan/Starter 147,823 2.3%
(518,521) and Adware/Win32 .
14 v6 Malware/Win32 138,887 2.1%
(498,328). 15 Al Win32/Virut 134,929 2.1%
16 v Win32/Conficker 130,244 2.0 %
17 NEW Dropper/Korad 129,153 1.9 %
18 NEW Dropper/Onlinegamehack 104,972 1.6 %
19 v Win32/Kido 99,504 1.5 %
20 NEW JS/Aent 93,856 1.4 %
TOTAL 6,513,044 100.0 %
"Win-Troja n/ Ranking P Malicious Code Reports  Percentage
Starter.102400.C" 1 Win-Trojan/Starter.102400.C 147,376 19.5 %
the most frequently 2 Win-Trojan/Agent.102400.AEE 97,506 12.9 %
3 JS/Aent 93,856 12.4 %
reported new / :
lici d . 4 Win-Trojan/Onlinegamehack.62976.AU 77,021 10.2 %
maticious coae in 5 Win-Trojan/Downloader.41015 47,859 6.3%
AUQUSt 6 Dropper/Onlinegamehack.51200.D 43,424 5.8%
7 Win-Trojan/Agent.647672 29,010 3.8%
[Table 1-3] below shows the : :
8 Win-Trojan/Adload.239456 28,168 3.7%
percentage breakdown of the Top 9 HtmU/Shellcode 26,873 3.6%
20 new malicious codes reported in 10 HTML/Donwloader 25,281 3.3%
August. Win-Trojan/Starter.102400. 1 Win-Adware/Shortcut.KorAd.144272 21,287 2.8%
T 1 0,
C was the most frequently reported 12 Win-Trojan/Downloader.423600 20,338 2.7%
13 Dropper/Onlinegamehack.40998 18,330 2.6%
new malicious code, representing ) )
14 Win-Trojan/Korad.95232 15,491 2.1 %
19.5% (147,376 reports] of the Top 15 Win-Trojan/Korad.89088.B 11,640 1.6%
20 new malicious codes, followed 16 Win-Trojan/Downloader.27136.GG 11,322 1.5%
by Win-Adware/Agent.102400.AEE 17 Dropper/Onlinegamehack.40998.B 11,272 1.5%
18 Win-Trojan/Startpage.337408.E 10,852 1.4 %
(97,506 reports). jan/ pag °
19 Dropper/Onlinegamehack.131015 9,295 1.3%
20 Win-Trojan/Korad.130474 9,042 1.2%
TOTAL 755,243 100.0 %
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"Trojan Horse Ranked

as the Most Reported” TROJAN
Malicious Codes in

Augusty 42.1%

[Figure 1-2] below categorizes the

top malicious codes reported by

AhnLab customers in August 2012. SCRIPT

o)
Trojans were the most reported 1 0. 1 /0
malicious code, representing 42.1% WORM

6.7%

5.0% apware
3.6% proppER

2.7% virus

of the top reported maliciouscodes,

followed by scripts (10.1%) and 28.7% etc

Droppers (3.6%).

0.5% DowNLOADER

0.4% spyware \

0.2% appcare

[Fig. 1-2] Primary Malicious Code Type Breakdown

Primary Malicious 2012.07 2012.08
Code Type Breakdown
for July vs. June 2012 5.4% ADWARE 3.1%
[Figure 1-3] below shows the 0.3% LR 0.3%
malicious code breakdown
compared to the previous month. 4.7% DROPPER 6.5%
Compared to the last month, 31.0% - ETC 2799
the number of Trojans, scripts,
droppers, and viruses increased, 7.9% SCRIPT 9.7%
whereas the number of worms, 0.3% SPYWARE 0.2%
adware, and spyware decreased.
The number of downloaders 41.2% - ULERE 44.3%
and Appcare was similar to the 2.7% VIRUS 2.9%
previous month.

6.5% 5.3%

[Fig. 1-3] Primary Malicious Code Type Breakdown for August vs. July 2012
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Breakdown of New DOWNLOADER
ADWARE 1%
Malicious Code Types 4% A TROJAN

SCRIPT 650/
For August 2012, Trojans were 14% 0

the most frequently reported new

malicious code, representing 65%
of the top reported new malicious

codes, followed by droppers (15%)
TROJAN

and scripts (14%). 58%
DROPPER

15%

[Fig. 1-4] Breakdown of New Malicious Code Types
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Malicious Code Trend

Malicious Code |ssues

Malware disguised as security programs

Malicious code that had been distributed in the form of spam
mail since January 2011 was reported again recently, and was
disquised as a Windows security patch program. The e-mail with
the malicious code found this month contained the same message
as the previous one, which asks users to assess their security
program to prevent hacking attacks. The malicious code was
spread by using a fake domain similar to the official domains of
Korean security companies. The download link, however, was not

working at the time of our analysis.

[Figure 1-5] A notification issued by Everyzone to alert users about

the malicious code distributed via a rogue domain created in May 2011

[Figure 1-5] above shows the Everyzone notification message. The

fake domain is pcsafer.everyzone.net with IP 67.228.81.181.

[Figure 1-6] Normal Windows Security Patch Program Installation Screen

If the TurboPatchSetup.exe file attached in the e-mail was downloaded
and executed in the system, then both the “Windows security patches”
of official Korea security companies, and the malicious PatchUpdate.

exe file were installed as shown in [Figure 1-6].

The PatchUpdate.exe file tried to regularly connect to the C&C
server located in the U.S. by using a specific IP address (174.1**.7.*2).

[Figure 1-7] Network connection information after infection

According to the notification published by Everyzone in May 2011,
the ‘everyzone.net’ domain that spread the malicious code was not
registered by Everyzone but by an unknown Chinese entity. (See
[Figure 1-5].)

[Figure 1-8] The query results of everyzone.net domain



Connecting to the “www.everyzone.net” website would redirect users
to the official Everyzone site, “www.everyzone.com”. It was a ruse to

disguise the rogue domain as the actual Everyzone domain.

V3 detects this malware in the following form.

- Backdoor/Win32.Etso(2012.08.08.00)

Distribute online game hacking code by using
forged programs

Most online game hacking malicious codes generally deface
websites and distribute malware variants by exploiting application
security vulnerabilities. newly detected online game hacking code,

however, repackages legitimate programs.

The previous malicious codes could not infect the system easily if
anti-virus programs were updated. To compromise this limitation,
hackers repackaged legitimate programs to spread malicious
codes by deceiving users. The summary of this case is described in
[Figure 1-9].

* It is anti-virus program which is related to this issue and it is
supposed to filter out the malware. However it is not appropriate
to reveal the exact name of this program. Recently, malicious code
distribution via forged legitimate programs has been reported
more frequently, so IT managers should regularly check if the

programs or servers are being manipulated.

When the program downloaded from the homepage is installed
in the user system, the update file is executed to download and
update the latest version of the program from the update server as
shown in [Figure 1-9]. The cyber criminals then take advantage of

this process.
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The detailed infection processes are not described in Figure 1-9,
but the Trojan (calc.exe) with the downloader function is created

and executed when some of updated files are running.

The key codes of calc.exe created in Figure 1-10 are encrypted as
shown in [Figure 1-11]. The encrypted malicious codes connect
to the specific blog and get the encrypted URL to download online

game hacking malware. (See [Figure 1-12].)

V3 detects this malware in the following forms.
- Dropper/Onlinegamehack.40998(AhnLab, 2012.07.29.00)
- Trojan/Win32.0nlineGameHack(AhnLab, 2012.07.29.00)
- Win-Trojan/Malpacked3.Gen(AhnLab, 2012.07.29.00)

Malicious code disguised as ActiveX

To run applications (e.g. Media) on the internet, ActiveX controls
are required. We recently discovered malicious code disguised
as ActiveX to lure users into clicking it. This malicious code was
disguised as a video of the Korean girl group that was involved in a
bullying incident, thus leading users to the fake URL. Cyber hackers
took advantage of the fact that users tend to click and install ActiveX
controls presented in a yellow information bar across the top of
Internet Explore screen without suspecting anything. Right now, the

blog that distributed the malware is closed.

1. When the file in [Figure 1-13] is executed, a [6 digit in alphabet].

exe file is randomly created in the sub-path (c:\windows\



system32\wjgeux.exe) of the system folder (system32) as shown
in [Figure 1-14].

2. It tried to connect to a specific server (121.*.*** 204), but failed

to connect at the time of our analysis. (See below [Figure 1-15].]

Protocol

Process
i v

Crwindo s T

Since the malicious codes can be distributed as rogue ActiveX
controls, Codec installation files and other necessary files for
specific functions or services, users must pay special attention
to set up programs or files distributed from untrusted blogs or

websites.

V3 detects this malware in the following form.

- Trojan/Wind32.Scar{AhnLab, 2012.07.31.02)

Malicious code disguised as FastPing game
booster

Users must guard against malicious code disguised as a FastPing
booster program that MMORPG game users use to increase internet

speed and game response time.

As shown in [Figure 1-16], this malicious code is distributed via
untrusted download sites or blog posts, and it disguises itself as a

legitimate FastPing installation program.

During installation, the additional files below are created.

[Created files]

- C:\Program Files\Company\fastpingsetup\Installer2.
exe(malicious)

- C:\Program Files\Company\fastpingsetup\fastpingsetup.

exelnormal)
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- C:\Program Files\Company\fastpingsetup\Uninstall.exe(normal)
- C:\WINDOWS\SYSTEM32\Macromed\Flash\FlashUpdater.

exe(malicious)

Installer2.exe file downloads FlashUpdater.exe file from the specific
URL. btn2.gif in the packet capture screen is the FlashUpdater.
exe file, which is created in the same path as the Flash Player

installation path and disguised as a normal file.

FlashUpdater.exe file registers itself as an auto-run service and
attempts to connect to the specific IP. (See [Figure 1-18].) According
to the analysis results of the FlashUpdater.exe file strings, it might

be a backdoor to steal system information and other data.

V3 detects this malware in the following forms.
- Dropper/Win32.Mudrop(AhnLab, 2012.08.08.05)
- Trojan/Win32.Siggen(AhnLab, 2012.08.11.00)
- Win-Trojan/Agent.197120.GC(V3, 2012.08.14.00)

Distribute spam mails to specific Korean
companies

A spam mail that targeted specific Korean vendors was reported
recently. As shown in [Figure 1-19] below, the mail contained the
message, “Please check the attachment to review the details of
this plan and cooperation and reply ASAP” and included Korean

company representative e-mail addresses.

The compressed attachments were Windows executable files with

the .scr file name extension.

1. When the attached malicious files are executed, NVIDIA folders
and files are created to disguise them as normal files.

- C:\Documents and Settings\All Users\NVIDIASmart\



nvSmartMaxapp.exe (normal
- C:\Documents and Settings\All Users\NVIDIASmart\nvSmartMax.
dll (malicious)
- C:\Documents and Settings\All Users\EFS\NvSmart.exe (normal)
- C:\Documents and Settings\All Users\EFS\NvSmartMax.dll

(malicious) (These are some of the files created.)

2. The created EXE file will be registered to system services
to automatically run again upon system restart. Two .exe files
(nvSmartMaxapp.exe, NvSmart.exe) registered for services are
normal files, and the downloaded .dll files (nvSmartMax.dll,
NvSmartMax.dll) are malicious ones. To disguise itself as a normal
service and file, this malware creates normal files and then changes

the downloaded .dlL files to malicious files.

3. This malware writes and stores keylogging and error information
in a file. t might then send this keylogging and error information
to a specific server (uscom.ws******in.com, uscom.******.com -
67.¥* *** 228) located in the U.S., but the connection failed at the

time of our analysis.

V3 detects this malware in the following forms.
- Backdoor/Win32.Etso(2012.07.04.03)
- Win-Trojan/Plugx.208896(2012.07.27.00)

Distribute malware via e-mail by exploiting Adobe
CVE-2009-0927 vulnerability

On August 21 2012, an e-mail exploit that took advantage of the
CVE-2009-0927 vulnerability was reported in Korea.

In March 2009, Adobe released a security update and advisory for
the CVE-2009-0927 vulnerability, "APSB09-04 Security Updates
available for Adobe Reader and Acrobat”. There have been a
number of reports on attacks exploiting this vulnerability since

October 2009.

- October 9, 2009 - Detect malware exploitation of zero-day
vulnerability in Adobe PDF

- October 16, 2009 - Distribute malware exploiting new Adobe
website vulnerability

- November 10, 2009 - Detect targeted attacks exploiting PDF
vulnerability

- November 25, 2010 - Discover Zeus malware that downloads

ransomware distributed via emails

The newly detected vulnerable PDF files have been spread in
the form of e-mail attachments under different file names and

contents Two files have been verified so far.

1. When the files are opened in the system by running Adobe
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Reader without security patches, AdobeARM.dLL (32,768 bytes) and

webios.dll (8,704 bytes) are created.

- C:\Documents and Settings\[User account name]\Local Settings\
Temp\AdobeARM.dlL

- C:\WINDOWS\system32\webios.dll

2. The registry key is created to register the webios.dll file as a

Windows service to command the

malicious code to automatically run again upon booting.

- HKLM\SYSTEM\ControlSet001\Services\éto4\Parameters\
ServiceDll ="C:\WINDOWS\system32\webios.dll"

3. The normal svchost.exe file existing in the compromised system
is loaded, and the webios.dll file is inserted into the normal
svchost.exe file processes. When the thread injection is complete,
it tries to connect to a specific system located in the U.S. Upon
successfully communicating with the system, the malware can
perform various malicious activities including remote control and

keylogging to snatch the input which users type in.

It is recommended that Adobe security updates should be installed
to prevent malicious codes from exploiting the Adobe related
vulnerability. Dynamic Intelligent Content Analysis (DICA) included
in TrusWatcher (Anti-APT solution) can also be used to detect the

malware without signature.

V3 detects this malware in the following forms.
- PDF/Exploit
- Trojan/Win32.DUbot
- Win-Trojan/Dllbot.8704

ASD 2.0 MDP engine detects this malware in the following form.
- Dropper/MDP.Exploit (6)

Distribute malware exploiting Oracle Java JRE 7
Zero-day vulnerability

On August 26, FireEye, an American network security company
released a security advisory for the CVE-2012-4681 vulnerability
(allowing arbitrary codes to be run) in the Oracle Java Runtime
Environment (JRE) through “ZERO-DAY SEASON IS NOT OVER YET".

As the Oracle development team hasn’t yet provided the related
security patches, the Oracle Zeroday vulnerability can be exploited in

the following software versions.

- Oracle Java 7 (1.7, 1.7.0)
- Java Platform Standard Edition 7 (Java SE 7)
- Java SE Development Kit (JDK 7)

- Java SE Runtime Environment (JRE 7)

As shown in [Figure 1-20], the vulnerability was originally spread



via malicious scripts used by the Chinese GongDa Pack Web Exploit

Toolkit, which was spread through the system located in Taiwan.

Decoding the malicious script will download the Appelt.jar (7,855
bytes) and hi.exe (16,896 bytes) files. As shown in [Figure 1-21], App.
class (7,231 bytes) is designed to exploit CVE-2012-4681 vulnerability

and is included in the files.

The hi.exe file that is executed by exploiting this Java vulnerability
can create the mspmsnsv.dll(10,240 bytes) file in the Windows
system folder (C:\WINDOWS\system32\]. The normal svchost.exe file
existing in the Windows system is executed to insert the mspmsnsv.
dll file created as a process thread. Upon the success of thread
insertion and C&C server communication, the attackers perform
various remote activities by using the malware as a backdoor. The

connection, however, failed at the time of our analysis.

In addition, F-Secure, a Finland security company released the
announcement “Blackhole Web Exploit Toolkit also exploits CVE-
2012-4681 vulnerability” through its blog named “Blackhole: Faster

than the speed of patch”.

By analyzing additional information related to this issue, ASEC found
that the malware is distributed through a minimum of 300 domains.
In August, Pre.jar (31,044 bytes) and Leh.jar (31,044 bytes) were

distributed, which were the same files.

As the Proof of Concept (PoC) results show that underground
attackers can exploit this vulnerability, various malware variants are

expected to be continuously spread.

V3 detects this malware in the following forms.
- JS/Downloader
- JAVA/CVE-2012-4681 JS/Blacole
- Win-Trojan/Poison.16898
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- Win-Trojan/Buzus.153447
- Trojan/Win32.Npkon

TrusGuard detects this malware in the following forms.
- javascript_malicious_gongda-2(HTTP)
- java_malicious_jar-8(HTTP)
- java_malicious_jar-gd(HTTP)

Targeted attacks exploiting MS12-060 (CVE-2012-
1856) vulnerability

On August 15, MS released security patches to fix security
vulnerabilities found during July. Among them, “MS12-060 -
Vulnerability in Windows common control could allow remote code

execution(2720573)" was related to Microsoft Office products.

MS made public that targeted attacks exploiting the CVE-2012-
1856 vulnerability were found through its blog, “MS12-060:
Addressing a vulnerability in MSCOMCTL.OCX's TabStrip control”.

The targeted attacks were made with RTF (Rich Text Format] file
attachments as shown in [Figure 1-22]. ActiveX objects in the
RTF file caused an MSCOMCTL.OCX Memory Access Error to run

arbitrary codes.

The detailed attack method has not yet announced, but it is
recommended to install the MS12-060 MS security patch to

prevent future security threats.

V3 detects this malware in the following form.
- Dropper/CVE-2012-1856

TrusWatcher detects this malware in the following form.
- Exploit/DOC.AccessViolation-DE

Malware exploiting Flash player CVE-2012-1535
vulnerability

On August 15, Adobe released a security advisory, “APSB12-
18 Security update available for Adobe Flash Player” and
distributed security patches to fix the Flash Player CVE-2012-1535
vulnerability. In addition, the CVE-2012-1535 vulnerability was also
exploited in the other 11.3.300 versions. The targeted attacks were

made by using embedded MS Word files named “Running Mate.



doc” and “iPhone 5 Battery.doc”.

The malicious codes exploiting the CVE-2012-1535 vulnerability
had the file structure shown in [Figure 1-23], and the XOR encoded

backdoor file was included in the files.

Opening the embedded Word file in the system running vulnerable
Flash Player versions will execute the vulnerable SWF file,
resulting in a heap spray overflow error. The PE file contained in
the Word file is also copied as taskman.dll (61,440 bytes] in the
path below.

- C:\Documents and Settings\[User account name]\Application

Data\taskman.dll

The attackers use the normal rundll32.exe file existing in the
system to run the taskman.dll file to connect to a specific system
in the U.S. The connection was not successfully made at the time

of our analysis.

When it is successfully connected, the malware plays the backdoor
function to collect hardware and OS information and active process

lists.

The CVE-2012-1535 vulnerability can be exploited in Adobe Reader
SWEF files as well as Word SWF files. It can be distributed as a

single SWF file via vulnerable websites.

V3 detects this malware in the following forms.
- Dropper/Cve-2012-1535
- Win-Trojan/Briba.61440
- SWF/Cve-2012-1535

TrusWatcher detects this malware in the following form.

- Exploit/DOC.AccessViolation-DE

ASD 2.0 MDP engine detects this malware in the following form.
- Dropper/MDP.Exploit(6)
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Blackhole web exploit toolkit combined with
PayPal spam mails

Recently, the Blackhole web exploit toolkit has been circulated by
combining it with spam mails.

- June 2012 - Discover web exploit toolkit combined with spam mail

- July 2012 - Discover web exploit toolkit combined with LinkedIn

spam mail

The newly detected spam mails were distributed as PayPal
payment system mails, exploiting various vulnerabilities as shown
in [Figure 1-24]. The spam mails spread malicious codes to steal

user information from the compromised PCs.

[Figure 1-25] below shows the spam mail. Clicking the Accept
button will redirect users to a specific system located in the U.S.

instead of the PayPal webpage.



1. Clicking the Accept button in [Figure 1-25] will actually redirect
users to a specific system in the U.S., but users can only see the

screen in [Figure 1-26].

At the bottom of the fake webpage, Java script codes are encoded
to lead users to the attackers’ system located in Malaysia as shown
in [Figure 1-271.

After Java script decoding, iFramed codes are displayed in the same
format as the existing Blackhole web exploit toolkit. The Blackhole

web exploit toolkit uses one of the vulnerabilities listed below.

- APSB10-07 - Security updates available for Adobe Reader and
Acrobat(CVE-2010-0188)

- MS10-042 Vulnerability in Help and Support Center Could Allow
Remote Code Execution(2229593)(CVE-2010-1885)

- MS06-014 - MDAC (Microsoft Data Access Components)
Vulnerability that allows remote code execution(CVE-2006-0003)

By exploiting this vulnerability, the 64b3bcf.exe (84,480 bytes) file

existing in the system will be downloaded to create the wpbt0.dll

(84,480 bytes) file.

- C:\Documents and Settings\[User account]\Local Settings\Temp\
wpbt0.dLl

3. The created wpbt0.dll file copies itself as KB01458289.exe(84,480

bytes) in the path below.

- C:\Documents and Settings\[User account]\Application Data\
KB01458289.exe

4. To command the malicious code automatically run again upon

booting, the following key value will be created in the compromised

PC registry.

- HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\

- KB01458289.exe = C:\Documents and Settings\[User account]\
Application Data\KB01458289.exe
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5. It inserts some parts of its own codes into all normal process
threads that are running in infected PCs to hook the following

information.

- Website connection info

- FTP system user account and password

- POP3 program user account and password

- Website user account and password with web form defacement

(Formgrabber] and Web Form Injection (httpinjects)

6. The Google main webpage connection failure message is

displayed to trick users.

The malicious codes work like web form defacement
(Formgrabber) and web form injection (httpinjects), which are
similar to the previously discovered Zeus or SpyEye malware to
steal online banking info and gain access to website user accounts

and password information.

The attackers can snatch user accounts and password information
from almost all websites to which the malicious codes connect. It
is important not to click any suspicious website links in mail from

unfamiliar senders.

V3 detects this malware in the following forms.
- JS/lframe

- JS/Redirect

- PDF/Cve-2010-0188

- Win-Trojan/Agent.84480.HA

Spam mail disguised as London Olympic document

Last August, people around the world enjoyed the London 2012
Olympics. Since Korean athletes competed and won many medals,
many Korean people had high interest in the Olympic games. The

hackers took advantage of this Olympic passion to spread malware.

Malware disguised as an Asian Games document (PDF) was
reported during the Guangzhou 2010 Asian games.
- http://asec.ahnlab.com/237(Be aware of “Malware disguised as

Asian Games documents!”)



The spam mails were sent with the title “Huge scandal with the
U.S.A. Women's Gymnastics Team in the 2012 London Olympics”,
and clicking the link in the mail ([Figure 1-28]) led to the malicious

website.

As the malicious website is almost the same as the actual YouTube
site, users can be lured without suspecting anything. The pop-up
message is displayed to install the latest Flash Player version and
clicking the OK button displays a separate file download window.
Users that think the malicious site as an actual YouTube site click

the OK button to play the video.

When adobe-flashplayer-update.exe is executed, the file below is
created. The femokybhawam key value is registered in the system
registry to make the malicious code automatically run again
upon booting. Mass e-mails are distributed randomly through

communicating systems located in Switzerland and Germany.

[Created file]

- C:\Documents and Settings\[User account]\femokybhawam.exe

[Created registry]
- HKCU\Software\Microsoft\Windows\CurrentVersion\Run\
femokybhawam

" C:\Documents and Settings\[User account]\femokybhawam.exe"

To prevent this kind malicious mail attack, users are advised to

exercise the cautions below.
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1. Delete suspicious mails or unknown senders” mails without
opening them. Delete e-mails that might seem untrustworthy
after comparing the subject and sender.

2. Update anti-virus programs to the latest version. Use the real-
time protection function.

3. Don’t immediately execute files attached to incoming e-mail.
Execute them after scanning with an anti-virus program.

4. Do not click untrusted or suspicious links in the mail body.

5. Use an anti-spam filter when you use mail accounts from a

portal site.

V3 detects this malware in the following form.
- Win-Trojan/Jorik.66048.F (V3, 2012.08.06.04)

Malicious spam mail disguised as Xanga invitation mail

Malicious spam mail disguised as a Xanga invitation mail from a
foreign blog service was reported. The spam mail was sent with
the subject “Cecelia(Washington) would like to be friends with
you!” and included links as shown in [Figure 1-33]. Clicking the
attached link leads to the Black web exploit toolkit page.

The obfuscated malicious script is included in the linked page as

shown in [Figure 1-34].



After obfuscated script decoding, the site address (spb-xxxxxxia.

ru:8080) with the Blackhole web exploit toolkit appears.

The script leads users to the Blackhole web exploit toolkit page, and

malware is spread by exploiting a vulnerability in MS and Adobe.

The malicious code (KB01298677.exe) is created and runs in “C:\

Documents and Settings\Administrator\Application Data”.

This malicious code steals website and FTP connection information.

It creates a registry key value to run automatically upon booting.

As shown in the above case, the kind of malicious code attack, which
uses links in the spam mail to connect to the Blackhole web exploit
toolkit installed page, is on the rise. Users are advised to exercise

special caution.

V3 detects this malware in the following forms.

- JS/Iframe

- JS/Redirect

- JAVA/Agent (V3, 2012.08.07.03)

- PDF/Cve-2010-0188 (V3, 2012.08.07.03)

- Win-Trojan/Agent.84480.HA (V3, 2012.08.07.03)

Gauss malware known as a Flame variant

On August, 9, 2012, Kaspersky, a Russian multi-national computer
security company published the “Gauss:Abnormal Distribution”
report through its blog, “Gauss: Nation-state cyber-surveillance

meets banking Trojan”.

According to the Kaspersky’'s report, the malicious code called
Gauss was reported, which was similar to Flame, a variant of Duqu

and Stuxnet.
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[Figure 1-38] below shows the overall structure of Gauss's
malicious code. Its modules are similar to the ones from Duqu,

Stuxnet, and Flame.

The features of this malicious code are listed below and are similar
to Flame’s code.
1) Itis likely that the malware was created and distributed from
September to October in 2011. Several module updates and C&C
server addresses changes have been made after the initial
distribution.
2] This malware collects user passwords, browser cookies, and
histories by hijacking user sessions after web browser injection.
3) The network information, processes, folders, and BIOS and
CMOS information are collected from the compromised PCs.
4] It can be spread to other PCs via USB and takes advantage of
the “MS10-046: Windows shell vulnerability Could Allow Remote
Code Execution” that was previously exploited by Stuxnet.
5) The Palida Narrow font is installed.
6] Upon the success of C&C server communication, the malware

sends the collected information and downloads other modules.

Unlike Stuxnet, which destroys systems, the malware mainly
collects the information below.
1) Computer names, Windows versions, and active process list
2) Directory list from the Program Files folder
3) Internet Explorer versions of the compromised PCs
4) Network and DNS information
5) Searches cookies that contain the specific strings (e.g.paypal,
mastercard, eurocard, visa, americanexpress, bankofbeirut, eblf,
blombank, byblosbank, citibank, fransabank, yahoo, creditlibanais,
amazon, facebook, gmail, hotmail, ebay, maktoob) and extracts

user passwords upon connection.

According to the analysis report, the Gauss malicious code might be
created to collect various information including banking information
from specific organizations like the Flame malicious code, rather

than stealing personal information or banking information.



V3 detects this malware in the following forms.
- Trojan/Win32.Mediyes
- JS/Gauss
- Win-Trojan/Gauss.1310208
- Win-Trojan/Gauss.270336
- Win-Trojan/Gauss. 194560
- Win-Trojan/Gauss. 172032
- Win-Trojan/Gauss.397312
- Win-Trojan/Gauss.430080

Repeated reports on YSZZ script codes

ASEC has introduced repeated reports on malicious script codes
named GongDa Pack, which is assumed to be created in China.

- July 30 - An increase of GongDa Pack script code reports

Apart from this GongDa Pack, various YSZZ script code versions
have been repeatedly distributed. This malicious code script
detected on July 3 is the same as the 0.3 version script, like other
YSZZ script malicious code variants found in the first half of the year

as shown in [Figure 1-39].

The YSZZ script malicious code found on August 3 was updated to

the 0.8 VIP version as shown in [Figure 1-40].

The latest YSZZ script malicious code found on August 11 was

updated to the 0.9 VIP version as shown in [Figure 1-41].

Both the Gongda Pack and YSZZ script malicious codes exploit the

vulnerabilities of general applications like Flash Player of Java to
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spread other online game hacking codes or remote controlling

backdoor malware.

Regularly installing updated security patches is important to fix the

vulnerabilities of frequently used applications.

V3 detects this malware in the following forms.
- HTML/Downloader
- JS/Downloader
- JS/Agent

<TrusGuard detects this in the following forms.>
- javascript_malicious_yszz(HTTP)

- javascript_malicious_yszz-2(HTTP)

Disttrack malware attacked Saudi Arabia Oil
company

On August 17, ASEC confirmed that Saudi Aramco, a Saudi Arabian
oil company, was attacked by special malware according to the
foreign media report, “Saudi Aramco says virus shuts down its

computer network”.

During the additional analysis, SEC found out that “The Shamoon

Attacks” (named by Symantec) was related to this security threat.

The malicious code related to the Shamoon security threat was
named Disttrack, and 3 different modules with special functions

were included.

Dropper - The main malware that creates malicious codes for
other functions

Wiper - The malware that actually destroys the Master Boot
Record (MBR)

Reporter - The malware that reports the status of compromised

systems to the attackers

The malware sends out its own copy to the neighboring systems
through shared management folders like ADMIN$, C$, D$ and ES.
It then overwrites the JPEG file in the compromised system with
arbitrary data to prevent normal operation, and destroys the MBR in

the compromised system to interrupt normal booting and usage.

It is unclear that the Disttrack malicious code specifically targeted
the oil company. Unlike general targeted attacks that steal internal

information, this malware only destroys systems.

V3 detects this Disttrack malware related to the Shamoon security

threat as below:

V3 detects this malware in the following forms.
- Win-Trojan/Disttrack.989184
- Win-Trojan/Disttrack.133120
- Win-Trojan/Disttrack.27280



- Win-Trojan/Disttrack.989184.B
- Win-Trojan/Disttrack.194048

- Win-Trojan/Disttrack.31632

- Win-Trojan/Disttrack.532992

- Win-Trojan/Disttrack.227840

- Win-Trojan/Disttrack.155136

Ministry of Finance Japan was attacked by
malicious codes

According to Japanese media reports released on July 21, 2012,
the systems of the Ministry of Finance Japan were compromised by

malicious codes in 2010 and 2011.

ASEC could obtain the malicious code by investigating the malicious
code intrusion and verifying additional information. The malware

was discovered around September 2011.

The malicious code runs itself to create the files below in the same
directory and insert its thread into the normal system processes of
explorer.exe.

- C::\[Malicious code execution path]\tabcteng.dll(114,688 bytes)

It then creates key values at the registry path below for automatic
execution at system booting.
- HKLM\SYSTEM\ControlSet001\Services\Netman\Parameters\
ServiceDU

“C:\[Malicious code execution path]\tabcteng.dll"

Internet Explorer, iexplorer.exe, in the compromised system is
executed to connect to the external system via HTTP, but the
connection failed at the time of our testing. The malware only plays a
backdoor role, and the created tabcteng.dll (114,688 bytes] file
performs the actual malicious activities.

- Keylogging snatches what the user types

- File creation and deletion

- Folder creation and deletion

- 0S information transmission

Based on these facts, it is considered that the malware is
created to collect various internal network information from the

compromised system.

V3 detects the malicious code related to the Ministry of Finance

Japan intrusion as below.

V3 detects this malware in the following forms.
- Dropper/Win32.Agent
- Trojan/Win32.Agent.

Reports on the bug of usp10.dLlL file creation
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malware

The bug was found in usp10.dll creation malware distributed via
compromised sites late at night on August 17. It is speculated that
this bug was accidentally included during development, and the

attacker fixed the bug and distributed it again.

This malware changes Windows system file (ws2help.dll) and
creates a usp10.dll file with a forged PE structure to cause system

corruption during booting.

The normal usp10.dll file is located in the Windows system folder
and some of application folders (e.g. MS Office). When infected, the
damaged usp10.dll files are copied to the system drive folders to load
them. It is executed upon the execution of the specific application at
the same path to cause system corruption. The applications can still

run normally.

The PE header of the created usp10.dll file contains redundant MZ
values as shown in [Figure 1-42] to cause system corruption upon

booting.

When infected, the malware downloads other malicious codes to send

system information such as MAC, OS information, and other data.



Since the created usp10.dll file is not a normal PE file, anti-virus
products cannot diagnose it. Manual file search and deletion are
required to remove this malware. However, due to hidden system
files and folders, it is not possible to search it by using the Windows

explorer.

In this case, issuing the attrib command can make hidden system files
and folders visible as shown in [Figure 1-45]. Now you can search and

delete the usp10.dlL file by file name and size.

V3 detects this malware in the following forms.
- Dropper/Win32.0nlineGameHack (2012.08.18.00)
- Win-Trojan/Onlinegamehack.80896.BE (2012.08.17.05)
- Trojan/Win32.0nlineGameHack (2012.08.18.00)
- Win-Trojan/Agent.24592.G (2012.08.22.00)

Malformed Hangul file contained scrapped news
contents

A malformed Hangul file (hwp) contained scrapped news contents,
published within a week from specific Korea media press or foreign

press, was reported recently.

The malware disguised as a media press report creates the following
file and registers it in the system registry to automatically execute
upon booting. This file works as a backdoor with various information
snatching functions including keylogging.

- C:\Documents and Settings\All Users\Application Data\SxS.DLL

This malware stores keylogging data in the file below so that the
attackers can collect the saved file at the desired time.

- C:\Documents and Settings\All Users\Application Data\SSK.LOG

It is interesting that the malware distributed on August 13 contained

news from August 9.

What malware producers want is to keep monitoring and obtaining
information from the compromised PCs. Both malicious codes run
other malicious codes by exploiting the software vulnerability. After
obtaining the information, the malware deletes the malformed

Hangul file and creates a normal Hangul file to trick the users.

The created files do not have common characteristics, use have the
same infection process. The normal Hangul files created to trick
users have the same file name, "AAAA”. There is a possibility that

the same tools might be used to produce malicious codes or the
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producer might be the same.

Recently, there have been many reports about malware exploiting
the vulnerability of Korean programs instead of world-wide known
programs like MS or Adobe software. Security companies cannot
easily detect local specific malicious codes targeting certain
countries or organizations. The main purpose of these malicious
codes is to steal personal information, so auto-updating or other

preventive measures are required to prevent any further damage.

V3 detects this malware in the following forms.
- Exploit/Hwp.AccessViolation-SEH
- Backdoor/Win32.Etso
- HWP/Agent
- Win-Trojan/Agent.210390

Additional malicious Hangul documents exploiting
Hangul program vulnerabilities

ASEC has continuously reported about the distribution of malicious

codes exploiting Hangul program vulnerabilities.

- June 15 - Distribute malicious codes exploiting Hangul zero-day
vulnerabilities

- June 26 - Distribute malicious codes exploiting known Hangul
vulnerabilities

- July 5 - Distribute malicious Hangul files that have been
repeatedly reported

- July 25 - Discover additional Hangul files exploiting Hangul

vulnerabilities

On August 13, 2012, additional HWP files exploiting known Hangul
vulnerabilities were discovered again. The vulnerable HWP file
structure is shown in [Figure 1-46], and this is not a new Zero-day

vulnerability.

This is a buffer overflow, caused when the periphery of the stack
in HncTextArt_hplg is left unchecked, and it is one of the Hangul
vulnerabilities that have been exploited since 2010. Hancom Inc. has

already released security patches to fix these vulnerabilities.



1. If the user opens this compromised HWP file on a vulnerable

system, then the scvhost.exe (296,448 bytes) file will be created in

the user account's temp folder.

- C:\Documents and Settings\[User account]\Local Settings\Temp\
SUCHOST.EXE

2. The created SUCHOST.EXE file also creates the SxS.DLL (296,448
bytes] file and inserts it as a thread into all the processes running in
the compromised system. The SS.LOG created at the same location
is a log file for storing keylogging data and the website connection
history from the compromised system.

- C:\Documents and Settings\All Users\Application Data\SxS.DLL

- C:\Documents and Settings\All Users\Application Data\SS.LOG

3. To automatically run the SxS.DLL file upon system rebooting, the

following registry key is created and registered as "Windows SxS

Services" in the system registry.

- HKLM\SYSTEM\ControlSet001\Services\SxS\Parameters\
ServiceDU

- "C:\Documents and Settings\All Users\Application Data\SxS.DLL"

4. After successful registry key creation, the SUCHOST.EXE file
initially created by the vulnerable HWP file will be deleted.

The normal svchost.exe file inserted by SxS.DLL file tries to connect
to a specific system in Hong Kong. It performs backdoor functions
like stealing the input that users type in from the compromised
system and monitoring website connections. The connection did not

work at the time of our analysis.

V3 detects the malware exploiting known HWP vulnerabilities as

shown below.

V3 detects this malware in the following forms.
- Exploit/Hwp.AccessViolation-SEH
- Backdoor/Win32.Etso

TrusWatcher detects this malware in the following form.

- Exploit/HWP.AccessViolation-SEH

ASD 2.0 MDP engine detects this malware in the following form.
- Dropper/MDP.Document(6)
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Malicious Code Issues

New Android malware disguised as London 2012
Olympics games

Recently, new malware disguised as a “London 2012 Olympics
game” message was reported. This malware was found in the

private market instead of the normal Russian Google market.

The purpose of this malware is to infect user systems, taking
advantage of the fact that users are likely to open spam mails with
topics related to London Olympics. When installed, the malware
sends smartphone information without users’ permission to
forward incoming SMS messages to the specific phone number as

shown in [Figure 1-47].

[Figure 1-47] Decompiled codes

[Figure 1-48] The number to forward SMS messages
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[Figure 1-49] below shows the created shortcut link (‘http://
m-[XXX].net’) on the desktop.

[Figure 1-49] The shortcut created by the malware

Clicking the shortcut link will download other malicious
applications. The application icon additionally installed is shown in
[Figure 1-50], and the process will be abruptly terminated without

any screens.

[Figure 1-50] Malicious Application properties

Android-based ZitMo malware variant that
distributes SMS

ASEC reported about the Android-based ZitMo (Zeus in the Mobile)
malicious code that steals banking information in June.
- June 2012 - Discover the Android malware known as a Zitmo

variant

On August 7, 2012, Kaspersky, a Russian network security
company, announced the discovery of a ZitMo Android malware
variant in its blog, “New ZitMo for Android and Blackberry”. ASEC

performed a detailed analysis with obtained malicious codes.

When the newly discovered Android-based ZitMo malicious code
variant is installed in an Android smartphone, it requires “SMS

(Short Message Service) sending/receiving privilege”.

Upon the success of the malicious application installation, a
“Zertifikat” icon is created as shown in [Figure 1-51]. The term

“Zertifikat” means “Certificate or credential” in German.



Executing the malicious application displays the message in
German as shown in [Figure 1-52], which means “Installation

succeeded. Activation code is 7725".

When the smartphone is rebooted, the ZitMo Android-based
malicious code hides its icon and forwards all incoming SMS
messages from the compromised smartphone to the specific

mobile phone number.

Considering its behaviors and methods, this malware takes
advantage of the fact that European banks generally send out user
authentication codes via SMS to verify internet banking users.
The incoming/outgoing authentication codes of the compromised

Android smartphone are forwarded to other mobile phones.

V3 Mobile detects this malware in the following forms.

- Android-Trojan/Zitmo.M
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Security Statistics

) ) 09 10 11 12 01 02 03 04 05 06 07 08
Microsoft Security Updates - August 2012 o

Microsoft issued a total of 9 security updates this month (5 critical
and 4 important). 8 security updates were related to code execution
vulnerability. It is recommended to install the latest security
updates because the MS12-060 (CVE-2012-1856) vulnerability was

already exploited for targeted attacks.

MS12-052 Internet Explorer Cumulative Security Update

MS12-053 Vulnerabilities in remote desktops could allow
remote code execution

MS12-054 Vulnerabilities in Windows networking components
could allow remote code execution

MS12-058 Vulnerabilities in Microsoft Exchange Server
WebReady document view could allow remote code execution

MS12-060 Vulnerabilities in Windows common controls allow
remote code execution

Important

MS12-055 Vulnerabilities in Windows Kernel Mode Driver allow
privilege elevation

MS12-056 Vulnerabilities in Jscript and VBScript Engine could
allow remote code execution

MS12-057 Vulnerabilities in Microsoft Office could allow remote
code execution

MS12-059 Vulnerabilities in Microsoft Visio could allow remote
code execution

[Table 2-1] MS Security Updates for August 2012 [Figure. 2-1] MS Security Updates
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Security Issues

Importance of security updates to prevent the
damage of third party vulnerability exploitation

The reported number of third party (e.g. Flash Player and Java)
vulnerability exploitation has been continuously increasing, and
Zero-day attacks have been frequently discovered. Adobe issued 4
security advisories and patches in August. There are many critical

vulnerability issues that require immediate security patch updates.
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2 Java-related security updates were issued. As the CVE-2012-
4681 vulnerability was exploited for Zero-day attacks, it is

recommended to update the latest security patch immediately.

Security .
I Details
This is the privilege escalation exploit in Oracle database
Oracle P i

- server vulnerability announced in the Black Hat USA
Security Alert

Third party vulnerabilities can attack systems regardless of

platform type, causing serious damage. It is recommended to

install the latest versions of software to prevent damage.

Security

2012 briefing. This vulnerability cannot allow remote

. Related Product and CVE Platform
Advisory
Reader and Acrobat
CVE-2012-1525, CVE-2012-2049, CVE-
2012-2050, CVE-2012-2051, CVE-2012-
4147, CVE-2012-4148, CVE-2012-4149,
APSB12-16 CVE-2012-4150, CVE-2012-4151, CVE- Windows,
(2012.08.14) | 2012-4152, CVE-2012-4153, CVE-2012- | Mac
4154, CVE-2012-4155, CVE-2012-4156,
CVE-2012-4157, CVE-2012-4158, CVE-
2012-4159, CVE-2012-4160, CVE-2012-
4161, CVE-2012-4162
Shockwave Player
APSB12-17 CVE-2012-2043, CVE-2012-2044, CVE- Windows,
(2012.08.14) 2012-2045, CVE-2012-2046, CVE-2012- Mac
2047
APSB12-18 Flash Player Windows,
(2012.08.14) CVE-2012-1535 Mac, Linux
Flash Player
APSB12-19 CVE-2012-4163, CVE-2012-4164, CVE- All
(2012.08.21) 2012-4165, CVE-2012-4166, CVE-2012- Platform
4167, CVE-2012-4168, CVE-2012-4171
APSB12—-20 Photoshop CS6 Windows,
(2012.08.30) | CVE-2012-4170, CVE-2012-0275 Mac

[Table 2-2] August 2012 Adobe Product Related Security Advisories

for CVE-2012-
3132

(August 10,
2012)

code execution without authentication. In other words,
an attack is impossible through the network without
user names and passwords. Remotely authorized users
obtain the SYS privilege by exploiting this vulnerability to
violate system integrity, availability, and confidentiality.

This is the vulnerability related to Java running in the
web browser, which does not affect Java applications
running independently on the desktop or servers. It is
also not related to the Oracle server-based software.
Oracle

Security Alert
for CVE-2012-

This vulnerability can attack remotely through the
network without authentication. To attack successfully,
the attackers need to make users to connect to the

4681 malicious webpage related to this vulnerability. When
[QA[]l;QZEJSt 30, the attack code is executed, the confidentiality, integrity,

and availability of the user system are violated.

In addition, this security advisory contains 6 security
patches related to JRE sub-component AWT (CVE-2012-
4681, CVE-2012-1682, CVE-2012-3136, CVE-2012-0547).

[Table 2-3] August 2012 Java-related Security Advisory

To verify Flash player versions, Windows 7 users go to Control Panel
— Programs and Features. The Flash player can also be updated to
the latest version by accessing the link below.

- " http://get.adobe.com/flashplayer/’

Since Chrome users can use embedded the Flash Player, the

detailed version information can be provided at “chrome://plugins”.

Java settings might be slightly different based on the browser type.
If you only want to check version information, then please visit the
following link.

- "http://www.java.com/en/download/installed.jsp”



The version can be easily updated by using the web browser.
Please click the following link to check for the updated version. The
update alert window pops up if your version needs to be updated.

- “http://www.java.com/en/download/help/java_update.xml’

The version of Java in the browser and on the system can be
different from each other. For example, if you use a 32-bit browser
in 64-bit Windows 7 System, then Java might be displayed
as inactive. To check the Java system version, please use the

command in [Figure 2-5].

As various malicious codes have been distributed via websites, users

should check and update the version for each browser and system.
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Document files embedded with malicious SWF by exploiting the
CVE-2012-1535 vulnerability have been distributed. This vulnerability
can be found in Windows Flash Player 11.3.300.280 or earlier.

According to the security advisory, this vulnerability has been already

exploited by other targeted attacks.

The CVE-2012-1535 vulnerability is the Flash Player font file
vulnerability, which is similar to the previous PDF font vulnerability.

This vulnerability can occur when the Flash Player contains font files.

At the end of August, there were a number of reports on malicious
script codes used by the widelyspread GongDa Pack web exploit
toolkit. This malicious script exploited a Java Zero-day vulnerability

with no security patch.

[Figure 2-8] below shows that gathered malicious scripts use the
i®Dadongj~ signature, the obfuscation method that GongDa Pack

usually adopts.



The obfuscated script can be decoded as shown in [Figure 2-9], and
Flash_update.exe malicious code can be distributed by exploiting a
Java vulnerability. It is already known that GongDa Pack exploits the
current vulnerability, but this was the first time that the Zero-day

vulnerability was exploited.

The vulnerable jar file structure is shown in [Figure 2-10], which
uses the variable name “Gond~" that is commonly used by the

GongDa Pack.

Vulnerable com.sun.beans.finder.MethodFinder and com.sun.
beans.finder.ClassFinder classes can be used in JDK 7 or later. This

vulnerability can be exploited as shown below.

1. When the Statement object is created, System.setSecurityManager

(null) factor calls the function.

2. Customized AccessControlContext with full-rights is created. Two
bugs could exist here. First, the sun.awt.SunToolkit class that is only
available to applets is referred. Second, it calls the getField public
static function from sun.awt.SunToolkit as a trusted direct caller to

bypass security authentication.

3. Statement.acc private field is referred with the getField function,

and the defined AccessControlContext value is set.

4. Lastly, executing the Statement makes the Security Manager
inactive, which gives AccessControlContext full-rights to bypass all

security authentication.

The class with bugs can function in all platforms. It is very likely that

this malware can be frequently exploited for future security threats.
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The issue was raised that a vulnerability in Windows common
controls could allow remote code execution. When users visit
compromised websites in which malicious contents are inserted
by exploiting this vulnerability, malicious code can be executed.
There have been reports that this vulnerability has been used for

targeted attacks.
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Web Security Statistics

Website Security Summary

Reported malicious codes

This month, SiteGuard (AhnLab’s web browser security service) 7'940

blocked 6,998 websites that distributed malicious codes. 328 types

of malicious code, 170 domains with malicious code, and 795 URLs

with malicious code were found. The overall numbers decreased

slightly from the previous month. — 1 1 90/
' - 0o

Reported types of Domains with URLs with Graph

malicious code malicious code malicious code

398 211 831 398

328 170

795 AL

[Table 3-1] Website Security Report on August 2012

Monthly Change in the

Number of Reported 15,000
.. 9,850
Malicious Code Types ¥ 22.6% 7940
g Vi 6,998
6,998 malicious URLs were 10,000 <+ $11.9%
-1,910 :
blocked in July 2012, a 12% + 942
decrease from the 7,940 blocked 5,000
in the previous month.
0
6 7 8

[Figure 3-1] Monthly Change in Blocked Malicious URLs
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Monthly Change in
Domains with Malicious 900 409 398
— ¥ 13.2% $2.7% 328

+ -1 + . ¥ 17.6%
328 malicious code types were
reported in August 2012, a 18%  95g
fall from the 398 reported in the
previous month.

0
6 7 8

[Figure 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in
Domains with Malicious
Code

170 domains were found with
malicious codes in August 2012,
a 19% decrease from the 211

found in the previous month.

400
241
300 ¥23.0%
+
200
100
0
[

21 170
30 v ¥ 19.4%
+ =41
7 8

[Figure 3-3] Monthly Change in Domains with Malicious Code

Monthly Change in
Domains with Malicious
Code

795 URLs were found with
malicious codes in August 2012, a

4% decrease from the 831 found

in the previous month.

795

831
1,000 ZZZW o $4.3%
+ +39 + _36
500
0
6 7 8

[Figure 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types Type Reports Percentage
of Malicious Code TROJAN 3,562 50.9 %
Trojans were the top distributed A s a9 5
- , DROPPER 618 8.8 %
type of malicious code with 3,562 DOWNLOADER 340 4.9%
(50.9%) cases reported, followed Win32/VIRUT 107 1.5%
by adware with 1,085 (15.5%) APPCARE 58 0.8%
. rted SPYWARE 19 0.3 %
ses reported.
: JOKE 14 0.2%
ETC 1,195 17.1 %
TOTAL 6,998 100.0 %
[Table 3-2] Top Distributed Types of Malicious Code
5,000
TROJAN
3,562
2,500
ETC
119 ADwARE
1,085 DROPPER
618
DOWNLOADER
340 Win32/VIRUT
107 APPCARE
58 S:YWARE JOKE
14
0
[Figure 3-5] Top Distributed Types of Malicious Code
Top 10 Distributed Ranking avw Malicious Code Reports Percentage
Malicious Codes
1 - Trojan/Win32.Agent 1,320 37.7%
Among the Top 10 malicious
o ) ) 2 NEW Adware/Win32.Bundlelnstaller 398 1.6%
codes distributed, Trojan/Win32.
Agent was the most distributed 3 A7 Dropper/Win32.Mudrop 275 7.8%
malicious code with 1,320 cases 4 Al Downloader/Win32.Korad 251 7.2%
reported. 3 new malicious 5 A3 ALS/Qfas 249 71 %
codes including Adware/Win32.
6 NEW Trojan/Win32.PbBot 228 6.5 %
Bundlelnstaller emerged in the
. . 0
Top 10 list this month. 7 vi Trojan/Win32.HDC 222 6.3 %
8 vi ALS/Bursted 200 5.7 %
9 NEW Adware/Win32.Softonic 198 5.6 %
10 v Win-Adware/Shortcut.INBEE.sungindang.505856 164 4.7 %
TOTAL 3,505 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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August 2012 Malicious Code Intrusion: Website

[Figure 3-6] 2012 Monthly Malicious Code Intrusion: Website

[Figure 3-6] above shows the monthly malicious code intrusions of
websites. The number of intrusions increased slightly, compared

to the previous month.

Top 10 malicious codes distributed via websites

[Table 3-4] above shows the Top 10 distributed malicious codes.
Trojan/Win32.Rootkit (Rootkit) is the most distributed malicious
code, which was distributed to 28 Korean sites including media

press companies and blogs.

Ranking Threat URL
1 Trojan/Win32.Rootkit 27
2 Win-Trojan/Malpacked3.Gen 24
8 Win-Trojan/Malpacked3.Gen 22
4 Win-Trojan/Malpacked3.Gen 20
5 Dropper/Onlinegamehack.184832 19
6 Win-Trojan/Malpacked3.Gen 19
7 Win-Trojan/Malpacked3.Gen 19
8 Win-Trojan/Malpacked3.Gen 19
9 Win-Trojan/Onlinegamehack135.Gen 19
10 Win-Trojan/Malpacked3.Gen 19

[Table 3-4] Top 10 malicious codes distributed via websites

As shown in [Table 3-4], there are many threats named Win-Trojan/
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Malpacked3.Gen. ASEC detects this malware in this form since
the common packer features for executable files compression are

reflected in the engine.

Emerging malware that exploits Java Zero-day
vulnerability

Some malicious codes distributed through compromised sites
since August 24 have used the Java Zero-day CVE-2012-4681

vulnerability.

[Figure 3-7] Malicious Java codes exploiting the Java CVE-2012-4681

vulnerability

It is recommended that users should update with the latest

security patch to fix this vulnerability.
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