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1 NEW Mov/Cve-2011-2140 1,651,649 27.1%

2 ▲1 Trojan/Win32.Gen 509,527 8.4%

3 �2 Trojan/Win32.adh 449,944 7.4%

4 ▲16 ASD.PREVENTION 365,613 6.0 

5 ▲1 Trojan/Win32.bho 355,377 5.8 

6 �1 Textimage/Autorun 341,125 5.6 

7 ▲2 JS/Agent 340,611 5.6%

8 — Adware/Win32.korad 288,587 4.7%

9 �5 Malware/Win32.generic 263,765 4.3%

10 NEW Trojan/Win32.sasfis 220,051 3.6%

11 NEW Spyware/Win32.keylogger 193,888 3.2%

12 NEW Malware/Win32.suspicious 160,370 2.6%

13 NEW Adware/Win32.winagir 157,828 2.6%

14 �3 Als/Bursted 138,792 2.3%

15 NEW JS/Exploit 135,294 2.2%

16 �14 Mov/Cve-2012-0754 120,058 2.0%

17 �10 Trojan/Win32.agent 109,168 1.9%

18 �6 Downloader/Win32.agent 108,127 1.8%

19 �4 Trojan/Win32.genome 91,743 1.5%

20 NEW RIPPER 87,147 1.4%

6,088,664 100.0%

[Table 1-1] Top 20 Malicious Code Reports

[Fig. 1-1] Monthly Malicious Code Reports
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01.	Malicious Code Trend
a.	Malicious Code Statistics

1. SECURITY TRENDS- MAY 2012

Top 20 Malicious Code Reports
Statistics collected by the ASEC show that 12,589,409 malicious codes were reported in May 2012. 

This is an increase of 1,180,047 from the 11,409,362 reported in the previous month. The most 

frequently reported malicious code was Mov/Cve-2011-2140, followed by Trojan/Win32.Gen and 

Trojan/Win32.adh, respectively. 7 new malicious codes were reported this month.

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage
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1 — Trojan/Win32 2,252,906 25.2%

2 NEW Mov/Cve-2011-2140 1,651,649 18.5%

3 �1 Adware/Win32 765,660 8.6%

4 �1 Malware/Win32 458,425 5.1%

5 �1 Win-Trojan/Agent 380,512 4.3%

6 �1 Downloader/Win32 370,945 4.2%

7 NEW ASD 365,613 4.1%

8 ▲7 JS/Agent 343,434 3.8%

9 — Textimage/Autorun 341,191 3.8%

10 ▲1 Win-Adware/Korad 263,556 3.0%

11 �4 Win-Trojan/Downloader 258,062 2.9%

12 �4 Win-Trojan/Onlinegamehack 233,060 2.6%

13 NEW Spyware/Win32 218,524 2.4%

14 �1 Win32/Conficker 165,496 1.9%

15 NEW Dropper/Win32 159,248 1.8%

16 ▲1 Win-Trojan/Korad 152,612 1.7%

17 �3 Win32/Virut 149,947 1.7%

18 ▲1 Als/Bursted 138,792 1.6%

19 NEW JS/Exploit 135,294 1.5%

20 �2 Win32/Kido 128,545 1.3%

8,933,471 100.0%

[Table 1-2] Top 20 Distributed Malicious Codes

1 Win-Trojan/Korad.311296 54,464 18.8%

2 Win-Trojan/Downloader.303104.W 19,554 6.7%

3 Win-Trojan/Downloader.307200.V 18,860 6.5%

4 Win-Adware/KorAd.405504 18,727 6.5%

5 Win-Trojan/Korad.309760 18,534 6.4%

6 Win-Trojan/Agent.274432.NE 17,259 5.9%

7 Win-Adware/KorAd.307200.D 14,574 5.0%

8 Win-Trojan/Korad.2120416 14,202 4.9%

9 Win-Trojan/Killav.35456 13,593 4.7%

10 Win-Adware/KorAd.303104.D 12,781 4.4%

11 Win-Adware/KorAd.307200.B 11,049 3.8%

12 Win-Trojan/Zegost.52736 10,478 3.6%

13 Win-Adware/KorAd.311296.D 9,441 3.3%

14 Win-Adware/KorAd.138208 8,741 3.0%

15 Win-Trojan/Dload.229376 8,336 2.9%

16 Win-Adware/KorAd.303104.C 8,267 2.8%

17 JS/Obfus 8,249 2.8%

18 Win-Trojan/Downloader.297056 8,010 2.8%

19 Win-Adware/KorAd.303104.B 7,614 2.6%

20 Win-Adware/BHO.KorAd.622592 7,445 2.6%

290,178 100.0%

[Table 1-3] Top 20 New Malicious Code Reports

Top 20 Distributed Malicious Codes
The table below shows the percentage breakdown of the top 20 malicious code variants reported 

this month. For May 2012, Trojan/Win32 was the most reported malicious code, representing 25.2% 

(2,252,906 reports) of the top 20 malicious code variants, followed by Mov/Cve-2011-2140 (1,651,649 

reports) and Adware/Win32 (765,660 reports).

Top 20 New Malicious Code Reports
The table below shows the percentage breakdown of the top 20 new malicious codes reported 

this month. Win-Trojan/Korad.311296 was the most frequently reported new malicious code, 

representing 18.8% (54,464 reports) of the top 20 new malicious codes, followed by Win-Trojan/

Downloader.303104.W (19,554 reports).

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage
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[Fig. 1-3] Monthly Breakdown of Primary Malicious Code Types

[Fig. 1-2] Breakdown of Primary Malicious Code Types

[Fig. 1-4] New Malicious Code Type Breakdown

Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of May 2012, Trojan is 

the most reported malicious code, representing 36.6% of the top reported malicious codes, followed 

by script (7.8%) and worm (6.5%).

Monthly Breakdown of Primary Malicious Code Types
Compared to the previous month, the number of script increased, whereas, the number of Trojan 

horse, worm, adware, virus, downloader, spyware and appcare decreased. The number of dropper 

was similar to the previous month.

Breakdown of New Malicious Code Types
For May 2012, Trojan was the most reported new malicious code, representing 56% of the top 

reported new malicious codes, followed by adware (32%) and script (2%).
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Malware disguised as a resume

A malware disguised as a resume has been reported. It looks 

like a document file, but it is actually an executable file. When you 

open the file, a document file (555.doc) will load while a malware 

gets installed on your system. 

MTKti.exe gets created on the background when 555.doc file 

loads. To look like a legitimate file, the file properties of MTKti.exe 

look normal. It is registered in the Registry to run automatically 

when Windows start. 

When the malicious file gets executed, it attempts to connect to 

the 'hh.toXX33.com (1.XXX.XX.212)' server. 

 

 

[Fig. 1-5] Malware disguised as a document file

[Fig. 1-6] 555.doc created

[Fig. 1-7] 555.doc file loaded

[Fig. 1-8] MTKti.exe created

[Fig. 1-9] MTKti.exe properties

[Fig. 1-10] MTKti.exe added to registry

The 271 byte packet sent to the C&C server contains the 'Gh0st' 

string. Ghost Rat (or Gh0st RAT) is a Trojan horse that allows 

backdoor access into infected machines. It is fitted with remote 

desktop, webcam and microphone monitoring, and keylogging 

capabilities. 

V3 detects this malware as:

- Win-Trojan/Agent.1462272.R(2011.12.03.00)

- Win-Trojan/Agent.641536.F(2011.12.03.00)

Online game hacking malware variant 
that patches ws2help.dll file

A new online game hacking malware variant that patches the 

ws2help.ddl file, not the imm32.dll, was discovered this month. 

The address code of the patched ws2help.dll file changed as below: 

The following codes were inserted, including a specific module (dll).

The EfdsWCtrlEx.dll file found in the codes is an online game 

hacking malware that looks legitimate as the file properties 

look normal. 

V3 detects this malware as:

- Win-Trojan/Patcher.107008(2012.05.06.00)

- Win-Trojan/Onlinegamehack.3146107(2012.05.06.00)

- Win-Trojan/Patched.19968.S(2012.05.06.00)

- Trojan/Win32.OnlineGameHack

Another online game hacking malware 
that have AV kill functions

Another online game hacking malware was reported this month. 

This dropper creates multiple files to kill AV solutions. 

The dropper created the following files:

- C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\A1.zip (ws2help.dll 	

	 backup file)

- C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\B1.zip (wshtcpip.	

	 dll backup file)

[Fig. 1-11] Network connection information

[Fig. 1-12] Packet information

[Fig. 1-13] Keylogs saved to file

01.	Malicious Code Trend
b.	Malicious Code Issues

[Fig. 1-14] ws2help.dl file

[Fig. 1-15] Patched ws2help.dl file

[Fig. 1-16] Codes inserted

[Fig. 1-17] EfdsWCtrlEx.dll properties

[Fig. 1-18] AV process list in the dll file
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Most malware targeting Mac computers exploit Java 

vulnerabilities. Therefore, you are advised to keep your Java 

updated at all times.

Malware authors work on holidays

Most of the malware reported in Korea are distributed 

via hacked websites over the weekend. So, weekends 

are a nightmare for IT security companies and website 

administrators. Cyber criminals remained active on Children's 

Day this year. Malware that launch DDoS attack was also 

reported, but luckily it didn't cause much damage. 

(1) DDoS attack timed for the weekend

The timestamp to commit the DDoS attack was recent. This 

means the attacker timed the attack for the Children‟s Day 

weekend because fewer experts are at work during this time 

(which in turn results in slower responses).

(2) How does the malware work?

Like other malware that launch DDoS attacks, the malware 

we discovered this month also connects to a C&C server to 

send information on the infected system and get the list of 

targets to attack. 

The C&C server address and information on the infected 

system are encrypted as below: 

- C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\Ceenieiyw.dll

- C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\XHtd.dll

- C:\WINDOWS\system32\wshtcpDQ.dll (wshtcpip.dll normal file)

- C:\WINDOWS\system32\wshtcpip.dll (malicious file)

It created multiple files in the %temp% folder. 

The dll file kills any running AV features to steal online game 

account information. This Trojan can be detected and removed 

using 'v3_gamehackkill' that has been updated on May 21.

V3 detects this malware as:

- Trojan/Win32.Magania(2012.05.21.00)

- Trojan/Win32.OnlineGameHack(2012.05.21.00)

Malware that exploits zero-day vulnerability 
(CVE-2012-0779) in Flash Playere

A malware that exploits a zero-day vulnerability (CVE-2012-

0779) in Adobe Flash Player was distributed this month, to 

which Adobe released security updates for Adobe Flash Player 

11.2.202.235. 

The DOC file connects to a URL to access the .SWF file that 

exploit this Flash Player vulnerability and drops a backdoor 

unto the system. This type of attack is common, and usually 

distributed via email with messages that lure victims into 

downloading the file attachment.

To trick the victim, it will load a legitimate looking document.

The file contains URL information where malware will get 

downloaded from. 

The malware registers itself to run automatically when Windows 

start, and sends the infection information to the C&C server and 

waits for commands from the attacker.

Rather than directly attacking the OS, cyber criminals nowadays 

seem to exploit third-party application vulnerabilities more, and 

use Adobe Flash Player to spread malware. To prevent this type 

of attack, you should use the Automatic Update option. 

Download the latest Adobe Flash Player updates from:

- http://get.adobe.com/kr/flashplayer/

Python-based malware attack targets Mac

A new malware attack is targeting Mac computers with a Python-

based backdoor Trojan. The CVE-2012-0507 Java vulnerability is 

used to download this malware. 

It creates 'com.apple.adobe.update.Agent.plist' in [user]/Library/

LaunchAgents/ to run automatically when the system starts. 

This plist file executes the update.sh file. 

The update.sh and update.py files get created in ///, and update.

sh is used to execute update.py. These files act as a backdoor to 

execute commands from the attacker. 

[Fig. 1-19] Legitimate looking document loaded to trick victims

[Fig. 1-20] URL to download malware

[Fig. 1-22] Python-based dropper

[Fig. 1-23] plist created

[Fig. 1-24] com.apple.adobe.update.Agent.plist

[Fig. 1-25] Files created in /Users/Shared

[Fig. 1-26] update.py codes

Thread C&C Function

Thread 1 XXXgame.5166.info:8080 Sends information on infected 
system (CPU, memory, OS 
version and system language)Thread 2 XXXXmax6.XXgo.net:8108

Thread 3 img.XXX7888.com:7066
Downloads list of targets to 
attack and launches DDoS 
attack

[Table 1-4] Malware targeting Mac

[Fig. 1-27] Routine that encrypts information of infected system

[Fig. 1-21] Adobe Flash Player automatic update
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If the downloaded Update.apk gets installed on your device, it 

will attempt to connect to a C&C server. 

The C&C server information is encrypted and saved to the data 

file in the APK file. 

The infected device acts as a proxy and gets commands to 

execute from the C&C server. 

[Fig. 1-33] Data file inside the APK file

Thread 3 downloads the list of targets to attack from the C&C 

server and creates multiple sub-threads to launch various 

DDoS attacks as below: 

When we analyzed this threat, the infected system did not 

connect to the C&C server, so we could not get any data, but 

we assume Game2Flood of Thread 12 is launched. 

V3 detects this malware as:

- Win32/Ircbot.worm.52736(V3, 2012.05.07.00)

[Table 1-5] Sub-threads and DDoS attack types

Thread Attack Type
Thread 1 ~ 3 SynF Flood

Thread 4 ~ 5 ICMP Flood

Thread 6 UDP Flood

Thread 7 UDP Small Flood

Thread 8 TCP Flood

Thread 9 ~ 10 Multi TCP Flood

Thread 11 DNS Flood

Thread 12 Game2Flood

Thread 13 ~ 15 HttpGetFlood

Thread 16 CC Attack

NotCompatible Android malware spreads via 
hacked websites

NotCompatible Android malware that spreads via hacked 

websites was reported this month. If you use a PC to access 

the hacked websites, a “not found” error will be displayed, but 

the malware (Update.apk) will start downloading if the hacked 

website detects that the user is using an Android device. 

Below is one of the hacked websites that spread the 

Notcompatible malware: 

If you access the web page using an Android OS powered 

mobile device, you will be redirected to hxxp://xxxroidonlinefix.

info/fix1.php, where the malware will get automatically 

downloaded. This malware can only infect people who have 

enabled sideloading for their device. Sideloading is enabled on 

your phone by going to Settings>Applications and then tapping 

the “Unknown Sources” checkbox. 

[Fig. 1-29] Hacked website that spreads Android malware

[Fig. 1-31] Web page redirection and automatic download

[Fig. 1-32] Attempt to connect to C&C server

01.	Malicious Code Trend
c.	Mobile Malicious Code Issues

[Fig. 1-30] Malicious scripts inserted into web page

[Fig. 1-28] Game2Flood attack



1817Malicious Code Trend
Security Trend
Web Security Trend	

ASEC REPORT
Vol.29

1817Malicious Code Trend
Security Trend
Web Security Trend	

ASEC REPORT
Vol.29

This malware was also found on a Korean website. This type 

of attack is expected to continue, so you must exercise caution 

when visiting web sites.

V3 detects this malware as:

- Android-Trojan/Notcompatible

Android malware poses as Adobe Flash Player

A new form of Android malware diguised as Adobe Flash Player 

for Android was uncovered recently. The fake app is being hosted 

on a malicious site in Russia. 

If you click the download link on the compromised website, the 

Install app will be installed as below: 

Fake Android security application

Cybercriminals are distributing a malware as an Android security 

application. The website is designed to look legitimate to trick 

victims into downloading this fake security application. 

The Russian website pretends to scan your SIM card, external 

storage and system files. After completing the fake scan, it 

claims to have detected a malware to lure you into installing the 

VirusScanner.apk file. 

VirusScanner.apk uses a fake Kaspersky logo to deceive its victims.

This malware permissions include 'Your messages' and 'Services 

that costs you money'. 

The fake app is a premium service abuser that sends messages 

to premium numbers without your permission, thus leading to 

unwanted charges.

The malware contains premium rate numbers for different 

countries. 

V3 detects this malware as:

- Android-Trojan/Boxer

You need to pay a fee to use the fake security app. This malware is 

being distributed for financial gains. This type of attack is expected 

to increase and and new threats will keep on appearing.

V3 detects this malware as:

- Android-Trojan/FakeAV

- Android-Trojan/FakeAV.B

Android malware found in fake ‘Cut the Rope’ 
game

Malicious applications disguised as popular games like Angry 

Birds and Cut the Rope have been used to steal money. 

This Russian website lures victims into downloading the fake 

game app.

Google Play is scanning apps to prevent malware entering its 

official market, and ratings and reviews are available on third-

party app stores. To avoid getting detected, attackers are creating 

fake markets.

A fake Android market was found in March this year. You must 

always download apps from a trusted app store only.

V3 detects this malware as:

- Android-Trojan/Boxer.KX

Fake Talking Tom Cat app

A Russian website was found to distribute a fake 'Talking Tom 

Cat' app that sends paid SMS without your consent. 

[Fig. 1-34] Decompiled codes

[Fig. 1-38] Premium rate numbers by country
[Fig. 1-35] Malicious website hosting the fake app

[Fig. 1-39] Fake Android security application website

[Fig. 1-36] Fake app installation screen

[Fig. 1-37] Malicious app permissions

[Fig. 1-40] False result and fake alert

[Fig. 1-41] Fake Kaspersky icon

[Fig. 1-42] Website distributing fake game app



2019Malicious Code Trend
Security Trend
Web Security Trend	

ASEC REPORT
Vol.29

2019Malicious Code Trend
Security Trend
Web Security Trend	

ASEC REPORT
Vol.29

If you click the download link on the web page, talking_tom_cat_

android.apk will get downloaded on your device. 

The fake app requests permissions to send/receive SMS 

messages. If you install the fake app, it will send messages to 

premium numbers without your consent. 

[Fig. 1-44] Fake Talking Tom Cat app download

The number of malware distributed via fake app markets is 

increasing. You must always download apps from a trusted app 

store only, and check the permissions requested by the app.

V3 detects this malware as:

- Android-Trojan/ DJY(2012.05.23)

If you click on the button that appears when the installation is 

completed, you will be directed to a page with a link to Google Play.

If you click the link, the original Talking Tom Cat website will open. 

As you can see from the page, you can get the app for free. 

[Fig. 1-43] Malware distributing website [Fig. 1-45] App execution screen

[Fig. 1-46] Link to Google Play after installation

[Fig. 1-47] Google Play link page
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[Fig. 2-1] MS Security Updates
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Adobe Flash Player vulnerability 
(CVE-2012-0779)

In the beginning of May, Adobe released a patch for the CVE-

2012-0779 vulnerability found in Adobe Flash Player. The 

vulnerability is most likely due to the handling of AMF (Action 

Message Format) messages with RTMP (Real Time Messaging 

Protocol). RTMP is the protocol used by Adobe Flash for live 

audio and video streaming and real-time communication. 

The attack included a Word document with a Flash (SWF) object.

With the development of malicious flash file detection 

technologies, the method useds by attackers to bypass detection 

are also getting diverse. The following bypassing methods were 

used in this attack:

- File encryption using doSWF tool

- Class/Variable/Function name obfuscation using Chinese 	

	 characters

- Information sent via external parameter (info=, infosize=) 

Various vulnerabilities are being found in Adobe Flash Player, 

including the CVE-2012-0754 MP4 file vulnerability. You must not 

only keep your MS products up-to-date, but also your third-party 

products.

DDoS attacks using LOIC tool

A new group of hacktivists, known as TheWikiBoat, is on the 

rise with a planned DDoS attack on some of the world's largest 

organizations, including Apple, Bank of America, British Telecom 

and Bank of China on May 25. The group is planning to use the 

LOIC attack tool for a DDoS with expected thousands of attackers 

downloading the attack tool and joining the attack.

Low Orbit Ion Cannon (LOIC) is an open source network stress 

02.	Security Trend
a.	Security Statistics

Microsoft Security Updates- May 2012
Microsoft issued 7 security updates this month (3 critical and 4 important).

Critical MS12-029: Vulnerability in Microsoft Word Could Allow Remote Code Execution

Critical MS12-030: Vulnerabilities in Microsoft Excel Could Allow Remote Code Execution

Critical MS12-031: Vulnerabilities in Microsoft Visio Viewer Could Allow Remote Code Execution

Important MS12-032: Vulnerability in TCP/IP Could Allow Elevation of Privilege

Important MS12-033: Vulnerability in Windows Partition Manager Could Allow Elevation of Privilege

Important MS12-034: Combined Security Update for Microsoft Office, Windows, .NET Framework, and Silverlight

Important MS12-035: Vulnerabilities in .NET Framework Could Allow Remote Code Execution

Severity Vulnerability

[Table 2-1] MS Security Updates for May 2012

02.	Security Trend
b.	Security Issues

[Fig. 2-2] Vulnerable code

[Fig. 2-3] Word file

[Fig. 2-4] Obfuscated functions
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testing and DoS attack application developed by Praetox 

Technologies. 

LOIC performs a DoS attack (or when used by multiple 

individuals, a DDoS attack) on a target site by flooding the server 

with TCP packets or UDP packets with the intention of disrupting 

the service of a particular host.

TCP/UDP flooding uses TCP/UDP message as the payload data 

to send large number of packets. HTTP flooding sends HTT Get 

packets with 3 consecutive newline characters as below: 

The Internet Relay Chat (IRC) mode enables the LOIC tool to 

connect to an IRC channel and receive target and settings via the 

IRC topic message. 

Traffic from the LOIC tool can be blocked with a threshold-

based or contents-based DDoS protection device. However, as 

the attack is launched by multiple individuals, it is important to 

monitor a DDoS attack.

[Fig. 2-5] LOIC user interface

[Fig. 1-27] IRC mode function
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[Fig. 3-1] ] Monthly Change in Blocked Malicious URLs

Malicious Code Trend
Security Trend
Web Security Trend	

[Fig. 2-6] HTTP flooding packet

03.	Web Security Trend
a.	Web Security Statistics

Website Security Summary
This month, SiteGuard (AhnLab's web browser security service) blocked 12,727 websites that 

distributed malicious codes. 471 types of malicious code, 313 domains with malicious code and 

1,430 URLs with malicious code were found. The overall numbers are slightly decreased from the 

last month's.

Monthly Change in Blocked Malicious URLs
12,727 malicious URLs were blocked in May 2012, a 36% fall from the 19,925 blocked in the previous 

month.

[Table 3-1] May 2012: Website Security Summary
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471
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12,727
366

313
1,967

1,430

-36.1%

2012.04
2012.05

Reported malicious codes

Reported types of 
malicious code

Domains with 
malicious code

URLs with 
malicious code
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1 ▲4 Trojan/Win32.HDC 996 18.7%

2 — Downloader/Win32.Korad 755 14.2%

3 ▲4 ALS/Bursted 630 11.8%

4 NEW ALS/Qfas 458 8.6%

5 �1 Downloader/Win32.Totoran 454 8.5%

6 NEW Trojan/Win32.SendMail 449 8.4%

7 ▲1 Unwanted/Win32.WinKeyfinder 434 8.2%

8 �2 Trojan/Win32.ADH 430 8.1%

9 ▲1 Unwanted/Win32.WinKeygen 400 7.5%

10 �7 Dropper/Small.Gen 319 6.0%

5,325 100.0%

[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types

[Fig. 3-3] Monthly Change in Domains with Malicious Code

[Fig. 3-4] Monthly Change in URLs with Malicious Code
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[Table 3-3] Top 10 Distributed Malicious Codes

[Table 3-2] Top Distributed Types of Malicious Code

TROJAN 5,461 42.9%
DOWNLOADER 1,377 10.8%
ADWARE 917 7.2%
DROPPER 816 6.4%
Win32/VIRUT 235 1.8%
SPYWARE 169 1.3%
JOKE 46 0.4%
APPCARE 34 0.3%
ETC 3,672 28.9%

12,727 100.0%

[Fig. 3-5] Top Distributed Types of Malicious Code
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Monthly Change in the Number of Reported Malicious Code Types
471 malicious code types were reported in May 2012, a 15% fall from the 556 reported in the 

previous month.

Monthly Change in Domains with Malicious Code
313 domains were found with malicious codes in May 2012, a 8% fall from the 366 found in 

theprevious month.

Monthly Change in URLs with Malicious Code
1,430 URLs were found with malicious codes in May 2012, a 27% fall from the 1,967 found in the

previous month.

Top Distributed Types of Malicious Code
For April 2012, Trojan was the top distributed type of malicious code with 6,388 (32.1%) cases 

reported, followed by adware with 3,599 (18.1%) cases reported.

TYPE Reports Percentage

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

Top 10 Distributed Malicious Codes
For May 2012, Trojan/Win32.HDC was the top distributed malicious code with 996 cases reported, 

followed by Downloader/Win32.Korad with 755 cases reported.
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One of the media websites had several subdomains according 

to service, and the address to download the malware from was 

inserted in every subdomain page. The malicious script codes 

inserted into each subdomain page were obfuscated as below: 

The address to download the malware from was the same in all 

pages. The downloaded file is distributed as an non-executable 

file to avoid detection. It is then decrypted by the shellcode to 

execute an online game hacking malware.

May 2012 Malicious Code Intrusion: Website

The chart above shows the number of websites intruded to 

distribute malicious codes. The number keeps on decreasing 

since March. It is because the number of malicious codes 

distributed via P2P sites decreased.

Top 10 malicious codes distributed via websites

The table above shows the top 10 malicious codes distributed 

via websites this month. Win-Trojan/Onlinegamehack.45568.AB 

(hereafter Onlinegamehack.54784.BC) was the most frequently

distributed malicious code, and the identified distribution 

channels were 25 domestic websites (21 media websites, 2 job 

search sites, 1 religious site and 1 'other' site).

[Fig. 3-6] Monthly malicious code intrusion: website

 

[Fig. 3-7] Codes obfuscated using space and tab characters

[File 3-9] Malware before/decryption

03.	Web Security Trend
b.	Web Security Issues

[Table 3-4] Top 10 malicious codes distributed via websites

1 Win-Trojan/Onlinegamehack.45568.AB 25

2 Dropper/Onlinegamehack.128845 21

3 Win-Trojan/Onlinegamehack.102912.AY 19

4 Dropper/Onlinegamehack.36965 19

5 Win-Trojan/Patched.102912 18

6 Dropper/Win32.OnlineGameHack 18

7 Win-Trojan/Patched.102912 18

8 Win-Trojan/Onlinegamehack.102912.AY 18

9 Win-Trojan/Onlinegamehack.101888.AY 18

10 Win-Trojan/Onlinegamehack.92672.DK 17

Ranking Threat Name URL

[Fig. 3-8] Intruded website structure and address inserted to 	
	 download malware
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