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1. SECURITY TRENDS- MAY 2012

01. Malicious Code Trend
a. Malicious Code Statistics

Top 20 Malicious Code Reports

Statistics collected by the ASEC show that 12,589,409 malicious codes were reported in May 2012. Ranking M/ Malicious Code Reports  Percentage
This is an increase of 1,180,047 from the 11,409,362 reported in the previous month. The most 1 NEW Mov/Cve-2011-2140 1,651,649 27.1%
frequently reported malicious code was Mov/Cve-2011-2140, followed by Trojan/Win32.Gen and 2 A1l Trojan/Win32.Gen 509,527 8.4%
Trojan/Win32.adh, respectively. 7 new malicious codes were reported this month. 3 v2 Trojan/Win32.adh 449,944 7.6%
4 A16 ASD.PREVENTION 365,613 6.0
5 A1l Trojan/Win32.bho 355,377 5.8
6 v1 Textimage/Autorun 341,125 5.6
20,000,000 7 a2 Js/Agent 340,611 5.6%
8 — Adware/Win32.korad 288,587 4.7%
18,000,000 9 v5 Malware/Win32.generic 263,765 4.3%
10 NEW Trojan/Win32.sasfis 220,051 3.6%
16,000,000
13,820,206 11 NEW Spyware/Win32.keylogger 193,888 3.2%
14,000,000 1 Z'E%Z:yfoq 12 NEW Malware/Win32.suspicious 160,370 2.6%
11,409,362 13 NEW Adware/Win32.winagir 157,828 2.6%
12,000,000 14 v3 Als/Bursted 138,792 2.3%
15 NEW JS/Exploit 135,294 2.2%
0— 16 Y14 Mov/Cve-2012-0754 120,058 2.0%
201|2.03 201|2.04 201|2.05 17 v10 Trojan/Win32.agent 109,168 1.9%
18 v6 Downloader/Win32.agent 108,127 1.8%
19 Y4 Trojan/Win32.genome 91,743 1.5%
6,088,664 100.0%

[Table 1-1] Top 20 Malicious Code Reports
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Top 20 Distributed Malicious Codes Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 malicious code variants reported The table below shows the percentage breakdown of the top 20 new malicious codes reported

this month. For May 2012, Trojan/Win32 was the most reported malicious code, representing 25.2% this month. Win-Trojan/Korad.311296 was the most frequently reported new malicious code,

(2,252,906 reports] of the top 20 malicious code variants, followed by Mov/Cve-2011-2140 (1,651,649 representing 18.8% (54,464 reports) of the top 20 new malicious codes, followed by Win-Trojan/

reports) and Adware/Win32 (765,660 reports). Downloader.303104.W (19,554 reports).

Ranking ™ Malicious Code Reports Percentage Ranking ™ Malicious Code Reports Percentage
1 — Trojan/Win32 2,252,906 25.2% 1 Win-Trojan/Korad.311296 54,464 18.8%
2 NEW Mov/Cve-2011-2140 1,651,649 18.5% 2 Win-Trojan/Downloader.303104.W 19,554 6.7%
3 v Adware/Win32 765,660 8.6% 3 Win-Trojan/Downloader.307200.V 18,860 6.5%
4 v1 Malware/Win32 458,425 5.1% 4 Win-Adware/KorAd.405504 18,727 6.5%
5 v1 Win-Trojan/Agent 380,512 4.3% 5 Win-Trojan/Korad.309760 18,534 6.6%
6 v1 Downloader/Win32 370,945 4.2% 6 Win-Trojan/Agent.274432.NE 17,259 5.9%
7 NEW ASD 365,613 41% 7 Win-Adware/KorAd.307200.D 14,574 5.0%
8 A7 JS/Agent 343,434 3.8% 8 Win-Trojan/Korad.2120416 14,202 4.9%
9 —_ Textimage/Autorun 341,191 3.8% 9 Win-Trojan/Killav.35456 13,593 4.7%
10 Al Win-Adware/Korad 263,556 3.0% 10 Win-Adware/KorAd.303104.D 12,781 4.6%
11 V4 Win-Trojan/Downloader 258,062 2.9% 1 Win-Adware/KorAd.307200.B 11,049 3.8%
12 V4 Win-Trojan/Onlinegamehack 233,060 2.6% 12 Win-Trojan/Zegost.52736 10,478 3.6%
13 NEW Spyware/Win32 218,524 2.4% 13 Win-Adware/KorAd.311296.D 9,441 3.3%
14 vi Win32/Conficker 165,496 1.9% 14 Win-Adware/KorAd.138208 8,741 3.0%
15 NEW Dropper/Win32 159,248 1.8% 15 Win-Trojan/Dload.229376 8,336 2.9%
16 Al Win-Trojan/Korad 152,612 1.7% 16 Win-Adware/KorAd.303104.C 8,267 2.8%
17 v3 Win32/Virut 149,947 1.7% 17 JS/0bfus 8,249 2.8%
18 Al Als/Bursted 138,792 1.6% 18 Win-Trojan/Downloader.297056 8,010 2.8%
19 NEW JS/Exploit 135,294 1.5% 19 Win-Adware/KorAd.303104.B 7,614 2.6%
20 v2 Win32/Kido 128,545 1.3% 20 Win-Adware/BH0.KorAd.622592 7,445 2.6%
8,933,471 100.0% 290,178 100.0%

[Table 1-2] Top 20 Distributed Malicious Codes [Table 1-3] Top 20 New Malicious Code Reports
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Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of May 2012, Trojan is
the most reported malicious code, representing 36.6% of the top reported malicious codes, followed

by script (7.8%) and worm (6.5%).

0 10 20 30 40 45%
AbwAarRe @D 2.9% TROAN 34 £0r
ApPcARE @ 0.1%
DOWNLOADER 0.2%
proPPER @D 2.7%
erc QU (3.
scrirT (D 7.8% 7%
sPYWARE @ 0.2%
troAN (D 36.6%
VIRUS 2.4%
worv (D 6.5%

[Fig. 1-2] Breakdown of Primary Malicious Code Types

Monthly Breakdown of Primary Malicious Code Types
Compared to the previous month, the number of script increased, whereas, the number of Trojan
horse, worm, adware, virus, downloader, spyware and appcare decreased. The number of dropper

was similar to the previous month.

D 2012.05
ADWARE APPCARE DOWNLOADER DROPPER
2.9 0.1 0.2 2.7
TROJAN
36.6% ’ ] . ,
ETC SCRIPT SPYWARE VIRUS WORM
40.6 7.8 0.2 2.4 6.5

PEREE)

[Fig. 1-3] Monthly Breakdown of Primary Malicious Code Types

10

Breakdown of New Malicious Code Types
For May 2012, Trojan was the most reported new malicious code, representing 56% of the top

reported new malicious codes, followed by adware (32%) and script (2%).

SCRIPT 2% SPYWARE 1%

ETC 7%
DOWNLOADER 1%

TROJAN
DROPPER 1% %7 56%

50°Z10¢

ADWARE 32%

[Fig. 1-4] New Malicious Code Type Breakdown
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01. Malicious Code Trend
b. Malicious Code Issues

Malware disguised as a resume

A malware disguised as a resume has been reported. It looks
like a document file, but it is actually an executable file. When you
open the file, a document file (555.doc) will load while a malware

gets installed on your system.

W -]IE‘M exe
: E AhnLab

[Fig. 1-6] 555.doc created
& Temp

OgEE HIE 2N ARG =XHD =3BG

Qvz- Q- ¥ Pz |zsu|E-

0) 1D C:wD and SetingsW. Wlocal Setings¥ Temp
 [e] x
3 OAZUHR ~ J /I J /I
® v BAR HNCDow,,, SFXIBI.tmp VBE VMwareDn)

# ) Application Data
) Cookies J— o

= (2 Local Seftings @ _J _J 2
# () Application Data ) AdobeAR, AR lupdat
- RRnC36

= ) Temp

[Fig. 1-7] 555.doc file loaded

PHAThAa | PRGCRASE | V1ChASE ak »

-aspul| <& |-pace 286 B0

5
|

a [ Be. |
[rassne [ awww |
[awwel [wcame |

j-LGST B 1 ) sNne BA Lan 1] .
AhnLBB:

HOK 13 OSSP BRO wE AA;"-:"‘ ’;ml—ﬁ—“' V|
MTKti.exe gets created on the background when 555.doc file

loads. To look like a legitimate file, the file properties of MTKti.exe

look normal. It is registered in the Registry to run automatically

when Windows start.

[Fig. 1-8] MTKti.exe created

@ Program Files @@@

IE BIE =2AW BANQ =D SS8TH) v
Q5z-© - ¥ P24 8o [E)-

=2:(D) |29 C:WProgram Files

i v Bos
@« o o o °

=
1>
'

A
2
£

& EH2 LS a2l nMHiU AhnLab C%rylmmon
= & les
D Z23Y 3W/EA

S I £= 80 /I J /] // //

eps Sandboxie ch‘;t':ssoﬂ Aﬁ%tab

[Fig. 1-9] MTKti.exe properties

MTKti.exe S5 Hw RIR) | Mrki.exe 58 A%
Y (wa |ewa|as TORCLINET TIET)
@ MTKG exe DR B2 R
a2 Setup Program,

T e 88 Z23m AR Copyright (C), . Inc. 2008-2008, Al righ
a2 Setup Program.

JIEH R B
% C:WProgram Files vR 08 2
an 626KB (641,536 HIOIS) 0 01 O1=)
23 WS 3D 628KB (B43.0R2BIOIE) uig o!\g

0% 68
os Wi 0124 58 2% 8. 2% 40527 s
Suetwn: 0124 58 2R 8. % 4058
LT PRI 8 2012 58 23 2. % U

82 DOROIREE) Oeadw

= Ahnlab —= —AhnLab

[Fig. 1-10] MTKti.exe added to registry
& AR ASR] A
RO BIE 21 SARIE Ssed

# (O PINTLGNT EN T g8 GIOIE
® 3 Policies CREES) REG.SZ @ aE o)
=1 run | [ab)ctimon, exe REG.SZ C:WWINDOWS#system32Wctimon, exe
3 RunOnce [aB)MTKY, exe REG.SZ C:#WProgram FilesWMTKY, exe
@ () Settings
@ () Shell Extensions v
< > < >
LH & FEIWHKEY_CURRENT. i i AI " Itab

When the malicious file gets executed, it attempts to connect to

the "hh.toXX33.com (1.XXX.XX.212)' server.

[Fig. 1-11] Network connection information

7 packetpcap [Wireshark 1.6.5 (SVN Rev 40423 from /trunk-1.6)]

fe Edt Vew Go Coptwe Andpe Statistics Teleghony Took [ntemas beb

BEuew & a¢s0TiEEcan ap8% 8
v Expression,.

Time Protocol Lengh Info
1.0.000000 255, ons 73 standard query A hh YR cos

2 0.136381 : z ons 89 Standard query response A 1 SN 212
" TP

- -
54 de-cache-query > 9122 (ACK] 56qe250 Ack=23 Wins64218 Lend

12

The 271 byte packet sent to the C&C server contains the ‘Gh0Ost’
string. Ghost Rat (or GhOst RAT) is a Trojan horse that allows
backdoor access into infected machines. It is fitted with remote
desktop, webcam and microphone monitoring, and keylogging

capabilities.

[Fig. 1-12] Packet information

" Follow TCP Stream
Stream Content

Ghost. XK TS S e DT HErer e N S ST .Ppe
.- us;8 R A0Sk 5
6N, 99 .=. .. 6\9

L i..Tuib)es?.0. :

[Fig. 1-13] Keylogs saved to file
&% system32 Q@@
,'r

oE BHIE 2NV ARG =D =83

@ﬂ:- O ¥ Pzu e |E-
) |2 C:HWINDOWS#Wsystem32 v Bos

ll:1 x a ﬁ ?9-: ﬁ ~
# ) Temp - . j DAT DAT DAT
) WebSymbols PerfString,.. perfh012.dat perfh009.dat perfc012.dat
S woows Ll

B

o Narii ?‘3 - ;] e
rfc009, a,dbl

£ Config | dat FNTCACH, biscan.exoMAALBD
9

< >

V3 detects this malware as:
- Win-Trojan/Agent.1462272.R(2011.12.03.00)
- Win-Trojan/Agent.641536.F(2011.12.03.00)

Online game hacking malware variant
that patches ws2help.dll file

A new online game hacking malware variant that patches the

ws2help.ddl file, not the imm32.dll, was discovered this month.

[Fig. 1-14] ws2help.dL file

719D16 S.\“.: CALL 715D16Al

[Fig. 1-15] Patched ws2help.dl file

719D165SA: E8D236 CALL 715D4D31

77 73 32 68 65 6C 70 2E 62 00 00 00 00 ws2help "AhnLab
71904030 2660 02 COB3 000000 OOEB 100000 OOBF 77 & ....... .0 .."
719D4D40 1D 80 7C 83 CB EO FF D7 61 E9 53 C9 FF FFOF 00 .. | .a.8
719D4D50 CO 59 EB E7 FF FF FF 45 ©66 64 73 57 43 74 72 6C .Y. ... EfdsWCt vI
719D4D60 45 78 2E 64 6C 6C 00 00 00 00 00 00 00 00 00 00 Ex.dll... ...

The EfdsWCtrlEx.dll file found in the codes is an online game
hacking malware that looks legitimate as the file properties

look normal.

[Fig. 1-17] EfdsWCtrlEx. dllpropertles

EfdsWCHiEx.dll B8 35

P |!9_' Bt
Mg B 2001,1.231

1o EfdsWCHIEX DLL
RARA: Copyright (C) IN ternet,
JIEHHR TR

UR 0IE: [
fect Secu Log Master -

AhnLab

V3 detects this malware as:

- Win-Trojan/Patcher.107008(2012.05.06.00)

- Win-Trojan/Onlinegamehack.3146107(2012.05.06.00)
- Win-Trojan/Patched.19968.5(2012.05.06.00)

- Trojan/Win32.0nlineGameHack

Another online game hacking malware
that have AV Kkill functions

Another online game hacking malware was reported this month.

This dropper creates multiple files to kill AV solutions.

The dropper created the following files:

- C:\DOCUME~T\ADMINI~1\LOCALS~1\Temp\A1.zip (ws2help.dll
backup file)

- C:\DOCUME~T\ADMINI~1\LOCALS~1\Temp\B1.zip (wshtcpip.
dll backup file)

[Fig. 1-18] AV process list in the dll file

File Pos | Text
A[DD0ICBS | CAgentnpe
A 00004cS0 vmon,npc
A 00004cb8 avsve,npe
A 00004ce0 _Svc.exe

A 00004408 _Run.exe
A 00004430 _Tray.exe
A 00004458 Jpdate2 exe
A 00004480 Sve.exe

A 00004da8 ui,exe

A 00004dd0 Run.exe

A 00004413 verAgent. exe
A 00004220 ). exe

A 00004248 RTSrv.aye
A 00004270 UpdSrv,aye
A 00004e98 Agent.aye
A 00004ec0 ntexe

A 00004ee8 senter.exe
A 0000410 Juard.exe
A 00004133 scan,exe

A 00004160 Jpgsvc,exe
A 00004188 NSC.exe

A 00004b0 astSve.exe
A 00004fd8 AUpd.exe
A 00005000 « aetlll ave

A 00005028

amssso  AhnL3ab
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- C:\DOCUME~NADMINI~1\LOCALS~1\Temp\Ceenieiyw.dll

- C:\DOCUME~NADMINI~T\LOCALS~1\Temp\XHtd.dll

- C:\WINDOWS\system32\wshtcpDQ.dll (wshtcpip.dll normal file)
- C:\WINDOWS\system32\wshtcpip.dll (malicious file)

It created multiple files in the %temp% folder.

The dll file kills any running AV features to steal online game
account information. This Trojan can be detected and removed

using 'v3_gamehackkill’ that has been updated on May 21.

V3 detects this malware as:
- Trojan/Win32.Magania(2012.05.21.00)
- Trojan/Win32.0nlineGameHack(2012.05.21.00)

Malware that exploits zero-day vulnerability
(CVE-2012-0779) in Flash Playere

A malware that exploits a zero-day vulnerability (CVE-2012-
0779) in Adobe Flash Player was distributed this month, to
which Adobe released security updates for Adobe Flash Player
11.2.202.235.

The DOC file connects to a URL to access the .SWF file that
exploit this Flash Player vulnerability and drops a backdoor
unto the system. This type of attack is common, and usually
distributed via email with messages that lure victims into

downloading the file attachment.

To trick the victim, it will load a legitimate looking document.

[Fig. 1-19] Legitimate looking document loaded to trick victims

Institutional Subscriber. | f
This grade of Sponsar Membership s directed primarly towards ( nSt‘tUte O
, such s Lacal Authorty A
Health nts snd educationsl establishments invoved
e e o " coustics

Insttutional Subscribers pay an anrual feewhich is set by Councl
and this altracts benedts s folows:

o Adiscount of 10% is allowsble on the delegate fee (members
or non-members rate as applicable) far up 1o two staff
attending any meeting or conference of the Institute.

One nominated member of staff shall receive a copy of each
issue of Acoustcs Bulletin, all other madings to members and
the nstiute's annual Register of Mermbers.

+  The organisation will be ksted as an nstitutional Subscriver in
1 et s Raglr o Manbers Sponsor

* Discourt rates for advertising

Fees - 2012

Membership
Information

Conditions.
The isttute's By.Laws, Articles of Association and Code of Conduet

are deemed 10 apply to Sponscr Members. AhnLab

The hstitute of Acoudics reserves e right to refuse to exhitd,
publish or distribute any material that is deemed inapprogiate,
offereive cr defamatory.

Institute of Acoustics«

Registered Charity No. 267026+

The file contains URL information where malware will get

downloaded from.
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[Fig. 1 2[]] URLto download malware

P M :

Ttp > ftranhc [SYN, ACK] seq=0 Ack-l win=16384 Len-o Mss-1460 SACK_PERM=1
tranhc > http [ACK] Seqg=l Ack=1l wWin=64240 Len=0

ET /update/top.swf?info=789c2b2f2fd74b4ec94c2fca2f2d28d64bcecfb5320402006)
[TCP segment of a reassembled PDU]

[TcP segment of a reassembled PDU]

so‘ips'igport 2 > http [sYN] Seq-o win-64240 Len=0 MSS=1460 SACK_PERM=1
ttp > isoipsigport-2 [SYN, ACK] Seq=0 Ack=1 wWin=16384 Len=0 MSS=1460 SACK
soipsigport-2 > http [ACK] Seq=l Ack=1 Win=64240 Len=0

ET /update/top.swf?info=789c2b2f2fd74b4ec94 c2fca2f2d28d64bcecfb5320402006)

soipsigport-2 > http [ACK] Seq=453 Ack=2921 win=64240 Len=
[TCP segment of a reassembled PDU] AhnLab

The malware registers itself to run automatically when Windows
start, and sends the infection information to the C&C server and

waits for commands from the attacker.

Rather than directly attacking the OS, cyber criminals nowadays
seem to exploit third-party application vulnerabilities more, and
use Adobe Flash Player to spread malware. To prevent this type

of attack, you should use the Automatic Update option.

[Fig. 1-21] Adobe Flash Player automatic update

Flash Player Settings Manager

Storage | Camera and Mic | Playback | Advanced

Browsing Data and Settings

Delete all local storage, saved choices, settings, and Delete Al

other data used by content in Flash Plaver across all
browsers on this computer,

Updates

Flash Player can automatically check for updates to help protect vour computer.

Mok updating may leave this computer vulnerable to security threats,

(%) Allaw Adobe ta install updates (recammended)
() Makify me b install updates
() Mever check far updates (ot recommended)

Check Now Actwelx Vers!on: 11.3.300.25?

Plug-in Yersion: Mot installed

Developer Tools

Specify trusted locations for developer testing.

Download the latest Adobe Flash Player updates from:
- http://get.adobe.com/kr/flashplayer/

Python-based malware attack targets Mac

A new malware attack is targeting Mac computers with a Python-
based backdoor Trojan. The CVE-2012-0507 Java vulnerability is

used to download this malware.

It creates ‘com.apple.adobe.update.Agent.plist' in [user]/Library/

14

LaunchAgents/ to run automatically when the system starts.

This plist file executes the update.sh file.

[Fig. 1-22] Python-based dropper

[Fig. 1-23] plist created
AhnlLab

[Fig. 1-24] com.apple.adobe.update.Agent.plist
i

The update.sh and update.py files get created in ///, and update.
sh is used to execute update.py. These files act as a backdoor to
execute commands from the attacker.
[Fig. 1-25] Files created in /Users/Shared
AhnLab

[Fig. 1- 26] update.py codes

= command_cur

[f for f in os.listdir (comms

if os.path.isdir(os.path.jc

listDirectoryFile( 1 = [(f, os.path.getsize(c
time.ctime (os.pa
for f in os. ir(c
if os.path.isfile(os.path.j

send_back_output (repr(listDirectoryFile))

elif command L\A::ow’[ ] ==

output = open(c
output.write(

-nt

input = open(command_current(1], o )

listDirectoryFile( '] = input.read()

send_back_output (repr (listDirectoryFile))

elif command_current[0] == : AhnlLab

Most malware targeting Mac computers exploit Java
vulnerabilities. Therefore, you are advised to keep your Java

updated at all times.

Malware authors work on holidays

Most of the malware reported in Korea are distributed
via hacked websites over the weekend. So, weekends
are a nightmare for IT security companies and website
administrators. Cyber criminals remained active on Children’s
Day this year. Malware that launch DDoS attack was also

reported, but luckily it didn't cause much damage.

(1) DDoS attack timed for the weekend

The timestamp to commit the DDoS attack was recent. This
means the attacker timed the attack for the ChildrenOs Day
weekend because fewer experts are at work during this time

(which in turn results in slower responses).

(2) How does the malware work?

Like other malware that launch DDoS attacks, the malware
we discovered this month also connects to a C&C server to
send information on the infected system and get the list of

targets to attack.

[Table 1-4] Malware targeting Mac

Thread c&C Function

Thread 1 XXXgame.5166.info:8080 Sends information on infected

system (CPU, memory, 0S
version and system language)

Thread 2 XXXXmax6.XXgo.net:8108

Downloads list of targets to
attack and launches DDoS
attack

Thread 3 img.XXX7888.com:7066

The C&C server address and information on the infected

system are encrypted as below:

[Fig. 1-27] Routine that encrypts information of infected system

100071E8  |> /8B4424 08 fmov eax, dword ptr [esp+8]
100071EC  |. [8ACA |mov d, dl

100071EE | |03C6 |add eax, esi

100071F0 | 3208 |xor cl, byte ptr [eax]
100071F2 | |02CA |add d, dl

100071F4 |. |46 linc =]

100071F5 |. 387424 OC lemp esi, dword ptr [esp+C]
100071F9 | |2808 |mov byte pir [eax], cl
100071FB | “W7C EB Ll short 100071E8




Thread 3 downloads the list of targets to attack from the C&C
server and creates multiple sub-threads to launch various

DDoS attacks as below:

[Table 1-5] Sub-threads and DDoS attack types
Thread Attack Type

Thread 1~3 SynF Flood
Thread 4 ~5 ICMP Flood
Thread 6 UDP Flood
Thread 7 UDP Small Flood
Thread 8 TCP Flood
Thread 9~ 10 Multi TCP Flood
Thread 11 DNS Flood
Thread 12 Game2Flood
Thread 13 ~ 15 HttpGetFlood
Thread 16 CC Attack

When we analyzed this threat, the infected system did not
connect to the C&C server, so we could not get any data, but

we assume Game2Flood of Thread 12 is launched.

[Fig. 1-28] Game2Flood attack

Aext10001AA3 push  offset aGame2flood ; “Game2Flood”
+ext1000148 call  OutputDebugstringA

text100014F2 iz loc_10001BED

text:10001AFS push @ protocol

text:10001AF A push 1 itype

text:10001AFC push 2 af

1et:10001AFE call  socket

Aext: 10001679 push  offset Format ; “#Sed<<<<<I@C<<<cetist "
1et:1000167E push  eax Dest

text:10001B7F call  sprintf

+ext:10001608 push 0 flags

text10001E9A dec  exx

text:10001698 lea  eax, [ebp=buf]

text:10001EAL push e ; len

1ext:10001842 push e ; buf

text10001EA3 push  ebx

ext:100018A4 call  send

text10001BCA inc  [ebp+arg 0]

text:100016C7 cmp  [ebp~arg 0], 1964h ; Game2Flood A| Y74

V3 detects this malware as:

- Win32/Ircbot.worm.52736(V3, 2012.05.07.00)
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c. Mobile Malicious Code Issues

NotCompatible Android malware spreads via
hacked websites

NotCompatible Android malware that spreads via hacked
websites was reported this month. If you use a PC to access
the hacked websites, a “not found” error will be displayed, but
the malware (Update.apk) will start downloading if the hacked

website detects that the user is using an Android device.

Below is one of the hacked websites that spread the

Notcompatible malware:

[Fig. 1-29] Hacked website that spreads Android malware

- Mg, wwwi ) usic.com
7 School Stores

| toformation | Welcome to School Stores
Please Choose Your Student’'s Category

Band Instruments Orchestra

PECH

shop | 'nus\tji;-ﬂuﬂlgj
TYE BUE MAQ EIM E2YH)
<p@2012 <a href="http:// music.com”> Nusic</a></p>
<1-— end #footer ——></div>
<!-- end #container —-></div> n a
</body>
</htul>

A478AD3E0} ></ i rane>)

If you access the web page using an Android OS powered
mobile device, you will be redirected to hxxp://xxxroidonlinefix.
info/fix1.php, where the malware will get automatically
downloaded. This malware can only infect people who have
enabled sideloading for their device. Sideloading is enabled on
your phone by going to Settings>Applications and then tapping

the “Unknown Sources” checkbox.

[Fig. 1-31] Web page redirection and automatic download

2 M 11320 e 2 M 11:26 A
Downloads

com.Security.Update

Today
Do you want to install this application? Update-7.apk

Allow this application to: Update-6.apk

Network communication Update-5.apk

Hide Update-4.apk
* Network communication Update-3.apk

® System tools Upda

Yesterday

Ahnlab g«  Ahnlab

Install Cancel
Last month

If the downloaded Update.apk gets installed on your device, it

will attempt to connect to a C&C server.

[Fig. 1-32] Attempt to connect to C&C server

DNS 81 standard query A notcompatibleapp.eu
DNS 97 standard query response A 141.0. .199
DNS 81 standard query A notcompatibleapp.

DNS 97 standard query response A 141.0

The C&C server information is encrypted and saved to the data
file in the APK file.

[Fig. 1-33] Data file inside the APK file

File Edit Wiew Favorites Tools Help

OBa(k - if ; Search Folders El'

I CriUpdateiresiraw

Folders & data
[} Deskiop HH
+ L) My Dacuments
= My Computer
# b 3% Floppy (A:)
= e Local Disk (C:)
# |2) Documents and Settings
# [2) M5OCache
+ |_) Program Files
# 12 tmp

-o=m AhnLab

The infected device acts as a proxy and gets commands to

execute from the C&C server.
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[Fig. 1-34] Decompiled codes

@ Java Decompiler - Mixer ot.class
Ele EGt Navigate Search Help

Roass | oromyComectdiss  MixerSocket.dass v

PWLic wid cormectProxy (1At paraalnt, byte() parsaArcayOryte) ~
throws 10Bxcepticn

Ste « (0T ¢ parssArcayOfByte(2]) + “." + (OxFF ¢ paramArcey
1= (OFF ¢ parsaArrayOtByte(6)) << 8 | OxFF ¢ parsaArcayOtdy
contimme:

+ (OXFT ¢ paramAn)

Mt ) - paresArrayOtByve(2
Str = mew String(parasArrayotByte, 3, 3);
1+ (OKFF ¢ parasAtrayOtByte(() + 3))) << 8 | OxFF ¢ parasArraydfByre(() + 41):

—— Ahnlab-

This malware was also found on a Korean website. This type
of attack is expected to continue, so you must exercise caution

when visiting web sites.

V3 detects this malware as:

- Android-Trojan/Notcompatible

Android malware poses as Adobe Flash Player

A new form of Android malware diguised as Adobe Flash Player
for Android was uncovered recently. The fake app is being hosted

on a malicious site in Russia.

[Fig. 1-35] Malicious website hosting the fake app

" pe—

download
link

21 0] ©of 8 Flash Plaer2] 7.8 7% : AhnlLab .. AhnLab

If you click the download link on the compromised website, the

Install app will be installed as below:

[Fig. 1-36] Fake app installation screen

 wl B 529

w Install AhnLab

Storage

Total 1.00MB
Application 1.00MB
Data 4.00KB

Cache

Cache

Launch by default
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This malware permissions include Your messages' and ‘Services

that costs you money'.

[Fig. 1-37] Malicious app permissions

Launch by default

Permissions

Your‘ messages

Network communication
Storage

Phone ca!l;

Services that cost you
money

System tools

The fake app is a premium service abuser that sends messages
to premium numbers without your permission, thus leading to

unwanted charges.

The malware contains premium rate numbers for different

countries.

[Fig. 1-38] Premium rate numbers by country

str3 = str2;
localObject = strl;
NUMBERS = str2;

)

Arraylist localArraylistl = mew Arraylist():

localArraylistl.add("4" + "0" + "2" + "6" + "
localArraylistl.add("4" + "0" + "6" + "4" + "
localArraylistl.add("4" + "0" + "9" + "7" 4+ "
localArraylistl.add("7" + "S" + "3" + "3" + "
localArraylistl.add("7" + "S" + "4" + "2" + "
localArraylistl.add("7" + "S" + "6" + "2" 4
localArraylisctl.add("7" + “S" + "8" + "S" + "
localArraylistl.add("7" + "7% + "2" 4 "2" 4+ *
localArraylistl.add(”7” + "7" + "5" 4 "9" 4 *
localArraylistl.add("7" + “7" 4 "6 4 “7" +
localArraylistl.add("7" 4 "8" 4 "1" + "1" 4
1ocah\zr.ayl.ur.1.add("fl" il 20 et ol B jol et
localArraylisctl.add("7" + 8" 4+ "3" 4+ "4" + "
localArraylistl.add("7" 4 “8" 4 "9" 4 "1" 4

String str8 « Utils.getPrefl(this.mContext,
Arraylist localArraylList2 = mew Arraylist():

localArraylist2.add("9" + "8" + "7" 4 "8" + "6" + "
localArraylist2.add("9" + "0" + "0" + "9" + "I" 4 "
localArraylist2.add("9" + "0" + "9" + "0" + "0" +
localArraylist2.add("9" + "0" + "5" + "4" + "3I" + =07
localArraylist2.add("3" + "0" + "3" + "1" 4 "1" + "
localArraylist2.add("3" + "0" + "0" + "2" 4+ "3I" + " &)
localArraylist2.add("4" + "5" + "3" + "2" + "6" + "
localArraylist2.add("4" + "5" + "4" + onde Bt iy
localArraylist2.add("4" + "5" + "9" + "0" + "8" + "
Utils.getPrer2(this.nContext, localArraylist2):

String stxd = 9" + 6" + "8" +
String scrlo " 4 NS 4 0" 4
String scrll = - il e ol B o ]
String strl2 = “3" 4 "3" 4 "0" + "
new StringBuilder (String.valuedf(”1")).append(”8").append(”9").append(™
new StringBuilder(String.valuedf(”3")).append(”3").append(”3").append(”.
new StringBuilder(String.valuedf(”3")).append(”3").append(”3"”).append(”
String strl3 = 5" 4 "7" 4 "6";

").toString() ;
.toString();
).toString();

String strlg = e T
String strlS = T ey
String stzl6  “1 4 72" 4 75" 4 " AhnlLab

V3 detects this malware as:

- Android-Trojan/Boxer
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Fake Android security application

Cybercriminals are distributing a malware as an Android security
application. The website is designed to look legitimate to trick

victims into downloading this fake security application.

[Fig. 1-39] Fake Android security application website

& ti)u;;:ém — — AhnLat} ‘

| & Androd

BOIMONHO BIW TONEGON JFPAXEH U KTO-TO HAET QOCTYT K BIWMM NMUKLM A3HMLIML T30 KIK OTO, COODWENIA. MCTODHA
3OHKO8, KOTAKTBL, WCTOPHA NOCRWEHHSI CZATOS, NADONM K CINTAM H APyToe. CPONHO HIUHUTE NPOBEPKy Ha BMDYC!

Npogepea Xpanunua
Miposepea Cooduyeni
Npogepea 3eoknoe:

NpoBepea npunox et

Nposepea wcropun Gpayaepa

| Npoespra cucremsix dainos

The Russian website pretends to scan your SIM card, external
storage and system files. After completing the fake scan, it

claims to have detected a malware to lure you into installing the

VirusScanner.apk file.

[Fig. 1-40] False result fake alert
ol 2 I

& snioii Ve sove <[

opca SM enpycos

You need to pay a fee to use the fake security app. This malware is
being distributed for financial gains. This type of attack is expected

to increase and and new threats will keep on appearing.

V3 detects this malware as:
- Android-Trojan/FakeAV
- Android-Trojan/FakeAV.B

Android malware found in fake ‘Cut the Rope’
game

Malicious applications disguised as popular games like Angry

Birds and Cut the Rope have been used to steal money.

[Fig. 1-42] Website distributing fake game app

<« 5F
e AhnlLab

(9]

Cut the Rope

Crasars Cut the Rope - 50
10

ra

MO0 KIPY © OT IO Tpadioit, sacoxoro Kavecrsa, Cut the Rope

COTIIA KNTEPOCHME HO

YPORIGH, XPEANETM M X

Crauars Cut the Rope 6ecniratio

Cxavams Cut the Rope Ba o0xere cosepmentieo decrzammo,
Android, PC i pyriee Bepeis 3Tpal, 3 TAIOKS OpozaTkenste C

. Crasam Cat the Rope Lapk]

Ocuosupie poamozxknocrn Cut the Rope:

st xx cxavrsanann Cut the Rope
ments Android apk

Boes 8 pasTuesias urp, Hawstiax ¢ « Kaproswofts 3 :aaauwunas «Keeranod s, ¢ Sorammne

LOTHUOCTBOM Ypossedt & KARIOH

Bat momere nnbupars pasisie ypoms CTORNOCTH, caxo c0b0R nerve Gyaer marianan. ¢ ypouus —

This Russian website lures victims into downloading the fake

game app.

Google Play is scanning apps to prevent malware entering its
official market, and ratings and reviews are available on third-
party app stores. To avoid getting detected, attackers are creating

fake markets.

A fake Android market was found in March this year. You must
always download apps from a trusted app store only.
V3 detects this malware as:

- Android-Trojan/Boxer.KX

Fake Talking Tom Cat app

A Russian website was found to distribute a fake ‘Talking Tom

Cat’ app that sends paid SMS without your consent.



ASEC REPORT Malicious Code Trend
Vol.29

[Fig. 1-43] Malware distributing website

& http:// ru/ |
p [ - -

Ahntab

If you click the download link on the web page, talking_tom_cat_

android.apk will get downloaded on your device.

[Fig. 1-44] Fake Talking Tom Cat app download
(el B s

Elhttp:// /M

[ cumens ame Tesopons |
i bt}

CGERREAF Z..

AhnlL3ab

The fake app requests permissions to send/receive SMS
messages. If you install the fake app, it will send messages to

premium numbers without your consent.
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[Fig. 1-45] App execution screen
= Wl & 523

alking Tom Cat Androld

A 4 A

Talking Tom Cat

4

YcraHoBka
H Bbl cornacHbl € yCNOBUAMM 3arpyskn
Andr°|d Talking Tom Cat Android.
ANA NPOAOAKEHWA 3arpy3Kn HaXMUTe
KHONKy Janee.

NoaoXAUTe MAET YCTAHOBKA. Janee

AhnlLab AhnlLab

If you click on the button that appears when the installation is

completed, you will be directed to a page with a link to Google Play.

[Fig. 1-46] Link to Google Play after installation

= wl B s:23

Taiking Tom Cat Android e,
&http://ozzi1.net2u=http... |4
Bawa ccbinka:
http://umoratus.net/?u=500.
http://play.google.com/store/apps/details?
d=com.outfit7.talkingtom&feature=search
. =W251bGwsMSwxLDESImNvbSSvdXRmaXQ)
Nepeiitn NEPEVTY

Pnrumusarop renedona Android
3alWuTa AaHHbIX B TBOEM TenedoHe
Bmynsarop SIS ans Java

AHUMKN

.‘\05141’;;;;:0—;(;;;—(::\4’(%

KClient Android

AhnlLab | prcienuave Ahnlab
PDClient Android

Jaf auaxoucrea Android

If you click the link, the original Talking Tom Cat website will open.

As you can see from the page, you can get the app for free.

[Fig. 1-47] Google Play link page
= ul B 624

&https://play.google.co... D %
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The number of malware distributed via fake app markets is
increasing. You must always download apps from a trusted app

store only, and check the permissions requested by the app.

V3 detects this malware as:
- Android-Trojan/ DJY(2012.05.23)
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02. Security Trend
a. Security Statistics

Microsoft Security Updates- May 2012

Microsoft issued 7 security updates this month (3 critical and 4 important).

2011.05 - 2012.05

] |
EEEEEEEEEE HER
HEER

EEEEEEN |
EEEEN
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N | | | |

. HHEN
EEEEN

.System . IE .Office .Sever
[Fig. 2-1] MS Security Updates

Severity Vulnerability

NV 00 N9 o0 O

N
o

— -
_ N =

N

(3]

Critical MS12-029: Vulnerability in Microsoft Word Could Allow Remote Code Execution
Critical MS12-030: Vulnerabilities in Microsoft Excel Could Allow Remote Code Execution
Critical MS12-031: Vulnerabilities in Microsoft Visio Viewer Could Allow Remote Code Execution

Important MS12-032: Vulnerability in TCP/IP Could Allow Elevation of Privilege
Important MS12-033: Vulnerability in Windows Partition Manager Could Allow Elevation of Privilege
Important MS12-034: Combined Security Update for Microsoft Office, Windows, .NET Framework, and Silverlight

Important MS12-035: Vulnerabilities in .NET Framework Could Allow Remote Code Execution

[Table 2-1] MS Security Updates for May 2012
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02. Security Trend
b. Security Issues

Adobe Flash Player vulnerability
(CVE-2012-0779)

In the beginning of May, Adobe released a patch for the CVE-
2012-0779 vulnerability found in Adobe Flash Player. The
vulnerability is most likely due to the handling of AMF (Action
Message Format) messages with RTMP (Real Time Messaging
Protocol). RTMP is the protocol used by Adobe Flash for live

audio and video streaming and real-time communication.

[Fig. 2-2] Vulnerable code
[omn ;5 parami:

this.70 = new NetConnection();
var loc 2:5tring = ”M';

var _loc_9:String = "/TSGeneralSetting";

var _loc_4:* = _loc_2 + parami + _loc_13;
this.70.connect(_loc_4);
this.70.call("systemMemoryCall”, this.71, "arge™);

}// end function Ahnlab

The attack included a Word document with a Flash (SWF] object.

[Fig. 2-3] Word file
o0

oo o0 B3 00 0o FA 00 61 00 76 00 61 00 735 00 A T
63 DO 72 00 65 00 70 00 74 00 34 00 65 00 76 00 e.r.i.p.t.:i.e.v.
61 00O o6C 00 26 00 64 00 6F OO0 63 00 75 00 6D 00  a.l.({.d.o.c.u.m.
63 00O gE 00 74 00 ZE 00 77 00 72 00 69 00 74 00 e.n.tc...w.r.i.tc.
65 DO 28 00 75 00 6E 00 &5 00 73 00 €3 00 61 00 e.f(.u.n.e.s.c.a.
70 00 65 00 28 00 27 00 25 00 33 00 43 00 65 00 p.e.{.'.%.3.C.e.
6D DO 62 00 65 00 64 00 25 00 32 00 30 00 73 00 m.b.e.d.%.Z2.0.3.
Y& 00 63 00 25 00 33 00 44 00 65 00 74 00 74 00 r.e.%.3.D.h.t.t.
70 00 34 00 2F 00 2F 00 78 72 78 00 78 78 78 00 p.r.f.f o w,

2E 75 V3 78 00 vE Y5 Y8 EZF 00 65 0O 73 00 Y3 00 CHHMLHHES LB,

61 00 &% 00O 73 00 ZE OO0 73 00 77 0O &4 0O 3F 0O a El

69 00 6E OO0 66 OO0 6F OO 3D 00 37 00 38 00 39 00 i f.o

63 00 33 00 33 00 33 00 32 00 33 00 30 00 64 0O =3 3.3

31 00 33 00 33 00 33 00 31 00 64 OO 35 00 33 00 1 803

33 00 33 00 37 00 64 00 36 00 33 0O 33 00 62 0O F.3.7.d.
3 4.3
1 6.0
a 3.3
T =]

33 00 62 00 34 00 33 00 32 00 33 00 31 00 33 00
31 0D 30 00 36 00 30 OO0 30 00 31 00 61 00 66 OO
61 DO 30 00 33 00 33 00 36 00 &6 00 69 00 &E 0O

W oe o oW Ww -]l
Ik @ WO mH D
OB H WwiT W@ oo

66 00 6F DO 73 00 69 00 74 00 65 00 3D OO0 30 OO0

30 0D 46 00 43 00 30 0O 30 00 30 00O 30 00 25 00
33 00 45 00 25 00 33 00 43 00 2F 00O 65 00 6D OO n a

6Z 00 65 00 64 00 25 00 33 00 45 00 &7 00 29 00 bh.e.d.%.3.E.'.).

..........

With the development of malicious flash file detection
technologies, the method useds by attackers to bypass detection
are also getting diverse. The following bypassing methods were

used in this attack:

- File encryption using doSWF tool
- Class/Variable/Function name obfuscation using Chinese
characters

- Information sent via external parameter (info=, infosize=)

[Fig. 2-4] Obfuscated functions

function private: Bl Object):void

public Funckion 1)

public Funckion 7,3 AhnLab
public Funckion 7,2

ER T

public Function ZE0):Eoolean
“i% public Function LLK):String
“¢ public Function B4 String
public Function B&0:String
public Function 8&):String
public Function F3):void

R

public Funckion BString):

public Function flString):Flash,utils: Bytedrray
public Function ;LString):waid

public Function DetmineCookie!):Boolean

SEP DS P D

Various vulnerabilities are being found in Adobe Flash Player,
including the CVE-2012-0754 MP4 file vulnerability. You must not
only keep your MS products up-to-date, but also your third-party

products.

DDoS attacks using LOIC tool

A new group of hacktivists, known as TheWikiBoat, is on the
rise with a planned DDoS attack on some of the world's largest
organizations, including Apple, Bank of America, British Telecom
and Bank of China on May 25. The group is planning to use the
LOIC attack tool for a DDoS with expected thousands of attackers

downloading the attack tool and joining the attack.

Low Orbit lon Cannon (LOIC) is an open source network stress
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testing and DoS attack application developed by Praetox
Technologies.
[Fig. 2-5] LOIC user interface

owaOrbif! = — '7 IMMA CHARGIN MAH LAZER
nnon

192.168.2.10

LOIC performs a DoS attack (or when used by multiple
individuals, a DDoS attack) on a target site by flooding the server
with TCP packets or UDP packets with the intention of disrupting

the service of a particular host.

TCP/UDP flooding uses TCP/UDP message as the payload data
to send large number of packets. HTTP flooding sends HTT Get

packets with 3 consecutive newline characters as below:

[Fig. 2-6] HTTP flooding packet

- Hypertext Transfer Protocol
- GET / HTTP/L. 0% %n
# [Expert Info (Chatssequence): GET / HTTR/L.OwrYn]
Request Method: GET
Reguest URI: / AhnLab
Request version: HTTR/1.0
i
- Hypertext Transfer protocol
rin

000 00 OC 20 12 90 8e 00 OC 29 a6 bo 7d 08 00 45 00 ..0..... Yot E.
010 00 3c 5F 1d 40 00 80 06 e0 40 cO a8 08 B8 <D a8 .<_.@... .@......
020 98 84 08 bb Q0 50 42 25 0d 78 0e a3 4¢ 22 50 18 ..... PE% .x..L"P.
030 Ff ff 52 43 00 00 47 45 54 20 2f 20 48 54 54 50 ..AC..GE T / HTTP
040 2f 31 2e 30 od 0a od 0a Ao, ®

The Internet Relay Chat (IRC] mode enables the LOIC tool to
connect to an IRC channel and receive target and settings via the

IRC topic message.

[Fig. 1-27] IRC mode function

IRC server

© Manual Mode (Do it yourself) @ IRC Mode (Hiveind)

Traffic from the LOIC tool can be blocked with a threshold-
based or contents-based DDoS protection device. However, as
the attack is launched by multiple individuals, it is important to

monitor a DDoS attack.
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03. Web Security Trend
a. Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab's web browser security service) blocked 12,727 websites that
distributed malicious codes. 471 types of malicious code, 313 domains with malicious code and
1,430 URLs with malicious code were found. The overall numbers are slightly decreased from the

last month's.

I Reported malicious codes

12,727

| Reported types of | Domains with | URLs with
malicious code malicious code malicious code

471 313 1,430

@ 2012.05

[Table 3-1] May 2012: Website Security Summary

Monthly Change in Blocked Malicious URLs
12,727 malicious URLs were blocked in May 2012, a 36% fall from the 19,925 blocked in the previous

month.

40,000
25,873
30,000
20,000
10,000
0
| | |
2012.03 2012.04 2012.05

[Fig. 3-111 Monthly Change in Blocked Malicious URLs

Web Security Trend
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Monthly Change in the Number of Reported Malicious Code Types
471 malicious code types were reported in May 2012, a 15% fall from the 556 reported in the

previous month.

1,000
800 619 556 471

- O— -15.3%
o I
400 o 4———‘I'

200

| | |
2012.03 2012.04 2012.05

[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in Domains with Malicious Code
313 domains were found with malicious codes in May 2012, a 8% fall from the 366 found in

theprevious month.

500 397

366 313
s O~ -14.5%
~>0O—

250 “
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| | |
2012.03 2012.04 2012.05

[Fig. 3-3] Monthly Change in Domains with Malicious Code

Monthly Change in URLs with Malicious Code
1,430 URLs were found with malicious codes in May 2012, a 27% fall from the 1,967 found in the

previous month.

5,000
3,750
2,137
’ 1,967
2,500 1,430
- -27.3%
o— o

1,250 —‘

| | |
2012.03 2012.04 2012.05

[Fig. 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types of Malicious Code
For April 2012, Trojan was the top distributed type of malicious code with 6,388 (32.1%) cases
reported, followed by adware with 3,599 (18.1%) cases reported.

TYPE Reports Percentage
TROJAN 5,461 42.9%
DOWNLOADER 1,377 10.8%
ADWARE 917 7.2%
DROPPER 816 6.6%
Win32/VIRUT 235 1.8%
SPYWARE 169 1.3%
JOKE 46 0.4%
APPCARE 34 0.3%
ETC 3,672 28.9%
12,727 100.0%

[Table 3-2] Top Distributed Types of Malicious Code

TROJAN
5,461
6,000
ETC
3,672
4,000
DOWNLOADER
1,377
ADWARE
917
DROPPER
816 _ 2,000
Win32/VIRUT
2% SPYWARE

JOKE

169 APPCARE
46 2
0

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
For May 2012, Trojan/Win32.HDC was the top distributed malicious code with 996 cases reported,
followed by Downloader/Win32.Korad with 755 cases reported.

Ranking M Malicious Code Reports Percentage
1 AL Trojan/Win32.HDC 996 18.7%
2 — Downloader/Win32.Korad 755 14.2%
3 AL ALS/Bursted 630 11.8%
4 NEW ALS/Qfas 458 8.6%
5 v1 Downloader/Win32.Totoran 454 8.5%
6 NEW Trojan/Win32.SendMail 449 8.4%
7 A1l Unwanted/Win32.WinKeyfinder 434 8.2%
8 v2 Trojan/Win32.ADH 430 8.1%
9 A1l Unwanted/Win32.WinKeygen 400 7.5%
10 v7 Dropper/Small.Gen 319 6.0%

5,325 100.0%

[Table 3-3] Top 10 Distributed Malicious Codes



ASEC REPORT 27
Vol.29

Web Security Trend

VOL. 29
ASEC REPORT Contributors

03. Web Security Trend
b. Web Security Issues

Contributors

Principal Researcher Sun-young Shim

Senior Researcher Chang-yong Ahn

Senior Researcher Do-hyun Lee

Senior Research Young-jun Chang

Research Young-jo Mun
May 2012 Malicious Code Intrusion: Website One of the media websites had several subdomains according

Key Sources ASEC Team

to service, and the address to download the malware from was

[Fig. 3-6] Monthly malicious code intrusion: website . . ) o ] .
inserted in every subdomain page. The malicious script codes SiteGuard Team

200
AhnLab inserted into each subdomain page were obfuscated as below:
150 E ; ;
xecutive Editor
[Fig. 3-7] Codes obfuscated using space and tab characters
100 o .
cokie index0i (" Senior Researcher Hyung-bong Ahn
6 | =-1)Function{RDf
g0 I I I AD?FJA?DFPF\:S( "
0 Editor Marketing Department
1 2 2 4 s & 7 8 9 10 11 12
e . Design UX Design Team
The chart above shows the number of websites intruded to  The address to download the malware from was the same in all =eslgn 9
distribute malicious codes. The number keeps on decreasing pages. The downloaded file is distributed as an non-executable
since March. It is because the number of malicious codes [Fig. 3-8] Intruded website structure and address inserted to Reviewer
distributed via P2P sites decreased. download malware CTO Si-haeng Cho
Top 10 malicious codes distributed via websites Publisher AhnLab. Inc
—_— ’ -
[Table 3-4] Top 10 malicious codes distributed via websites 673, Sampyeong-dong,
Ranking Threat Name URL Bundang'gu- Seongnam'Si-
. Gyeonggi-do, 463-400,
1 Win-Trojan/Onlinegamehack.45568.AB 25 laa.nck l'°°'“/ e
2 Dropper/Onlinegamehack.128845 21 Borok s AriLeb South Korea
3 Win-Trojan/Onlinegamehack.102912.AY 19 T. +82-31-722-8000
& it e el et Lk file to avoid detection. It is then decrypted by the shellcode to F. +82-31-722-8901
5 Win-Trojan/Patched.102912 18 . .
. . execute an online game hacking malware.
6 Dropper/Win32.0nlineGameHack 18
/ Win-Trojan/Patched.102912 18 [File 3-9] Malware before/decryption
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