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1. SECURITY TRENDS- APRIL 2012

01. Malicious Code Trend
a. Malicious Code Statistics

Top 20 Malicious Code Reports _ B
Ranking M Malicious Code Reports Percentage
Reports Statistics collected by ASEC show that 11,409,362 malicious codes were reported in April
2012. This is a decrease of 2,410,844 from the 13,820,206 reported in the previous month. The most 1 = Trojan/Win32.adh 870,167 20.1%
- - 0,
frequently reported malicious code was Trojan/Win32.ad, followed by Mov/Cve-2012-0754 and 2 NEW TSI PR 415,052 9.6%
) i o } 3 - Trojan/Win32.Gen 401,819 9.3%
Trojan/Win32.Gen. 8 new malicious codes were reported this month. . .
4 A1l Malware/Win32.generic 399,827 9.2%
5 v1 Textimage/Autorun 347,538 8.0%
20,000,000 6 NEW Trojan/Win32.bho 267,854 6.2%
7 A2 Trojan/Win32.agent 203,137 4.7%
18,000,000 8 v2 Adware/Win32.korad 156,582 3.6%
9 v7 JS/Agent 143,487 3.3%
— 13.663.774 10 NEW Downloader/Win32.opentab 129,989 3.0%
ownloader, InsZ.openta 0 U7
2.4 13,820,206 1 NEW Als/Bursted 118,022 2.7%
14,000,000 SENISIC , o)
G 11,409,362 12 A5 Downloader/Win32.agent 116,779 2.7%
-17.4% .
12,000,000 13 vb Trojan/Win32.hdc 111,681 2.6%
14 A1 Java/Agent 108,113 2.5%
0
— 15 v2 Trojan/Win32.genome 98,377 2.3%
| | |
16 v6 Trojan/Win32.fakeav 96,753 2.2%
2012.02 2012.03 2012.04 ! :
17 NEW Backdoor/Win32.trojan 91,578 2.1%
18 NEW Win-Trojan/Rootkit.28928.D 87,708 2.0%
[Fig. 1-1] Monthly Malicious Code Reports 19 NEW Adware/Win32.bho 84,628 2.0%
20 NEW ASD.PREVENTION 82,889 1.9%
4,331,980 100.0%

[Table 1-1] Top 20 Malicious Code Reports
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Top 20 Distributed Malicious Codes Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 malicious code variants reported The table below shows the percentage breakdown of the top 20 new malicious codes reported

this month. For April 2012, Trojan/Win32 was the most reported malicious code, representing this month. Win-Trojan/Korad.229376 was the most frequently reported new malicious code,

33.6% (2,611,473 reports) of the top 20 malicious code variants, followed by Adware/Win32 (531,968 representing 11.3% (43,537 reports) of the top 20 new malicious codes, followed by Win-Trojan/

reports) and Malware/Win32 (501,202 reports). Downloader.1273856.C (42,271 reports).

Ranking ™M Malicious Code Reports Percentage Ranking ™ Malicious Code Reports Percentage
1 — Trojan/Win32 2,611,473 33.6% 1 Win-Trojan/Korad.229376 43,537 11.3%
2 = Adware/Win32 531,968 6.8% 2 Win-Trojan/Downloader.1273856.C 42,271 10.9%
3 AL Malware/Win32 501,202 6.6% 3 Win-Trojan/Fakealert.183320 39,752 10.3%
4 A2 Win-Trojan/Agent 452,292 5.8% 4 Win-Trojan/Korad.331776 33,787 8.7%
5 AL Downloader/Win32 419,032 5.4% 5 Win-Trojan/Downloader.1448448 28,271 7.3%
6 NEW Mov/Cve-2012-0754 415,052 5.3% 6 Win-Trojan/Tearspear.820224 24,221 6.3%
7 V4 Win-Trojan/Downloader 388,041 5.0% 7 Win-Trojan/Agent.1720320.G 22,785 5.9%
8 A2 Win-Trojan/Onlinegamehack 357,080 4.6% 8 Win-Adware/KorAd.331776.D 15,958 41%
9 vi Textimage/Autorun 347,611 4.5% 9 Win-Trojan/Avkill.37760 14,577 3.8%
10 Al Backdoor/Win32 225,293 2.9% 10 Win-Trojan/Onlinegamehack.115712.AB 14,441 3.7%
1 vé Win-Adware/Korad 218,398 2.8% 1 Win-Trojan/Agent.1990420 13,854 3.6%
12 A2 Win-Trojan/Rootkit 209,591 2.7% 12 Win-Adware/KorAd.331776.C 13,457 3.5%
13 v1 Win32/Conficker 166,002 2.1% 13 Win-Trojan/Zapchast.217272 11,102 2.9%
14 v1 Win32/Virut 164,033 2.1% 14 Win-Trojan/Rootkit.1385472 10,969 2.8%
15 Vi1 JS/Agent 143,973 1.9% 15 Win-Trojan/Onlinegamehack.30639 10,667 2.8%
16 v Win32/Autorun.worm 134,621 1.8% 16 Win-Trojan/Onlinegamehack.90112.GE 10,334 2.7%
17 A3 Win-Trojan/Korad 131,524 1.7% 17 Win-Trojan/Dllbot.133120.B 10,065 2.6%
18 v2 Win32/Kido 129,835 1.7% 18 Win-Trojan/Avkiller.38144 9,251 2.4%
19 NEW Als/Bursted 118,022 1.5% 19 Win-Trojan/Onlinegamehack.81920.E0 8,712 2.3%
20 vi Java/Agent 108,113 1.6% 20 Win-Trojan/Agent.1381376 8,558 2.1%
7,773,156 100.0% 386,569 100.0%

[Table 1-2] Top 20 Distributed Malicious Codes [Table 1-3] Top 20 New Malicious Code Reports
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Breakdown of Primary Malicious Code Types

The chart below categorizes the top malicious codes reported this month. For April 2012, Trojan
was the most reported malicious code, representing 48.3% of the top reported malicious codes,

followed by worm (7.3%) and script (4.9%).

0 10 20 30 40 50%
| | I I I |

AoWARE @777/ 3.2% TROAN 48 307
APPCARE @7/7/7/77//7//7/7% 0.2%
DOWNLOADER @/ /7777777777777 0.3%
ororPeR @ 7077777777777 2.9%
ecc D A4~~~ 0 30.0%
scrier G/, 9%
sPYWARE @/ 03% 0 A%k
TrosaN (I  c.3%
virus @777/ 2.8%
wrn G~ 77777 1.3%

[Fig. 1-2] Breakdown of Primary Malicious Code Types

Monthly Breakdown of Primary Malicious Code Types

Compared to the previous month, the number of Trojan, worm and virus increased, whereas,
the number of script, adware, downloader and appcare decreased. The number of dropper and

spyware was similar to that of the previous month.

D 2012.04
ADWARE APPCARE DOWNLOADER DROPPER
3.2 0.2 0.3 2.7

TROJAN
u 48.3% B ‘ ) ) ’

ETC SCRIPT SPYWARE VIRUS WORM
30.0 4.9 0.3 2.8 7.3

PR

[Fig. 1-3] Monthly Breakdown of Primary Malicious Code Types

10

Breakdown of New Malicious Code Types

For April 2012, Trojan was the most reported new malicious code, representing 88% of the top

reported new malicious codes, followed by adware (6%) and dropper (3%).

ETC 2% WORM 1%
DROPPER 3%
ADWARE 6%

TROJAN
88%

[Fig. 1-4] Breakdown of New Malicious Code Types
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01. Malicious Code Trend
b. Malicious Code Issues

Social Engineering and Malicious Documents

Cyber criminals take advantage of political and social issues
to distribute malware to cause widespread damage. They take
advantage of the fact that people are more likely to open spam
related to topics of high interest. Recently, scams using the

following baits have been reported:

1. Tibetan Uprising Day

2. London 2012 Summer Olympics

3. North Korea rocket launch

4. Various issues facing organizations, corporates or regions
5. Others

Scams themed around these events usually come in the form of
a document that exploits applications such as MS Office, Flash

Player and Adobe Reader.

If the document has an executable file extension (exe or dll),
it should be considered suspicious. You should not let your
excitement over the event cloud your judgment. Scammers are
always looking for ways to monetize their malicious schemes.
Big events naturally capture people’s attention and spark their

interest to know more about them.

In the most recent case, we spotted an email claiming to offer

tickets for the London 2012 Olympic Games. The attached .doc

[Fig. 1-5] Structure of malicious DOC file

Vulnerability
Executable
Encrypted
EXE file SHETIE

Legitimate -
DOC file ' W -

—
—

I 4 Legitimate DOC file
Malicious DOC file AhnLab

file is specially crafted to take advantage of the RTF Stack Buffer
Overflow Vulnerability (CVE-2010-3333).

The scam comes in the form of email messages that offer to
sell you a ticket for one of the events. These emails contain the

official logo of the event to deceive users of its legitimacy.

[Fig. 1-6] Fake email

A

London 2012seatallocations.

The countdown is on to the London 2012 Games. As part of our preparations. we are
currently allocating seats to ticket holders. During this time ticket sales will be closed «

You will find out your seat locations in summer 2012 when your tickets will be sent to you
via secure delivery. Please note these tickets will need to be signed for upon delivery.«

If you have any questions and you have not been able to find the information on this
website or through our Frequently asked questions, please call us on 0844 847 2012 «

Olympic Games and Paralympic Games ticketsales AhnLab

If you open the attached malicious DOC file, the malware exploits
the RTF Stack Buffer Overflow Vulnerability (CVE-2010-3333) to

drop a backdoor.

[Fig. 1-7] Malicious DOC file information
OFFSET 00 01 02 03 04 0S 06 07 08 09 0A OB OC 0D OE OF

00003F60 73 30 20 OD QA SC 66 73 32 31 SC 6C 61 6E 67 31 =0 . “fs2l\langl
00003F70 30 33 33 SC 6C 61 6E 67 66 65 32 30 35 32 SC 6B | 033\langfe2052\k
00003F80 65 72 6E 69 6E 67 32 S5C 6C 6F 63 68 SC 61 66 30  erning2\loch™af0
F90  SC 68 69 63 68 SC 61 66 30 SC 64 62 63 68 SC 61 “hich af0\dbch \a
66 31 33 SC 63 67 72 69 64 SC 6C 33 SC 6C 61 6E  f13\cgridil3\lan
) FBO 67 66 32 20 7B SC 2A 2D 7B 7B 7B 7B 7B 7B 7B 7B  gf2 {“—{{{{{{{{
00003FCO  SC 2A 2D 65 68 70 SC 24 2D 73 76 70 SC 73 68 70 | “»—ehp\#*—svp\shp
00003FDD | SC 24 2D SC 24 2D 73 68 70 SC 24 2D 63 68 70 7B  “w-—\#—shp\#—chp{
O0003FED | 5C 27 63 65 SC 2A 2D SC 24 2D 73 68 70 S5C 2A 2D | \'ce\w-\w-shp\w—
00003FF0 63 68 70 SC 27 63 62 S5C 73 70 5C 27 63 62 SC 27  chp\'cb\sp\'cb\'
00004000 63 66 S5C 24 S5C 73 70 SC 24 7B SC 2A 2D 7B 7B 7B  cf s\sp\e{\»-{{{
00004010 7B 7B 5C 27 73 61 SC 24 5SC 73 76 SC 2A 5C 27 73 | {{\'sa\*\sv\*\'s
00004020 | 63 SC 73 76 SC 27 73 65 5SC 27 73 62 SC 2A SC 73 | c\sv\'se\'sb\*\g
00004030 | 76 SC 24 20 36 3B 33 3B 31 31 31 31 31 31 31 31 w\» 6:3;11111111
00004040 30 30 38 30 30 30 30 30 30 30 30 30 30 34 30 34 0080000000000404
00004050 30 34 30 34 30 34 30 34 30 34 30 34 30 34 30 34 0404040404040404
00004060 30 34 30 34 30 34 30 34 30 34 30 34 32 63 32 39  0404040404042c29
00004070 31 32 30 30 30 34 30 34 30 34 30 34 30 34 30 34 1200040404040404
00004080 ' 30 34 30 34 30 34 30 34 30 34 30 34 30 34 30 34 DADlAh L b
00004090 30 34 30 34 30 30 30 30 30 30 30 30 65 39 61 39 0404 n a

This backdoor deletes and creates files, and shuts down
the infected system. The malicious executable file creates
%SYSTEM%\cydll.dll, which sends the PC's hardware
information to the C&C (114.%**.89.*** CN) server.

V3 detects this malware as:

12

- DOC/Cve-2010-3333(2012.04.25.03)

- Backdoor/Win32.Etso(2011.09.05.00)
- Win-Trojan/Ets0.54272(2012.04.25.03)
- Win-Trojan/Etso.73483(2012.04.25.03)

Spear-Phishing Campaign with Malicious .DOC
Attachment

We found a spear phishing email with a DOC file attachment
from an unknown sender. Spear phishing targets a specific
organization, seeking unauthorized access to confidential data.
A fraudulent spear phishing email may warn of a special need
to provide username and password or account information, or
to click on a link that will install malware designed to steal your

personal information.

The fake email we found contained a malicious .doc file. The DOC
file is actually an RTF file that infects the system by exploiting the
RTF vulnerability.

[Fig. 1-8] Malicious DOC file

File Edit Wiew Favorites Tools  Help

v

@ Back ~ > I‘ﬂ' P ! Search ‘ liq_ Folders

T
Address || Criwork

Falders % @ - _resume, doc
@ Desktop _— Microsaft Ward Document
£ 'D My Documents i 200 K5
= ) Iy Computer

(£ ﬁ; 314 Floppy (A1)

=] e Local Disk (1)
[# [ Documents and Settings
# [5) M3ocCache

AhnlLab

[Fig. 1-9] RTF file targetting an .RTF file type vulnerability

FUSTFHE - LI\WOIK)
OFFSET 00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF

00000000 7B 5C 72 74 66 31 20 7B SC 2A 07 74 6E 61 75 74  {\rtfl {\*. tnaut
00000010 68 6F 72 20 4A 6F 68 6E 20 44 6F 65 7D 20 0D OA hor John Doe} ..
00000020 09 OD 0A 20 SC 73 68 70 7B SC 73 70 00 OD OD OA \shp{\sp
00000030 20 7B SC 2A 07 74 6E 61 75 74 63 6F 72 20 4A 6F {\*.tnauthor Jo
00000040 68 6E 20 44 6F 65 7D 0D 0D OA 7B 5C 73 6E 20 OD hn Doe}...{\sn
00000050 0D OA OD OD OA OD OD 0A 09 SC 5C 5C SC 09 70 46 NN\ pF
00000060 72 61 67 6D 65 6E 74 73 00 CC 7D 7B SC 2A SC 6D ragments.I}{\»\m
00000070 6F 63 72 6F 73 6F 66 74 20 6F 66 66 69 63 65 20 ocrosoft office
00000080 77 6F 72 64 20 4D 73 66 65 64 69 74 20 35 2E 31 word Msfedit 5.1
00000090 | 2E 32 31 2E 32 35 30 30 3B 7D 7B 5C 69 6E 66 6F .21.2500:}{\info
000000A0 7B 09 63 74 6C 65 20 54 65 6D 70 6C 61 74 65 7D {.itle Template}
000000B0 7B 07 75 74 68 6F 72 20 4A 6F 68 6E 20 44 6F 65 {.uthor John Doe
000000C0 7D 7B SC 6F 70 65 72 61 74 6F 72 20 4A 4F 48 4E }{\operator JOHN
000000D0 20 44 4F 45 7D D5 7B 5C 73 76 20 20 20 20 20 31 DOE}O{\sv 1
000000E0 | 20 3B 3B 31 31 31 31 31 31 31 31 CC CC 61 32 30  ;:1111111111a20
000000F0 | 31 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 1000000000000000
00000100 30 30 30 30 30 30 30 30 30 30 30 30 30 37 21 21 AAARARQQOOD00111
00000110 | 31 31 31 31 31 31 31 30 2B 63 33 24 38 % 104c3981.2
00000120 | CC 12 CC 31 31 31 31 31 31 31 31 31 31 : AhnLab 1111111111
00000130 31 CC CC CC CC CC CC CC CC CC CC CC CC € ITTIITTee
00000140  CC 30 30 30 30 30 30 30 30 30 30 34 33 34 be 34 | LUULLL00000434bd

00000150 ' 32 34 61 34 33 34 62 34 32 34 61 34 33 34 62 34 24a2434b4242434b4
242

000003ICO 22 24 £31 24 22 24 £2 24 22 24 &3 24 22 24 & AoA2Av A28 42404

If you open the malicious DOC file, a legitimate-looking DOC file
will open, so you will not be aware of the malware infecting your

system. It also registers itself in the registry to run automatically

when Windows start.

Files created:

- 'C:\ Documents and Settings\[Account]\ Local Settings\
Temp\msvcrt71.exe’

(Win-Trojan/Agent.16224.P)

- 'C:\WINDOWS\Tasks\snmp.exe'

(Win-Trojan/Agent.16224.P)

- 'C:\ Documents and Settings\[Account]\ Local Settings\Temp\
ParkOOResume.doc’

(Legitimate document)

Registered registry:
- HKCU\Software\Microsoft\Windows\CurrentVersion\Run\snmp
“C:\WINDOWS\Tasks\snmp.exe"

When we analyzed this campaign, the infected system did not
connect to a C&C server, but it is assumed to communicate with

the C&C server.

To prevent this attack, it is advisable not to open any email from
unknown senders or suspicious email attachments. You must
always scan file attachments with your antivirus software before
opening them. Last but not least, always install security updates

for your Windows OS and main applications.

V3 detects this malware as:
- DOC/Dropper
- Win-Trojan/Agent.16224.P

Trojan Feeds off North Korea's Failed Rocket Launch

North Korea's recent rocket launch provided cybercriminals with
all the artillery they needed. Emails have been found with an
attached Microsoft Word document titled, ‘North Korea', ‘North
Korea satellite launch” and ‘North Korea nuclear test'".

The attack works as below:

[Fig. 1-10] Malware infection by fabricated DOC file

S E
—>  Vunerabilty —3 -

C&C communication C}

.

Mafformed Shows legitimate Malware
DOC file document infection C&C server
B ariocd AhnLab

malware
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1. North Korea.doc
The SWF flash script loads to open a web page (hxxp://gis.
usda.**** com/) on Internet Explorer. As you can see below, the

fabricated DOC file looks legit when opened.

[Fig. 1-11] Legitimate-looking DOC file
& Horth Korea - Microsoft Word
i&@w—mmm-ﬁwm

idﬁ’ foengd - TresbesRomen - 105 - | B F U - Al A A - :!iﬂ:_

C RRURANENE T 4t 0 G WM YD oNNmmEnNx N e A

‘ AhnlLab

- Earth Komea's Sateline Diploosacy

* Seramuy

Harth Koes pliared saeilite Jumch s pamoanding maticse otee apain Tesssessing thei shility
& 0 indluence Pyrvagyungs bebevior Japan bas renerwed piactions, the United Staes bas decided 2
suspend delnery of mew food aid, ard Washingion sd Seod s corsadesng requesiing
= condemmtion asd patestal sunctions from the Usited Hatiors - though China aod Eisly Resen
3 will work o moderste such pressae

3 Bt inteematicmal atteaticn conkd be ome of She come drivers o Morth Kome's decision 8 banch
F Comshined with the asceat of Pyongyesgs mew leadershap ssd otbes farton, the st (schedued
= b ke plhace bt Al 12w Aol 16) bios cpmrnd an cppostunity Sa¢ the eountry 1o mpen
5 ity meltionships wih inbemational sctors wilbout appeaning fo compromise 5 independence
i Horth Koawa bae bean gorparing foa & diphomatic offeneve sincn kag befom the buach wae

When the malicious web page opens, the codes below will be

executed:

™ Ahnlab

TIPSR oS
</applet>

aive refresh contente'8: url-hitp://office microsoft. cem/en-us/??CTT-6601gin-ECD10221221033"3)

The codes are designed to exploit the vulnerability designated
CVE-2012-0507, and get a JPG file. The file extension is JPG, but
it is actually a PE file.

[Fig. 1-13] PE file disguised as JPG file

D
00000000 [2054)%0 00 03 00 0 00 04 00 00 00 FF FF 00 coaz]
00000010 BS 000D 0000000000 40 0000000000000 aQ
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000030 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 0

00000040 OE 1F BAOE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 1L ITh
000000S0 69 73 20 70 72 6F 67 72 61 6D 20 63 61 BEGEGF is program canno
0000000 74 20 62 65 20 72 7565 20 69 6E 20 44 4F 53 20 t be run in DOS
00000070 60 6F 64 65 2E 0D 00 0A 24 00 00 00 00 00 00 00 mode. ... §
00000080 D4 7C7C 83 901D 1200 S0 1D 120090 10 1200 1|

00000090 CE3F 190092 1D 12 00 EBO1 1ED0 9310 1200 .7

00000040 13 01 1C 0O 84 1D 12 00 A6 38 19 0O 9A 10 12 DO

00000080 A6 38 18 00 03 1D 12 00 C5 02 01 00 99 1D 12 0O Ahnl_ab
2 DO

000000CO 90 10 12 00 83 10 12 0O F2 02 01 00 98 10 1
00000000 S0 10 13 0O F1 1D 12 00 78 02 19 00 97 10 12 0O
00000OEQ 57 18 14 00 91 1D 12 00 52 63 63 63 90 10 12 00 W Rich
000000FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000100 (S 45] 0 00 4c 01 04 00 2488 62 4F 00 00 00 O[FE] . L...5. 0
00000110 00 00 00 00 E0 00 OF 01 0B 01 06 00 00 00 0 (0

This file name is in fact javacpl.exe:

[Fig. 1-14] Javacpl.exe disguised as ZA102498414.jpg
ZA102498414. jpg Properties

| General | Yersion | summary |
File version:  £.0,300.12
Description:  JavalTM) Control Panel ‘

Copyright: Copyright @ 2011

Other version information

Item name: =IN=H

|Company '
File Yersion i |
Full Version

Internal Mame

i AhNLab

Product Bame:
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This malware hooks keyboard and mouse events and gets

commands from a C&C server.

The Java zero-day vulnerability is identified as CVE-2012-0507.
A security update has not yet been released for the zero-day

vulnerability, so do not open any suspicious file.

2. Sorean intelligence officials say North Korea may be
preparing for nuclear test.doc
This malicious file exploits an MS office vulnerability identified as

CVE-2010-3333 to create wor.doc.

Edt  View Insert Format  Took  Table Window Help
L0 5 30 2P 98 0 iy vema+ et o smsn
Ceg oo e e

-2 - [Ez[g]

3 0

IMOSTIMMEDIATE
PARLIAMENTMATTER

No.AAIPARU125/31/2012
Ministry of External Affairs
Parliament Section

Subject: 124t Assembly of the Inter-Parliamentary Union (IPU) to be held in

Bangkok (Thailand) from 29t March to1st April 2012. Ahnl.ab
124t Assembly of the Inter-Parliamentarv Union (IPU) to be held in

If you have not yet installed the security update, do so at your
earliest convenience. If you don’t, the malicious file, WORD.exe,

and legitimate file, Wor.doc, will infect your system.

When WORD.exe gets executed, it gets added to the Startup

menu to run when Windows start and attempt TCP connection.

[Fig. 1-16] Malicious program gets added to Startup menu

Administrator

7; %:rt::net : @ Set Program Access and Defaults

’ W2 windows Catalog
)| E-mail 2
L2 Microsort office outlf G Windows Update

\’ MSH
T Games
e Windows Media Flayd Startup

& Internet Explarer
:}S Windows Messenger| *\’ MSh

I Accessories

Both files are located in C:\Documents and Settings\

Administrator\Local Settings\Temp\.

Mmalware is usually distributed randomly via an email
attachment. By relating emails to widely-celebrated holidays

and current events, spammers can make their messages more

14

interesting, and increase the chance of recipients clicking links

and opening files.

[Fig. 1-17] Wor.doc and WORD.exe file located in the same folder

[l WORD. exe: 1600 Properties

Threads PP Secuty Envronment Strings 5 [ 0 st [ =
Imsge | Pperformance | Performance Graph | Disk and Network B

Image File 1|ADMINIe 1LOCALS~ 1| Temp

2 E_] =

version:  nfa

Time: 53012012 10:04 AM Microsoft Hicrosoft  offcln11.log
rator Office 2003... Office 2003,

Path
| ‘acuments and SettingsiAdministr storiLocal Settings| Temp| WORD. exe I o
A et 1

Perflib_Perf... unattend.cmd uporader.exe

WORD.cxe 1 iristrator's [
: ication Date
Current directory o £ =
| Ci\Documents and Settings)Administrator|L ocal Settings{Temp} - | ;_J | ;j 5
rites UserDB.TXT  wminstlog  vmmsilog_2...
Parent:  <Mor-existent Process»(1896) | Settings
User:  YMXRSFEMAdministratar ecent Doc i
Started:  10:04:21 AM 5/30/2012 ::: @ j
Commert: | | KillProcess 3 el
AR S CEYET WSl 5. PERG el COreeretor
Data Execution Prevertion (DEP) 1,304 K LS4 Shell (ExportVersion]  Microsoft Corporation
9,156 K Windows Explorer Microsoft Corporalion
4,952 K VMware Todls trap application WMware, Inc.
8.020 K Whware Tools Service, Whware, Inc,

9.760K Sysintemals Process Explorer  Sysinteimals - vy, sysirter.

672 K Windows Command Processor Microsoft Corporafion

L
W /0RO =xe 1800 5340 K 10,384 K.
[0 /ORD.xe 1180 5340 10,364 K
[ WINWORD.EXE 132 10632k 3412 K Micrasoft Offics Word Microsolt Corparation

AhnlLab.

PU Usage: 0.00% _ Commi: Charge: 10.88% _ Processes: 27_Physical Lsage: 23.94%

V3 detects this malware as:

- Dropper/Agent

- Exploit/Cve-2010-3333

- Exploit/Cve-2012-0507

- HTML/Downloader

- RTF/Cve-2010-3333

- Trojan/Win32.Agent

- Trojan/Win32.Zapchast

- Win-Trojan/Downloader.262144.MK

2012 Seoul Nuclear Security Summit Themed
Malware Campaign Spreads Malicious PDF

Seoul Communique on the 2012 Seoul Nuclear Security Summit

can be found of the official UN web site.

[Fig. 1-18] Seoul Communique file on official UN website
(471 N UNODA Spotlight

/ 27 March 2012

\- Seoul Communiqué - 2012 Seoul Nuclear Security
Summit (PDF)

Nuclear \

Security munique, pdf

Summit Ahnlab obat Document

Seoul 2012

We found a malicious PDF file disguised as the Seoul

Communique file.

[Fig. 1-19] Malicious PDF file

Ahnlab

The malicious PDF file icon is manipulated to look like an Adobe
Reader icon. If you open the malicious PDF file, it creates the

following files:

Created files:

‘C:\Documents and Settings\Administrator\Local Settings\
Temp\Winword.js'

Contains malicious scripts that create and remove malicious files

‘C:\Documents and Settings\Administrator\Local Settings\
Temp\Adobe.pdf'
Normal PDF file

‘C:\Documents and Settings\Administrator\Local Settings\
Application Data\Microsoft\wininit.dll

Malicious file

‘C:\Documents and Settings\Administrator\Local Settings\
Application Data\Microsoft\wininit32.exe’
Malicious file

‘C:\Documents and Settings\All Users\Application Data\

ntuser32.bin //wininit32.exe’

Backup file

Network connection
- Process: explorer.exe Protocol: TCP CONNECT IP Address:
58.%* 2** 24:80

The malicious PDF file contains both malicious a JavaScript file
(Winword.js) and a legitimate PDF file (Adobe.pdf). The %temp%\
Winword.js file gets created and then removed, so we could not
study the file, but the Adobe.pdf file that is in the same folder was

found to be legitimate.

[Fig. 1-20] Legitimate PDF file in the %Temp% folder

Kl Adobe.pd Adobe.pdf Properties
Adobe Acrobat Document "
255 KB General |POF || Summary |

m: $ [ Adobe. pdF

Type of file:  Adobe Acrobat Document
Opens with: Adobe Reader __Change. o

Location: C\Documents and SettingstAdministratoriDesktop
Size: 257 KB (264,080 bytes)

Size on disk: 260 KB (266,740 bytes)

Created: Today, May 30, 2012, 1:1%27 FM
Modified: Friday, April 13, 20 Ah n La b
Accessed: Today, May 30, 2012, 11sgis) b

The file you will actually see is the Adobe.pdf file in the %Temp%
folder:
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[Fig. 1-21] Legitimate PDF file included with malicious files

v Adobe.pdf - Adobe Reader FEXR
Fle Edt View Window Help x

E}D%‘ !/5“@7 Comment | Share

~

e

Nuclear |
Security
Summit

e

Seoul Communiqué
2012 Seoul Nuclear Security Summit

We, the leaders, gathersd in Seoul on March 26-27, 2012, renew the pokical
commitments generated from the 2010 Washington Nuclear Security Summit to work
toward strengthening nuclear security, reducing the threat of nuciear terronsm, and
preventing terrorists, crminals, or ofher unautherzed actors from acquiing muciear
matenals.  Nuckear terorism continues to be ane of the most challenging threats to
international security. Defeating this threat requires strong national measures and
international cooperation given ifs potential global poktical, economic, social, and
psychological consequences.

We reaffrm our shared goals of nuclear disarmament, nuiear nonprolferation and
peaceful uses of ruclear energy.

Comiitted to seeking a safer world for ail, we also all share the obyective of nuclear
sscunty. We recognize that the Nuciear Secunty Summit is a vaial 72

‘highest political level, supporting our joint call to secure aif wiinerable ¢ Ah n La b
four years. In this regard. we welcome the Substantive progress be

The malicious PDF file creates the following malware:

| R
AhnlLab Al ininit

The wininit.dll file gets loaded on the explorer.exe process and

attempts to connect to an IP address P(58.**.2**.24).

[Fig. 1-23] Network connection information

Destination Protocol Info
192 114 10.134 HTTP  HTTR/1.0 200 Ok (text/html) AhnLab

58.AL 204,24 TCP 2196 > http [FIN, ACK] Seq=544 Ack=1215 win=63026

192.148.%9.134 TCP http > 2196 [ACK] Seqel2l5 Ack=545 winw64239 Lenw0|

S8.u¥.d21.24 TCP mnp-exchange > http [SYN] Seq=0 win=64240 Len=0 Ms

192, 4'%.40.134 TCP http > 2196 [FIN, PSH, ACK] Seqel215 Ack=545 Wine6

S8.1m ¢in, 24 TCP 2196 > http [ACK] Seq=545 Ack=1216 win=63026 Len=0|

192 1w 10.134 TCP http > mnp-exchange [SYN, ACK] Seqe0 Ackel wine642.

58.40,001.24 TCP mnp-exchange > http [ACK] Seqe=l Ack=1 win=64240 Le|

%2, 58.nK..0'1.24 HTTP  [POST] /htqdihersigbhzjzujxmmyspnaraewk. htm HTTP/1.1
58.LUu.aa? .24 192.1/4.40.134 TCP tp > mnp-exchange [ACK] Seq=l Ack=544 win=64240

0118 6¢ 3a 20 6e 6f 2d 63 61 63 68 65 0d Oa 0d Oa 1: no-ca che....
jcb T 4 o

You can see that the file attempted to connect to the IP address

(58.**.2** 24]) to get specific information.

V3 detects this malware as:

- PDF/Exploit-downloader(V3, 2012.04.19.00)

- Win-Trojan/Agent.44032.VC(V3, 2012.04.18.03)
- Trojan/Win32.Cosmu(AhnLab, 2012.04.16.05)

Mac Malware Threats Increase

Apple's operating system is increasingly becoming a target for

hackers and malware authors. The recent advent of flashback
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malware that includes the exploit code for CVE-2012-0507 has
infected approximately 550,000 Mac OS X users.

Samsung and Apple have 50% of the smartphone market.

[Fig. 1-24] 2012 smartphone market
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Microsoft's Windows has 90% of the operating system market.

AhnlLab

= Windows
o Mac
¥ Linux

mSun0s

Samsung’s and MS’ share of the smartphone and 0S market

surpasses that of Apple.
The following threats against Apple products were found:

The number of malware targeted towards Mac OS is increasing.
This is caused by the growing market share of Apple's 0S. The
widespread malware proves that Mac OS is no longer safe. You
are advised to always update your application programs, such as

MS Word, Flash Player and Java, to the latest versions.

16

[Table 1-4] Malware targeting Mac

Threat Description

First discovered in 2011, this Trojan horse, masquerades
Flashback Malware | as an installer for Adobe Flash and spreads via SNS.
550,000 Macs have been infected by this variant.

This Trojan horse exploits a vulnerability in MS Word and

SEIHEElal TR spreads via email attachments.

This backdoor program was used long ago in Linux. It is an

e IRC-based DDoS client program.

This Trojan horse disguises maliciously crafted files as

QSKimdlerE image files of famous models.

This Trojan horse, disguised as a PDF file, has a backdoor
attackers can use for remote acesss. It spreads via email
attachments.

Trojan - Dropper:0SX.
RevirA

This Fake antivirus tricks victims into paying for the
MacDefender Fake AV| service.
It spreads via search engine optimization or SNS.

This bug is found when viewing PDF file on Safari

web browser. If the attacker successfully exploits the
vulnerability, he/she can remotely control your iPhone,
iPad or iPod.

PDF Bug in Safari

Weyland-Yutani Robot

Kit This malware kit is distributed via black markets.

Multi-Platform Malware Targets Both Windows and
Mac 0S

A Tibetan-themed malware campaign titled, ‘Invitation for
Tibetan Films’, targeting both Windows and Mac that seeks to

steal sensitive information has been uncovered.

[Fig. 1-26] Comparison of OS routines

<scripe>
var emb = document.createElement( ' applet'):
emb.secAccribute( ' name', ‘applet');
emb.setireribute( ide e B2 A
emb.secvAteribute( ' height', '1');
C if (navigator.userigent. indexOf( n') 1= =1){
1 emb.setAttribute( ie', 'Fu . d ):
1 exd.setAttribute( arcl . Jac'):
12 }
1 C else 1f (navigator.userigent.indexOf( Mac') 1= -1){
1 exb ., secAttribute( ” cla ):
emb,.setAttribute( ' archive', 'ref jar')
' AhnlLab
docwnent .body.appendChi ld(emb), n a
19 <fscripe>

Users clicking on the link included in the email will be led
to a site which determines whether they are on a Mac or
Windows system, subsequently loading a Java applet, exploiting

vulnerability in the Java Runtime Environment component.

- file ¥H¥ px fyrrkrrkr| 2304 44R fimg.jar’ <-- URL to download file
on Windows
= file ¥r¥ x¥ fyrrtrrr| 234 x4R [ [ref jar' <-- URL to download file

on Mac 0S

[Fig. 1-27] ref.jar header

00000000 [EEEENEAEE 07 00 00 01 03 00 00 80 02 00 00 00 [FWiH....... 8 ies
00000010 OB 00 00 00 FO 06 00 0O 85 00 00 0O 00 00 00 00 ....

00000020 19 00 00 00 48 00 00 00 SF SF SO 41 47 45 SA 45 ....H...
00000030 52 4F 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 RO

00000040 00 00 00 00 01 00 00 OO OO 0O OO OO OO OO 0O OO .
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .%.%.M%.1
00000060 00 00 00 00 00 00 00 00 19 00 00 00 78 02 00 00 .........
00000070 SF SF 54 45 58 54 00 00 00 00 00 00 00 00 00 00

The vulnerability allows the hacker to install a different backdoor
for Windows or Mac 0S, granting hackers access to the same
C&C server. Both backdoors upload and download files and
navigate through files and directories in the affected system for

data exfiltration.

You are advised to deactivate Java to prevent the Flashback

Trojan malware vulnerability.

V3 detects this malware as:
- Dropper/Agent.25088.CA
- Mac0S_X/Olyx

- EXP/Cve-2011-3544

- JAVA/Cve-2012-0507

There are two versions of the SabPub information-stealing Trojan
- one uses MS Word documents that exploit the CVE-2009-0563
vulnerability, and the other uses the same CVE-2012-0507 Java

vulnerability the Flashback Trojan used to infect Macs.

The Trojan creates com.apple.PubSabAgent.pfile in the Users/

Library/Preferences folder.

[Fig. 1-28] Malware created

AhnlLab

The file is a 32-bit Mach-0 executable.

[Fig. 1-29] Mach-O file format
i AhnLab

It also creates com.apple.PubSabAgent.plist in the Users/

Library/LaunchAgents folder.

[Fig. 1-30] plist created

Ahnlab
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[Fig. 1-31] com.apple.PubSabAgent.plist

The malware connects to a C&C server to receive commands. The
C&C server was no longer active when we analyzed the malware.

[Fig. 1-32] Attempt to connect to C&C server

I
DNS 151 Standard query response, No such name

Attacks will continue until the security vulnerabilities are
updated, so you must always update the software you are using

on a regular basis.

Trojan For Mac Used in Attacks on Tibetan NGOs

A new malware attack targeting Tibetan NGOs (Non-
Governmental Organizations) was reported this month. The
attack lures the victim into visiting a malicious website, which
then would drop a malicious payload on the target's computer
using Java vulnerability (CVE-2011-3544) and execute it.

Tibet.A is a cross-platform malware that infects multiple

operating systems, including Mac 0S X and Windows.

[Fig. 1-33] Codes determining the 0S

public static boolean isWindows()
String str = System. getProperty(“os.name"). tolonerCase();

return str.index0f("win") >= 0;

public static boolean isMac()
String str « System, getProperty(“os.name”) . tolowerCase();
return str.index0f("mac*) »= 0;

public static boolean isUnix()
{

String str « System.getProperty(“os.name"). tolowerCase(); AI l b
return (str.index0f("nix") >« 8) 11 (str.index0f("nux") >= 8); n a

}

Upon execution, the threat copies itself to /Library/Audio/Plug-

Ins/AudioServer.

[Fig. 1-34] File.tmp file type

It then adds a launcher script named com.apple.DockActions.

plist pointing to the copied file to

ensure it is executed whenever the current user logs in.

- /Library/LaunchAgents/com.apple.dockActions.plist

[Fig. 1-35] plist to execute copied file

aLibrarytauncha @b */Library/Launchigents/con. apple Docknctions. piist’ 0

align 1

jatxmiVersiont_0 @b ‘<Txnl version="1.0" encoding="WIF-#"1> ', 04
@ “<IDOCTYPE plist PRBLIC “~//Apple Computer//DTD PLIST 1.0//1M° “nt
o “tp:i//www. apple.con/OT0s/Propertylist-1.0.4ta™>" ,80h
o <plist versioa="1.0")>" ean
@ "<dict)' AN
@ 9, <kegdlabel/keyd ", 0an
@ 9, <stringrcom.apple docserverd/string ',k
@ 9, <kegdProgrand/key> ', b

o 9, <string>’ .0
align 200
; char Jibraryfediorif)
aLibrarydudioPl @b */Library/fudie/Pleg-lns/fedioServer” 0

iga v
astringKeyRumat @b “</string>”,en f 0 00!
o 9, <keg>RumAtioad</key)* , 0ah
o 9, <true/>" M0
o ‘</dict>’,pan n a

o "</plist>’ ean,0

ac @ ‘-c',0
12305678 @ 1235478 .0
|_estring ends

To patch this vulnerability, click the Apple logo on the top-left of
your desktop, and then click “Software Update...".

Finder File Edit View Go
About This Mac

Software Update...

App Store...

System Preferences...

Dock b
[Fig. 1-37] Software update
8no Software Update

1 New software is available for your computer.
| ﬁ% If you don't want to install now, choose Apple menu > Software Update
— when you're ready to install.

Install | Name Version Size

2 ©  Mac0s X Update 10.6.8 275.3 MB
™ AirPort Utility 5.5.3 12.3 MB
™  iTunes 10.3.1  75.8 MB
™ Prokit Update 7.0 16.2 MB

The 10.6.8 update is recommended for all users running Mac 0% X Snow Leopard
and includes general operating system fixes that enhance the stability,
compatibility, and security of your Mac, including fixes that:

» Enhance the Mac App Store to get your Mac ready to upgrade to Mac 05 X

Resolve an issue that may cause Preview to unexpectedly quit
Improve support for IPvE

|
|
|
Lion |
|
|
|

.
-

» Improve VPN reliability

» |dentify and remove known variants of Mac Defender

Companies and Countries Targeted by SpyEye
Trojan

On April 2, 2012, AhnLab warned of rising SpyEye threats. SpyEye

is a piece of malicious software that steals money from people’s
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online bank accounts.

SpyEye is a malicious toolkit for creating and managing botnets.
It is designed primarily for stealing banking credentials and other
confidential information from infected systems. ASEC analyzed
the SpyEye samples collected over Q1 of 2012 to find the targets

of this Trojan.

SpyEye Trojans spread mostly via spam emails or vulnerable

websites.

According to extracted data, 41% of all SpyEye targets were found
to be located in Germany, followed by US at 32%, and Canada at
14%.

[Fig. 1-38] Geographical location of SpyEye targets

Geographical location of SpyEye targets

1%
2% 1%\ 1%

B Germany
m us
® Canada
| UK
® Venezuela
# Peru
1 Malta
1 Thailand
The Netherlands

AhnlLab

The data also showed the targeted industries - the industry that

was the most attacked was the financial industry, followed by

e-transaction and investment.

[Fig. 1-39] Industries attacked by SpyEye

Industries attacked by SpyEye

m Bank

B E-Transaction

® Email

® Financial Investment
B Airline

® Online Shopping Mall

AhnlLab

AhnLab Packet Center, AhnlLab’s malicious packet analysis

system, which assesses suspicious packet data, including
that from SpyEye C&C servers, found that the main targets of
SpyEye are mainly in the US, and that North American financial

institutions and users should remain especially vigilant.

[Fig. 1-40] Geographical location of SpyEye C&C servers

Ahnlab

|
W

17 I 155

According to SpyEye-relevant host data extracted by the AhnLab
Packet Center, most of the SpyEye domains were found to be
located in the US, followed by Russia and Ukraine. Fortunately,
Korean financial institutions were not included on the list of
targets. When using online banking services with foreign banks

outside Korea, you must exercise caution.

Another fake version of Angry Birds Space

The growing number of Android users is increasing Android-
based malware. Another malicious app masquerading as
the wildly popular game, Angry Birds Space, was found this

month.

[Fig. 1-41] Fake version of Angry Birds Space

This malware was first discovered on Chinese third-party
app marketplaces. Chinese third-party app marketplaces
are much bigger than Korean ones, and users use them to

download legit original apps for free without permission of the

original developers.

[Fig. 1-42] Manifest information

<service android:name=[com.neworld.demo.UpdateCheck"/}
</application>
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.ACCESS_WIFI_STATE"/>

<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>

<usegepgrmissign angdroid:name="android.permission.INTERNET"/>
~Ahnt
<us@s-PerisSi

id

d:name="android.permission.READ_PHONE_STATE"/>
Al and

id:name="android.permission.READ_LOGS"/>
it so i jan="12" aodeaid:caincdl lan="ani.

If you download the fake app, the malicious com.neworld.
demo.UpdateCheck service will be executed. This service

executes the malicious ELF file hidden in the image file
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(mylogo.jpg) in the assets folder of the app to perform the V3 detects this malware as:

following malicious activities: - Android-Exploit/Rootor.TC
- Steal smartphone information

- Attempt root access

- Communicate with the C&C server to execute commands

(e.g.: install program)

[Fig. 1-43] JPG file with the hidden malicious ELF file

Simple Studio

9D 90
§§ 01 01 01 00 00 00 00 00 00 00 00 00
01 00 00 00 70 9F 00 00 34 00 00 00
02 00 00 04 34 00 20 00 07 00 28 00
01 00 00 70 FO 59 00 00 FO D9 00 00
70 01 00 00 70 01 00 00 04 00 00 00
06 00 00 00 34 00 00 00 34 80 00 00
EO 00 00 00 EO 00 00 00 0S5 00 00 00
03 00 00 00 14 01 00 00 14 81 00 00
13 00 00 00 13 00 00 00 04 00 00 00
01 00 00 00 00 00 00 00 00 B0 00 00
60 5B 00 00 60 58 00 00 05 00 00 00
01 00 00 00 60 SB 00 00 60 EB 00 00
08 09 00 00 DC 12 00 00 06 00 00 00
02 00 00 00 C8 SB 00 00 C8 EB 00 00
F0 00 00 00 FO 00 00 00 06 00 00 00
S1 ES 74 64 00 00 00 00 00 00 00 00 .
00008560 00 00 00 00 00 00 00 00 00 00 00 00 06 00 00 00 . .
00008570 04 00 00 00 2F 73 79 73 74 65 6D 2F 62 €9 6E 2F ..../system/bin/

00008580 6C 69 6E 6B 65 72 00 00 83 00 00 00 Ag 00 ligker..fmw."...
0008590 7C 00 00 00 71 00 00 00 A4 00 00 00 9A .q
8SA0 73 00 00 00 A6 00 00 00 SD 00 00 00 O -

< .

8580 9D 00 00 00 3C 00 00 00 00 00 00 00 €6 00 00 00 ....<......

p0, v0), Loom/n / E |l.;.w

v0, Landroid/telephony/Telephonydanager:

v0}, Landroid, T celu()'.rq'lu/:

tcond 1
AhnlLab
pr = ] ndroid,

73 OA 00 00 68 74 74 70 3A 2F 2F 00 175 6E 6B 6E
00005530 6F 77 6E 00 25 73 20 68 74 74 70 3A 2F 2F 25 2E
31 32 38 73 3A 25 64 2F 25 2E 32 35 36 73 20 48
0 54 S4 SO 2F 31 2E 30 OD OA SS 73 65 72 2D 41 67
0 65 6E 74 3A 20 25 73 OD OA 25 73 0D OA 00 00 00
0 25 73 20 2F 25 2E 32 35 36 73 20 48 S4 5S4 50 2F
0 31 2E 30 OD OA S5 73 65 72 2D 41 67 65 6€E 74 3A
20 25 73 OD OA 25 73 OD OA 00 00 00 48 54 54 SO
2F 31 2E 25 2A 64 20 25 30 33 €4 00 44 45 4C 45
54 45 00 00 43 6F 6E 74 72 6F 6C 3A 20 6F 76 €5
72 77 72 €9 74 65 3D 31 OD OA 00 00 43 6F 6E 74
0000SSD0 65 6E 74 2D 6C 65 6E 67 74 68 3A 20 25 €4 0D OA
0000SSEQ 43 6F 6E 74 65 6E 74 2D 74 79 70 65 3A 20 25 2E
0000SSFO 36 34 73 OD OA 25 73 00 43 6F 6E 74 65 6E 74 2D
00005600 6C 65 6E 67 74 68 3A 20 25 64 OD OA 25 73 00 00
00005610 SO S5 54 00 48 45 41 44 00 00 00 00 63 6F 6E 74
00005620 65 6E 74 2D 6C 65 6 67 74 68 3A 20 25 64 00 00
00005630 63 6F 6E 74 65 6E 74 2D 74 79 70 65 3A 20 25 73
00005640 00 00 00 00 47 45 54 00 4C 6F 63 61 74 €9 6F 6E | ..
00005650 00 00 00 00 2D 69 00 00 2B 69 00 00 2F 00 00 00
00005660 25 73 25 73 25 73 00 00 75 6E 6B 6E 6F 77 6E 00
00005670 75 6E 6B 6E 6F 77 6E 00 75 6E 6B 6E 6F 77 6E 00 unkn:

00005680 75 6E 6B 6E 6F 77 6E 00 75 6E 6B 6E 6F 77 6E 00 unknown.
00005690 75 6E 6B 6E 6F 77 6E 00 75 6E 6B 6E 6F R

0000SER0 75 6E 6B 6E 6F 77 6E 00 75 6E €8 6E &§
00005680 75 €E 6B 6E 6F 77 EE 00 75 6E €8 6E 6F 3 m.
0000S6C0 75 6E 6B 6E 6F 77 €E 00 75 6E €B 6E 6F 77 6E 00 unknown.unknown.

02. Security Trend
a. Security Statistics

Microsoft Security Updates- April 2012
Microsoft issued 6 security updates this month (4 critical and 2 important). Out of the six
vulnerabilities, five allow remote code execution. The attack codes for MS12-027 have been

disclosed, so you need to be extra careful.

2011.04 - 2012.04

.System . IE .Office

O 00 N o660 o

N WO DN

. Application .Sever

[Fig. 2-1] MS Security Updates

12;:“ Vulnerability

Critical Cumulative Security Update for Internet Explorer (MS12-023)

Critical Vulnerability in Windows Could Allow Remote Code Execution (MS12-024)

Critical .NET Vulnerability in .NET Framework Could Allow Remote Code Execution (MS12-025)

Critical Vulnerability in Windows Common Controls Could Allow Remote Code Execution (MS12-027)
Important Vulnerabilities in Forefront Unified Access Gateway (UAG) Could Allow Information Disclosure (MS12-026)
Important Vulnerability in Windows Office Could Allow Remote Code Execution (MS12-028)

[Table 2-1] MS Security Updates for April 2012
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02. Security Trend
b. Security Issues

IssuesDocument Exploits CVE-2012-0158
Vulnerability in Windows Common Controls

An RTF file that exploits the CVE-2012-0158 vulnerability
in Windows Common Controls was found this month. The
malicious file is similar to the file that exploited the CVE-2010-
3333 vulnerability in MS Word in 2010, and spreads via email

attachment.

[Fig. 2-2] Malicious file named Inside Information.doc

Inside Information. doc Properties

izeneral | Surmmary

\ED | Inside Information.doc |

Type of file:  Microsoft Word Document
Opens with: IE Microsoft Cffice Word

Location: 2\ Documents and Settings\Administrator\Desktop
Size 123 KB {126,583 bytes)

Size ondisk: 124 KB {126,976 bytes)

Created: “festerday, May 30, 2012, 4:10:01 PM
Modified: Tuesday, April 17, 2012, 10:38:27 PM
Accessed: Today, May 31, 2012, 9:43:53 AM

attributes: [ |Read-only [ ]Hidden

AhnlL3ab

The following executable header (MZ) was found in the

decrypted file.

[Fig. 2-5] Malicious file included in the document

0000 0000 Q0D O0DOOOD 4D SASOOCDOIOOODOD ..ovovveMZlecces
04 00 OO OO0 FF FF OO OO B8 00 00 0D 00 00 00 00 ... srgpensgns
40 00 00 00 00 00 00 OO 00 00 00 0O 00 OO 00 00 Aﬁmab
0O 000000 00000000 COODODODO0 Q00D 0D ..., .0 ecvevanns
00 00 00 00 DO 00 00 00 OF 1IF BA OE 00 B4 09 CD we’ud
21 B8 01 4C CD 21 S4 68 69 73 20 70 72 &F 67 72 |, .L1IThis progr
61 6D 20 63 61 6E 6E 6F 74 20 62 65 20 72 7S 6E am cenmot be rua
20 69 6E 20 44 4F S3 20 6D 6F 64 65 2E OD 0D OA  in DOS mode....
24 00 00O 00 00 00 OO0 OO0 AD CB BA 17 E9 A\ D4 44
E9 AL D4 44 E9 AA D4 44 6A B6 DA 44 ES AL D4 44
DF ©C DE 44 F3 AA D4 44 8B BS C7 44 EC AL D4 44
E9 AL DS 44 DF AA D4 44 DF BC DF 44 EA AL D4 44
$2 69 63 68 E9 AA D4 44 00 00 00 00 00 00 00 00

A Word file was created with a PE file.

[Fig. 2-6] Word file included in the document

00002870 C9 D4 C9 AC S3 29 AD AC DO CF 11 EO Al Bl 1A E1 EOE-~S)-~DI.AI%.4
00002880 00 00 00 00 00 OO0 00 OO 00 00 00 00 00 00 00 00
00002890 3E 00 03 00 FE FF 09 00 06 00 00 00 00 00 00 00
000028A0 00 00 00 00 01 00 00 00O O 00 00 00 00 00 0O 0O
00002880 00 10 00 00 02 00 00 OO 01 00 00 00 FE FF FF FF
000028C0 00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF
00002800 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000028E0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000028F0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00002900 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00002910 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00002920 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

The malicious zl5.exe file created by the Word file used a digital

signature.

[Fig. 2-7] z5.exe and digital signature information

Digital Signature Details

The malicious files contains ActiveX objects.

[Fig. 2-3] ActiveX objects in malicious file

Offset 812348672 6 %SABCDETY A
00000070 37 36 SC 73 6C 6D 75 6C 74 31 SC 6C 61 6E 67 39 76\slmultiNlang9d
00000080 SC 66 73 32 32 SC 70 61 72 OA 7B SC 6F 62 6A 65 “fs22\par.{“obje
00000090 63 74 SC 6F 62 6A 6F 63 78 OA 7B SC 2A SC 6F 62 ct \objocx.{\*‘ob
000000A0 6A 64 61 74 61 OA 30 31 30 35 30 30 30 30 30 32 jdatalj0105000002
000000B0 30 30 30 30 30 30 31 42 30 30 30 30 30 30 34 44 Og D
000000C0 35 33 34 33 36 46 36 44 36 33 37 34 36 43 34 43 53336f6 L4C

When we analyzed the file, the file did not work properly, so we
could not get much information, but we found that it used XOR
key to decrypt the file.

[Fig. 2-4] XOR decryption

S

t
t
t

Ahnlab

General | Compatibiy | Digial Signatures | Summary General | Advanced
Signature it Digital Signature Information
| his digital signature is 0K,
Mame of signer: | E-malladdress: | Timestamp
Quanz gao... Not avalable Thursday, Aprl 12, 20
Signer information
Nz [Quan: gan Micromave Electronic Co., Lid
E-mai: et available
Details Signing time [Thursday, Apri 12, 2012 4:25:05 PM
View Certificate:
Countersignatres
Mame of sgner:  E-mall address: | Timestamp
Time Sta... ot avaisble Thursday, aprl 12, 2.
==

When zl5.exe is executed, fxsst.dll will be created on the

Windows folder.
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[Fig. 2-8] fxsst.dll file created
8% WINDOWS EHE‘B‘
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The malware attempts to access a domain, but it did not work
when we tested it.

[Fig. 2-9] Network connection attempt
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The IP addresses the malware tries to access are located in the

US and China.

[Fig. 2-10] IP information
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This vulnerability affects Windows products, including MS Office,
Visual FoxPro, Commerce Server, BizTalk Server and SQL Server.
It directs victims to comprised websites, and spreads as an MS
Office document file or RTF file via email attachment. Attacks
will continue until the security vulnerability is updated, so you

must install the security patch.

[Fig. 2-11] CVE-2012-0158 vulnerability

(under review)

The (1) ListView, (2) ListView2, (3) TreeView, and (4) TreeView2 ActiveX controls in MSCOMCTL.OCX in the Common Controls in

3, 2007 SP2 and SP3, and 2010 Gold and SP1; Office 2003 Web Components SP3; SQL Server 2000 SP4, 2005
SP4, and 2008 SP2, SP3, and R2; BizTak Server 2002 SP1; Commerce Server 2002 SP4, 2007 SP2, and 2009 Gold and R2; Visual
FoxPro 8.0 SP1 and 9.0 SP2; and Visual Basic 6.0 Runtime allow remote attackers to execute arbitrary code via a crafted (a) web site,
(b) Office document, or (c) .rtf file that triggers "system state" cormuption, as exploited in the wid in April 2012, aka "MSCOMCTL.OCX
RCE Vulnerability.”

V3 detects this malware as:

- Exploit/Cve-2012-0158 (2012.04.21.00)
- Win-Trojan/Etchfro.99839 (2012.04.21.00)
- Win-Trojan/Geddel.11176 (2012.04.21.00)
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Web Security Trend

03. Web Security Trend
a. Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab’s web browser security service) blocked 19,925 websites that
distributed malicious codes. 556 types of malicious code, 366 domains with malicious code and 1,967
URLs with malicious code were found. The overall numbers have slightly decreased from the last

month.

I Reported malicious codes

19,925

I Reported types of I Domains with I URLs with
malicious code malicious code malicious code

956 366 1,967

[Table 3-1] April 2012: Website Security Summary

@ 2012.04

Monthly Change in Blocked Malicious URLs
19,925 malicious URLs were blocked in April 2012, a 23% fall from the 25,873 blocked in the

previous month.
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Monthly Change in the Number of Reported Malicious Code Types
556 malicious code types were reported in April 2012, a 10% fall from the 619 reported in the

previous month.

1,000
g0 630 619 556
-10.2%
600 & ' @
NS .
400
200
I
I I I
2012.02 2012.03 2012.04

[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types

Monthly Change in Domains with Malicious Code
366 domains were found with malicious codes in April 2012, a 8% fall from the 397 found in

theprevious month.
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[Fig. 3-3] Monthly Change in Domains with Malicious Code

Monthly Change in URLs with Malicious Code
1,967 URLs were found with malicious codes in April 2012, a 8% fall from the 2,137 found in the

previous month.

[Fig. 3-11 ] Monthly Change in Blocked Malicious URLs
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[Fig. 3-4] Monthly Change in URLs with Malicious Code
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Top Distributed Types of Malicious Code

. . . . . 03. Web Security Trend
For April 2012, Trojan was the top distributed type of malicious code with 6,388 (32.1%) cases

reported, followed by adware with 3,599 (18.1%) cases reported. b. Web Secu rity Issues

TYPE Reports Percentage

TROJAN 6,388 32.1%

ADWARE 3,599 18.1%

DOWNLOADER 2,621 13.2%

DROPPER 1,766 8.9%

Win32/VIRUT 228 1.1% April 2012 Malicious Code Intrusion: Website As for the types of site, distribution via P2P and online storage
APPCARE Lik L was the most reported, followed by distribution via media
SPYWARE 57 0.3% 200 we '

EIC 5,040 25.1%

Based on Onlinegamehack.54784.BC distribution, the number of

19,925 100.0%
[Table 3-2] Top Distributed Types of Malicious Code 100 - I I distribution via P2P and online storage is similar to last month,
Al
1 2 3 4 5 6

but it looks as if it increased because the number of distribution
AhnlLab
et via media websites decreased.
TROJAN 8,000 7 8 9 10 11 12
6,388
ETC .
5,040 6.000 The chart above shows the number of websites intruded to
’
ADWARE distribute malicious codes. The overall number decreased this
3,599 month, but the number of malicious codes distributed via P2P
DOWNLOADER 4.000
2,621 ’ sites increased.
DROPPER
1,766
ADWARE
228 APPCARE 2,000 Top 10 malicious codes distributed via websites
133
;gKE SPYWARE
57 [Table 3-4] Top 10 malicious codes distributed via websites
— — 0
[Table 3-5] Top Distributed Types of Malicious Code Ropkig =t s
. . L. 1 Win-Trojan/Onlinegamehack.54784.BC 20
TOp 10 DIStrIbUted MalICIOUS COdeS 2 Win-Trojan/Onlinegamehack.102400.DX 20
For April 2012, Win-Adware/ToolBar.Cashon.308224 was the top distributed malicious code with 3 Win-Trojan/Onlinegamehack.212992.S 15
1,754 cases reported, followed by Downloader/Win32.Korad with 1,255 cases reported. 4 Win-Trojan/Onlinegamehack.53248.KA 15
5 Win-Trojan/Onlinegamehack.140493.B 14
Ranking ™ Malicious Code Reports  Percentage 6 Win-Trojan/Onlinegamehack.112640.P 12
1 — Win-Adware/ToolBar.Cashon.308224 1,754 20.6% 7. Win-Trojan/Onlinegamehack.38912.8J 12
2 N Downloader/Win32.Korad 1,255 14.7% 8 Wf"'Tm‘_a”/ O"lf"egamehaCk':’Sl’oo'BA !
3 vi Brerrer B ellE e 961 11.3% 9 W!n-Trol.an/Onllnegamehack.73216.AI 11
4 N Downloader/Win32.Totoran 845 9.9% 10 Win-Trojan/Agent 9344.L 19
5 7 VA Trojan/Win32.HDC 680 8.0%
6 NEW Trojan/Win32.ADH 679 8.0% The table above shows the top 10 malicious codes distributed
7 NEW ALS/Bursted 675 7.9% via websites this month. Win-Trojan/Onlinegamehack.54784.BC
8 - Unwanted/Win32.WinKeyfinder 574 6.7% (hereafter Onlinegamehack.54784.BC) was the most frequently
9 v3 Ad Win32.KorAd 570 6.6% L .. . L. L .
e or ° distributed malicious code, and the identified distribution
10 v3 Unwanted/Win32.WinKeygen 542 6.3% ) )
8,535 100.0% channels were 20 domestic websites.

[Table 3-3] Top 10 Distributed Malicious Codes
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