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1 — Trojan/Win32.adh 870,167 20.1%

2 NEW Mov/Cve-2012-0754 415,052 9.6%

3 — Trojan/Win32.Gen 401,819 9.3%

4 ▲1 Malware/Win32.generic 399,827 9.2%

5 �1 Textimage/Autorun 347,538 8.0%

6 NEW Trojan/Win32.bho 267,854 6.2%

7 ▲2 Trojan/Win32.agent 203,137 4.7%

8 �2 Adware/Win32.korad 156,582 3.6%

9 �7 JS/Agent 143,487 3.3%

10 NEW Downloader/Win32.opentab 129,989 3.0%

11 NEW Als/Bursted 118,022 2.7%

12 ▲5 Downloader/Win32.agent 116,779 2.7%

13 �6 Trojan/Win32.hdc 111,681 2.6%

14 ▲1 Java/Agent 108,113 2.5%

15 �2 Trojan/Win32.genome 98,377 2.3%

16 �6 Trojan/Win32.fakeav 96,753 2.2%

17 NEW Backdoor/Win32.trojan 91,578 2.1%

18 NEW Win-Trojan/Rootkit.28928.D 87,708 2.0%

19 NEW Adware/Win32.bho 84,628 2.0%

20 NEW ASD.PREVENTION 82,889 1.9%

4,331,980 100.0%

[Table 1-1] Top 20 Malicious Code Reports

[Fig. 1-1] Monthly Malicious Code Reports
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01.	Malicious Code Trend
a.	Malicious Code Statistics

1. SECURITY TRENDS- APRIL 2012

Top 20 Malicious Code Reports
Reports Statistics collected by ASEC show that 11,409,362 malicious codes were reported in April 

2012. This is a decrease of 2,410,844 from the 13,820,206 reported in the previous month. The most 

frequently reported malicious code was Trojan/Win32.ad, followed by Mov/Cve-2012-0754 and 

Trojan/Win32.Gen. 8 new malicious codes were reported this month.

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage
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1 — Trojan/Win32 2,611,473 33.6%

2 — Adware/Win32 531,968 6.8%

3 ▲4 Malware/Win32 501,202 6.4%

4 ▲2 Win-Trojan/Agent 452,292 5.8%

5 ▲4 Downloader/Win32 419,032 5.4%

6 NEW Mov/Cve-2012-0754 415,052 5.3%

7 �4 Win-Trojan/Downloader 388,041 5.0%

8 ▲2 Win-Trojan/Onlinegamehack 357,080 4.6%

9 �1 Textimage/Autorun 347,611 4.5%

10 ▲1 Backdoor/Win32 225,293 2.9%

11 �6 Win-Adware/Korad 218,398 2.8%

12 ▲2 Win-Trojan/Rootkit 209,591 2.7%

13 �1 Win32/Conficker 166,002 2.1%

14 �1 Win32/Virut 164,033 2.1%

15 �11 JS/Agent 143,973 1.9%

16 �1 Win32/Autorun.worm 134,621 1.8%

17 ▲3 Win-Trojan/Korad 131,524 1.7%

18 �2 Win32/Kido 129,835 1.7%

19 NEW Als/Bursted 118,022 1.5%

20 �1 Java/Agent 108,113 1.4%

7,773,156 100.0%

[Table 1-2] Top 20 Distributed Malicious Codes

1 Win-Trojan/Korad.229376 43,537 11.3%

2 Win-Trojan/Downloader.1273856.C 42,271 10.9%

3 Win-Trojan/Fakealert.183320 39,752 10.3%

4 Win-Trojan/Korad.331776 33,787 8.7%

5 Win-Trojan/Downloader.1448448 28,271 7.3%

6 Win-Trojan/Tearspear.820224 24,221 6.3%

7 Win-Trojan/Agent.1720320.G 22,785 5.9%

8 Win-Adware/KorAd.331776.D 15,958 4.1%

9 Win-Trojan/Avkill.37760 14,577 3.8%

10 Win-Trojan/Onlinegamehack.115712.AB 14,441 3.7%

11 Win-Trojan/Agent.1990420 13,854 3.6%

12 Win-Adware/KorAd.331776.C 13,457 3.5%

13 Win-Trojan/Zapchast.217272 11,102 2.9%

14 Win-Trojan/Rootkit.1385472 10,969 2.8%

15 Win-Trojan/Onlinegamehack.30639 10,667 2.8%

16 Win-Trojan/Onlinegamehack.90112.GE 10,334 2.7%

17 Win-Trojan/Dllbot.133120.B 10,065 2.6%

18 Win-Trojan/Avkiller.38144 9,251 2.4%

19 Win-Trojan/Onlinegamehack.81920.EO 8,712 2.3%

20 Win-Trojan/Agent.1381376 8,558 2.1%

386,569 100.0%

[Table 1-3] Top 20 New Malicious Code Reports

Top 20 Distributed Malicious Codes
The table below shows the percentage breakdown of the top 20 malicious code variants reported 

this month. For April 2012, Trojan/Win32 was the most reported malicious code, representing 

33.6% (2,611,473 reports) of the top 20 malicious code variants, followed by Adware/Win32 (531,968 

reports) and Malware/Win32 (501,202 reports).

Top 20 New Malicious Code Reports
The table below shows the percentage breakdown of the top 20 new malicious codes reported 

this month. Win-Trojan/Korad.229376 was the most frequently reported new malicious code, 

representing 11.3% (43,537 reports) of the top 20 new malicious codes, followed by Win-Trojan/

Downloader.1273856.C (42,271 reports).

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage
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[Fig. 1-3] Monthly Breakdown of Primary Malicious Code Types

[Fig. 1-2] Breakdown of Primary Malicious Code Types
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[Fig. 1-4] Breakdown of New Malicious Code Types

Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. For April 2012, Trojan 

was the most reported malicious code, representing 48.3% of the top reported malicious codes, 

followed by worm (7.3%) and script (4.9%).

Monthly Breakdown of Primary Malicious Code Types
Compared to the previous month, the number of Trojan, worm and virus increased, whereas, 

the number of script, adware, downloader and appcare decreased. The number of dropper and 

spyware was similar to that of the previous month.

Breakdown of New Malicious Code Types
For April 2012, Trojan was the most reported new malicious code, representing 88% of the top 

reported new malicious codes, followed by adware (6%) and dropper (3%).
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Social Engineering and Malicious Documents

Cyber criminals take advantage of political and social issues 

to distribute malware to cause widespread damage. They take 

advantage of the fact that people are more likely to open spam 

related to topics of high interest. Recently, scams using the 

following baits have been reported: 

1. Tibetan Uprising Day

2. London 2012 Summer Olympics

3. North Korea rocket launch

4. Various issues facing organizations, corporates or regions

5. Others

Scams themed around these events usually come in the form of 

a document that exploits applications such as MS Office, Flash 

Player and Adobe Reader.

If the document has an executable file extension (exe or dll), 

it should be considered suspicious. You should not let your 

excitement over the event cloud your judgment. Scammers are 

always looking for ways to monetize their malicious schemes. 

Big events naturally capture people's attention and spark their 

interest to know more about them.

In the most recent case, we spotted an email claiming to offer 

tickets for the London 2012 Olympic Games. The attached .doc 

file is specially crafted to take advantage of the RTF Stack Buffer 

Overflow Vulnerability (CVE-2010-3333). 

The scam comes in the form of email messages that offer to 

sell you a ticket for one of the events. These emails contain the 

official logo of the event to deceive users of its legitimacy. 

If you open the attached malicious DOC file, the malware exploits 

the RTF Stack Buffer Overflow Vulnerability (CVE-2010-3333) to 

drop a backdoor. 

This backdoor deletes and creates files, and shuts down 

the infected system. The malicious executable file creates 

%SYSTEM%\cydll.dll, which sends the PC's hardware 

information to the C&C (114.***.89.***, CN) server. 

V3 detects this malware as:

[Fig. 1-5] Structure of malicious DOC file

[Fig. 1-6] Fake email

[Fig. 1-7] Malicious DOC file information

- DOC/Cve-2010-3333(2012.04.25.03)

- Backdoor/Win32.Etso(2011.09.05.00)

- Win-Trojan/Etso.54272(2012.04.25.03)

- Win-Trojan/Etso.73483(2012.04.25.03)

Spear-Phishing Campaign with Malicious .DOC 
Attachment

We found a spear phishing email with a DOC file attachment 

from an unknown sender. Spear phishing targets a specific 

organization, seeking unauthorized access to confidential data. 

A fraudulent spear phishing email may warn of a special need 

to provide username and password or account information, or 

to click on a link that will install malware designed to steal your 

personal information.

The fake email we found contained a malicious .doc file. The DOC 

file is actually an RTF file that infects the system by exploiting the 

RTF vulnerability. 

If you open the malicious DOC file, a legitimate-looking DOC file 

will open, so you will not be aware of the malware infecting your 

system. It also registers itself in the registry to run automatically 

when Windows start.

Files created:

- 'C:\ Documents and Settings\[Account]\ Local Settings\		

Temp\msvcrt71.exe'

(Win-Trojan/Agent.16224.P)

- 'C:\WINDOWS\Tasks\snmp.exe'

(Win-Trojan/Agent.16224.P)

- 'C:\ Documents and Settings\[Account]\ Local Settings\Temp\	

ParkOOResume.doc'

(Legitimate document)

Registered registry:

- HKCU\Software\Microsoft\Windows\CurrentVersion\Run\snmp

"C:\WINDOWS\Tasks\snmp.exe"

When we analyzed this campaign, the infected system did not 

connect to a C&C server, but it is assumed to communicate with 

the C&C server.

To prevent this attack, it is advisable not to open any email from 

unknown senders or suspicious email attachments. You must 

always scan file attachments with your antivirus software before 

opening them. Last but not least, always install security updates 

for your Windows OS and main applications.

V3 detects this malware as:

- DOC/Dropper

- Win-Trojan/Agent.16224.P

Trojan Feeds off North Korea's Failed Rocket Launch

North Korea's recent rocket launch provided cybercriminals with 

all the artillery they needed. Emails have been found with an 

attached Microsoft Word document titled, 'North Korea', 'North 

Korea satellite launch' and 'North Korea nuclear test'.

The attack works as below: 

[Fig. 1-8] Malicious DOC file

[Fig. 1-9] RTF file targetting an .RTF file type vulnerability

01.	Malicious Code Trend
b.	Malicious Code Issues

[Fig. 1-10] Malware infection by fabricated DOC file
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interesting, and increase the chance of recipients clicking links 

and opening files. 

V3 detects this malware as:

- Dropper/Agent

- Exploit/Cve-2010-3333

- Exploit/Cve-2012-0507

- HTML/Downloader

- RTF/Cve-2010-3333

- Trojan/Win32.Agent

- Trojan/Win32.Zapchast

- Win-Trojan/Downloader.262144.MK

2012 Seoul Nuclear Security Summit Themed 
Malware Campaign Spreads Malicious PDF

Seoul Communique on the 2012 Seoul Nuclear Security Summit 

can be found of the official UN web site. 

We found a malicious PDF file disguised as the Seoul 

Communique file. 

1. North Korea.doc

The SWF flash script loads to open a web page (hxxp://gis.

usda.****.com/) on Internet Explorer. As you can see below, the 

fabricated DOC file looks legit when opened. 

When the malicious web page opens, the codes below will be 

executed: 

The codes are designed to exploit the vulnerability designated 

CVE-2012-0507, and get a JPG file. The file extension is JPG, but 

it is actually a PE file. 

This file name is in fact javacpl.exe: 

This malware hooks keyboard and mouse events and gets 

commands from a C&C server.

The Java zero-day vulnerability is identified as CVE-2012-0507. 

A security update has not yet been released for the zero-day 

vulnerability, so do not open any suspicious file.

2. Sorean intelligence officials say North Korea may be 

preparing for nuclear test.doc

This malicious file exploits an MS office vulnerability identified as 

CVE-2010-3333 to create wor.doc. 

If you have not yet installed the security update, do so at your 

earliest convenience. If you don’t, the malicious file, WORD.exe, 

and legitimate file, Wor.doc, will infect your system.

When WORD.exe gets executed, it gets added to the Startup 

menu to run when Windows start and attempt TCP connection.

Both files are located in C:\Documents and Settings\

Administrator\Local Settings\Temp\. 

Mmalware is usually distributed randomly via an email 

attachment. By relating emails to widely-celebrated holidays 

and current events, spammers can make their messages more 

[Fig. 1-11] Legitimate-looking DOC file

[Fig. 1-13] PE file disguised as JPG file

[Fig. 1-12] Malicious HTML codes

[Fig. 1-14] Javacpl.exe disguised as ZA102498414.jpg

[Fig. 1-15] Wor.doc file

The malicious PDF file icon is manipulated to look like an Adobe 

Reader icon. If you open the malicious PDF file, it creates the 

following files:

Created files:

- 'C:\Documents and Settings\Administrator\Local Settings\	

	 Temp\Winword.js'

	 Contains malicious scripts that create and remove malicious files

- 'C:\Documents and Settings\Administrator\Local Settings\	

	 Temp\Adobe.pdf'

	 Normal PDF file

- 'C:\Documents and Settings\Administrator\Local Settings\	

	 Application Data\Microsoft\wininit.dll

	 Malicious file

- 'C:\Documents and Settings\Administrator\Local Settings\	

	 Application Data\Microsoft\wininit32.exe'

	 Malicious file

- 'C:\Documents and Settings\All Users\Application Data\		

	 ntuser32.bin //wininit32.exe'

	 Backup file

Network connection

- Process: explorer.exe Protocol: TCP CONNECT IP Address: 	

	 58.**.2**.24:80

The malicious PDF file contains both malicious a JavaScript file 

(Winword.js) and a legitimate PDF file (Adobe.pdf). The %temp%\

Winword.js file gets created and then removed, so we could not 

study the file, but the Adobe.pdf file that is in the same folder was 

found to be legitimate. 

The file you will actually see is the Adobe.pdf file in the %Temp% 

folder:

[Fig. 1-17] Wor.doc and WORD.exe file located in the same folder

[Fig. 1-16] Malicious program gets added to Startup menu

[Fig. 1-19] Malicious PDF file

[Fig. 1-18] Seoul Communique file on official UN website

[Fig. 1-20] Legitimate PDF file in the %Temp% folder
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The malicious PDF file creates the following malware: 

The wininit.dll file gets loaded on the explorer.exe process and 

attempts to connect to an IP address P(58.**.2**.24). 

You can see that the file attempted to connect to the IP address 

(58.**.2**.24) to get specific information.

V3 detects this malware as:

- PDF/Exploit-downloader(V3, 2012.04.19.00)

- Win-Trojan/Agent.44032.VC(V3, 2012.04.18.03)

- Trojan/Win32.Cosmu(AhnLab, 2012.04.16.05)

Mac Malware Threats Increase

Apple's operating system is increasingly becoming a target for 

hackers and malware authors. The recent advent of flashback 

malware that includes the exploit code for CVE-2012-0507 has 

infected approximately 550,000 Mac OS X users.

Samsung and Apple have 50% of the smartphone market. 

Microsoft's Windows has 90% of the operating system market. 

Samsung’s and MS’ share of the smartphone and OS market 

surpasses that of Apple.

The following threats against Apple products were found: 

The number of malware targeted towards Mac OS is increasing. 

This is caused by the growing market share of Apple's OS. The 

widespread malware proves that Mac OS is no longer safe. You 

are advised to always update your application programs, such as 

MS Word, Flash Player and Java, to the latest versions. 

Multi-Platform Malware Targets Both Windows and 
Mac OS

A Tibetan-themed malware campaign titled, ‘Invitation for 

Tibetan Films’, targeting both Windows and Mac that seeks to 

steal sensitive information has been uncovered. 

Users clicking on the link included in the email will be led 

to a site which determines whether they are on a Mac or 

Windows system, subsequently loading a Java applet, exploiting 

vulnerability in the Java Runtime Environment component.

- 'file.***.**/v*******l/2*****R/img.jar' <-- URL to download file 	

	 on Windows

- 'file.***.**/v*******l/2*****R//ref.jar' <-- URL to download file 	

	 on Mac OS 

The vulnerability allows the hacker to install a different backdoor 

for Windows or Mac OS, granting hackers access to the same 

C&C server. Both backdoors upload and download files and 

navigate through files and directories in the affected system for 

data exfiltration.

You are advised to deactivate Java to prevent the Flashback 

Trojan malware vulnerability.

V3 detects this malware as:

- Dropper/Agent.25088.CA 

- MacOS_X/Olyx 

- EXP/Cve-2011-3544 

- JAVA/Cve-2012-0507

There are two versions of the SabPub information-stealing Trojan 

– one uses MS Word documents that exploit the CVE-2009-0563 

vulnerability, and the other uses the same CVE-2012-0507 Java 

vulnerability the Flashback Trojan used to infect Macs.

The Trojan creates com.apple.PubSabAgent.pfile in the Users/

Library/Preferences folder. 

The file is a 32-bit Mach-O executable. 

It also creates com.apple.PubSabAgent.plist in the Users/

Library/LaunchAgents folder. 

[Fig. 1-23] Network connection information

[Fig. 1-22] Malware created

[Fig. 1-21] Legitimate PDF file included with malicious files

[Fig. 1-24] 2012 smartphone market

[Fig. 1-25] Operating system market

Threat Description

Flashback Malware
First discovered in 2011, this Trojan horse, masquerades 
as an installer for Adobe Flash and spreads via SNS. 
550,000 Macs have been infected by this variant.

Sabpab Malware This Trojan horse exploits a vulnerability in MS Word and 
spreads via email attachments. 

Tsunami Trojan This backdoor program was used long ago in Linux. It is an 
IRC-based DDoS client program.

OSX/Imuler-B This Trojan horse disguises maliciously crafted files as 
image files of famous models.

Trojan - Dropper:OSX.
Revir.A

This Trojan horse, disguised as a PDF file, has a backdoor 
attackers can use for remote acesss. It spreads via email 
attachments.

MacDefender Fake AV
This Fake antivirus tricks victims into paying for the 
service.
It spreads via search engine optimization or SNS.

PDF Bug in Safari

This bug is found when viewing PDF file on Safari 
web browser. If the attacker successfully exploits the 
vulnerability, he/she can remotely control your iPhone, 
iPad or iPod.

Weyland-Yutani Robot 
Kit This malware kit is distributed via black markets.

[Table 1-4] Malware targeting Mac

[Fig. 1-26] Comparison of OS routines

[Fig. 1-27] ref.jar header

[Fig. 1-28] Malware created

[Fig. 1-29] Mach-O file format

[Fig. 1-30] plist created
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The malware connects to a C&C server to receive commands. The 

C&C server was no longer active when we analyzed the malware. 

Attacks will continue until the security vulnerabilities are 

updated, so you must always update the software you are using 

on a regular basis.

Trojan For Mac Used in Attacks on Tibetan NGOs

A new malware attack targeting Tibetan NGOs (Non-

Governmental Organizations) was reported this month. The 

attack lures the victim into visiting a malicious website, which 

then would drop a malicious payload on the target’s computer 

using Java vulnerability (CVE-2011-3544) and execute it.

Tibet.A is a cross-platform malware that infects multiple 

operating systems, including Mac OS X and Windows. 

Upon execution, the threat copies itself to /Library/Audio/Plug-

Ins/AudioServer. 

It then adds a launcher script named com.apple.DockActions.

plist pointing to the copied file to

ensure it is executed whenever the current user logs in.

- /Library/LaunchAgents/com.apple.dockActions.plist 

To patch this vulnerability, click the Apple logo on the top-left of 

your desktop, and then click "Software Update...". 

Companies and Countries Targeted by SpyEye 
Trojan

On April 2, 2012, AhnLab warned of rising SpyEye threats. SpyEye 

is a piece of malicious software that steals money from people's 

[Fig. 1-32] Attempt to connect to C&C server

[Fig. 1-31] com.apple.PubSabAgent.plist online bank accounts.

SpyEye is a malicious toolkit for creating and managing botnets. 

It is designed primarily for stealing banking credentials and other 

confidential information from infected systems. ASEC analyzed 

the SpyEye samples collected over Q1 of 2012 to find the targets 

of this Trojan.

SpyEye Trojans spread mostly via spam emails or vulnerable 

websites.

According to extracted data, 41% of all SpyEye targets were found 

to be located in Germany, followed by US at 32%, and Canada at 

14%. 

The data also showed the targeted industries – the industry that 

was the most attacked was the financial industry, followed by 

e-transaction and investment. 

AhnLab Packet Center, AhnLab’s malicious packet analysis 

system, which assesses suspicious packet data, including 

that from SpyEye C&C servers, found that the main targets of 

SpyEye are mainly in the US, and that North American financial 

institutions and users should remain especially vigilant.

 According to SpyEye-relevant host data extracted by the AhnLab 

Packet Center, most of the SpyEye domains were found to be 

located in the US, followed by Russia and Ukraine. Fortunately, 

Korean financial institutions were not included on the list of 

targets. When using online banking services with foreign banks 

outside Korea, you must exercise caution.

Another fake version of Angry Birds Space

The growing number of Android users is increasing Android-

based malware. Another malicious app masquerading as 

the wildly popular game, Angry Birds Space, was found this 

month. 

This malware was first discovered on Chinese third-party 

app marketplaces. Chinese third-party app marketplaces 

are much bigger than Korean ones, and users use them to 

download legit original apps for free without permission of the 

original developers. 

If you download the fake app, the malicious com.neworld.

demo.UpdateCheck service will be executed. This service 

executes the malicious ELF file hidden in the image file 

[Fig. 1-33] Codes determining the OS

[Fig. 1-34] File.tmp file type

[Fig. 1-35] plist to execute copied file

[Fig. 1-36] Mac OS X update

[Fig. 1-37] Software update

[Fig. 1-38] Geographical location of SpyEye targets

[Fig. 1-39] Industries attacked by SpyEye

[Fig. 1-40] Geographical location of SpyEye C&C servers

[Fig. 1-41] Fake version of Angry Birds Space

[Fig. 1-42] Manifest information
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Critical Cumulative Security Update for Internet Explorer (MS12-023)

Critical Vulnerability in Windows Could Allow Remote Code Execution (MS12-024)

Critical .NET Vulnerability in .NET Framework Could Allow Remote Code Execution (MS12-025)

Critical Vulnerability in Windows Common Controls Could Allow Remote Code Execution (MS12-027)

Important Vulnerabilities in Forefront Unified Access Gateway (UAG) Could Allow Information Disclosure (MS12-026)

Important Vulnerability in Windows Office Could Allow Remote Code Execution (MS12-028)

Threat 
Level

Vulnerability

(mylogo.jpg) in the assets folder of the app to perform the 

following malicious activities:

- Steal smartphone information

- Attempt root access

- Communicate with the C&C server to execute commands 	

	 (e.g.: install program) 

V3 detects this malware as:

- Android-Exploit/Rootor.TC

[Fig. 1-43] JPG file with the hidden malicious ELF file

[Fig. 1-44] Binary code of ELF file in JPG file

[Fig. 1-45] Codes to steal smartphone information

[Fig. 1-46] Codes to communicate with C&C server

Malicious Code Trend
Security Trend
Web Security Trend	

[Fig. 2-1] MS Security Updates

4

5

6

7

8

9

10

11

12

1

2

3

4

2011.04 - 2012.04

[Table 2-1] MS Security Updates for April 2012

02.	Security Trend
a.	Security Statistics

Microsoft Security Updates- April 2012
Microsoft issued 6 security updates this month (4 critical and 2 important). Out of the six 

vulnerabilities, five allow remote code execution. The attack codes for MS12-027 have been 

disclosed, so you need to be extra careful.
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IssuesDocument Exploits CVE-2012-0158 
Vulnerability in Windows Common Controls

An RTF file that exploits the CVE-2012-0158 vulnerability 

in Windows Common Controls was found this month. The 

malicious file is similar to the file that exploited the CVE-2010-

3333 vulnerability in MS Word in 2010, and spreads via email 

attachment. 

The malicious files contains ActiveX objects. 

When we analyzed the file, the file did not work properly, so we 

could not get much information, but we found that it used XOR 

key to decrypt the file. 

The following executable header (MZ) was found in the 

decrypted file. 

A Word file was created with a PE file. 

The malicious zl5.exe file created by the Word file used a digital 

signature. 

When zl5.exe is executed, fxsst.dll will be created on the 

Windows folder. 

[Fig. 2-2] Malicious file named Inside Information.doc

[Fig. 2-3] ActiveX objects in malicious file

[Fig. 2-4] XOR decryption

[Fig. 2-5] Malicious file included in the document

[Fig. 2-6] Word file included in the document

[Fig. 2-7] zl5.exe and digital signature information

02.	Security Trend
b.	Security Issues

The malware attempts to access a domain, but it did not work 

when we tested it. 

The IP addresses the malware tries to access are located in the 

US and China. 

This vulnerability affects Windows products, including MS Office, 

Visual FoxPro, Commerce Server, BizTalk Server and SQL Server. 

It directs victims to comprised websites, and spreads as an MS 

Office document file or RTF file via email attachment. Attacks 

will continue until the security vulnerability is updated, so you 

must install the security patch. 

V3 detects this malware as:

- Exploit/Cve-2012-0158 (2012.04.21.00)

- Win-Trojan/Etchfro.99839 (2012.04.21.00)

- Win-Trojan/Geddel.11176 (2012.04.21.00)

[Fig. 2-8] fxsst.dll file created

[Fig. 2-9] Network connection attempt

[Fig. 2-10] IP information

[Fig. 2-11] CVE-2012-0158 vulnerability
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[Fig. 3-1] ] Monthly Change in Blocked Malicious URLs

[Table 3-1] April 2012: Website Security Summary
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03.	Web Security Trend
a.	Web Security Statistics

Website Security Summary
This month, SiteGuard (AhnLab’s web browser security service) blocked 19,925 websites that 

distributed malicious codes. 556 types of malicious code, 366 domains with malicious code and 1,967 

URLs with malicious code were found. The overall numbers have slightly decreased from the last 

month.

Monthly Change in Blocked Malicious URLs
19,925 malicious URLs were blocked in April 2012, a 23% fall from the 25,873 blocked in the 

previous month.

Monthly Change in the Number of Reported Malicious Code Types
556 malicious code types were reported in April 2012, a 10% fall from the 619 reported in the 

previous month.

Monthly Change in Domains with Malicious Code
366 domains were found with malicious codes in April 2012, a 8% fall from the 397 found in 

theprevious month.

Monthly Change in URLs with Malicious Code
1,967 URLs were found with malicious codes in April 2012, a 8% fall from the 2,137 found in the 

previous month.

[Fig. 3-3] Monthly Change in Domains with Malicious Code
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[Fig. 3-2] Monthly Change in the Number of Reported Malicious Code Types
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[Fig. 3-4] Monthly Change in URLs with Malicious Code
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TYPE Reports Percentage

[Table 3-2] Top Distributed Types of Malicious Code

TROJAN 6,388 32.1%
ADWARE 3,599 18.1%
DOWNLOADER 2,621 13.2%
DROPPER 1,766 8.9%
Win32/VIRUT 228 1.1%
APPCARE 133 0.7%
JOKE 93 0.5%
SPYWARE 57 0.3%
ETC 5,040 25.1%

19,925 100.0%

[Table 3-5] Top Distributed Types of Malicious Code
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April 2012 Malicious Code Intrusion: Website

The chart above shows the number of websites intruded to 

distribute malicious codes. The overall number decreased this 

month, but the number of malicious codes distributed via P2P 

sites increased. 

Top 10 malicious codes distributed via websites

The table above shows the top 10 malicious codes distributed 

via websites this month. Win-Trojan/Onlinegamehack.54784.BC 

(hereafter Onlinegamehack.54784.BC) was the most frequently 

distributed malicious code, and the identified distribution 

channels were 20 domestic websites.

As for the types of site, distribution via P2P and online storage 

was the most reported, followed by distribution via media 

websites and others.

Based on Onlinegamehack.54784.BC distribution, the number of 

distribution via P2P and online storage is similar to last month, 

but it looks as if it increased because the number of distribution 

via media websites decreased.

[Fig. 3-6] Monthly malicious code intrusion: website

Top Distributed Types of Malicious Code
For April 2012, Trojan was the top distributed type of malicious code with 6,388 (32.1%) cases 

reported, followed by adware with 3,599 (18.1%) cases reported.

Top 10 Distributed Malicious Codes
For April 2012, Win-Adware/ToolBar.Cashon.308224 was the top distributed malicious code with 

1,754 cases reported, followed by Downloader/Win32.Korad with 1,255 cases reported.

1 — Win-Adware/ToolBar.Cashon.308224 1,754 20.6%

2 ▲1 Downloader/Win32.Korad 1,255 14.7%

3 �1 Dropper/Small.Gen 961 11.3%

4 ▲1 Downloader/Win32.Totoran 845 9.9%

5 ▲4 Trojan/Win32.HDC 680 8.0%

6 NEW Trojan/Win32.ADH 679 8.0%

7 NEW ALS/Bursted 675 7.9%

8 — Unwanted/Win32.WinKeyfinder 574 6.7%

9 �3 Adware/Win32.KorAd 570 6.6%

10 �3 Unwanted/Win32.WinKeygen 542 6.3%

8,535 100.0%

[Table 3-3] Top 10 Distributed Malicious Codes

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

03.	Web Security Trend
b.	Web Security Issues

[Table 3-4] Top 10 malicious codes distributed via websites

1 Win-Trojan/Onlinegamehack.54784.BC 20

2 Win-Trojan/Onlinegamehack.102400.DX 20

3 Win-Trojan/Onlinegamehack.212992.S 15

4 Win-Trojan/Onlinegamehack.53248.KA 15

5 Win-Trojan/Onlinegamehack.140493.B 14

6 Win-Trojan/Onlinegamehack.112640.P 12

7 Win-Trojan/Onlinegamehack.38912.BJ 12

8 Win-Trojan/Onlinegamehack.38400.BA 11

9 Win-Trojan/Onlinegamehack.73216.AI 11

10 Win-Trojan/Agent.9344.L 10

Ranking Threat URL
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