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1 — JS/Agent 1,165,455 21.1 %

2 NEW JS/Downloader 989,033 17.9 %

3 ▲3 Exploit/Cve-2011-2140 524,956 9.5 %

4 �2 Textimage/Autorun 513,620 9.3 %

5 NEW Win-Trojan/Agent.465408.T 384,719 6.9 %

6 NEW Swf/Cve-2011-2140 290,108 5.2 %

7 NEW Win-Trojan/Bho.65536.AV 214,805 3.9 %

8 �3 JS/Redirector 169,398 3.1 %

9 NEW Swf/Dropper 168,381 3.0 %

10 NEW Html/Agent 135,588 2.5 %

11 NEW JS/Exploit 130,755 2.4 %

12 �2 Als/Bursted 119,703 2.2 %

13 �5 Swf/Agent 117,136 2.1 %

14 �5 Win-Trojan/Downloader.217088.AE 110,757 2.0 %

15 �4 Win32/Induc 96,926 1.8 %

16 �3 Win32/Palevo1.worm.Gen 89,723 1.6 %

17 NEW Win-Trojan/Agent.129536.EM 88,023 1.6 %

18 �11 Dropper/Malware.495616.HT 79,038 1.4 %

19 �1 Win32/Olala.worm 72,436 1.3 %

20 — RIPPER 66,185 1.2 %

5,526,745 100.0 %

[Table 1-1] Top 20 Malicious Code Reports

1 — JS/Agent 1,275,839 16.6 %

2 — Win-Trojan/Agent 998,945 12.9 %

3 NEW JS/Downloader 989,033 12.8 %

4 ▲11 Exploit/Cve-2011-2140 524,956 6.8 %

5 ▲2 Win-Adware/Korad 515,227 6.7 %

6 �3 Textimage/Autorun 513,718 6.7 %

7 �2 Win-Trojan/Downloader 411,548 5.3 %

8 NEW Swf/Cve-2011-2140 290,108 3.8 %

9 �3 Win-Trojan/Onlinegamehack 264,039 3.4 %

10 �2 Win32/Conficker 228,761 3.0 %

11 NEW Win-Trojan/Bho 223,556 2.9 %

12 �1 Win32/Autorun.worm 207,543 2.7 %

13 �4 Win32/Virut 196,769 2.6 %

14 �1 Win32/Kido 178,100 2.3 %

15 �1 JS/Redirector 169,398 2.2 %

16 NEW Swf/Dropper 168,381 2.2 %

17 �5 Dropper/Malware 156,605 2.0 %

18 NEW Html/Agent 135,588 1.8 %

19 NEW JS/Exploit 130,755 1.7 %

20 NEW Win-Downloader/Korad 123,765 1.6 %

7,702,634 100 %

[Table 1-2] Top 20 Malicious Code Variant Reports

01.	Malicious Code Trend
  a.	Malicious Code Statistics

Top 20 Malicious Code Reports
The table below shows the percentage breakdown of the top 20 malicious codes reported in 

November 2011. As of November 2011, JS/Agent is the most reported malicious code, followed by 

JS/Downloader and Exploit/Cve-2011-2140, respectively. 8 new malicious codes were reported this 

month.

Top 20 Malicious Code Variant Reports
The table below shows the percentage breakdown of the top 20 malicious code variants reported this 

month, and identifies the malicious code trend of this month. As of November 2011, JS/Agent is the most 

reported malicious code, representing 16.6% (1,275,839 reports) of the top 20 malicious code variants, 

followed by Win-Trojan/Agent (998,945 reports) and JS/Downloader 989,033 reports).

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage
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[Fig. 1-2] Comparison of Malicious Codes with Previous Month

[Fig. 1-1] Primary Malicious Code Type Breakdown

[Fig. 1-3] Monthly Malicious Code Reports
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[Fig. 1-4] New Malicious Code Type Breakdown

Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of November 2011, 

Trojan is the most reported malicious code, representing 30.7% of the top reported malicious codes, 

followed by script (30.1%) and worm (10%).

Comparison of Malicious Codes with Previous Month
Compared to last month, the number of script, downloader and downloader increased, whereas, 

the number of Trojan, worm, script, virus, dropper and appcare reports dropped. The number of 

spyware is similar to the previous month.

Monthly Malicious Code Reports 
There has been an increase in malicious code reports in November, which climbed 2,060,511, from 

10,498,643 the previous month to 12,559,154.

Breakdown of New Malicious Code Types
As of November 2011, Trojan is the most reported new malicious code, representing 52% of the top 

reported new malicious codes, followed by adware (25%) and script (15%).



10

z

ASEC REPORT
Vol.23

Malicious Code Trend
Security Trend
Web Security Trend	

9

Zero-day BIND flaw crashes DNS servers

A zero-day vulnerability is causing BIND 9 DNS servers to crash. 

BIND (Berkeley Internet Name Daemon) is the most commonly 

used DNS server on the Internet in the US. The issue forces the 

servers to cache an invalid record, and affected servers crash 

after logging an error in query.c with the following message: 

"INSIST(! dns_rdataset_isassociated(sigrdataset)).

	 Flaws in DNS could be critical, so any time there is a 

disruption, it's a big deal. Everyone depends on the Internet 

today, and when the DNS is down, the Internet is down. So, it is 

very important for DNS administrators to make sure they are 

running the latest version of their DNS server software.  

Nitro cyberespionage targets chemical firms

Symantec has revealed a large-scale targeted cyber attack, 

designed primarily to steal information from chemical and defence 

companies, dubbed “Nitro”. The campaign started in late April, 

focusing on human rights NGOs. The attack moved onto the 

chemical industry in late July to September 2011. The Command 

and Control (C&C) servers were used as early as April 2011. A 

total of 29 companies in the chemical sector were confirmed to be 

targeted in this attack wave and another 19 in various other sectors, 

primarily the defense sector. According to Symantec, the majority of 

infected machines were located in the US and Bangladesh. 

The attack started with a phishing email sent to the targeted 

organizations with an attachment that contained a self-

extracting executable using the infamous PoisonIvy backdoor 

Trojan. Poison Ivy is created by a Chinese hacker and is widely 

available on the Internet. 

[Fig. 1-5] CVE-2011-4313 vulnerability in BIND

[Fig. 1-6] Geographic location of infected computers

[Fig. 1-7] Remote Access Tool "Poison Ivy”

1 Win-Trojan/Agent.465408.T 384,719 26.1 %

2 SWF/Cve-2011-2140 290,108 19.7 %

3 Win-Trojan/Bho.65536.AV 214,805 14.6 %

4 Win-Trojan/Agent.129536.EM 88,023 6.0 %

5 JS/Agent.E 58,518 4.0 %

6 Win-Trojan/Adload.413184.B 51,786 3.5 %

7 Win-Adware/OneStep.536064 48,344 3.3 %

8 Win-Trojan/Agent.434176.CO 34,585 2.3 %

9 Win-Adware/KorAd.438272.C 34,256 2.3 %

10 Win-Adware/OneStep.495616 33,749 2.3 %

11 Win-Adware/KorAd.499712.W 32,006 2.2 %

12 Win-Trojan/Downloader.65536.WR 28,759 1.9 %

13 Win-Trojan/Fakeav.2178560 28,499 1.9 %

14 Win-Trojan/Korad.660480 25,373 1.7 %

15 Win-Adware/Shortcut.WooriZip.1009152 23,720 1.6 %

16 Win-Downloader/KorAd.1760768 21,328 1.4 %

17 Win-Trojan/Agent.660480.F 20,690 1.4 %

18 Win-Adware/KorAd.450560 19,730 1.3 %

19 Win-Adware/KorAd.274432.L 19,632 1.3 %

20 Win-Trojan/Pcclient.434176 17,451 1.2 %

1,476,081 100 %

[Table 1-3] Top 20 New Malicious Code Reports

Top 20 New Malicious Code Reports
The table below shows the percentage breakdown of the top 20 new malicious codes reported this 

month. As of November 2011, Win-Trojan/Agent.465408.T is the most reported new malicious code, 

representing 26.1% (384,719 reports) of the top 20 reported new malicious codes, followed by SWF/

Cve-2011-2140 (290,108 reports).

Ranking	 Malicious Code	 Reports	 Percentage

01.	Malicious Code Trend
  b.	Malicious Code Issues
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Win-Trojan/Duqu.24960.B

Win-Trojan/Duqu.29568

Win-Trojan/Duqu.24960

Win-Trojan/Duqu

Win-Trojan/Agent.85504.HN

Worm/Win32.Stuxnet

Wireshark console.lua pre-loading vulnerability

Several vulnerabilities have been found in Wireshark, which is 

the world's most popular network analyzer tool. Wireshark 1.6.1 

or less is affected by the console.lua pre-loading vulnerability.  

When opening a pcap or capture file, the application searches 

for a script "console.lua" from the same directory that the pcap 

was found. A remote attacker could exploit this vulnerability by 

enticing a user to open a pcap file from a remote WebDAV or 

SMB share. Successful exploitation could allow an attacker to 

execute an arbitrary lua script in the context of the Wireshark 

application. 

There is no software that is free of bugs, so you must always 

update your software. Wireshark does not support automatic 

update, so you must make sure to keep it up to date.

1,600 variants of FakeInst

The number of FakeInst variants is escalating. FakeInst pretends 

to be an installer of applications such as browsers, antiviruses 

or instant messengers for mobiles. The package name of the 

malware is “com.depositmobi”.

1. The Android Manifest for six of the applications is the same. 

2. Installation

When the user installs the application, an icon with the text 

'Install' appear on the device. Most of the users will press 'Install' 

at this point without knowing that the app will charge them as 

they are not aware it is being displayed in the 'Rules' button.  

When the recipients attempted to open the attachment, they 

would inadvertently execute the file, causing PoisonIvy to be 

installed. Once PoisonIvy is installed, it contacts a C&C server on 

TCP port 80 using an encrypted communication protocol. Using 

the C&C server, the attackers then instructed the compromised 

computer to provide the infected computer's IP address and the 

names of all other computers in the workgroup or domain. 

ASEC looked into this threat and found almost 50 backdoor 

Trojans samples used in the attacks.

V3 detects this malware as: 

While we cannot ignore the old approaches and steps for 

protection against APT-type attacks, we need a new action. 

Organizations need to do more than deploy signature-based 

antivirus on their endpoints. They need a comprehensive endpoint 

security product that includes additional layers of protection.

Duqu exploits zero-day Windows kernel vulnerability

On October 18, Symantec released its analysis of a new threat called 

Duqu that appears to have evolved from the Stuxnet code. “The 

threat was written by the same authors (or those that have access 

to the Stuxnet source code) and appears to have been created since 

the last Stuxnet file was recovered,” Symantec said.

	 The threat uses a custom C&C protocol and is configured to 

run for 36 days. After 36 days, the threat will automatically remove 

itself from the system. Instead of spreading or carrying a destructive 

payload like Stuxnet, the malware seeks information about what 

machinery and software is installed on the system where it resides. 

The chart below explains the installation of Duqu. 

The installer file is a Microsoft Word document (.doc) that exploits a 

previously unknown kernel vulnerability that allows code execution. 

Symantec contacted Microsoft regarding the vulnerability and they 

have released Security Advisory 2639658: Vulnerability in TrueType 

Font Parsing Could Allow Elevation of Privilege. As an temporary 

work-around, Microsoft has provided a Microsoft Fix it solution.

Use Fix it until a permanent solution is provided by Microsoft.

V3 detects this malware as:

Win-Trojan/Duqu.6656

Win-Trojan/Duqu.68096

[Fig. 1-8] Processes controlled by Poison Ivy

Dropper/Agent.136569

Dropper/Agent.136569

PDF/Exploit

Win-Trojan/Adsagent.132031

Win-Trojan/Adsagent.132031

Win-Trojan/Adsagent.136314

Win-Trojan/Adsagent.141530

Win-Trojan/Adsagent.141530

Win-Trojan/Adsagent.153026

Win-Trojan/Adsagent.153026

Win-Trojan/Adsagent.7680.E

Win-Trojan/Agent.159762

Win-Trojan/Agent.159762

Win-Trojan/Bumat.111104

Win-Trojan/Downbot.153938

Win-Trojan/Gendal.62464

Win-Trojan/Hupigon.133007

Win-Trojan/Injecter.62464.D

Win-Trojan/Injector.26624.AN

Win-Trojan/Injector.3073

Win-Trojan/Injector.89088.AL

Win-Trojan/Injector.89600.BP

Win-Trojan/Magania.240239 

Win-Trojan/Magania.3399704

Win-Trojan/Poison.111104.M 

Win-Trojan/Poison.133951

Win-Trojan/Poison.147456 

Win-Trojan/Poison.150937

Win-Trojan/Poison.150937

Win-Trojan/Poison.154539

Win-Trojan/Poison.155705

Win-Trojan/Poison.155705

Win-Trojan/Poison.27136.R

Win-Trojan/Poison.43520.P

Win-Trojan/Poison.62464.AA 

Win-Trojan/Poisonivy.128204

Win-Trojan/Poisonivy.128204

Win-Trojan/Poisonivy.128405

Win-Trojan/Poisonivy.128421

Win-Trojan/Poisonivy.133511

Win-Trojan/Poisonivy.133511

Win-Trojan/Poisonivy.135794

Win-Trojan/Poisonivy.135794

Win-Trojan/Poisonivy.150357

Win-Trojan/Poisonivy.150357

Win-Trojan/Poisonivy.154827

Win-Trojan/Poisonivy.154827

Win-Trojan/Poisonivy.173068

Win-Trojan/Poisonivy.173068 

Win-Trojan/Poisonivy.177722

Win-Trojan/Poisonivy.532499

Win-Trojan/Poisonivy.536397

[Table 1-4] Trojans used in the attacks

[Fig. 1-9] Duqu infection chart [Fig. 1-10] Wireshark console.lua file

[Fig. 1-11] console.lua file designed to open with notepad.exe

[Fig. 1-12] Permissions requested by malicious Android 		
	    applications and their icons

[Fig. 1-13] Android Manifest
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- The Trojan gets installed on Android 2.2 (Froyo 2.2) and above.

- SEND_SMS permission sends premium rate text messages.

2. Installation and characteristics

- SMSReceiver.class is responsible for hiding incoming SMS 

messages from particular numbers. The Trojan will hide an 

incoming SMS message from one of the following numbers: 

81001, 35064 and 63000.

- After hiding the incoming message, this Trojan will send one 

more SMS to a French cell phone number with the text taken 

from a reply from a premium rate number. 

- The malicious app is downloaded from a website. 

- After launching this app, an 'Android version is not compatible' 

error message is displayed. 

3. Code to send premium rate text messages 

The URL used to download the malicious app is as below: 

Using the premium number shown in the screenshot below, the 

fee would be: 7151: 33.87-40.00 rub (US $1.10-1.30) 

4. Variants

There are currently over 1,600 variants. 

5. V3 Mobile detection

V3 Mobile detects this Trojan as:

Android-Trojan/SmsSend

Android-Trojan/FakeInst

Android-Trojan/Agent

Android-Trojan/Boxer

New Android malware hits Europe

A harmful piece of malware that sends premium rate text 

messages has long been affecting Android smartphone users in 

China and Russia. Only recently has the cyber criminal strategy 

spread to European countries. 

1. SMS Trojan: SuiConFo 

[Fig. 1-14] com.depositmobi installation

[Fig. 1-15] com.depositmobi installation rules

[Fig. 1-16] Code to send premium rate SMS

[Fig. 1-17] URL information

[Fig. 1-18] Hard coded premium numbers

[Fig. 1-19] Android-Trojan/FakeInst variants (Package: com.depositmobi)

[Fig. 1-20] Permissions requested by Trojan

[Fig. 1-21] Android Manifest

[Fig. 1-22] Distributor of malicious app

[Fig. 1-23] SuiConFo installation screen

[Fig. 1-24] Installed malicious app and execution screen (error)

[Fig. 1-25] Error code

[Fig. 1-26] Code to send premium rate SMS
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- It looks like the virus writers made a mistake in the code. The 

variables are defined correctly for all countries except Canada.

- The "real" SuiConFo is not a malicious app.

3. Ways to keep your smartphone safe:

	 1. Always scan applications and files before downloading or 	

	 installing.

	 2. When downloading games, always read the reviews 		

	 carefully first.

	 3. Be careful when clicking links in emails and text 		

	 messages.

	 4. Always scan files when transferring them from your PC to 	

	 your mobile device.

	 5. Always update your mobile antivirus to the latest version.

	 6. Lock your smart phone with a password to prevent 		

	 unauthorized used. Change your password regularly.

	 7. Only turn on Bluetooth and Wifi when necessary.

	 8. Do not save your username and password on your mobile 	

	 device.

	 9. Always backup your data on a regular and frequent basis.

	 10. Do not reconstruct your smart phone.

[Fig. 1-27] List of countries
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[Table 2-1] MS Security Updates for November 2011

[Fig. 2-1] MS Security Updates
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vulnerability could allow remote code execution if an attacker sends a continuous flow of specially 

crafted UDP packets to a closed port on a target system. There is no PoC, but you can find more 

information on YouTube or pastebin. Microsoft recommends that customers apply the update 

immediately as the vulnerability is critical. 

- MS11-084 TrueType font parsing vulnerability could allow denial of service if a user opens a 

specially crafted TrueType font file as an e-mail attachment or navigates to a network share or 

WebDAV location containing a specially crafted TrueType font file. An attacker will try to get users to 

click a link in an e-mail message or Instant Messenger message.

	 MS11-085 Windows Mail Insecure Library Loading vulnerability could allow remote code 

execution if a user opens a legitimate file (such as an .eml or .wcinv file) that is located in the same 

network directory as a specially crafted dynamic link library (DLL) file.

- MS11-086 LDAPS Authentication Bypass vulnerability could allow elevation of privilege if Active 

Directory is configured to use LDAP over SSL (LDAPS).

[Fig. 2-2] MS11-083 exploit demo (www.youtube.com/watch?v=4aBE6o0oDlo)

02.	Security Trend
  a.	Security Statistics

Microsoft Security Updates- November 2011
Microsoft issued 4 security updates this month: MS11-083 patch addresses Reference Counter 

Overflow vulnerabilities in TCP/IP for Windows Vista, Windows 7 and Windows Server 2008. The 

Critical Vulnerability in TCP/IP Could Allow Remote Code Execution (MS11-083) N

Moderate Vulnerability in Windows Kernel-Mode Drivers Could Allow Denial of Service (MS11-084) N

Important
Vulnerability in Windows Mail and Windows Meeting Space Could Allow Remote Code Execution 

(MS11-085)
N

Important Vulnerability in Active Directory Could Allow Elevation of Privilege (MS11-086) N

Severity Vulnerability  PoC
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[Table 3-1] Website Security Summary

Reported malicious codes

Reported types of 
malicious code

Domains with 
malicious code

URLs with 
malicious code

[Fig. 3-1] ] Monthly Blocked Malicious URLs
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[Fig. 3-2] Monthly Reported Types of Malicious Code

[Fig. 3-3] Monthly Domains with Malicious Code

[Fig. 3-4] Monthly URLs with Malicious Code
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03.	Web Security Trend
  a.	Web Security Statistics

Web Security Summary
This month, SiteGuard (AhnLab's web browser security service) blocked 39,875 websites that 

distributed malicious codes. There were 707 types of reported malicious code, 452 reported domains 

with malicious code, and 5,026 reported URLs with malicious code. The number of reports increased 

from last month.

Monthly Blocked Malicious URLs
As of November, the number of reported blocked malicious URLs increased 55% from 25,761 the 

previous month to 39,875.

Monthly Reported Types of Malicious Code
As of November 2011, the number of reported types of malicious code increased 3% from 685 the 

previous month to 707.

Monthly Domains with Malicious Code
As of November 2011, the number of reported domains with malicious code increased 14% from 397 

the previous month to 452.

Monthly URLs with Malicious Code
As of November 2011, the number of reported URLs with malicious code increased 86% from 2,698 

the previous month to 5,026.

[Table 3-1] Website Security Summary
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November 2011 Malicious Code Intrusion: Website

The chart above shows the number of websites intruded to 

distribute malicious codes. The number of infected websites 

doubled this month from vulnerabilities in websites that 

have not yet been fixed, and websites that were not targeted 

in previous attacks. 

The table above shows the top 10 malicious codes distributed 

via websites this month. Dropper/Win32.OnlineGameHack is 

the most distributed malicious code via websites this month, 

followed by Trojan/Win32.OnlineGameHack that steals online 

1 NEW Win-Trojan/Agent.1314816.M 4,604 22.7 %

2 NEW Downloader/Win32.Genome 3,604 17.8 %

3 NEW Trojan/Win32.Amber 2,778 13.7 %

4 �3 Win-Adware/ToolBar.Cashon.308224 1,663 8.2 %

5 NEW Downloader/Win32.Korad 1,588 7.8 %

6 NEW Unwanted/Win32.WinKeygen 1,456 7.2 %

7 NEW Win32/Parite 1,355 6.7 %

8 NEW Downloader/Win32.Totoran 1,328 6.5 %

9 �6 Win-Trojan/Buzus.430080.J 1,066 5.3 %

10 NEW VBS/Agent 855 4.1 %

20,297 100.0 %

[Table 3-2] Top Distributed Types of Malicious Code

[Table 3-5] Top Distributed Types of Malicious Code

[Table 3-3] Top 10 Distributed Malicious Codes

TROJAN 16,053 40.3 %
DOWNLOADER 7,168 18.0 %
ADWARE 5,167 13.0 %
DROPPER 2,133 5.3 %
Win32/VIRUT 441 1.1 %
JOKE 293 0.7 %
APPCARE 261 0.7 %
SPYWARE 76 0.2 %
ETC 8,283 20.7 %

39,875 100.0 %
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game account information. Most malicious codes distributed 

via hacked websites either patch imm32.dll or replace ws2help.

dll. The ratio of patching imm32.dll and replacing ws2help.dll 

is usually 4:6, but during the last week of November, attackers 

mostly used the method of replacing ws2help.dll. Hackers are 

avoiding the method of patching imm32.dll because V3 is now 

detecting and repairing patched imm32.dll.

AhnLab has posted several times on ASEC's blog, cases of 

malware distributed via banner ads. 

1. Distribution

The malware found this month was distributed as below:

2. Infection

If you click the malicious banner ad from a computer that has a 

vulnerability, the computer will get infected. 

If the malicious script works properly, it downloads a malware 

[Fig. 3-7] Malware distribution via banner ad

[Fig. 3-6] Monthly malicious code intrusion: website
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Top Distributed Types of Malicious Code
As of November 2011, Trojan is the top distributed type of malicious code with 16,053 (40.3%) cases 

reported, followed by downloader with 7,168 (18.0%) cases reported.

Top 10 Distributed Malicious Codes
As of November 2011, Win-Trojan/Agent.1314816.M is the most distributed malicious code with 4,604 

cases reported. 8 new malicious codes, including Win-Trojan/Agent.1314816.M, emerged in the top 

10 list this month.

TYPE Reports Percentage

Ranking	 ↑↓	 Malicious Code	 Reports	 Percentage

03.	Web Security Trend
  b.	Web Security Issues

[Table 3-4] Top 10 malicious codes distributed via websites

1 Dropper/Win32.OnlineGameHack 38 

2 Dropper/Win32.OnlineGameHack 36 

3 Trojan/Win32.OnlineGameHack 29 

4 Dropper/Win32.OnlineGameHack 27 

5 Trojan/Win32.OnlineGameHack 26 

6 Dropper/Win32.OnlineGameHack 25 

7 Dropper/Win32.OnlineGameHack 22 

8 Trojan/Win32.OnlineGameHack 22 

9 Dropper/Win32.OnlineGameHack 20 

10 Dropper/Onlinegamehack.106115.C 19 

Ranking	 Threat	      URL

[Fig. 3-8] Malicious script inserted into the banner ad
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from the site below according to your browser version and 

unpatched vulnerabilities. 'http://***.78.***.175/Ags/AGS.gif '

The following vulnerabilities are exploited to download and 

execute the malware:

- Cumulative Security Update for Internet Explorer (MS11-003, 

CVE-2010-3971) 

http://technet.microsoft.com/ko-kr/security/bulletin/ms11-003

- Adobe Flash Player Remote Memory Corruption Vulnerability: 

CVE-2011-2140

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2140 

http://www.adobe.com/support/security/bulletins/apsb11-21.html

The shellcode in the malicious script that exploits these 

vulnerabilities has an ecrypted URL, which is decrypted to 

download and execute the malware.

3. Stealing of account details 

HttpSendRequestA() function gets patched by the infected 

ws2help.dll. The infected ws2help.dll steals account information 

and sends it to a specific site.

[Fig. 3-9] HttpSendRequestA() function before and after being 	
	 patched by infected ws2help.dll

[Fig. 3-10] Account information sent to specific site
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