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ASEC (AhnLab Security Emergency Response Center] is a
global security response group consisting of virus analysts and
security experts. This monthly report is published by ASEC, and
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security technologies to guard against these threats. For further
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1. Security Trends- September 2011

01. Malicious Code Trend
a.Malicious Code Statistics

Top 20 Malicious Code Reports Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in September The table below shows the percentage breakdown of the top 20 malicious code variants reported this
2011. As of September 2011, Textlmage/Autorun is the most reported malicious code, followed by JS/ month, and identifies the malicious code trend of this month. As of September 2011, Win-Trojan/Agent is
Redirector and Html/Agent, respectively. 7 new malicious codes were reported this month. the most reported malicious code, representing 12.2% (700,839 reports) of the top 20 reported malicious

code variants, followed by Win-Trojan/Downloader (700,699 reports) Textlmage/Autorun (543,545 reports).

Ranking M Malicious Code Reports Percentage Ranking P Malicious Code Reports Percentage
1 A2 Textimage/Autorun 543,443 18.1 % 1 A2 Win-Trojan/Agent 700,839 12.2 %
2 NEW JS/Redirector 470,091 15.6 % 2 v Win-Trojan/Downloader 700,699 12.1%
3 A2 Html/Agent 221,895 7.4 % 3 A3 Textimage/Autorun 543,545 9.4 %
4 A2 JS/Iframe 193,124 6.4 % 4 NEW JS/Redirector 470,091 8.1%
5 v3 JS/Agent 181,377 6.0 % 5 v1 Win-Adware/Korad 432,403 7.5%
6 NEW Dropper/Malware.495616.HT 146,828 4.9 % 6 A Win-Trojan/Onlinegamehack 370,928 6.4 %
7 A2 Win-Trojan/Startpage.118784.A0 120,869 4.0% 7 A 12 Dropper/Malware 307,581 5.3%
8 A2 Win32/Induc 108,808 3.6% 8 A3 Win32/Virut 258,239 4.5 %
9 A3 Win-Trojan/Downloader.217088.AE 107,664 3.6% 9 AL Win32/Conficker 242,817 4.2 %
10 NEW Swf/Dropper 103,934 3.5% 10 A5 Win32/Autorun.worm 228,106 3.9%
11 v 10 Swf/Agent 102,739 3.4% 11 v2 Html/Agent 221,897 3.8%
12 A2 Win32/Palevol.worm.Gen 98,703 3.3% 12 v2 JS/Iframe 193,124 3.3%
13 A2 Als/Bursted 93,866 3.1% 13 NEW Win-Trojan/Adload 187,355 3.2%
14 NEW Swf/lframe 93,825 3.1% 14 v 9 JS/Agent 181,378 3.1%
15 V4 Win-Trojan/Onlinegamehacké9.Gen 81,671 2.7 % 15 A3 Win32/Kido 178,936 3.1%
16 Al Win-Trojan/Onlinegamehack57.Gen 71,100 2.4 % 16 = Win-Trojan/Startpage 134,397 2.3%
17 NEW Win32/0lala.worm 70,711 2.4 % 17 = Win-Trojan/Winsoft 116,395 2.1 %
18 NEW Win-Trojan/Downloader.102400.MQ 67,060 2.2% 18 NEW Win32/Induc 108,894 1.9 %
19 v 11 Swf/Exploit 66,359 2.2% 19 NEW Win32/Palevo 105,417 1.8 %
20 NEW Win32/Virut.f 63,975 21% 20 NEW Swf/Dropper 103,934 1.8%

3,008,042 100 % 5,786,975 100 %

[Table 1-1] Top 20 Malicious Code Reports [Table 1-2] Top 20 Malicious Code Variant Reports
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Breakdown of Primary Malicious Code Types

The chart below categorizes the top malicious codes reported this month. As of September 2011,
Trojan is the most reported malicious code, representing 38.7% of the top reported malicious codes,

followed by script (20.6%) and worm (12.1%).
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[Fig. 1-1] Primary Malicious Code Type Breakdown

Comparison of Malicious Codes with Previous Month

Compared to last month, the number of reports on Trojan, worm, virus and dropper increased,
whereas, the number of reports on script, adware, appcare, downloader and spyware decreased.

The number of Clicker was similar to the previous month.
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[Fig. 1-2] Top Malicious Code Type Comparison Chart

Monthly Malicious Code Reports
There has been a decrease in malicious code reports in September, which dropped 2,605,706 to

11,061,009, from 11,718,469 the previous month.
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[Fig. 1-3] Monthly Malicious Code Reports

Breakdown of New Malicious Code Types
As of Septempber 2011, Trojan is the most reported new malicious code, representing 59% of the

top reported new malicious codes. It is followed by dropper (16%) and adware (12%).
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[Fig. 1-4] New Malicious Code Type Breakdown



ASEC REPORT
Vol.21

Malicious Code Trend 9

Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 new malicious codes reported this
month. As of September 2011, Dropper/Malware.495616.HT is the most reported new malicious
code, representing 16.7% (146,828 reports) of the top 20 reported new malicious codes, followed by

SWF/Iframe (93,825 reports).

Ranking  Malicious Code Reports Percentage
1 Dropper/Malware.495616.HT 146,828 16.7 %
2 SWF/Iframe 93,825 10.7 %
3 Win-Trojan/Downloader.102400.MQ 67,060 7.6 %
4 Win-Trojan/Downloader.313400 45,594 5.2%
5 Dropper/Malware.499712.GT 43,253 4.9 %
6 Win-Trojan/Agent.379392.AH 42,111 4.8 %
7 Win-Trojan/Agent.446464.CS 41,321 4.7 %
8 Win-Trojan/Adload.368640.P 40,285 4.6 %
9 Win-Trojan/Agent.262144.JP 39,470 4.5 %
10 Win-Trojan/Adload.498688.E 35,274 4.0 %
1 SWF/Meccapop 33,954 3.9%
12 Win-Trojan/Adload.418816.B 32,755 3.7%
13 Win-Trojan/Adload.425472.N 31,229 3.5%
14 Win-Trojan/Agent.360448.EZ 28,482 3.2%
15 Win-Trojan/Downloader.443392.L 28,359 3.2%
16 Win-Adware/KorAd.24576.B 28,118 32%
17 Win-Trojan/Downloader.102400.ML 26,541 3.0%
18 Win-Trojan/Onescan.156704 25,625 2.9%
19 Win-Trojan/Overtlsé61.Gen 25,583 2.9%
20 Win-Trojan/Agent.499712.CG 24,525 2.8%

880,192 100 %

[# 1-3] AE tMI = 2T Top 20

10

01. Malicious Code Trend
b.Malicious Code Issues

Bootkit steals account data for online games

A bootkit is a type of malware that infects the Master Boot
Record (MBR, the first 512 bytes of the physical hard drive) to
allow the malicious program to be executed before the operating
system boots. The structure of the bootkit distributed this month

is as below:

[Fig. 1-5] Bootkit structure
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Once the computer boots, the malicious code executes itself
and restores the original MBR for Windows to be loaded without

revealing the existence of the bootkit.
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The original MBR is encrypted as below:

[Fig. 1-7] MBR before and after encryption by malware
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Encrypied MER

The encrypted MBR of a compromised system gets backed

up in the 54th physical sector of the hard disk through the

routine below:
The first 8 bytes defines the location of the sector and the

number of sectors.

[Fig. 1-8] DeviceloControl() called to back up encrypted MBR on

hard disk
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» 0x000000036 = (Dec) 54, sector location
¢ 0x000000001 = (Dec) 1, no. of sectors

[Fig. 1-9] Bootkit removal tool

J£ Removal | ool for. Halchot BootKit [2011.10 12 i3]

Q, AhnLab Removal Tool 2.0
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Please refer to the report below for details on Smitnyl Bootkit

found overseas.

PDF file (Page 17, MBR Infector: Smitnyl analysis):
http://image.ahnlab.com/global/upload/download/asecreport/
ASEC Report Vol.16 Eng.pdf

There is a common characteristic found in the bootkit distributed
in Korea - it uses various sophisticated techniques to “live”
longer, accomplish its goal and stay undiscovered. To prevent

bootkits from taking hold of your system:
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- always keep current with the latest security fixes for Windows
and Adobe Flash Player;

- always keep your antivirus software updated and scan your
system regularly;

- be careful when downloading programs from the Internet; and

- do not open any email from unknown senders- just delete it.

Malware exploits Windows XP folder name bug
when using dot

Cyber criminals are constantly upgrading malware for stealing
online game account information to make money. The online
game hacking malware reported this month propagated via an
old Windows XP bug to stay unnoticed. After it infects the system,
it creates and runs a batch file, and then a folder with a name

ending with a dot (for e.g. ‘tmp.’).

[Fig. 1-10] Part of the batch script file to create the malicious
folder, “tmp.”

If you open the “tmp.” folder, the error message below will
appear. The folder name ends with a dot to prevent the user or
antivirus from detecting and removing the malware (tmp.exe).
Some antivirus programs are not capable of spotting folders that

contain a dot in its name.

[Fig. 1-11] Error message when tmp. folder is opened
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[Fig. 1-12] tmp. folder created by malware
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The tmp.exe file changes the ws2help.dll filename to ws3help.
dll, and uses ws2help.dll as the filename for the malicious dll

file, to load at startup.

[Fig. 1-13] Malicious ws2help.dll file
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To check whether your ws2help.dll file is malicious, check the

date modified or scan your system with the removal tool below.

The removal tool can be downloaded from:
- http://global.ahnlab.com/en/site/download/removal/
removallList.do > V3 GameHack Kill

[Fig. 1-14] Malicious ws2help.dll file detected
£ Removal ool for Unlinet.ameHack(Integration #2) |2011-10-12]

Q, AhnLab Removal Tool 2.0

Detection lor specitic malware only

= Folder P CAWINDOWS system32icllcache

& Hlg Name @ mehearts.exe

BLaN: Y0 Infocted: O Start tme s P 0sus Dlapsed time  00:00:10
Filr Marme Frirder Deterction Name Statirs
wezhelp.dl CHWINDOWS Weystam3z2 win-TrojanfPatched.Gen  Curable

AhnlLab

MnAholab  CEETEETE -

The removal tool diagnosed the malicious ws2help.dll file
as Win-Trojan/.Gen. V3 detects this malware as Win-Trojan/
Onlinegamehack.6333784.

Malware propagation via obfuscated iframe link

MySQL.com was hacked to distribute malware on September 26.
The website was injected with a script that generates an iFrame
that redirects the visitors to a page serving malware, such as

banking Trojans and bots.

12
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You must not only keep your operation system updated at all
times, but also the third party products you are using. Also,
install an antivirus program and regularly update it to the latest

version. V3 detects this malware as:

- Dropper/Win32.Mudrop

Rogue cloud antivirus

This rapid increase in the number and complexity of malware is
forcing antivirus companies to research and implement new ways to
identify, classify and delete malware. Cloud computing is the latest
technology trend and the antivirus industry has not been slow to
embrace the opportunity. AhnlLab, Inc. has also added a cloud-based
technology, ASD (AhnLab Smart Defense), into their product line. This
new technology has created new opportunities for hackers and cyber

criminals - they are starting to use the buzzword, “cloud”.

A rogue cloud antivirus, ‘OpenCloud Antivirus’, was reported this

month. It creates a copy of itself in the path below:
- C:\Documents and Settings\[User Name]\Application Data\
OpenCloud Antivirus\OpenCloud Antivirus.exe

[Fig. 1-16] OpenCloud Antivirus
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It disguises itself as a legitimate antivirus for cloud computing.

When run, the malware performs a fake scan of the system, and
falsely claims that a number of files on the system are infected

with malware.

[Fig. 1-17] Fake detection of infected files
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After showing the false result, it will deliver a fake warning alert

on the system tray.

[Fig. 1-18] Fake security warning

Security Warning E

Malicious programs that may steal your private
information and prevent your system from waorking
properly are detected on your computer,

Click hiere to clean your PC immediately,

Like other rogue antivirus, it will trick victims into purchasing a
license for the software. (At the time we tested this rogueware,

we were not redirected to the webpage for payment.)

[Fig. 1-19] Failed to access payment page
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V3 detects this Trojan as:

- Win-Trojan/Fakescanti.2420224

Windows Blocked ransomware

Windows Blocked ransomware is a new type of malware that
blocks access to the Internet and takes control of certain
functions - it basically holds your system for ransom asking
that you purchase a bogus security application. In the beginning
of this month, the scam posed as a message from Microsoft

claiming that the operating system was a counterfeit.

[Fig. 1-20] Bogus Windows activation screen pitched to German-
language speakers

The malware displays a screen with a fake Microsoft Windows
activation request. The ransomware locks down the infected
system and demands a 100 EURO payment to Microsoft

Corporation for unlocking it. V3 detects this Trojan as:

- Trojan/Win32.FakeAV

Vulnerability in Adobe Flash Player and Reader
(CVE-2011-0611)

The vulnerability (CVE-2011-0611) is being exploited in targeted
attacks via files delivered as an email attachment. We have

mentioned this vulnerability before, but not in details.

The vulnerability is caused due to an error when parsing
ActionScript that adds custom functions to prototypes.This
results in incorrect interpretation of an object (i.e. object type
confusion) when calling the custom function. This causes an
invalid pointer to be dereferenced file embedded in a Microsoft

Word (.doc] file delivered as an email attachment.

The remote attacker uses social engineering techniques to
send spam mail and exploit the vulnerability by executing a SWF
file embedded in a PDF or MS Office file, or web page. When
successful, it will corrupt the memory and may allow arbitrary

code execution.

Malicious Chinese Android application, “if£ 2 %"

Android-Trojan/ROMZhanDian that steals personal
information and changes the mobile browser’s favorites was

reported in China.

[Fig. 1-21] Application name and permissions
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[Fig. 1-23] Android-Trojan/ROMZhanDian screen and newly added
favorites
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The malicious application is only installed on Android 1.5 and
later and is designed to start automatically when you turn on

your smart phone.

[Fig. 1-24]
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When the malware is downloaded, subscriber information,
including OS version, IMEI, IMSI, model number and installed

applications, is sent to a server.

[Fig. 1-25] Codes to steal information
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0[] ManagerActivity§] SCrimg STFl = GefPhoneTME T (pATANCONTAYT) @
# [I] Manageractivity12 localstringBuilder, append(scel)
#-[1] ManagerActivity®11 localitrangbullder. sppend(”| "] ¢
&-|J] Managerbctiviy$2 localStringBuilder. append ("device INSI=")
# - [1] MuanagerActivity$3 String ate2 = GoblhoncIMET|paramContext);
+ - [1] Manageractivitggd localitringDuilder. append(str) :
U [J] ManagerActivity$s Tuea 1 8nr ingFuai Lder oappend (7] 17 ;
o [1] ManagerActivityss ToealSer ingRui e append ("shop_id=73") ;
# - [1] ManagerActivity®{ localicringBullder. sppend(”] 7]
7 |1 ManagerActivitydl localstrangbullder.append(“device Hodel-");
# - [1] Managerictivig$d String oted = GobtlhonaModol():
- [1] ManagerActivity localStringBuilder, oppend(ated) ;
+ [J] ManagerConilgure localitringDuilder. append(”| ") :
i [J] ManagerHelper loneal S ingFuilde e append ("device Tusher="} :
0 [1] ManagervLHandlcr Airimyg sted = Gel PhoneNusbes (paraelonesxn) @
+ T MetAssociateHelper localScringBullder. append(scrd) ;
- R 1t (parsmirraylist !'= null)
= T [
# (1] Btartupfeciever P AhnLab
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02. Security Trend
a.Security Statistics

Microsoft Security Updates- September 2011

Out of the five security updates issued by Microsoft this month, three are for MS Office.

2010.09 - 2011.09
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[Fig. 2-1] MS Security Updates

Severity Vulnerability
Important Vulnerabilities in WINS could allow elevation of privilege (2571621)
Important Vulnerability in Windows Components could allow remote code execution (2570947)
Important Vulnerabilities in Microsoft Excel could allow remote code execution (2587505)
Important Vulnerabilities in Microsoft Office could allow remote code execution (2587634)
Important Vulnerabilities in Microsoft SharePoint could allow elevation of privilege (2451858)

[Table 2-1] MS Security Updates for September 2011
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03. Web Security Trend
a.Web Security Statistics

Web Security Summary

This month, SiteGuard (AhnLab0s web browser security service) blocked 39,740 websites that
distributed malicious codes. There were 792 types of reported malicious code, 522 reported
domains with malicious code, and 3,351 reported URLs with malicious code. The number of
reported malicious codes, types of malicious code, and domains and URLs with malicious code have

decreased from last month.

I Reported malicious codes

@ 2011.09
| Reported types of | Domains with I URLs with
malicious code malicious code malicious code

792 922 3,351

[Table 3-1] Website Security Summary

Monthly Blocked Malicious URLs
As of September, the number of blocked malicious URLs decreased 42% to 39,740, from 68,406 the

previous month.
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125,000

100,000
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[Fig. 3-11] Monthly Blocked Malicious URLs

Web Security Trend
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Monthly Reported Types of Malicious Code
As of September, the number of reported types of malicious code decreased 4% to 792, from 827 the

previous month.

1,000 827 792
-4.29

o0 677 L
600

400

200

0

| | |
2011.07 2011.08 2011.09

[Fig. 3-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code

As of September, the number of reported domains with malicious code decreased 20% to 522, from

650 the previous month.
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[Fig. 3-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code

As of September, the number of reported URLs with malicious code decreased 24% to 3,351, from

4,076 the previous month.

5,000 4,076

4,863 (o 3,351
4,000 -17.89
R S— ‘0; 17.8%
3,000 ‘.
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I

| | |
2011.07 2011.08 2011.09

[Fig. 3-4] Monthly URLs with Malicious Code

Top Distributed Types of Malicious Code

As of September, adware is the top distributed type of malicious code with 15,412 (38.8%) cases

reported, followed by Trojan with 13,001 (32.7%) cases reported.

TYPE Reports Percentage
ADWARE 15,412 38.8%
TROJAN 13,001 32.7%
DROPPER 3,527 8.9 %
DOWNLOADER 957 2.4%
Win32/VIRUT 653 1.6 %
JOKE 433 1.1%
APPCARE 237 0.6 %
SPYWARE 40 0.1%
ETC 5,480 13.8 %
39,740 100 %
ADWARE 15,412 15,000

TROJAN 13,001

10,000
ETC 5,480
DROPPER 3,527
5,000
DOWNLOADER 957
Win32/VIRUT 653
JOKE 433
APPCARE 237
SPYWARE 40 0

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
As of August 2011, Win-Adware/ADPrime.837241 is the most distributed malicious code with 18,447
cases reported. 6 new malicious codes, including Dropper/SennaOneMaker.6556, emerged in the

top 10 list this month.

Ranking ™ Malicious Code Reports Percentage
1 NEW Win-Adware/ToolBar.Cashon.308224 7,170 38.6 %
2 v1i Win-Adware/ADPrime.837241 2,443 13.2%
3 al Dropper/Kgen.225280.M 1,787 9.6 %
4 NEW Win-Adware/FunWeb.210992.D 1,516 8.2%
5 — Win-Trojan/Genome.57344.QK 1,331 7.2%
6 — Win32/Induc 1,122 5.9 %
7 NEW Win-Trojan/Buzus.430080.J 1,002 5.4 %
8 NEW Win-Trojan/Onescan.156704 775 4.2%
9 NEW Win-Trojan/StartPage.40960.AH 745 4.0 %
10 NEW Win-Adware/Shortcut.Bestcode.0002 686 3.7%

18,577 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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03. Web Security Trend
b.Web Security Issues

September 2011 Malicious Code Intrusion: Website

More websites were intruded to distribute malicious codes
in September than August. It is because many of the main

websites that were intruded had sub websites, and malicious

script was inserted into the JS script used by the sub websites.

[Fig. 3-4] Monthly malicious code intrusion: website

// // /// /// 00

For instance:
- Main website: http://www.aaaa.com
- Sub website: http://test.aaaa.com, http://sisx.aaaa.com

- Inserted malicious script: http://www.cheaxx-****** com

The malicious script exploited the CVE-2011-2110 or MS10-018

vulnerability to infected the visitor’s system.

-. CVE-2011-2110: http://cve.mitre.org/cgi-bin/cvename.
cgi?name=CVE-2011-2110

-. MS10-018: http://technet.microsoft.com/ko-kr/security/
bulletin/ms10-018

CVE-2011-2110 vulnerability that was reported recently is found
in IE8, and MS10-018 that was discovered in the beginning of
2010 is a vulnerability in IE6. MS10-018 is still being exploited
as people are still using IE6. Microsoft has stopped providing

technical support for IE6 and many websites are suggesting

users to use a newer IE version to access their sites. IE6 users

are adviced to upgrade their |E to a newer version.

[Table 3-5] Top 10 malicious codes distributed via websites

Ranking Threat URL
1 Win-Trojan/Onlinegamehack55.Gen 27
1 Win-Trojan/Onlinegamehack56.Gen 27
3 Win-Trojan/Patched.CO 25
4 Backdoor/Win32.Rootkit 22
5 Win-Trojan/Onlinegamehacké69.Gen 15
6 Dropper/Onlinegamehack.93128 14
7 Dropper/Win32.0nlineGameHack 14
8 Dropper/Onlinegamehack.48806 13
9 Dropper/Onlinegamehack.95138 12
10 Dropper/Onlinegamehack.49830 11

The table above shows the top 10 malicious codes distributed via
websites. Win-Trojan/Onlinegamehack55.Gen and Win-Trojan/
Onlinegamehack56.Gen were the most reported malicious
codes this month, each distributed via 27 websites. The number
is similar to last month. But, there is a malicious code you
should take note of - Backdoor/Win32.Rootkit. This rootkit
was distributed via 22 websites to steal online game account

information.

20
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2. Security Trends- 3Q 2011

01. Malicious Code Trend
a.Malicious Code Statistics

Top 20 Malicious Code Reports Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in Q3 of The table below shows the percentage breakdown of the top 20 malicious code variants reported
2011. As of Q3 2011, Textimage/Autorun is the most reported malicious code, followed by JS/Agent this quarter. As of Q3 2011, Win-Adware/Korad is the most reported malicious code, representing
and Html/Agent, respectively. 13 new malicious codes were reported this month. 11.6% (2,384,017 reports) of the top 20 reported malicious codes. It is followed by Win-Trojan/

Downloader representing 10.9% (2,239,061 reports), and Win-Trojan/Agent, representing 10.1%

(2,066,989 reports) of the top 20 reported malicious codes.

Ranking M Malicious Code Reports Percentage Ranking P Malicious Code Reports Percentage
1 — Textimage/Autorun 1,702,118 16.2% 1 NEW Win-Adware/Korad 2,384,017 11.6 %
2 A1 JS/Agent 1,429,508 13.6 % 2 A1 Win-Trojan/Downloader 2,239,061 10.9 %
3 NEW Html/Agent 1,016,109 9.7 % 3 A2 Win-Trojan/Agent 2,066,989 10.1 %
4 NEW Swf/Agent 873,461 8.3 % 4 v2 Textimage/Autorun 1,702,425 8.3 %
5 NEW JS/Iframe 636,397 6.1% 5 V4 Win-Trojan/Onlinegamehack 1,474,199 7.2%
6 NEW Swf/Cve-2011-2110 478,127 4.6 % 6 A5 JS/Agent 1,429,509 7.0 %
7 A4 JS/Exploit 476,302 4.5 % 7 NEW Html/Agent 1,016,111 5.0 %
8 NEW JS/Redirector 472,667 4.5 % 8 A1l Win32/Virut 1,014,670 4.9 %
9 NEW Swf/Cve-2010-2884 444,285 4.2 % 9 NEW Swf/Agent 873,461 4.3 %
10 v5 Win32/Induc 375,315 3.6% 10 v3 Win32/Conficker 838,936 41 %
11 NEW Win-Trojan/Downloader.217088.AE 324,509 3.1% 11 v3 Win32/Autorun.worm 729,152 3.6%
12 V4 Win32/Palevo1.worm.Gen 301,327 2.9% 12 v2 Dropper/Malware 688,705 3.4 %
13 NEW Swf/Exploit 300,951 29% 13 NEW JS/Iframe 636,397 3.0%
14 NEW Win-Trojan/Startpage.118784.A0 289,196 2.8% 14 v 10 Win-Trojan/Winsoft 558,727 2.7 %
15 NEW Win32/Virut.d 237,701 2.3% 15 v3 Win32/Kido 556,153 2.7%
16 NEW Als/Bursted 235,588 2.2% 16 NEW Swf/Cve-2011-2110 478,127 2.3%
17 NEW Win-Trojan/Onlinegamehacké9.Gen 235,575 2.2% 17 NEW JS/Exploit 476,302 2.3%
18 v8 Win32/Conficker.worm.Gen 234,666 2.2% 18 NEW JS/Redirector 472,667 2.3%
19 NEW Win-Trojan/Onlinegamehack57.Gen 219,154 2.1% 19 NEW Swf/Cve-2010-2884 444,285 2.2%
20 v Win32/0lala.worm 216,592 2.0% 20 V4 Dropper/Onlinegamehack 441,755 2.1 %

10,499,548 100 % 20,521,648 100 %

[Table 4-1] Top 20 Malicious Code Reports [Table 4-2] Top 20 Malicious Code Variant Reports
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Breakdown of Primary Malicious Code Types Monthly Malicious Code Reports
The chart below categorizes the top malicious codes reported in Q3 2011. As of Q3 2011, Trojan is As of Q3 2011, Textlmage/Autorun is the most reported new malicious code, representing 17.1%
the most reported malicious code, representing 37.2% of the top reported malicious codes, followed (1,699,603 reports) of the top 20 reported new malicious codes, followed by JS/Agent (1,429,439 reports).
by script (20.7%), and worm (10.8%).
Ranking  Malicious Code Reports Percentage
! 1 20 % i 1 Textimage/Autorun 1,699,603 17.1 %
ADWARE — 10.5% TROJAN 37 2% 2 JS/Agent 1,429,439 14.4 %
. 3 HTML/Agent 1,016,109 10.2 %
APPCARE @ 0.6%
4 SWF/Agent 873,461 8.8 %
CLICKER @ 0.1% 5 Js/lframe 636,279 6.4%
DOWNLOADER 1.7% 6 SWF/Cve-2011-2110 478,127 4.8 %
proprer QD) 4.8% SCRPT  20.7% 7 JS/Exploit 476,286 4.8%
8 JS/Redirector 472,667 4.7 %
0,
erc GHENEND 8.3% 9 Win32/Induc 375,315 3.8%
scrirT (D 207%  CCEELT 10 Win-Trojan/Downloader.217088.AE 324,509 3.3%
1 0,
spYWARE @ 0.5% T A 1" SV.VF/EX!)lOI/t 300,951 3.00A:
TROJAN — 37.2% 12 Win-Trojan/Startpage.118784.A0 289,196 2.9%
13 ALS/Bursted 235,588 2.4 %
0,
VIRUS 4.8% 14 Win-Trojan/Onlinegamehacké9.Gen 235,575 2.3%
worv D 10.8% 15 Win32/0lala.worm.57344 216,592 2.2%
16 Win32/Virut.F 208,637 2.1 %
[Fig. 4-1] Primary Malicious Code Type Breakdown 17 Win32/Virut.B 203,136 2.0%
18 Win32/Parite 166,144 1.7 %
19 Win32/Virut 160,589 1.6 %
20 Win32/Kido.worm.156691 150,426 1.5%
9,948,629 100 %

[Table 4-3] Top 20 New Malicious Code Reports

Comparison of Malicious Codes with Previous Month

Compared to last month, the number of script, downloader and spyware reports increased, Breakdown of New Malicious Code Types

whereas, the number of Trojan, worm, adware, virus, dropper and clicker reports dropped. The As of Q3 2011, Trojan is the most reported new malicious code, representing 36% of the top

number of Appcare was similar to the previous month. reported new malicious codes. It is followed by script (22%) and adware (12%).

DOWNLOADER 2%
WORM 8%
60,000,000 53'944'245 APPCARE 1% \ | TROJAN 36%
46,207,884 39 606,178 y // 7

50,000,000 ’ ’ ///////// A //////////
40,000,000

‘. SCRIPT 22% i
30,000,000 g
20,000,000 Ig
0 SPYWARE 1% ///
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2011.1Q 2011.2Q 2011.3Q ETC &%
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[Fig. 4-2] Monthly Malicious Code Reports [Fig. 4-3] New Malicious Code Type Breakdown



ASEC REPORT Malicious Code Trend
Vol.21

25

01. Malicious Code Trend
b.Malicious Code Issues

Increased exploitation of CVE-2011-2110 Adobe
Flash vulnerability

Most of the malicious Flash files found in Korea were inserted in
the hidden “iframe” page and designed to download malicious
contents from a specific URL in the “info” parameter. The
malicious content downloaded from the URL was not a PE
file (that starts with MZ header], but partial shell codes. This
creates NOP+shell code to implement heap spray in the Flash
file. The vulnerability in Flash player is exploited to decode the
downloaded shell codes using XOR, so the downloaded file
could be malicious. This vulnerability will be continued to be
exploited to conduct web attacks. Always make sure your Adobe

products are updated to the latest versions.

Exploitation of MS10-087 vulnerability

Most MS Word based attacks exploit “MS10-087: Vulnerabilities
in Microsoft Office Could Allow Remote Code Execution
(2423930]" that was distributed on November 2010. Most of
them were distributed as email attachments, so be careful not

to open Word file attachments from untrusted sources.

Risk of targeted attacks

There are two general forms of targeted attacks: those that attack
the corporate network and those that attack the server network.
The first form is a common hacking method, and the latter form
is more diverse: social engineering, malware attack, phishing,
keylogging, exploitation of vulnerabilities, reverse shell command
execution and database hacking. A more complex security system

is needed to defend against these various threats.

Increasing smartphone security threats

A new piece of Android malware called GingerMaster has been
found exploiting Android 2.3, (or “Gingerbread"), the current
version of Android’'s operating system for smartphones. The
CVE-20111-1823 vulnerability is also found in Gingerbread 2.3.3.
GingerMaster exploits Android 2.3, harvests data on infected
Android smartphones and sends the stolen information,
including device |IDs and phone numbers, to a remote server.
Extra caution must be taken as smartphone security threats will

increase.

02. Security Trend
a.Security Statistics

Microsoft Security Updates- Q3 of 2011

Microsoft released 22 security updates this quarter. As in Q1 and Q2, there were the most system
vulnerabilities (41%), and the least IE vulnerabilities (4%). There were one critical update in
July and two in August. The increase in Office vulnerabilities this month increased the number
malware that uses social engineering techniques, such as attaching malicious files to spam mails.

You must download the patches to fix the vulnerabilities as soon as they are released.

MS Security Updates
2010.07 - 2011.09

Application

System

Sever

Office IE

[Fig. 5—1] Microsoft Security Updates

Security Trend
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Monthly Types of Malicious Code

2,060 types of malicious code were reported this quarter, which is 15% less than the previous

03.Web Security Trend

a. Web Security Statistics aUarter (2,418 reports]

1,000 827 792
677 -4.2%

800 ‘4 ’—
600 07 —.

400
Web Security Summary m_
As of Q2 of 2011, there were 189,948 reported malicious codes, 2,060 types of reported malicious code,
2,072 reported domains with malicious code, and 7,687 reported URLs with malicious code. These - | | |
statistical figures were derived from the data collected by SiteGuard, AhnLab’s web security program. 2011.07 2011.08 2011.09
I Blocked malicious URLs ® 2011.07.09 Monthly Domains with Malicious Code

2,072 domains with malicious code were reported this quarter, which is 13% less than the previous

2 5 3 6 1 3 quarter (2,395).
p - 1,000 799

650 522
| Reported types of | Domains with | URLs with 8o o;
malicious code malicious code malicious code N -19.7%
600 S
2,296 1,971 12,290 o ®
200
[Table 6-1] Website Security Summary
0
| | |
2011.07 2011.08 2011.09
Monthly Reported Malicious Codes
189,948 malicious codes were reported this quarter, which is 21% less than the previous quarter Monthly URLs with Malicious Code
(239,762). 7,687 URLs with malicious code were reported this quarter, which is 31% less than the previous
150,000 quarter (11,089).
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[Fig. 6—1] ] Monthly Reported Malicious Codes [Fig. 6—4] Monthly URLs with Malicious Code
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Top Distributed Types of Malicious Code

Adware is the most distributed type of malicious code representing 19.5% (36,996 reports) of the top

distributed type of malicious codes, followed by Trojan that represents 12.7% (24,059 reports).

TYPE Reports Percentage
ADWARE 97,433 38.4 %
TROJAN 80,376 31.7 %
DOWNLOADER 38,430 15.2 %
DROPPER 13,645 5.4 %
Win32/VIRUT 3,272 1.3 %
JOKE 2,157 0.9 %
APPCARE 931 0.4 %
SPYWARE 356 0.1%
ETC 17,013 6.6 %
253,613 100 %
[Table 6-2] Top Distributed Types of Malicious Code
ADWARE 97,433 100,000
TROJAN 80,376
50,000
DOWNLOADER 38,430
ETC 17,013
DROPPER 13,645
WIN32/VIRUS 3,272
JOKE 2,157
APPCARE 931
SPYWARE 356 0

[Fig. 6-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
Win32/Induc is the most distributed malicious code (55,215 reports), followed by Virus/Win32.Induc

(23.693 reports]).

Ranking M

Malicious Code

Reports Percentage

NEW
NEW
NEW
NEW
A2
NEW
NEW
NEW

O 00 N9 o0 O B WN =

NEW

=
o

Win-Adware/ADPrime.837241
Win-Trojan/Downloader.765408
Win-Downloader/KorAd.83968
Win-Adware/KorZlob.3919486
Win-Adware/ToolBar.Cashon.308224
Win-Trojan/Downloader.802816.C
Win-Adware/Adprime.1766400
Win-Trojan/Genome.57344.0K
Win-Downloader/Cybermy.724992
Win-Downloader/Cybermy.726528

[Table 6-3] Top 10 Distributed Malicious Codes

49,450
30,612
22,549
11,452
8,760
6,336
6,149
4,986
4,263
3,808
148,365

33.3%
20.6 %
15.2%
7.7%
5.9%
4.3 %
4.1 %
3.4%
2.9%
2.6%
100 %



ASEC REPORT 31 32
Vol.21

3. Overseas Security Trends

01. Malicious Code Trend- Japan, Q3

The most prominent security threats in this quarter are notable increase in online banking threats network and spreads via mobile disk external storage, like Autorun worms.

by botnets; propagation of malware via Android-based smartphones; Conficker and Antinny variants Antinny attacks that target P2P file-sharing networks have been ongoing for some time now. The damages

distributed by exploiting Windows vulnerabilities; and malware that corrupts Windows system files. el sy i s e sl e Ay s er e will Feap 6 Sppeering, €0 o fus

continue to be cautious.
Botnet poses serious online banking threats’

Viruses such as PE_PARITE.A and adware were also high up in the ranks. There are not many variants of
A botnet started harversting online banking credentials for financial gain from June this year. Cyber

Parite, but they are still being reported in numerous countries. The number of reports is high, but it does
criminals are reported to have used SpyEye to steal online banking details. This malware is known

not have the function to self-propagate, so it usually spreads via infected programs on P2P networks.
to spread via hacked websites by exploiting system vulnerabilities or spam mail.

Autorun attacks
Conficker and Antinny worm attacks

o ] ) The chart below shows the monthly damages caused by malicious codes reported by IPA (http://
The table below shows the top malicious codes in Japan as ranked by Trend Micro Japan.(http://

) ) ) . . www.ipa.go.jp). The number of Netsky and Mydoom worm that propagates via email was high, and
jp.trendmicro.com). The Conficker worm, “"WORM_DOWNAD.AD", was the most reported malicious

] ) i o ) ) also Autorun worm. Email worms usually send mass email to the email addresses saved to the
code for two months. This worm exploits Windows vulnerabilities to infect other systems in the

infected system.

FeldinG 2011.4 2011.5 . . . . . .

Threat Name Type Reports Threat Name Type Reports Another thing that should be noted in the chart above is Win32/Gammima that steals online game
1 WORM_DOWNAD.AD | Worm 4,334 | WORM_DOWNAD.AD | Worm 4,420 accounts. This type of malware has been rampant in Korea for several years and numerous websites
2 CRCK_KEYGEN Others 3,962 CRCK_KEYGEN Others 3,461 were hacked to spread the malware. This sort of attack is now starting in Japan. It usually replaces

Windows files, such as imm32, or uses rootkit techniques to hack online games.
3 WORM_ANTINNY.AI Worm 1,211 WORM_ANTINNY.AI Worm 1,287
4 PE_PARITE.A Virus 1,171 PE_PARITE.A Virus 1,146
Trojan

5 TROJ_DLOADER.DNK Horse 1,143 WORM_ANTINNY.JB Worm 1,004
6 WORM_ANTINNY.F Worm 1,006 WORM_ANTINNY.F Worm 905
7 WORM_ANTINNY.JB Worm 992 BKDR_AGENT.TID Backdoor 845 7
8 HKTL_KEYGEN Others 844 HKTL_KEYGEN Others 788 8
9 BKDR_AGENT.TID Backdoo 785 ADW_GATOR Adware 696
10 ADW_YABECTOR Adware 774 ADW_FUNWEB Adware 670

[Table 7-1] Monthly malicious code threats (Source: Trend Micro Japan)’

[Fig. 7-1] Malicious code trend: July and August 2011 (Source: IPA, Japan)®

" http://www.ipa.go.jp/security/topics/alert20110803.html * http://www.ipa.go.jp/security/txt/2011/documents/virus-full1108.pdf , http://www.ipa.go.jp/security/txt/2011/
? http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/article/20110803083430.html documents/virus-full1109.pdf
http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/article/20110905062621.html
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02. Malicious Code Trend- China, Q3

H1 2011 security threats in China by Rising Ranking Malicious Code Details
.. . . . . . . . 1 AliP Backdoor disguised as JPG fil
Rising, a Chinese security solutions provider, reported the statistics and issues of security threats el st ee e
that occurred in China in the first half of 2011. The number of malware reported in the first half of 2 2MBR Trojan horse downloaded by other malicious code
2011 is 5,286,791, which increased 25.2% from last year. . i .
8 Killav Modified Hosts file
4 Win32.Smail.b Virus that infects files
= sz
I 22011 EF5F
=fE= == > 5 Worm.Win32.FakeFolder.c Worm that hides itself in User Mode
BOER W R Gt
Trojan.PSW.Win32.0nlineGame.
3% 3% 2% 6 it DLL file that steals online game accounts
- 1
. e 4576.12% 7 Trojan.Win32.FakePic.gi Backdoor disguised as image file
nFRARSs 44% Malware with worm, Trojan horse and backdoor features
8 Trojan.Win32.Fednu.zi
®5175.16% that steals online game accounts
mAEENEEs 26% 9 Trojan.Win32.Fednu.cpq Trojan horse that downloads other malicious code
[ EMRS201%
10 Trojna.Win32.QuickBatch.cl Trojan horse disguised as web browser icon
niEE261%
HE15%
According to Rising, there has been an increase on viruses that infect files. Viruses are usually written
: in Assembly language, which is one of the low level languages, but the viruses reported by in China
FE/mE2LF

were written in Assembly language and high level language. Viruses written in both low and high level

[Fig. 7-2] Breakdown of security threats in China in H1 2011

languages have the same functions of traditional viruses while cutting down the creation period. Virus
The chart above categorizes the top malicious codes reported in H1 2011. As of H1 2011, Trojan represented 8.44% of the malicious codes reported in H1 2011, which is 445,957 in numbers.
horse is the most reported malicious code, representing 76.12%. It is followed by virus (8.44%),
backdoor (5.16%], dropper (3.26%), adware (2.91%), worm (2.61%) and other malicious codes (1.5%).
Approximately 740 million computers were reported to be infected by malware in H1 2011, which

shows that an average of 4.11 million computers were infected a day.

The table below shows the top 10 malicious codes reported in H1 2011.
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03. Malicious Code Trend- World, Q3

The malicious code trend in Q3 2011 is similar to Q2 - the number of malicious codes distributed by

exploiting vulnerabilities is still high.

World malicious code trend

Most malicious code variants were restricted to specific regions. With the regionalization of
malicious codes, the world statistics of malicious code is no longer significant. According to the
malicious code statistics released by top security providers, Conficker worm, Autorun worm, Virut

virus, Sality virus and rogue antivirus were reported in multiple countries.

Malicious code distribution channels

Attackers still distribute malicious codes by hacking websites and exploiting vulnerabilities to insert
malicious codes into websites, or via USB flash drive. The method of distributing malicious codes
via email or social network sites, such as Facebook, MySpace and Twitter is also increasing. Cyber

criminals also hack vulnerable websites or take advantage of international events to distribute malware.

Data exfiltration and APT

Data exfiltration is on the rise, so is Advanced Persistent Threat. In the end of July this year, the
personal information of 35 million users was stolen from a top Korean web portal that was hacked.
Attackers exploited an update vulnerability in a free compression utility to spread the malware. On
August 2, McAfee posted a blog post on targeted attacks, and the malware used in RSA attack was
disclosed on August 26. There were also reports on zero-day vulnerability (CVE-2011-0609) in flash
files embedded in Excel files, and Poison Ivy backdoor installed to systems to exfiltrate data. The
attack exfiltrated OPT information and is considered to be related to the hacking attack against a
military contractor. In September, there was a campaign of targeted attacks that have successfully

compromised defense industry companies in Japan.®

“ http://blogs.mcafee.com/mcafee-labs/revealed-operation-shady-rat
® http://blog.trendmicro.com/japan-us-defense-industries-among-targeted-entities-in-latest-attack
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Rise in bootkits

The number of bootkit that modifies the Master Boot Record is on the rise. In August, a new malware
that modifies and infects Award BIOS was reported.® In September, a bootkit that downloads online
game hacking malware to impede the function of a Korean antivirus software was reported in
Korea. Numerous bootkits have appeared, but the number is not multiplying as it is harder to create
bootkits than the usual malware. As it is not easily detected and hard to remove, cyber criminals are

gaining interest in creating bootkits.

Fascinating malware

A malware that creates “Bitcoin”, a virtual coin, and Morto worm that spreads via Windows Remote
Desktop were reported this quarter.” There were also reports on Induc virus variants that only
attacks Delphi systems. The original virus only infected systems, but its variants now come with
backdoor feature.® Since it only infects Delphi system, it remained undiscovered for a long time, so it

did not widely spread.

Mac 0SX and Android malware
Malware attacks against smartphones are on the rise. A malware posing as a PDF file was reported
to infect MAC 0S X.” Several Android-targetted malware were also reported, as well as mobile

banking."

¢ http://blogs.norman.com/2011/malware-detection-team/mebromi-a-bios-flashing-trojan
7 http://www.f-secure.com/weblog/archives/00002227.html

® http://blog.eset.com/2011/09/14/the-induc-virus-is-back

? http://www.f-secure.com/weblog/archives/00002241.html

" http://blog.eset.com/2011/09/16/android-banking-malware-in-the-wild
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