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01. Malicious Code Trend
a.Malicious Code Statistics

Top 20 Malicious Code Reports Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in July The table below shows the percentage breakdown of the top 20 malicious code variants reported this
2011. As of July 2011, JS/Agent is the most reported malicious code, followed by Textimage/Autorun month, and identifies the malicious code trend of this month. As of July 2011, Win-Adware/Korad is the
and Html/Agent, respectively. 11 new malicious codes were reported this month. most reported malicious code, representing 16.7% (1,346,242 reports) of the top 20 reported malicious

code variants, followed by Win-Trojan/Downloader (733,199 reports] and JS/Agent (681,709 reports).

Ranking ™M Malicious Code Reports Percentage Ranking M Malicious Code Reports Percentage
1 A3 JS/Agent 681,709 19.8 % 1 A9 Win-Adware/Korad 1,346,242 16.7 %
2 v1 Textimage/Autorun 621,929 18.1% 2 _ Win-Trojan/Downloader 733,199 9.1%
3 AL Html/Agent 416,549 121 % 3 A8 JS/Agent 681,709 8.5%
4 NEW Swf/Cve-2010-2884 304,750 8.9 % 4 v3 Win-Trojan/Onlinegamehack 677,485 8.4 %
5 A1 Win32/Induc 146,676 4.3% 5 v Win-Trojan/Agent 667,878 8.3%
6 NEW Swf/Cve-2011-2110 115,621 3.4% 6 v3 Textimage/Autorun 622,054 7.7 %
7 NEW Win-Trojan/Downloader.217088.AE 111,325 32% 7 A2 Win32/Virut 425,452 5.3%
8 NEW Win32/Virut.d 110,662 32% 8 A10 Html/Agent 416,549 5.2%
9 A2 Win32/Palevol.worm.Gen 107,200 3.1% 9 v2 Win32/Conficker 319,970 4.0 %
10 A3 Win32/Conficker.worm.Gen 99,448 29% 10 NEW Swf/Cve-2010-2884 304,750 3.8%
11 NEW JS/Iframe 90,353 2.6% 1 v3 Win32/Autorun.worm 270,049 3.4%
12 NEW Win32/Virut.b 85,045 2.5% 12 Al Win-Trojan/Winsoft 266,235 3.3%
13 A2 Win32/Virut.f 79,205 2.3% 13 A2 Dropper/Malware 220,313 2.7%
14 — Win32/0lala.worm 77,512 2.3% 14 v2 Dropper/Onlinegamehack 213,330 2.6 %
15 NEW Win-Trojan/Downloader13.Gen 72,436 21% 15 v1 Win32/Kido 201,492 2.5%
16 NEW Als/Pasdoc 66,221 1.9 % 16 NEW Win-Trojan/Adload 150,296 1.9 %
17 NEW Win32/Parite 65,011 1.9 % 17 — Win32/Induc 146,802 1.8 %
18 — Win32/Flystudio.worm.Gen 63,507 1.8 % 18 NEW Win-Trojan/Patched 137,376 1.7 %
19 NEW Win-Trojan/Onlinegamehack57.Gen 60,414 1.8 % 19 NEW Dropper/Agent 128,429 1.6 %
20 NEW Win32/Virut.c 59,339 1.7 % 20 NEW Win-Trojan/Ldpinch 126,240 1.6 %

3,434,912 100 % 8,055,850 100 %

[Table 1-1] Top 20 Malicious Code Reports [Table 1-2] Top 20 Malicious Code Variant Reports
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Breakdown of Primary Malicious Code Types

The chart below categorizes the top malicious codes reported this month. As of July 2011, Trojan is
the most reported malicious code, representing 36.9% of the top reported malicious codes, followed

by script (16%) and adware (15.3%).

? 1|0 2‘0 3|0 4‘0%
AowArRe (D 15.3% TROAN g4 QOf
APPCARE @ 0.6%
cLickeRr @ 0.5%
DOWNLOADER @D 1.8%

prorPER (D 4.9% SCRIPT  16.0%
erc (D 7.9%
scrirT (D 16% AONARE15.3%

spYWARE @ 0.5% STHER 31 8%,
TroaN D 369%
VIRUS 5.1%
worv (D 10.5%

[Fig. 1-1] Breakdown of Primary Malicious Code Types

Comparison of Malicious Codes with Previous Month

Compared to last month, the number of Trojan, adware, downloader, appcare and clicker increased,
whereas, the number of script, worm and dropper reports dropped. The number of virus and

spyware was similar to the previous month.

ADWARE APPCARE CLICKER DOWNLOADER
15.3 0.6 0.5 1.8

TROJAN
B 36.9% , . ,

DROPPER ETC SCRIPT SPYWARE  VIRUS WORM
4.9 7.9 16.0 0.5 5.1 10.5

D) ) )

[Fig. 1-2] Comparison of Malicious Codes with Previous Month

Monthly Malicious Code Reports

There has been an increase in malicious code reports in July that climbed 701,821, from 14,176,633

to 14,878,454.
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[Fig. 1-3] Monthly Malicious Code Reports

Breakdown of New Malicious Code Types

As of July 2011, adware is the most reported new malicious code, representing 42% of the top

reported new malicious codes. It is followed by Trojan (42%) and dropper (6%).

ETC1% WORM 1%
DROPPER 6%

TROJAN 42%
DOWNLOADER 4%

CLICKER 2%

90°LL0C
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i y

ADWARE 42%

[Fig. 1-4] Breakdown of New Malicious Code Types
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Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 new malicious codes reported in July

01. Malicious Code Trend

b.Malicious Code Issues
2011. As of July 2011, Win-Adware/DirectKeyword.374728 is the most reported new malicious code,

representing 7.8% (56,634 reports) of the top 20 reported new malicious codes, followed by Win-

Adware/KorAd.499712.C (49,484 reports).

Ranking Malicious Code Reports Percentage
1 Win-Adware/DirectKeyword.374728 56,634 7.8% Constantly changing system file replacing malware Jailbreak 3.0 that exploits a PDF vulnerability
2 Win-Adware/KorAd.499712.C 49,484 6.8 %
A malware that replaces the Windows system file was found  Jailbreakme 3.0 that supports all 4.3.3 i0S device, includin
3 Win-Clicker/Agent.499712 48,947 6.8% P y PP g
4 N T e 40,693 5.6 % on several hacked websites. There has been a change to the  iPad 2, was released this month. It can jailbreak your device in 5
5 Win-Downloader/Enlog.416768.C 38,895 5.4 % method of replacing ws2help.dll. seconds. All you need to do is to visit JailbreakMe.com on your
6 Win-Adware/KorAd.499712.D 37.712 5.2 % o ) iPhone, iPod Touch or iPad’s Mobile Safari browser, and tap on
! Original vs.Variant ) ) ) o

7 Win-Adware/KorAd.499712.E 36,820 5.1% the Free button to start installation. This should jailbreak your
8 Dropper/Agent.1557578 35,842 5.0 % [Fig. 1-5] Replacing original ws2help.dll i0S device and install Cydia.

in- i 0, Malicious DLL i “Clean” acked up as . .
9 Win-Trojan/Infostealer.443904 35,221 4.9 % 2w T ) » [Fig.1-9] Jailbreak 3.0
10 Win-Trojan/Downloader.434731 33,344 4.6 %

. A Ahnlab
11 Win-Adware/KorAD.348160 32,724 4.5 %
12 Win-Trojan/Infostealer.1329664 32,596 4.5 % [Fig. 1-6] Replacing variant ws2help.dll

- 0 = . - m— JailbyeakMe
13 Win-Adware/KorAd.258048 31,361 4.3% _— ’» e »‘ R s et e e et
14 Win-Adware/KorAd.499712.K 31,332 4.3 % A Ahnlab el i mieiiat sty
15 Win-Adware/KorAd.241664.G 31,294 4.3 % o o ool

In the original process, the malicious DLL created to replace ERiss et s B crerss e

16 Win-Adware/KorAd.499712.J 30,845 4.3 % . Fiease mate an Tanes backup befove juibreating

. . ws2help.dll acts as a bridge between the “clean” program and e bforatin 5
17 Win-Adware/BHO.Adprime.1766400 30,739 4.2 %

A ) . H H ek a Friend >
18 Win-Adware/KorAd.442368 29,822 4% backed up ws3help.dll (original file: ws2help.dll) while performing —__
19 Win-Trojan/Rogue.486912 29,632 1% malicious activities (stealing online game account information and k) Dot e Dilerd by e
20 Win-Adware/KorAd.241664.C 29,477 41% deactivating antivirus programs). In the changed process, Sleep.dll Lo >
723,414 100 % is created before creating a patched ws2help.dll, and the process is

[Fig. 1-1] Breakdown of Primary Malicious Code Types

the same as the original method after that.

[Fig. 1-7] System file replacement process by Win-Trojan/Patcher.98704

t ﬂ umuﬁm.a
m A AhnLab

wsZhelp.dll that is created by Patcher98704 (dropper] is the Chinese version
ws2Zhelp.dll patched to load Sleep.dll When “clean” programs load the DLL,
the malicious DLL created by the dropper; “Sleep.dLl’, gets loaded instead.

[F|g 1- 8] Code for patched wthelp dll to load sleep dlt

*71A14D :
Ll‘xl 7IRUII)3|5 5 START OF FUNCTION CHUNK FOR sub_71A115EC

text:71A14D36 loc_71A14D36: ; CODE XREF: sub_71A115EC+3ATj

text:71A14D36 pusha e 100bj <</Type /Page /Parent60R /Resources 30R /Contents 20R >>
text:71014D37 nov cax, offsct LibFileMame ; “Slecp” 800bj <</S/D>>

text:/1A14D30 push eax ; 1pLiDFileName 900bj <</Nums [080R]>>

text:71A14D3D call  ds:LoadLibraryn T . "

ekt Ta1ADND yoja ?0 obj <<</Type /Pages /Kids [1 0R] /Count | /MediaBox [003020) >>
text:71a14DuL retn

text:71A14D44 ; EHD OF FUNMCTION CHUHK FOR sub 71A115EC AhAhnLa

Jailbreakme 3.0 exploits a vulnerability in the Safari PDF rendering

system. Safari loads a hacked PDF file containing hidden jailbreak

[Fig. 1-10] Hacked PDF file

0380h: OA 65 6E 64 6F 62 6A OA ERESch-Ep-laigciolds i) ) .endob ) . PR R}
J0390h: OA 3C 3C DA 2F 46 69 6C 74 65 72 SB 2F 46 6C 61 .<<./Filter[/Fla
03A0h: 74 65 44 65 63 6F 64 65 SD OA 2F 4C 65 6E 67 74 teDecode]./Lengt
03BOh: 68 20 31 36 30 34 32 OA 2F 4C 65 6E 67 74 68 31 h 16042./Lengthl
J03COh: 20 34 33 34 33 32 32 OA 2F 4C 65 6E 67 74 68 32 434322./Length2
03DOh: 20 31 36 DA 2F 4C 65 6E 67 74 68 33 20 35 32 32 16./Length3 522
03EOh: OA 3E 3E OR 73 74 72 65 61 6D OA 78 DA ED DD 07 .>>.stream.xUi¥.
03FOh: S5C B8E FB E3 3F FE 86 8C 86 A2 Al 41 32 22 69 4F \ZG&?ptEtc;A2"i0
0400h: 95 26 2A 4D 2A 91 12 69 6F 4D OD S1 92 DO SO 44 *&*M*‘.ioN.Q’DFD
0410h: 14 15 ED 14 2A 14 S5A A4 85 96 A2 2D A4 A9 B4 95 i ® 2R _~0-HO"
0420h: E6 8F 73 B4 CE 89 CF 39 BE DF CF FF F1 F8 FD FE a.s’ isioxsiyfeyp
j0430h: AF F3 EC 74 BD BB EE F7 FS SE D7 75 SF F7 DD FD —6ir)§»i-6"!u_é‘?§

Template Results - PDFTemplate. bt

2 0 0bj << /Length 61 >> stream BT /TT21Tf32003200Tm 0g /GS1gs 0 Tc 0 Tw (@)Tj ET endstream
300bj << /ProcSet [/PDF /Text] /Font << /TT240R>> >>

700bj << /Type /FontDescriptor /Ascent 750 /CapHeight 676 /Descent -250 /Flags 32 /FontBBox [-203 -428 17C
4 0 obj << /Type /Font /Subtype /Typel /FirstChar 64 /LastChar 64 /Widths [100) /BaseFont /Courier10PitchBT

12 0 obj << /Filter[/FlateDecode] /Length 16042 /Length1 434322 /Length2 16 /Length3 522 >> stream xUive'W G&
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code which is then injected into the root file system of your iDevice-
all from an unsecured HTTP site.

The hacker exploited a vulnerability in the interpreter for Type 1 font
programs (CVE-2011-0226) in the FreeType library used by Mobile
Safari.The vulnerability was exploited for jailbreaking devices, but
it could potentially be used by malicious hackers to install malware
onto your device. You must always keep not only your computer, but

also your mobile devices secured.

GoldDream that spies on SMS messages and phone calls

We came across a new Trojan that spies on SMS messages received
by users as well as incoming/outgoing phone calls and then uploads
them to a remote server without the user’s awareness. This new
Android malware is known as GoldDream and is hidden in a racing
game called “Fast Racing”. It has been circulating in a few alternative

Android markets and forums targeting Chinese-speaking users.

[Fig. 1-11] Fast Racing game

GoldDream malware monitors all inbound and outbound SMS
messages and phone calls on the infected mobile device, and also
exhibits the bot behavior: it is capable of communicating with a
remote command-and-control (C&C) server. It is similar to many
existing Android malware. There has been a steady growth in the

number of malware for the mobile platform.

[Fig. 1-12] Permissions for Fast Racing game

android.permission. INTERNET
android.permission.VIBRATE
android.permission.ACCESS_NETWORK_STATE
android.permission.READ_PHONE_STATE
com.android.vending.BILLING
android.permission.INTERNET
android.permission.ACCESS_NETWORK_STATE
android.permission.READ_PHONE_STATE
android.permission.ACCESS_WIFI_STATE
android.permission. WRITE_EXTERNAL_STORAGE
android.permission.ACCESS_COARSE_LOCATION
android.permission. ACCESS_FINE_LOCATION
android.permission.RECEIVE_SMS

Fast Racing

com.creativemobi.DragRacing
android.permission.SEND_SMS
android.permission.READ_SMS
android.permission.CALL_PHONE
android.permission.PROCESS_OUTGOING_CALLS
android.permission.DELETE_PACKAGES
android.permission.INSTALL_PACKAGES
android.permission.RECEIVE_BOOT_COMPLETELl

[Table 1-4] Permissions

Permission Function Description
android. Allows —

. Allows applications to open
permission. Internet network sockets
INTERNET access '
andro.ld.. Vibration Allows access to the
permission. control vibrator.

VIBRATE '

Allows read only access to phone
android. Allows read state. Successful exploitation
permission. access to can allow an attacker to read
READ_PHONE_ Phone state your IMEI (unique cell phone
STATE and ID serial number), phone number

and SIM card serial number.
com.android. . Proyldes checkout processing

In-App billing | forin-app purchases from

vending.BILLING

Android market.

android.

i Allows access -
permission. to network Allows applications to access
ACCESS_ info information about networks.
NETWORK_STATE
android.
permission Allows Allows applications to access

. access to Wifi | information about Wi-Fi
g?:FESS—WIFI— network info networks.
android. All "
permission. to S:ZZ:r\:;Il "9 | Allows an application to write
WRITE_ ctorage and to external storage, as well
EXTERNAL_ i as SD card.
STORAGE
android Allows an application to

L . access coarse [(e.g., Cell-ID,
zil;:rglss;lon. E‘:st\g;?;arse WiFi) location. Successful
COARSE_ location exploitation can allow an

= attacker to obtain the user's
LOCATION network location.
android. Allows an application to
permission. . access fine (e.g., GPS) location.
ACCESS_FINE_ GPS location Obtaining user location can
LOCATION consume a lot of battery.
Allows an application to monitor
android incoming SMS messages, to
permission Receives SMS record or perform processing on
RECEIVE S-MS them. Successful exploitation can
= allow an attacker to delete the
message before the user reads it.
Allows an application to send
android. SMS messages. Successful
permission. Sends SMS exploitation may cost you
SEND_SMS money by sending messages
without your confirmation.
Allows an application to read
android. SMS messages. Successful

permission.READ_
SMS

Reads SMS or
MMS

exploitation can allow
an attacker to read your
confidential messages.

* The credit of discovering this malware goes to Dr. Xuxian Jiang and his research team at
North Carolina State University.
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Permission Function Description

Allows an application to initiate a

phone call without going through
android! B the Dialer u;erinter‘face fqrthe
permission. Initiates user to confirm the call blelnlg
CALL PHONE phone call placed. Successful exploitation may

= cause unexpected calls on your
phone bill. Applications will not be
allowed to call emergency contacts.
andro_ld._ Blocks I
permission. e Allqws an appl|F:at|on tol
PROCESS_ . arbitrarily monitor, modify, or
OUTGOING_ outgoing abort outgoing calls.
CALLS calls
androidi Allows an application to
permission. Deletes deletg pgckages. Successful
DELETE packages explo@atloln can allom{ an attacker
- to arbitrarily remove important
PACKAGES packages from user’s device.
android! Allows an application to install
permission. Installs anewor Updateq pa.Ckage'
INSTALL packages Successful exp10|t_at|0r_1 can allow
— an attacker to arbitrarily install
PACKAGES malicious applications.

Allows an application to
android. AIIOVYS _ receive the ACTIOl\lLBOOTf
permission. application COMPLETED that_ is broadcas_t
RECEIVE BOOT to launch after the system f|nl|shes booting.
COMPLE'FED — | on phone It may t_ake a long time to start

startup the device and may slow down
your phone.

1. Details of GoldDream

A. Spies SMS messages, phone calls and device information

[Fig. 1-13] Save incoming/outgoing phone calls

if (paramintent.

ntent.actioniN

StriigBuild

ITGOING_CA

d.intent. extra. PHONE_NUMBER");

save
incoming/outcoming
phone call

af'incoming_numb

_BEGIN#");

. 1-14] Upload phone log file

%
Ider(nt

Ider!.append(strl).append

If this malicious application is installed, it will register a receiver so
that it will be notified for certain system events. Upon these events,
the malware launches a background service. Once the service
gets started, the GoldDream malware will save SMS messages and
incoming/outgoing phone call numbers on the infected mobile phone

to a text file, and send this file to a remote server (le**r.g**p.net).

B. Executes remote commands (C&C)
The GoldDream Trojan also receives commands from a remote

[Fig. 1-15] C&C commands
str10,

AS in background

ol Eil

= localUploadFiles!;

send log file
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server and then executes them accordingly. It is designed to be
loaded in boot time so that the C&C server has complete remote
control over the affected phone while it is turned on.

GoldDream Trojan executes the following commands:

- Send SMS messages in background
- Make phone calls

- Remove applications

- Install applications

- Send log files to C&C server

V3 Mobile detects this Trojan as:
- Android-Trojan/Gdream

Malicious PC version of KakaoTalk

KakaoTalk is the most popular mobile messaging service in
Korea. A malicious program disguised as the PC version of

KakaoTalk was found to steal personal information and money.

A malicious website 'http://www.kakao.ez.to’ that looks like the
actual KakaoTalk website 'http://www.kakao.com' displayed
a message offering gift certificates to new members to make
them download and install the PC version. The website has been
closed down this month, but you must nevertheless be careful
as the icon for the fake PC version may still be distributed via

forums or blogs.

[Fig. 1-16] Icon for fake PC version of KakaoTalk

AhAhnLab

In fact, there is no PC version of KakaoTalk. You can only use it
by having a “virtual” Android phone running on your computer.
But, the fake PC version runs directly on Windows and requires
you to sign up. It even asks existing users to enter personal

information for confirmation.

It shows a promotion for a free gift certificate to all new
members who sign up. Instead of giving out the 11USD worth
of gift certificate as they claim, however, they charge 11USD to
your mobile phone. If you have been victimized by this fraud,

immediately contact your mobile service provider to cancel

[Fig. 1-17] Fake PC version of KakaoTalk

[
L) 77|92 PC

&

KakaoTalk PC

0 KAKAO

‘ Ah AhnLab.

the transaction of money charged to your mobile phone bill. V3

detects this Trojan as:

- Win-Trojan/Fakecatok.1073154
- Win-Trojan/Fakesns.1056768

Android malware that racks up SMS fees gets distributed via SNS

An Android-based malware disguised as an online video streaming

player was found this month. It sends SMS without user’s

permission and self-propagates using the find-a-friend function.

[Fig. 1-18] Fake online video streaming player
o M1l €8 7:16 AM 50 Ml @ 7:07 am
\/ . | Kub.com 9)

[ BAHRRIEARLF "t

L L VN
ﬁ/nw

: 46/VD B NEER
= Y
LR 0137

android.perm

android.pe

android.permission.RECEIVE_BOOT_COM
ssion.RECEIVE_SMS
ssion, WRITE_SMS

READ_SMS

android.permissi

com.android.launcher ssion_ I

STALL SHENTOIT
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[Table 1-4] Permissions

Permission

Function

Description

android. Allows _

. Allows applications to open
permission. Internet network sockets
INTERNET access '
andro_ld._ Allows access | Allows applications to
permission. o o

to network access information about

ACCESS_ info networks
NETWORK_STATE '
android.
permission. Mounts/ Allows mounting and
MOUNT_ Unmounts file | unmounting file systems for
UNMOUNT_ systems removable storage.
FILESYSTEMS

Allows an application to send
android. SMS messages. Successful
permission. Sends SMS exploitation may cost you
SEND_SMS money by sending messages

without your confirmation.

Allows read only access to
androidi Allows read phong state. Successful

- exploitation can allow an
permission. access fo attacker to read your IMEI
READ_PHONE_ | Phonestate | 1 50/ ) phonye .
STATE A (D number], phone number and

SIM card serial number.
android. All i
permission. to (jrter\z;Ing Allows an application to write
WRITE_ storage and to external storage, as well
EXTERNAL ¢ as SD card.
= SD card
STORAGE
Allows an application to
. receive the ACTION_BOOT
ndroid. - —
android. Allows COMPLETED that is broadcast
permission. cl I after the system finishes
RECEIVE_BOOT_ | tolaunch on booting It);nay take a long
COMPLETED PGSR time to start the device and
may slow down your phone.
Allows an application to monitor
android incoming SMS messages, to

. . record or perform processing on
permission. Receives SMS o
RECEIVE SMS them. Successful exploitation can

= allow an attacker to delete the
message before the user reads it.

. Allows an application to write
az:’jrl:ilsds.ion Writes SMS or | SMS messages. A malicious
\FIJVRITE SMé MMS application may delete the

= messages
Allows an application to send
android. SMS messages. Successful
permission. Sends SMS exploitation may cost you money
READ_SMS by sending messages without
your confirmation.
com.android.
launc.her_'. Creates Creates a shortcut for the
permission. shortcut application
INSTALL_ ’
SHORTCUT

1. Details of the malware
A. Racks up SMS fees and steals vital device information

The malware runs a video viewer on the background while sending
SMS to a premium number (106***82) in China to generate

revenue for the cybercriminals.

[Fig. 1-20] SMS sent to premium rate number
id onLlicklYiew paramyiew)

", localCharge TwoActivit

localCharge TwoActivityd):

", localCharge TwoActivityB):

Intent locallnt
Intent locallnte
this$0. starta

It signs you up for “premium SMS” text messaging services while
blocking SMS that mobile service providers send to customers
to warn them of additional charges. The sneaky malware blocks
numbers that begins with “10". This is to ensure that the user
is unaware that a premium-rate SMS has been sent to a certain
number, thus allowing the user to be charged.

[Fig. 1-21]

i0

[Fig. 1-22] Code that steals SIM card serial number

f{Environment. getExternalStorageDirectory().getPatt

JAXParaer InralSAXPa
tring. valu
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B. Propagates by self-advertising

The malware not only charges the user but also propagates itself
by self-advertising. Users are prompted to send a link pointing to
the malicious app to promote the malware to contacts and friends.
There are two self-promotion options of the malware: by e-mail or

by SMS from friend’'s recommendation.

[Fig. 1-23] Self- adver‘tlsmg process

&g ol

==

TV TwWxvz

[Flg 1 24] Self adver‘tlsmg

Tace param ace paramint

V3 Mobile detects this Trojan as:
- Android-Trojan/SmsSend.AA
- Android-Trojan/SmsSend.AB

Ggtrack targets Android phones through drive-by download

Android malware generally disguises itself as a legitimate
application in the Google Android Market and inserts malicious
codes or repackages applications with malware to resell in
the black market. A new malware that targets Android phones
through drive-by-download (e.g. “Install codec to watch the

video”) technique was found this month.

15

[Fig. 1-25] Drive-by-download process

Uszers are led to open the page to inztall a battery app lf/
via advertizement

r—»ﬂ

Uzerzg inztal mé"’l'J.a battery app ]

[Fig. 1-26] Malware traffic (Source: alexa.com)

Visitors by Country for Ggtrack.org

Country Percent of Site Traffic

A. Details of application

[Fig. 1-27] Permissions for Battery Saver

android. permission ACCESS WIFL STATE
sndroid permission. CHANGE_WIFI_STATE
android. permission. CHANGE_NETWORK_STATE

“ android. permissian. ACCESS_HETWORK_STATE
android. permisslon. RECENVE_BOOT_COMPLETED
android. permission.INTERNET

andruid.permission.READ_PHONE_STATE

android. permission READ_SM3

Battery Saver

tit.power.management
android. permission RECEIVE_SMS

android. permission. SEND_SMS

[Table 1-6] Permissions

Permission Function Description
andro.ld.. Allows Allows applications to
permission. o - -

access to Wifi | access information about
ACCESS_WIFI_ network info | Wi-Fi networks
STATE ’
andro.ld.. .. | Allows applications to
permission. Changes Wifi hange Wi-Fi connectivit
CHANGE_WIFI_ | state cotaae connectivit
STATE ’
android.
permission. Changes Allows applications to change
CHANGE_ network state | network connectivity state.
NETWORK_STATE

RECEIVE_BOOT_

to launch on

android. All
permission. o g!lt\s,vi,c—ﬁess Allows applications to access
ACCESS_ info information about networks.
NETWORK_STATE
Allows an application to

: ive the ACTION_BOOT
android. Allows receive t N _
permission. application COMPLETED that is broadcast

after the system finishes
booting. It may take a long time

[Fig. 1-29] Codes that communicate with the server

public void Trackinstally
|
try
i
Object localObject] - 7
ry
1
Humeactivity localHumebctivity | - this:
String strl = "wack k"
FllalnputStraamm ocaIFII zinputSiream - localHomedctivig 1, openFilainputisiri):
InputEtrcamBicader localinputStreamficader = new InputstreamBcader(localFlleinputStream;:
char[] arayQfChar! = new char(™1" length()1:
localinputzneamBeader. readtamay OfChar |
String 312 = new java/lang/Sting
String str3 = sir2:
charl] aray(thar? = aray(H harl:
sl indts {arragpiChar):
larallhjertl - st
String strd = ™17
Dbject loc alDbject? - localObjectl:
il hstrd, egualsiluc Al Object2))
1
DetauliHipClient localDefaulHRpClin = e DelauliHg T
StringBullder localStrinaBullder] - new StrinaBullder{hmn: A'gatragl org
Sirlng 5trh = gotPhonchlumber();
StringBullder localStringBullder? = local StringBullder. appe ndésy 5 ettt Sn du

- 0I5 s

The malware blocks SMS messages sent from the following numbers

to ensure that the user is unaware of the malicious activities.

[Fig. 1-30] Codes that block SMS from certain phone numbers

public void onfleceivelContext pararmiContesxt, Intent paramintent)
{
Bundle localBundle = paramintent, geiExtras();
SmsMessagel] arayOimsiessagel = (SmsMessagel1)0:
Ohjectl] arayMObject:
SmsMessage[] arayMSmeMessagel
- .'_Eb
Snarc\.Fro crences localSharedPreferences3 = localContext3. getSharedPreferencesisud. [2);
String sir10 = "conlant™:

2 Iuleallaruu_Flul'wu Cey 3 e
ety als("9E5127)) &3 (
O L5 Jihie dromm e 003EIAT) &4 !

Wk TR e ey )] &5 (1

i wm, equals("I6307))
thig, trem, equals{HEZET)))
break label536:
abonBroadcast(y
Comext localContextd = paramContest:
Btring atr13 = eanlant
- 15} 28

COMPLETED IS ES R to start the device and may
slow down your phone.
android. Allows —

A Allows applications to open
permission. Internet network sockets
INTERNET access )

Allows read only access to
android. Allows read phone state. This allows
permission. access to applications to read your IMEI
READ_PHONE_ Phone state (unique cell phone serial
STATE and ID number), phone number and

SIM card serial number.

Allows read Allows read only access to phone
android. state. This allows applications to

. access to .
permission. Phone state read your IMEI (unique cell phone
READ_SMS and ID serial number), phone number

and SIM card serial number.

. Allows an application to read
andro.ld._ Reads SMS or | SMS messages. A malicious
permission. o
READ SMS MMS application may read your

= confidential messages.

Allows an application to monitor
android! incoming SMS messages, to

- . record or perform processing on
permission. Receives SMS - S
RECEIVE SMS them. A malicious application

= may delete the message before
the user reads it.

Allows an application to send
android. SMS messages. A malicious
permission. Sends SMS application may cost you
SEND_SMS money by sending messages

without your confirmation.

[Fig. 1-28] Execution of Battery Saver

n Battery Saver

It also sends the user’s phone number, SMS messages and SDK

version to a server.

[Fig. 1-31] Codes that steals personal information

~server URI
new RasicNameValueRair“number”, pgram3ing1
L comel
sdamevaluckair messaqe”. paramSirings
stolen data
v BasicNamevaluelair(“sdk™, i
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B. Tips on preventing mobile malware threats

1. Always scan applications and files before downloading or
installing.

2. When downloading games, always carefully read the
reviews first.

3. Be careful when clicking links in emails and text messages.

4. Always scan files when transferring them from your PC to
your mobile device.

5. Always update your mobile antivirus to the latest version.

6. Lock your smart phone with a password to prevent
unauthorized used. Change your password regularly. Only
turn on Bluetooth and Wifi when they are being necessary.

8. Do not save your username and password on your mobile device.

9. Always backup your data on a regular and frequent basis.

10. Do not reconstruct your smart phone.

Credit card overdue email scam

A fake credit card overdue notification email was reported

again this month.

[Fig. 1-32] Fake credit card overdue notification

& Credit Card Overdue - Unicode (UTF-8)
File Cdt View Tooks Message [ielp

g & 8 = x v

J L
Reply  Reply Al Forward Pl Delele Addresses

From:  Metificotion robot

Date:  Wednesday, June 29, 2011 4:31 AM

1o: ooo

Subject:  Credit Card Overdue
Attach: |G Custorer detals.2ip (1.7 KO)

Credit Card Overdue
Drar Client,
Your Credit Card is one-week owerdue. Below is your Card Information

Customer 0644536343
Humber :

Card Limit () | 3500

Pay Date: 27 TUK 2011

Attached is Your Credit Card Staterwent, if You pay the debl witlin 2 days, lhere will be ne exra-charges. In 2 days
$25 late fee and a Enance charge will be imposed on your account

Tf Yon have any questions, do not hesitate to rontart us

A AhnLab

The malicious application is attached in a zip file “Customer

Details.zip (11,750 bytes)” disguised as a credit card

[Fig. 1-33] Trojan Downloader disguised as a PDF file

A Ahnlab
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statement. Extracting the zip file reveals a Trojan downloader
executable file “Customer Details.exe (26,624 bytes)” that

uses an Adobe PDF icon.

Once executed, the Trojan downloader injects itself into

svchost.exe.

[Fig. 1-34] Trojan downloader injecting itself into svchost.exe

TET

" Ah AhnLab

It then uses svchost.exe to connect to domains where
from it starts downloading further malicious code onto the
compromised computer, without the user’s knowledge.
Among the malware it downloads, there is a fake AV dropper.
The rogue software will display fake error messages that

prompt the user to restart the infected computer.

[Fig. 1-35] Fake hard drive failure warning

Hard Drive Failure

The system has detected a problem with one or more installed IDE / SATA hard disks,

@ Itis recornmended that you restart the system,

Once the computer is restarted, the rogue software will

display the results of a bogus performance scan.

[Fig. 1-36] Fake AV “sold” as Windows XP Repair

© Diaunostics

Analyzing PC Performance & Stability

Please wail. The process mady Lake a few minutes ﬁ 4
System safety & performance test
© Detecting HDD read/write errors 2 problems tound Saanner Module
© Scanning for junk files and folders 1 problems found it e
@ Analyzing volumes fragmentation 1 problems found
© Checking system files integrity 1 problems found

¢ Verifying private data safcty and stability Scanning...
RAM & Storage memory test

& Scanning for outdated and missing drivers
L Scanning for registry crrors

L. Scanning for fragments in registry N X
]
Vllllllll’:l’l:ll;;l:ll;; ] Pause J { Stop J Advanced Module
56% completed
T G R BT A AhnlLab)

The scan results will falsely claim that there are a number
of serious problems with the computer that need to be

repaired.

[Fig. 1-37] Fake error report

I

J System Status D) Diagnostics [9) Repair  [J Settings & Options ©) Help & Support

PC Performance & Stability analysis report

errors . W/
X 11 errors detectedt e’)
Hard drive and memory errors are detected on your PC. Scanner Module
Please take recomended actions VL0.1 upck 29.06.2011

Errur report Type v

i. Drive C initializing error Warning

€3 Rad seriors on hard drive or damaged file alincatinn tahle - Critical Freor critical Standard Module
V1,24 updk 29.06.2011

€ Read time of hard drive clustars less than 500 ms - Critical Error Critical
i. A problem detected whils reading boot operating system files Warning
€ Hard drive dowsn't respornd W system commands - Crilical Error Critical A Y4
L_RAM Memnry defranmentanion is renuired. Only 2114% nf RAM Memary s f.. Warninn. % -
B ——— Advanced Module
Errors comection should be performed % Fix Errors e
Processor: Intel(R) Core(TM)2 CPU 6300 @ 1.86GHz... Memory: 2 GB /Ah] Ahn La b

Victims are then prompted to fix the errors.

[Fig. 1-38] Fake repairing of errors
= A=
) Repair
Fixing errors on the disk
Crror Status
Read lime uf hard drive clusters less than 500 ms - Critical Er... Failed Lo fix

33% of HDD space Is unreadable - Critical Error Falled to fix
A prohlem detected while reading hont nperating system files — in progress...

3 roang issue: A problem detected while reading boot operating <

" system fikes Resolved: 0 Failed: 2 g
| Eebsieietnl |1 L1 L LT | LB} L] | | - L} Standard Module
@ aw W} | | - V124 updi 29.06.2011
| | |
L || - L]
)]
- S
" ~N
Free space W Files [ Directories [ Fragmented W Moved [ Locked W MFT A

Advanced Module
TTTTTTTTTTT ] [ Pause H stop

Processor: Intel(R) Core(TM)2 CPU 6300 @ 1.86GHz... Memory: 2 GB /Shl Ahﬂ Lab

Victims are then prompted to use their credit card to buy
Advanced Module, supposedly so that the repair software can
fix the critical problems.

[Fig. 1-39] Fake critical errors detected
= SIS

§ System Status | Diagnostics  [3) Repair (3 Settings & Options @) Help & Support

Fixing errors on the disk

v
Error Status A a
Read time of hard drive clusters less than 500 ms - Critical Er... Failed to fix b
33% uf HDD space is unreadable - Critical Errur Failed Lu fix Scanner Module
A problem detected while reading boot operating system flles  Successfully fixed bzt kst
Had sectars nn hard drive or damaged file allocation tahle - (... Failed to fix
Drive C initializing error Successtully fixed v
Resolved: 6  Failed: 5 &
Standard Module
V1.2 updh 29.06.2011
commended that you fix these emors as soon as possible
requirs d critical erors
S X
Cl
rE— Advanced Module
2
Buy Advanced Module? Purchase e
Processor: Intel(R) Core(TM)2 CPU 6300 @ 1.86GHz... Memory: 2 G8 Ah AhnlLab

If you click “Purchase”, you will be directed to a page that

asks for your credit card information.

This email scam designed to lure users into installing
malware on their computers and trick people into revealing

personal and financial information. Spammers are constantly

[Fig. 1-40] Credit card payment page

https://www. Isecure/payments/ v ) Secur
€ Buy Now!
ize Your Product Order Vrisign 'Q/Mektes [ TousTe
4wl Secure Credit Card Payment Details:
Card Number
Explration Date Month ¥ ; Year ¥
CVV2 Number
Personal Details:
Country Select Country v
g2 A AhnLab

inventing new themes in an effort to distribute their malware.
Targeting credit card holders is just another theme. V3 detects

this Trojan as:

- Win-Trojan/Agent.26624.TG
- Win-Trojan/Jorik.509952
- Win-Trojan/Jorik.407552
- Win-Trojan/Jorik.266240

Instant messaging malware spread via SNS

Many of the malware that was distributed via instant
messengers at the end of June started spreading via SNS.
When the malware runs on the infected system, it overwrites

the memory of explorer.exe.

[Fig. 1-41] Memory or process overwritten with malicious code

1010 Rw

Am AhnLab

It attempts to connect to a system on an external network
to execute the commands specified by the attacker. Then it
downloads a text file from a specific system according to the

commands of the remote attacker.
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632_av.txt HTTP/1.1

K
Jul_2011 06:29:55 GMT
2/2.2.11 (Ubuntu) PHP/!

011

5.2, 6-3ubuntud. 5 with suhosin-patch mod_ss1/2.2.11 openssL/0.9.8g
3116 GMT

Mon, 04 Jul 2
ETag: "6e0a0-5F58-4a7377e0b7600"
Accépt-ranges: bytes
Content-Length: 2440

i
Content-Type: text/plain

.ucd. 1e

updares?. kaspersky-1abs. com

dispatch.mcat ee, com
com.vn

sophos$. ucd. Te
updates3. kaspersky-1as. com
blac fss et

upace: per
d11. antivir. de

S - A AhnLab

The text file contains a list of security solution providers to
prevent users from getting security updates for their infected
system and accessing the websites of the security companies.
The list is as below and includes the domains of two Korean

security companies: AhnLab and Hauri.

[Fig. 1-43] Domains of security companies in the text file

p-cxla i

B bt

orecare.Tive, o
mvps.org

l=neros.con

housecall . trendsicro.cos
avast,com

onl inescan . avast .con
ewido.net

trucoswindows nat

nczi |a-hiseano.org
futurenon. bi tdelender . con
i-prot.com

2-spyware.com
antivir.es

prevs. com
ikarus , mot
bbs . s-g08. nat

ki A Ahnlab

The malware spreads via USB drive and MSN Messenger program.

[Fig. 1-44] Malicious code distributed via USB drive and MSN Messenger

* .data:00411EDO aSynFinishedFlo db '[SYN]: Finished flood
.data:00411EDS ;

F . g

~f-oata:uus1icrs ausbintectedS db “[USB|: Intected %s',¥ ; DAIA XKEF: .dat

vj-0ata:vusrys align 4

*j-0ata:oo411F 08 aMsnUpdatedisns db “[MSN]: Updated MSN spread message to
.data:o0411F08 ; DATA XREF: .d

*jJ-0ata:eo411F32 align 4

+§-data:eou11F34 aMsnupdatedMs_o db ‘[MSN]: Updated MSN spread interval to “%s"',®

[ Uala:80411F34 ; DATA KREF: .Udld:00407

*Ludla:00u11F5F aliyu 160
* Udla:00411F60 aHLLpUpddLedHLL db [HTTP]: Upddled HTTP spredd messdye Lu %5 ,0
.data:80411F G0 ; DATA XREF: .data:0es07a47to
* .data:00411F8C aHttpInjectedVa db '[HTTP]: Injected value is now %s.',8
Satssnan DATA F:

A AhnLab ; o

a:908487B2ETo

Apart from these two methods, if there is Twitter or Facebook

login session on the infected system, the session is used to

log in to your Twitter or Facebook to distribute the malware.

*].data: 00413981 align 4
+|-data:004139B% aTwitterMessage db ‘Twitter Message',0 ; DATA XREF: .data:0ou137101
+|-0ata:oou1 aTwitter_Status db ' twitter.x/*statusx/updatex’,0
data:AAut )ATA XRFF:
.data: 0041

aTwitterTweet db ‘Twitter Tweet',0 ; DATA EF data:00413700%T0

- - - T
¢ .data:oon1 aStatus db ‘status’,0 ; DATA XREF: .data:004136F8

align.u
3 aFacebook_fjaxM db ‘=Facebook.x/ajax/=HessageComposerEndpoint.php=',0
; DRIA XRE a 1

[ ata:uea13oralo

align &

aFacebookMessag db ‘Facebook Message',0 ; DATA XREF: .data:004136F0To
align &

aMsg_text db 'nsg_text',0 : DATA XREF: .data:off h136E8Tc

5 align 4
aFacebook_fjaxC db ‘=*facebook.*/ajax/chat/send.php=',0
; DATA NREF: .d

data:ueal akacebookIn db "Facebook IM,H ; DATA XKEF: .dat
dh ‘—__t~x' 27h,'()',0 AT Fi

phl AhnlLab= FTIgTTT
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When login is successful, a direct message with a malicious
link to download the malware will be posted on Facebook
wall pages or Facebook chat feature, inviting friends to click
on it. It was also distributed via other SNS: Vkontakte, Bebo
and Friendster. The malware follows the commands of the

attacker to:

- block access to specific websites and domains

- launch DDoS attack through SYN flooding and UDP flooding
- download and execute malicious files

- forcefully terminate running processes

- steal use account and password for website and FTP login

V3 detects this malware as:

- Win32/Snhook.worm.97280

With the increase of SNS users, attackers are now starting to
exploit SNS that provides open API to distribute malware. You
must be aware that messages on SNS may contain malicious
links, and be careful not to click on any suspicious links on

messages.

Online gaming notice scam

In the morning of July 13, a spam mail disguised as an online
gaming notice mail was found with a malicious attachment.

The spam mail content is as below:

[Table 1-7] Spam mail posing as an online gaming notice

GIFT from Your Babbie

LOVE GIFT from YOUR BABY
Gift for special YOU

LOVE - CARD from Your Babbie
Love-Card special for YOU
LOVE-CARD from Your Baby
Subject NICE GIFT from YOUR GIRLFRIEND
Gift for YOU

LOVE-CARD for YOU

LOVE - CARD from YOUR LOVE
Love Gift only for YOU

Love Gift from Y

Nice Gift for YOU

Message It contains the following message in HTML form.

Attachment | bonus23983.exe (36,864 bytes) file

The e-mail is written in HTML form, and it lures users into

executing a freeware game or attached file.
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[Fig. 1-46] Spam message tricking users into clicking attached file

Good day! Do you ke games ?

Service www. . org Present New Game For Amateurs Strawberries
I'his game is still freeware. You can find it in Attached. Please

lesl il and send us Your commenls and suggeslions !
With Best Wishes .. www. love-card. org.

wessanzs Ay Ahnlab

The attached file is bonus23983.exe (36,864 bytes), which

opens Windows Security Center when executed.

[Fig. 1-47] Fake AV impersonating Windows Security Center
% Windows Security Center g@@

@ Security Center
Help protect your PC

TECOMMENOATIONS. |0 FECUF (0 CN& SECUNTY LENTer ATer, 0pen LONERl Fanel.
What's new i Windows to help protsct my computer?

€)) Resources B

%= Firewall © OFF =
* Get the latest security and virus

infarmation from Microsaft Wi debeuts Uial your computer fs ot currently proleced by a firewall, Cick
talearn how tn Hows does & dl help protert

« Check for the latest 1pdates from s
Windows Update SHIEROr

v Noks: Windows doss ok detect all firswals.
+ Gk support for sacurity-related
Issues

© CHECK SETTINGS =

* Gel Inlp abuul Secuity Center

4 Automatic Updates

Automatic Updates is set up to download and install updates only after checking with you.
Click Turn on Automatic Updates to have Windows automatically keep your computer current
with mportant updates (recommended). How does Automatic Updates help protect my

<
1urn on Automatic Updates

¢ Virus Protection @ ON

= Change the way Security Conter
alerts me

Manage security settings for:

€ intemet Options Windows Firewall
Automatic Updates Q}’ HEZ Ao 24 T

XP Antivirus 2012 will display fake security warnings and

impersonate Windows Security Center to make this scam look
more realistic. When run, the malware performs a fake scan
of the system, and falsely claims that a number of files on the

system are infected with malware.

[Fig. 1-47] Fake AV impersonating Windows Security Center

§ XP Aulivirus 2012 - Unreyisted Versiun

G XP Antivirus 2012

Total: 12,291

Malware Name
Kotb »~
EICAR Test File

sMediaPlayer\ha.cb Virus.Boot-DOS.V.1526

\pchezlth\helparPackagestore|/s.d

32.5mall.k
Bankfraud

7

keVa.sys
\ldrpu1Da.dl  Trojan-Spy.HTM

\g.cab  Trojan-P

Exec
Bankfraud

2/gentx

wareDistribution\Download...\S4aPA.sys  Email-Worm.VBS.Peach v

Scan Process: 58% Infections found: 23

| Stop

A AhnLab

The scan results will falsely claim that there are a number
of serious problems with the computer that need to be

repaired.

[Fig. 1-49] Fake warning
@ XP Antivirus 2012 - Unregistred Version

A\ Attention: DANGER!

ALERT! System scan for spyware, adware, trojans and viruses is complete. XP Antivirus 2012
detected 25 critical system objects. These security breaches may be exploited and lead to
the following:

@ Your system becomes atarget for spam and bulky, intruding ads

@ Browsercrashes frequently and web access speed decreases

@ Yourpersonalfiles, photos, documents and passwords get stolen
© Your computeris used for criminal activity behind your back
o

Bank details and credit card information gets disclosed

Click REGISTER to register your copy of XP Antivirus 2012 and perform threat removal on your
system. The list of infections and vulnerabilities detected will become available after registration.

Remind me lat A}] Ah n La b

If you click “Register”, you will need to purchase the

‘ Register ‘ l

L

program first.

[Fig. 1-50] License purchase window

A AhnLab

g Change you lemuspe: Wi v

A

€ %P Antivirus 2012

Choose Plan & Checkout

W XP At 2012 yous cary b sure tht nothing starvks i your way or dows you dou. The socret of our mmandate peatoction s the
combrston of rgent crlne trest arevenbon techques and buzzed snb-nus and Frewsl techoioges

1 ¥ear License - $59.95
Vourecense ul 1 Year Licons

time charge snd Your crodt card vl nak blled agan

™ Ichade 3 Ve Prevrinan 2477 Phcc arvd el Suport - $9.95. Tokalis $69.90

2 years License - $69.95 Got full realt
Vo rocetan il 2 Yoars icense. This b Oe b charge and Your crod cord vll ot bled aan. G Al saal i rosechion NOW

= And GET 10% Bonus!

™ Inchade 2 Years Prevsan 2477 Phions vd Enl Support - $14.95, Total s §24.90

Ufelime License- $79.95
Vo oot il fetime Lo, This s O time charg and Your crode carc vl rct biled agon

™ Inchode Lie Term Ensi Support - $19.95, Total s $99.90

Billing details .
S0 o iy o ook i o A W e oo o K i AWARDS
Fust Naine *

Last Hame L
Coutiy ~ [ Y T —— HN/\LJST

State [Csde U5 iCansds B he US.

iy

Address

V3 detects this Trojan as:
- Win-Trojan/Banker.36864.AS

Russian ransomware builder

For the past couple of years, ransomware scam allowed
cybercriminals to raise money in Russia and East Europe.

It even supports different languages to steal money from

[Fig. 1-51] Russian ransomware builder

CooBluenme Nonb30saTento Tapone AnA aHNOKa ‘

Balu KOMNBHOTEp 336N0KMPOBaH 33 NPOCMOTP, KONMPOBAHHE W TH J |PaSsWoRd
3NEMEHTaM1 NEAOHHANK, ASTCKOMO NOPHO M rei-NopHo. ANA cHA™
HeafX0AnMO oNNaTHTL WTpad & pasmepe 500 pyBne. Ana sTorc “LgeTa TekcTa:l

ONNaThI NONOAHMTE C4eT aBoHeHTa BAMNAIH XXXXXXXXXXX Ha yK:
B cny4ae onnaTel cyMMbl PaBHOM wTpady, MMBo NpesbIWatowWen & Ugset #1: |KpacHeiri -
OKHa. Mocne cHATHA BROKHPOBKH Bl AONKHB! YASMMTE BCE MaTe| UseT #2: | Apro-3eneHuii %
3NeMEHTBI HacMA M NeaodHanK, B cnyyae oTkasa oT onnarsl, €

TepMuHana Bel HafaeTe Koa pasBnoknposkH, Ero HyxHO BBECTH
NEPCOHANEHOM KoMNbtoTepe By Ay T BE3B03BPATHO YHHHTOMEHSI. WKoHKa

Cosparn! ‘

______ _+AmAnhnLab

Lt
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victims in countries using different language. Ransomware
builder is now available on the Russian black market. The
Russian ransomware builder we found even contained the

fake message to display after hijacking computers.

The message in Russian says your computer is being locked
because illegal adult content has been detected on your
system, and you need to pay 500 RUB (approx. 18USD) to
regain control of your computer. It even claims your data will
be destroyed if you don't pay up and your system will be locked
forever. If you execute the file created with the ransomware
builder, the Windows system will restart and overwrite the
MBR (Master Boot Record). The following screen will appear

for you to enter the activation code.

[Fig. 1-52] Ransomeware warning

EnTeR c8d3: _

A Ahnlab

Ransomware builder being available in the black market
means ransomware attack is increasing the cybercriminals will

attempt to create new variants. V3 detects this ransomware as:

- Win-Trojan/Ransome.10240

MS10-087 exploiting malware builder

On July 27, ASEC discovered a malware builder that creates
malicious Word files that could exploit the MS10-087 vulnerability.

With just a few clicks, it will create a malicious Word file.

[Fig. 1-53] Chinese malware builder
(B OFFICE 2003/2007/¥indows IP SP2/SP3 DL

[RIRICI (RTF) : |

30311.):|

455 (0oC) : |

CagPx C @by C BYX CEE O ®EX

A Ahnl
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Select an RTF or “clean” Word file in the first field to trick the
victim into thinking the malicious file is “clean”. In the second field,
you need to select a backdoor malware to run when the victim
opens the malicious Word file. In the last field, select the location
to create the malicious Word file (combination of RTF file and

malware).

The builder supports the language of your Microsoft Office
(simplified Chinese, traditional Chinese, Japanese, Korean and
English) to enable the malicious Word file to run. The fact that
the builder is readily available in Chinese underground forums
shows that anyone can create their own malware easily using
those toolkits. This will increase malware that exploits vulnerable
documents. To prevent this attack, always update your program to

the latest version.
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02. Security Trend
a.Security Statistics

Microsoft Security Updates- July 2011

Microsoft issued 4 security updates (1 critical and 3 important) this month.

2010.07 - 2011.07
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[Fig. 2-11 MS Security Updates

Severity Vulnerability
Critical MS11-053 Vulnerability in Bluetooth Stack Could Allow Remote Code Execution
Important MS11-054 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation of Privilege
Important MS11-056 Vulnerabilities in Windows Client/Server Run-time Subsystem Could Allow Elevation of Privilege
Important MS11-055 Vulnerabilities in Microsoft Visio Could Allow Remote Code Execution

[Table 2-1] MS Security Updates for July 2011
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02. Security Trend
b.Security Issues

Increased exploitation of CVE-2011-2110 Adobe Flash
vulnerability

CVE-2011-2110 vulnerability in Adobe Flash Player was
presented in the last issue of ASEC Report. Adobe released a
security update (APSB11-16) for the vulnerability in mid-June,
but the number of web attacks exploiting the vulnerability grew

from between June and July.

[Fig. 2-2] Damages caused by SWF/CVE-2011-210
110963 Ah AhnLab
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Most of the malicious Flash files found in Korea were inserted
in the hidden “iframe” page and designed to download
malicious contents from a specific URL through the “info”
parameter. We decoded the “info” parameter in early
malicious Flash files and found full URL information that is

used to download malicious PE file.

[Fig. 2-3] Malicious flash links

£ DATE : 2011-06-27 17:16:36 ~ 2011-06-27 17:44:53
+ URL - hito://[44 & 1/Info/main. swi?info~0206b 1525353caaBaddddedeandddeatdd4840ap43ac 35340 7513357
+ URL - hito:// (8 & ) /canter/625 te

# DATE : 2011-06-27 17.4&45 ~ 2011-08-27 1&4&54
+ URL - hito://[44 & 1/main. swt?into=0206d 1525353¢ 40aa49ccanciceandddedantdddadssenTaises|
¢ URL - hito:// (48 &) /0625naver.ta

# DATE : 2011-06-28 1063310 ~ 2011-06-28 105759
* URL = hite:// (48 &F ) /vamm/main, swATinfo=02e60 1525353¢ 2a8adb 550050 AL 35005534¢ 4854au 310 AL SaI5505
+ URL - hito://[44 &1 /wmm/wmm. 12

# DATE : 2011-06-30 1(:5& 11 ~ 2011-08-30 11117219
+ URL = hite:// (48 8¢ ) /ma/main, switinlo=02¢6b 1525353c 2280 5555552051050 6c Macddaad 310AbSalb 53Ty
+ URL - hito://[44 &1/ma/ 12304

Recently, a shorter “info” parameter is used. Unlike the early
version, this short parameter refers to a relative URL as

shown below.

[Fig. 2-4] shorter “info” parameter

The malicious content downloaded from the URL was not a PE
file (that starts with MZ header], but partial shell codes. This
creates NOP+shell code to implement heap spray in the Flash
file. The vulnerability in Flash player is exploited to decode
the downloaded shell codes using XOR, so the downloaded
file could be malicious. This vulnerability will be continued to
be exploited to conduct web attacks. Always make sure your

Adobe products are updated to the latest versions.

Exploitation of MS10-087 vulnerability

Most of the vulnerabilities exploited to distribute malware
for the past couple of years were found in web browsers or
web applications. There has been an increase in Adobe Flash
Player based attacks, such as CVE-2011-2110.

Most MS Word based attacks exploit “MS10-087: Vulnerabilities
in Microsoft Office Could Allow Remote Code Execution
(2423930]" that was found on November 2010. There were
also cases exploiting situations such as the earthquake in
Japan on March 2011 and Osama bin Laden’s killing on May
2011. Recently, the number of malware that exploit MS10-
087 increased. Most of them were distributed as email
attachments, so be careful not to open Word file attachments

from untrusted sources.

[Fig. 2-5] Word files used to exploit MS10-087

df

@ = President Obama’s Speech,doc @ (' and A, doc
f \\ru,m\ ford =M me soft Word 2 M

@ = 2011 Insider’s Guide to Military
Beneﬂts doc

. A AhnLab
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The shell codes in each Word file were specially crafted to be

a little different from each other.

[Fig. 2- 6] Shell codes in Word flle

As mentioned above, vulnerabilities in PDF and Word files
could be exploited to launch targeted attack, such as the RSA
intrusion incident. You must install the security updates for
the products you are using to prevent security threats. V3

detects this malware as:

- Dropper/Cve-2010-3333

Distribution of malware via MS11-050 vulnerability

One of the main reasons cybercriminals produce and
distribute malware is for financial gains. So, they need to
infect as many systems as they can via various channels
(mainly intruded websites). They need to produce malware
that could exploit the various vulnerabilities that may exist
in different systems that access hacked websites. Malware
exploiting the MS11-050 vulnerability shows the following

structure.

[Fig. 2-7] Malware distributed by exploiting MS11-050 vulnerability
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03. Web Security Trend
a.Web Security Statistics

Web Security Summary

This month, SiteGuard (AhnLab’s web browser security service) blocked 145,467 websites that
distributed malicious codes. There were 677 types of reported malicious code, 799 reported domains
with malicious code, and 4,863 reported URLs with malicious code. The number of reported types
of malicious code decrease from the previous month, but the number of reported malicious codes,

domains with malicious code and URLs with malicious code increased.

I Reported malicious codes

145,467

| Reported types of | Domains with I URLs with
malicious code malicious code malicious code

677 799 4,863

[Table 3-1] Website Security Summary

@ 2011.07

Monthly Blocked Malicious URLs

As of July, the number of blocked malicious URLs increased 195% from 49,317 the previous month

to 145,467.
150,000 145,467
+294.9%
125,000
100,000
75,000 49,317
32,918
50,000
25,000 &
-
| | |
2011.05 2011.06 2011.07

[Fig. 3-1]] Monthly Blocked Malicious URLs

26

Monthly Reported Types of Malicious Code

As of July 2011, the number of reported types of malicious code was similar as the previous month.

1,000
677 679 677
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O —O @
400
200
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2011.05 2011.06 2011.07

[Fig. 3-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code

As of July 2011, the number of reported domains with malicious code increased 26% from 636 the

previous month to 799.

799

+20.5%

800 ‘
600 & e’

400

1,000 716 636

200

I I I
2011.05 2011.06 2011.07

[Fig. 3-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code

As of July 2011, the number of reported URLs with malicious code increased 103 from 2,398 the

previous month to 4,863.
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[Fig. 3-4] Monthly URLs with Malicious Code
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Top Distributed Types of Malicious Code
As of July 2011, adware is the top distributed type of malicious code with 53,991 (37.1%) cases
reported, followed by Trojan with 47,844 (32.9%) cases reported.

TYPE Reports Percentage
ADWARE 53,991 37.1 %
TROJAN 47,844 32.9%
DOWNLOADER 32,682 22.5%
DROPPER 1,951 1.3%
Win32/VIRUT 1,723 1.2%
JOKE 1,081 0.7 %
APPCARE 223 0.2 %
SPYWARE 47 0.0 %
ETC 5,925 41 %
145,467 100 %

[Table 3-2] Top Distributed Types of Malicious Code

ADWARE 53,991
TROJAN 47,844 50,000
40,000
DOWNLOADER 32,682 l
ETC 5,925 5,000
DROPPER 1,951
WIN32/VIRUS 1,723 2,500
JOKE 1,081
APPCARE 223
SPYWARE 47 0

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
As of July 2011, Win-Adware/ADPrime.837241 is the most distributed malicious code, with 28,560
cases reported. 7 new malicious codes, including Win-Adware/ADPrime.837241, emerged in the top

10 list this month.

Ranking M Malicious Code Reports Percentage
1 NEW Win-Adware/ADPrime.837241 28,560 261%
2 NEW Win-Trojan/Downloader.765408 24,755 22.6 %
3 NEW Win-Downloader/KorAd.83968 21,064 19.3 %
4 Al Win-Adware/KorZlob.3919486 11,174 10.2 %
5 NEW Win-Trojan/Downloader.802816.C 6,289 5.7 %
6 NEW Win-Adware/Adprime.1766400 4,507 4.1 %
7 -3 Win-Downloader/Cybermy.724992 4,263 3.9 %
8 -1 Win-Downloader/Cybermy.726528 3,808 3.5%
9 NEW Win-Adware/BHO.Adprime.1766400 2,583 2.4 %
10 NEW Win-Trojan/Agent.130048.EH 2,390 2.2%
109,393 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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03. Web Security Trend
b.Web Security Issues

July 2011 Malicious Code Intrusion: Website

[Fig. 3-6] Monthly malicious code intrusion: website
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The chart above shows the monthly malicious code intrusion

malware that steals accounts. Most of the malware in the
weekly ranking were new. This means a large number of
new malicious codes are created and distributed over the

weekend.

Malware distributed via social commerce sites

With the recent increase in SNS users, the number of social
commerce sites multiplied as well. Now these sites are being
attacked and hacked to distribute malware. The distributed

malware exploited vulnerabilities to infect systems as below:

[Fig. 3-7] Malware script process

of websites. The number of intrusion rose 35% from the O
previous month There was in an increase in malicious code St
intrusion of both new and old websites in July. IE versloncheck kg Catugl i)
foutne Current IE version == 80 funs.html EEbes
[Table 3-4] Top 10 Distributed Malicious Codes 103018123
Flash Player eiston. | 2 [ goo0seze | © | frewhm) palszd
Ranking  Threat URL pLE et oot I
b (CVE-2010-2884)
1 Win-Trojan/Onlinegamehack55.Gen 47 e e oW e
2 Win-Trojan/Onlinegamehack56.Gen 47 A AhnLab
& Win-Trojan/Patched.DE 23
4 Dropper/Onlinegamehack.141502 14
5 Dropper/Onlinegamehack.81872 14
6 Win-Trojan/Agent.33661822 14
! Dropper/Onlinegamehack 33624586 14 Distribution of malware via banner advertisements
8 Dropper/Onlinegamehack.84276 13
9 Dropper/Onlinegamehack.33651660 13 There is a lull in malware distribution via hacked websites
10 Win-Trojan/Onlinegamehack.33597952.B 13 on the weekdays, which is concentrated on the weekend,

The table above shows the top 10 distributed malicious
codes in July. Win-Trojan/Onlinegamehack55.Gen and Win-
Trojan/Onlinegamehack56.Gen were the most distributed

malware. They are rootkits that protect online game hacking

from Friday evening to Sunday. It was found a malware being
distributed via several blogs in the end of July. The one thing
in common about these blogs was the banner ad script they
used. We made a search for the script and found a lot of blogs

were using them.
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[Fig. 3-8] Script search results

cript> </div> <script type

It was found that the banner ad company was compromised,
and all the blogs and websites that used the script provided
by the company were used to distribute the malware. We have

mentioned dealt with this topic in detail in our other issues.

[Fig. 3-9] Malware distribution process
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